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1 Introduction

Purpose of this
document

This document instructs the technical staff of the machine manufacturer or
machine operator on the safe use of the described devices.

It does not include instructions on the safe use of the machine in which
the devices are integrated. For such information, please refer to the operating
instructions of the machine.

Instructions on use and storage

Read this chapter carefully before working with the documentation or the
device.

Read the documentation carefully before commissioning the device.

Store the manual in a place that is accessible to all users at all times for
the entire service life of the device.

You will need general knowledge about automation engineering in order to un-
derstand this manual. In addition, planning and using automation systems re-
quires technical knowledge, which is not covered in this manual.

Target group
This document is intended for qualified automation engineering personnel.

1.1  Service and support

Sales and distribution

Customer Service
Center (CSC)

Service addresses

Our sales employees in the indoor and outdoor service and our technicians
will support you at any time.

Our staff of the Customer Service Center will help you with all questions con-
cerning installation and start-up. They support you, for example, if you have
problems with combining hardware and software products from different man-
ufacturers with Murrelektronik products.

A number of support tools and measurement facilities are available for field
bus systems and EMC interferences.

Please do not hesitate to call us at +49 (0) 7191 47-2050 or send an e-mail to
support@murrelektronik.com

Murrelektronik GmbH has a policy of customer proximity, both at national and
international level. Please visit our website to find your contact person:
www.murrelektronik.com

1.2  Scope of delivery

The scope of delivery includes:

1x IMPACTG67 device
1x Operating instructions — multilingual

15x Designation label

User manual 54631_hdb_en_14 7/168
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1.3  Applicable documents

Other applicable docu-
ments

Document Art. No. |Location

Operating Instructions 54631 |Included in the scope of delivery or down-
loadable from

Product data http://shop.murrelektronik.com

1.4 Environmentally friendly disposal

Compliance with country-specific waste disposal regulations

Always dispose of scrap devices in compliance with the applicable coun-
try-specific regulations on waste disposal (e.g., the European Waste Code
16 02 14).

Scrap materials may only be sorted by qualified personnel
Proceed with care when dismounting the device. There is a risk of injury.
Send the separated components to the correct recycling line.

Disposal

The product can be returned to Murrelektronik GmbH free of charge for dis-
posal. The same applies to the original packaging and any batteries or power
packs. Any units that have been contaminated with hazardous substances will
not be accepted for repair or disposal.

Returns
Label the product and the packaging with “For disposar.
Package the product.
Send the package to:
Murrelektronik GmbH
Falkenstra3e 3
71570 Oppenweiler / GERMANY

We will make sure that the items are disposed of in accordance with German
legislation. The most recent owner is responsible for transport to the return
point until items arrive at their destination.

User manual 54631_hdb_en_14 8/168
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1.5 About this manual

1.51 Symbols

A

> P

TH=N-

This document includes information and notes to be observed for your own
safety and to avoid injuries and material damage. Such information is indicat-
ed as follows:

/\ DANGER!
Immediate danger

=» Failure to observe this warning involves an imminent risk of death or seri-
ous injuries.

Possible danger
=» Failure to observe this warning can lead to death or serious injuries.

/\ CAUTION!
Low-risk danger
=» Failure to observe this warning can lead to mild or moderate injuries.

NOTICE
Possible material damage

> Failure to observe the warning may cause damage to the device and/or
the system.

NOTE
Other technical information and notes of Murrelektronik GmbH.

RECOMMENDATION
Notes with this symbol are recommendations of Murrelektronik GmbH.

PRODUCTS AND ACCESSORIES
This symbol indicates accessories or product recommendations.

Instruction for use
= Read and observe the instructions.

1| If they are numbered, it is absolutely necessary to follow them in the cor-
rect order.

2 | Read and observe the instructions.

User manual 54631_hdb_en_14 9/168
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1.5.2 Trademarks

The trademarks of the following companies and institutions are used in this

documentation:
EtherNet/IP™ ODVA.Inc
10-Link c/o PROFIBUS Nutzerorganisation e.V. (PNO)

STUDIO 5000 LOGIX DESIGNER Rockwell Automation Inc.

153 Specifications

Specification Link
EtherNet/IP www.odva.org
Specification Link

IO-Link Version 1.1.1 www.io-link.com

154 Software tool

Software tool Link

Studio5000, Rockwell Automation Inc www.rockwellautomation.com
1.5.5 Murrelektronik software tool

Software tool Link

Murrelektronik 10-Link Device Tool shop.murrelektronik.com

Version V40 and higher

AutoUpdateX V3 shop.murrelektronik.com

User manual 54631_hdb_en_14 10/168
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2  For your safety

= Read this chapter carefully.
=» Only after that you may work with the fieldbus device.

2.1  General safety instructions

/\ DANGER!
High electrical voltage in the machine/system

Death or severe injuries resulting from electric shock.

= When working on the machine/devices, comply with the 5 safety rules of
electrical engineering.

Protection of persons and material assets
=» According to applicable national specifications/standards (e.g., DIN VDE

0105-100).
Safety rules for protection against high electrical voltage:
1| Switch off.

2 | Secure against switching on again.

3| Make sure that there is no voltage on any pole.

4| Ground and short-circuit.

5| Cover or block off adjacent parts that are live or energized.

Qualified personnel

Only qualified automation technology personnel is allowed to install, commis-
sion and operate the device.

According to the standard IEC 60050-195, qualified personnel means persons
having the appropriate training and experience to enable them to avoid haz-
ards and risks that may arise from electricity.

They are qualified if they meet the following requirements:
B they have undergone suitable electrical engineering training,

B they were trained by the machine operator to operate the machine and in-
structed on the related safety regulations,

B they have access to the Operating Instructions and this manual,

B they are familiar with the safety standards which are common practice in
automation engineering,

m they are familiar with the basic and technical standards related to the spe-
cific application.

Using the unit

= Comply with all safety and accident prevention regulations when conduct-
ing project engineering, installation, commissioning, operation, and testing
of the device.

= Check material resistance if aggressive media are used.

NOTE
Interventions in the hardware and software of the device dare, if they are not
described in this document, only be carried out by qualified personnel from

Murrelektronik GmbH.
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NOTE
Use only a power supply unit that allows maximum 60 V DC or 25V AC under
single-fault conditions. The power supply must comply with SELV or PELV.

/\ CAUTION!
Hot surface
Minor injuries and damage to devices caused by contact with the surface.
Wear thermally suitable gloves.
Use thermally suitable connecting cables only.

Protective measures by the machine operator
Observe the instructions in this manual.

Observe the test specifications contained in the operating instructions of
all connected components.

2.2 Intended purpose

IMPACT®67 is a decentralized device. It can be used in harsh industrial envi-
ronments up to degree of protection IP67.

Operation of the device in accordance with its designated use and the degree
of protection IP67 are only guaranteed if open male and female connectors
are closed using screw plugs.

Intended use also includes EMC-compliant electrical installation. The device
is designated for use in industrial environment. Radio interference may occur
if it is used in a domestic or mixed environment.

If the device is used in domestic and mixed environments, the applicable
standards must be observed.

Warnings Do not alter the design, engineering, or electrical features of the device.

Do not use the device outside the applications described in this manual,
the Technical Data or in the operating instructions.

Do not use the device as a safety-related device. It does not meet the
relevant standards. Safety functions of the system are not ensured!

Do not use the Off state of the device outputs for safety-related require-
ments of the system/machine!

Do not use the device outdoors or for continuous operation in liquids.
Do not clean the device with a high-pressure cleaner.
Do not use the device as a climbing aid.
Warranty and liability claims become void if:
the device is not used according to its designated use,

damage is caused because the manual and the operating instructions
have not been observed,

the personnel was/is not qualified.

User manual 54631_hdb_en_14 12/168



Description "‘ MURR
mAAm ELEKTRONIK

stay connected

3 Description

3.1 Device

The IMPACT67 Pro is a fully encapsulated fieldbus device in a plastic case. It
is particularly robust and designed for use in rough environments.

Property Description
Robust Versatile applications under very high
loads due to:

B robust plastic case,

B No formation of water of condensation
due to fully encapsulated case.

Vibration-proof Safety function also guaranteed when subjected to con-
tinuous vibration

Resistant Long life due to acid and alkali resistant plastic.

Tight Tight up to degree of protection IP67 (EN 60529)

c UK ,@ @ I0-Link cus Etheri'et/IP

c n IND. CONT. EQ

E201820
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311 Product Designation Code

IMPACT67 Pro

Product family

E

Function
B EtherNet/IP

DIO8

Digital inputs and outputs
B D = Digital

B | =Input

B O =Output

Number of channels

B 8 =8 channels (pin 2)

IOL8

IOL = |O-Link master

Number of channels
B 8 =8 channels (pin 4)

M12L 5P

POWER connection (power supply)

B M12=Size

B L =Coded

B 5P = 5-pin version with Functional ground (FE)

User manual 54631_hdb_en_14
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3.1.2 Device structure

X0 ... X7 Digital inputs and outputs or 10-Link,
M12, A-coded

0 Channel corresponds to pin 4

Channel corresponds to pin 2

Examples:
Channel 02 = Pin 4 Female connector X2

Channel 16 = Pin 2 Female connector X6

XD1 Power supply POWER IN,
, L-coded, 5-pin
XD1 XD2 M12, L-coded, 5-pi
XD2 Power supply POWER OUT,

M12, L-coded, 5-pin

14 1 Rotary switch
XF1 XF2 XF1 EtherNetl/P-Port 1, M12 D-coded
XF2 EtherNet/IP-Port 2, M12 D-coded
2 Ground strap for functional ground

Fig. 3-1: Device design

User manual 54631_hdb_en_14 15/168
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31.3 Pin assignment
M12 female connector X0 ... X7
A-coded 1 5 Pin 1 24V —
oL 5 |Pin2 DI/DO
4 00 3 Pin 3 oV
Pin 4 DI/DO/IO-Link
Pin 5 ov
M12 male/female con- XD1 XD2
nector 1 5 Pin 1 24V —US 5 1
L-coded Pin 2 ov
POWER IN/OUT 2 6)1\% Pin 3 oV 8)% 2
0\ 4 Pin 4 24V —— UA 4 @
3 Pin 5 L 3
M12 female connector XF1/ XF2
D-coded 1 9 Pin 1 TD +
Port1/Port 2 02 5 Pin 2 RD +
4 00 3 Pin 3 TD -
Pin 4 RD -
Pin 5 n.c.
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314 Indication elements

X0 ... X7 LED digital inputs and digital outputs or 10-Link

1 LED MS
LED NS
LED LNK1/ACT1
LED status (ST)
LED LNK2/ACT2
LED POWER UA
LED POWER US

Fig. 3-2: Indicators

User manual 54631_hdb_en_14 17/168
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IO-Link is a standardized protocol that enables connection of intelligent devic-
es (sensors and actuators) to an automation system.

Communication takes place between an IO-Link master and one or more 10-
Link devices. A master module has one or more ports and one device can be
connected to each port. I0-Link is a point-to-point communication system and
is not a fieldbus.

The IO-Link master module is the interface between the controller and the |O-
Link system.

-alil (& ©) Nfmm—

2 —emi|E G uwew— °
° @ @ e ©
o0 Ooo oo
® ®
—
® ®

IO-Link communication (C/Q) is activated on pin 4, an IO-Link device can be
connected and used.

The acyclic data can be used to write the device parameters from an 10-Link
device or to read parameters, measured values and diagnostic data from an
IO-Link device.

The following tasks can be performed:

B Parameterization/configuration of an |O-Link device when the system is
running.

B Diagnostic of an 10-Link device by reading diagnostic parameters.

B Execution of IO-Link port functions.

B Back-up/recovery of IO-Link device parameters.

The data on the 10-Link device is uniquely addressed with index and sub-in-
dex.

This data can be accessed with the so-called IOL CALL. This is usually pro-
vided as a data handling block by the PLC manufacturer.

User manual 54631_hdb_en_14 18/168
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For further information, see chap. 8.5 "lO-Link configuration".
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NOTE
m Data storage is only available for |O-Link devices that comply with 10-Link ver-
sion V1.1 and higher.

B Data storage offers scope for replacing I0-Link devices without reconfigu-

ration.

B The lO-Link master and the IO-Link device save the set device parameters

of the previous parameterization.

and 10-Link device are synchronized.

In data storage, the parameter data storage facilities of the 10-Link master

Following the replacement of a device, the master writes the saved device

parameters to the new device whenever data storage is enabled in the |O-

Link master.

The application can be restarted without reparameterization.

After having replaced the IO-Link master, the master reads the 10-Link de-

vice parameters and stores them. For this, the data storage option “Save

and restore” must be active.

The application can be restarted without reparameterization.

To use data storage, the vendor ID and the device ID of the connected 10O-

Link device must be entered additionally for each |O-Link master port in
the validation settings.
The IO-Link port mode must be set to “Manual”.

After this, the device sends an upload request to the master.

Block parameterization can be carried out via the 10-Link device tool in the
“Parameter” window and with the “Block Write Mode”.

To store the modified 10-Link device parameters again in the master, de-
vice parameterization must be done via block parameterization.

Optionally, block parameterization can also be done via the web server or
a PLC block,

e.g. Siemens |IOL_Call.

In this case, block parameterization must always be completed with the
command “Parameter Download Store” ISDU index 0x02 subindex 0 val-

]
]
]
[}
]

ue 05.

[CHMORE OF]

o)

0P}

o)

o NP oP]

102.82103
102.90306
102.96578
103.02850
103.09122
103.16843
103.24563
103.70399
10322285

WRITE_INDEX
WRITE_INDEX
WRITE_INDEX
WRITE_SUBINDEX
WRITE_SUBINDEX
WRITE_SUBINDEX
WRITE_SUBINDEX
SINGLESHOT
WRITE INDEX

2
74
161
75
B
80
81

i

3 4333334

COMZ2  Standard Command=[Parameter Download Start]
COM2

ComM2

ComM2

COM2

oMz

om2

COMZ2  OxFF91: DS Upload Request

COM2_ Standard Command=[Parameter Download Store|

B In the validation backup mode “no Device check”, the saved
device parameter content in the I0-Link master is deleted.

03
0
01
01
00 1E
00 1E
0032

05
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3.31 Communication

Unicast connections

EtherNet/IP is based on a generator/receiver communication model for which
the multicast Ethernet communication enables fast “Report by exception” re-
sponses.

The connection to the control scanner can only be established in an EtherNet/
IP network via 10/100MBit/s Ethernet switches.

The maximum permissible cable length to the end point without any auxiliary
devices is 100 m.

A 2-port switch is integrated into the fieldbus device. This switch sends multi-
cast messages to all switch ports and behaves in this case like a hub. When
Unmanaged Switches are used, more multicast users (EtherNet/IP users) are
added to the system, resulting in more multicast traffic for the users. Thus, a
higher amount of bandwidth is used in the system which results in longer re-
sponse times as each user must evaluate messages that are not addressed
to the user.

Excessive network traffic may result in missed messages and RPI response
delays which may interrupt communication.

It is therefore recommended to split the entire network into several segments
by means of several switches. By choosing suitable RPI times and switches,
high-speed networks can be decoupled from non-time-critical systems.

A Managed switch should be considered for network segments that include
traffic unrelated to the 10-Link segment.

Managed switches are recommended for high-speed control systems. To
manage the multicast traffic, the switch must support the IGMP Snooping
function (Internet Group Management Protocol). For the connection of a con-
trol system to a large plant or company network, consider using a virtual LAN
on a switch, or a router.

The device is able to establish data connections using Unicast connections.
Unicast connections may result in reduced traffic on the network. Please se-
lect the best type of connection for your application.

User manual 54631_hdb_en_14 21/168
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3.3.2 Requested Packet Interval (RPI)

When setting up an EtherNet/IP system, the RPI value must be carefully set
in the scanner.

According to the manufacturer's version, this value is in the range between 1
ms and several hundred ms.

The RPI value determines the speed at which the scanner sends Ethernet/IP
messages (packets).

It also determines the maximum speed at which the bus node sends messag-
es.

The value that is set in the scanner is transmitted to the device as soon as the
connection is established so that the system uses the same time base.

The RPI value can be used not only to set the speed, but also to set the speed
at which the scanner expects timely reception.

If the selected RPI time is too short, a higher network load is automatically
generated.

Due to the higher network load, the device must spend more time to process
the queries accordingly.

This is also applicable to the messages which are not addressed directly to the
device since they must be accepted and rejected anyway.

This results in an overload situation in which the device is no longer able to
execute the internal processes and adhere to the required RPI time.

If the reception of the telegram exceeds the set RPI time by a factor of 4, the
control interrupts the 1/0O communication and switches into an error state.

Please note:

a| Configurations which require RPI times shorter than 10 ms must be tested
in advance for correct operation.

b | The minimum supported RPI time is 1 ms!

For further information, refer to chap. 8.3 "Requested Packet Interval (RPI)
configuration".
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Device Level Ring (DLR)

B =

Device Level Ring (DLR) is a protocol that allows media redundancy in a ring
topology, e.g. for EtherNet/IP™.

Aring network consists of at least one ring supervisor and any desired number
of users.

To build up the topology and to detect cable breaks inside the ring, there are
two different methods:

a| Beacon-based
b | Announce-based

Users which support DLR must have implemented the DLR object (0x47) that
provides the methods for configuration and diagnostic.

The devices described in this manual support the Beacon-based DLR technol-
ogy.

The described devices do not support the ring supervisor function and can
therefore not be used as ring supervisor.

For further information, refer to chap. 8.4 "Device Level Ring (DLR) configura-
tion".
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3.4 Industrial Internet of Things (lloT)

The device supports the following IloT functions for industrial communication:
JSON, MQTT, and OPC UA.

For further information, refer to chap. 8.6 "Industrial Internet of Things (lloT)".
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Bus data

Fieldbus protocol EtherNet/IP

Ethernet 10/100 Mbit/s
Addressing BOOTP, DHCP, WebUI,

Rotary encoder switch

Connection types

Exclusive Owner, Listen
Only, Input Only

Device Level Ring (DLR)

Beacon-based

Connection

M12, 4-pin, D-coded

OPC UA-Server

OPC UA Server According to "lO-Link Companion Specification" [Yes
and Murrelektronik IO-Link Diagnosis
www.murrelektronik.com

Transport UATCP,

UA Secure Conversa-
tion,
UA Binary Encoding

Server profile

Micro Embedded Device

Protocol

OPC UATCP

User access

Read access only
Read and write access

Anonymous
User name/password

Number of sessions

2

Number Subskriptions per Session 2
Number ,Monitored ltems” per Session 20
Minimum release interval 100 ms
Maximum number of sessions/clients 5
Data coding UA binary
Energy monitoring Current and voltage Yes
Temperature monitoring Yes
MQTT-Client
MQTT Client
Client services Publish
Protocols Over TCP MQTT
Topic size Individually per MQTT publication <256 bytes
and
common topic prefix of the associated <256 bytes
MQTT connection
Topics B Printable UTF-8
string
B NUL-terminated
B Multibyte encoding
(MBCS)
B Payload: JSON
Will Topic <256 Bytes

Quality of Service

QoS 0, QoS 1 and
QoS 2

IP standard

IPv4

User manual 54631_hdb_en_14
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MQTT-Client
Port 1883 (default) MQTT unencrypted
MQTT standard V3.1.1
JSON, MQTT JSON integration for 10-Link V1.0.0 Yes, via REST API and
MQTT
Energy monitoring Current and voltage Yes
Temperature monitoring Yes
Restriction The Subscribe service is
not supported.
REST API
Standard According to “JSON Integration for |O-Link,Ver- |Yes
sion 1.0.0, Mar 2020”
https://io-link.com/share/Downloads/IO-Link_Inte-
gration/JSON_Integration_10222_V100-
_Mar20.zip
Protocol HTTP
User access Read access only Anonymous

Read and write access

User name/password

Authentication

According to RFC 7617

HTTP Basic Authentica-
tion

Supported endpoints

See product manual

Web server

HTTP HTTP/1.1

Port 80

Connections Over TCP <8 simultaneous con-
nections.
One connection is being
processed.

JavaScript Required

HTTPS Not supported

10-Link

IO-Link devices operating voltage 24V ==

I0-Link devices voltage range 20..30V-—=

Transfer rate

COM1/COM2/COM3

Standardized Master Interface (SMI)

According to 10-Link
specification V1.1

Transfer rate recognition Automatic

Supply

Operating voltage US 24 V=

Voltage range US 18 ...30 V===
When using 10-Link 20.3...30 V===

Operating voltage UA 24 V==

Voltage range UA 18 ...30 V=

Sensor current US <40 °C (see Derating) <16 A

Actuator current UA <40 °C (see Derating) <16 A

Current consumption At idle <0.18 A

Protection against reverse polarization Yes

for US and UA

Reverse polarity protection Yes

User manual 54631_hdb_en_14
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Supply

Connection

M12, 5-pin, L-coded

Cable cross-section Current per supply <12 A 21,5 mm?
Current per supply >12 A 22,5 mm?

Input (DI)

Sensor power supply Per port, <40 °C (see Derating) <2 Aload
Automatic start

Total current sensor supply <40 °C (see Derating) <10 A

Filter time 0 ... 15 ms + tcycle,
adjustable

Delay time for signal change 2..5ms

Input characteristic EN 61131-2 Type 1 + Type 3
Short-circuit protection, sensor supply MOSFET with current
measurement
Connection M12, 5-pin, A-coded
Cable cross-section <0.75 mm?
Cable length <30 m
Total current Per port <4 A
Output (DO)
Qutput current DO (UA) Per pin, <40 °C (see Derating) <2A
Total current outputs <40 °C (see Derating) <10 A
Frequency <50 Hz
Short-circuit protection actuator MOSFET with current
measurement
Connection M12, 5-pin, A-coded
Cable cross-section <0.75 mm?
Cable length <30 m
Total current Per port <4 A
Derating
ITA]
A \
12 | | \
10 |1 N\
8 [1 | \\
61 | AN
4
2 | | |
0 1 1 1
30 20 10 0 10 20 30 40 60 70 T[°C]

Fig. 4-1: Sensor current US and actuator current UA
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Derating
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I [A]

16

14

12

—
ON A ®S

-30

20 10 0 10 20 30 40 50 60 70 T[°C]

Fig. 4-2: Total current, sensor power supplies and total current, outputs

Derating

I{A]

2,5

2

1,5

1
0,5

0

-30

20 10 0O 10 20 30 40 50 60 70 T[°C]

Fig. 4-3: Current per sensor power supply and output
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4.2 Environmental characteristics
Climatic
Ambient temperature -25°C ...+70°C
Until HW 1.02 and SW 1.06
Ambient temperature -40°C ... +70°C
From HW 1.03 and SW 1.07
Storage temperature Provide acclimatization for commissioning -25°C ... +85°C
Until HW 1.02 and SW 1.06
Storage temperature Provide acclimatization for commissioning -40°C ... +85°C
From HW 1.03 and SW 1.07
Transport temperature Provide acclimatization for commissioning -25°C ... +85°C
Until HW 1.02 and SW 1.06
Transport temperature Provide acclimatization for commissioning -40°C ... +85°C
From HW 1.03 and SW 1.07
Relative humidity <95 %
Installation hight Above sea level <3000 m
Mechanical
Oscillation test EN 60068 Part 2-6 10 ... 58 Hz,
Oscillation angle
0,35 mm,
58 ...150 Hz; 20 g
Shock test EN 60068 Part 2-27 50 g, duration 11 ms
Electrical safety
Protection degree EN 60529 IP67
Protection class Using a SELV- or PELV- power supply 1l
Pollution degree 2
EMC-inteference
Radiated inteference E-field enclosure EN 55016-2-3 Conform
EMC-immunity
Electrostatic discharge (ESD) EN 61000-4-2 Conform
Electromagnetic RF-fields EN 61000-4-3 Conform
Fast transient burst EN 61000-4-4 Conform
Surge AC EN 61000-4-5 Conform
Conducted RF-fields EN 61000-4-6 Conform
Voltage dips EN 61000-4-11 Conform
4.3 Protection
Device protection
Overvoltage protection Yes
Overload protection device supply To be ensured through load circuit monitoring Yes
Inverse-polarity protection device supply Yes

Short-circuit protection sensor supply

Electronically

Short-circuit protection output

Electronically

Protective circuit input

Internal

Suppressor diode
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4.4 Mechanical data
Material data
Housing material ‘ Plastic
Assembly data
Weight Net 4709
Dimensions LxWxH 225.4 x 63 x 36 mm
4.5 Conformities, Approvals
Conformity, Approvals
Product standard EN 61131-2 Compliant
Programmable logic controllers, Part 2
CE 2014/30/EU Compliant
2011/65/EU
UKCA Compliant
EMC 2014/30/EU Compliant
REACH No. 1907/2006 SVHC List
WEEE 2012/19/EU Compliant
ULus E201820
RoHS 2011/65/EU & 2015/863 Exception 6¢c&7a
China RoHS SJ/T 11364-2014 25 EPUP

Hazardous substance (BE#)'H)

. Hexavalent Polybrominated | Polybrominated
p Part Name Lead Mercury Cadmium ] ) )
25’ o7 (Pb) & (He) & Cd) & Chromium biphenyls diphenyl ethers
5 7K
: " (Cr (VD) 7"#88 | (PBB) £ REX3 | (PBDE) % REXRE
Component part PCB ! 2
N X o] 6] o] o] 0]
BUHERSD ENRIEBEEER
Connection Terminal / Screws / Housing®
e . . X o] 0 o] o] 0
B&RIET /T AR

26572.

X: ZRZBEEMBEEERBD FNEL —EHEM RN E BBIBIZGB / T26572F &AIRH,

0: Indicates that the content of the harmful substance in all homogeneous materials of the component part is below the limit defined in GB/T 26572.
0: REPAZEEVBEEMENE AT E SEM R E ENILGB/ T26572F ZAIRH,
X: Indicates that the content of the harmful substance in at least one homogeneous material of the component part exceeds the limit defined in GB/T

' EU RoHS Directive 2011/65/EU, Annex Il Exemption 7(a) Lead in high melting temperature type solders (i.e.,
lead-based alloys containing 85 % by weight or more lead)

2 EU RoHS Directive 2011/65/EU, Annex Il!: Exemption 7(c)-I Electrical and electronic components containing lead
in a glass or ceramic other than dielectric ceramic in capacitors, e.g., piezoelectronic devices, or in a glass or ce-

ramic matrix compound.

3 EU RoHS Directive 2011/65/EU, Annex III: Exemption 6(c) Copper alloy containing up to 4 % lead by weight.
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4.6 |IP ports used

stay connected

Port

UDP Port 44818:

Encapsulation messages based on UDP

UDP Port 2222:

Implicit messaging (10 messaging)

UDP Port 68 DHCP client
TCP Port 44818 Encapsulation messages based on TCP. Explicit messaging
TCP Port 80 Integrated Webserver

TCP Port 4840

Integrated OPC UA Server.
Default value. Port number can be modified by configuration.

UDP 55510

AutoUpdateX V3 Protocol

For the MQTT client, no fixed or configurable port is provided.
If the MQTT client is active, the next free port of the IP stack is assigned to it.
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5 Mounting

5.1 Requirements

>

5.2 Dimensions

Prerequisites for mounting:
Even mounting surface to avoid mechanical tension.
Provide proper grounding.

Suitable installation site in terms of vibration and shock load, temperature
and humidity (see chap. 4 "Technical Data").

Protected to avoid tearing off the connecting cables by personnel or de-
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m
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m
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|
|

@ ]|
O
5
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200

209,4
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63

Y

Fig. 5-1: Dimensions in mm
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stay connected

User manual 54631_hdb_en_14

32/168



Mounting MYMURR
mAAm ELEKTRONIK

stay connected

5.3 Mounting distance

T~ —

\/\/

23

Fig. 5-2: Distance in mm

NOTE

= For correct installation and improved heat dissipation, we recommend
keeping a minimum distance of 3 mm when mounting the IMPACTG67.

NOTE
=» If angled male connectors are used, a minimum distance of 50 mm is re-
quired.

E =
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5.4 Mounting the device

NOTICE

Material damage due to incorrect installation.

The fastening screws and tightening torques depend on the surface of the in-

stallation site.

=» Use fastening screws that are suitable for the mounting surface structure.

=» Carefully tighten the screws. The indicated tightening torques must be ad-
hered to.

NOTICE

Material damage through improper use.

Do not use the devices as climbing aids. Improper use can cause the devices
to break off or to be damaged otherwise.

=> Install the devices in such a way that they cannot be used as climbing aid.

A
—
_
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\

\
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208,5

\\NAVAVAN

///\
) ///\

\

\

<
o
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~
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o ®
\\
\

\

(]
©
Vi

Fig. 5-3: Fasten device. Dimensions in mm (figure similar)

Art.-No.
M6 | 3Nm \\ 7000-98001-0000000

Mount the device in the order indicated below:

1| Slightly tighten the top M6 bolt.

2 | Align the housing.

3| Slightly tighten the lower M6 bolt.

4| Tighten the M6 bolts to the specified tightening torque.

5| Ground device.

Attach the grounding strap (see chap. 5.4.1 "Functional ground").
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NOTE
The screws and the grounding strap illustrated are not included with the de-
vice.
5.4.1 Functional ground

NOTE
Use a conductive screw to attach the grounding strap.

Art.-No.
M4 1 1.2Nm \ 7000-98001-0000000
For further information, refer to chap. 12.3.1 "System components".

The bolts and the grounding strap illustrated are not included in the scope of
\@ delivery. The grounding strap is available in the online shop of Murrelektronik
o e GmbH
shop.murrelektronik.com.
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Mounting

stay connected

Addressing lid

5.4.2

&

)5,

b

G5
pN Q‘Q/'
\Qw@v

9

o‘\.
@\“@\ S\

)

Fig. 5-5: Fasten rotary switch cover

7000-98001-0000000

Art.-No.

\

0,8 Nm

M3

For information on how to set the rotary switches, please refer to chap. 6.1.1

"Rotary switch settings"

36/168
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6 Installation

stay connected

6.1 Electrical Installation of the device

>

/\ DANGER!
High electrical voltage in the machine/system

Death or severe injuries resulting from electric shock.

= When working on the machine/devices, comply with the 5 safety rules of
electrical engineering.

Protection of persons and material assets

=» According to applicable national specifications/standards (e.g., DIN VDE
0105-100).

Risk of fire due to short circuit.

Damaged supply lines and/or devices may short circuit when damaged which

may result in overheating and fire.

=» Provide intelligent current monitoring or fuse. The fuse must be designed
for max. 9 A.

/\ CAUTION!
Loss of function due to improper installation
When disregarding, injuries and/or damage to property may occur.
= Only install cables and accessories that meet the requirements and regu-
lations for safety, electromagnetic compatibility and, if required, telecom-
munication terminal equipment specifications as well as the specification
data.

/\ CAUTION!
Hot surface
Minor injuries and damage to devices caused by contact with the surface.
= Wear thermally suitable gloves.
= Use thermally suitable connecting cables only.

NOTICE

Damage to the machine/system due to improper switching on of the volt-
age sources.

When the device is switched on with separate actuator and sensor voltage, the
function of the digital inputs and outputs cannot be guaranteed unless the
proper power-on order is performed.

=» Always switch on voltage sources in the following order:

1| Switch on sensor voltage.
2| Switch on actuator voltage.
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NOTE
Use only a power supply unit that allows maximum 60 V DC or 25V AC under
single-fault conditions. The power supply must comply with SELV or PELV.
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6.1.1 Rotary switch settings
NOTE
Delivery state: The rotary switches are set to 000, DHCP activated.
NOTE
An unambiguous and unique IP address must be assigned to each user in the
network.
%100 x10 x1 Address range_ 1..999
SN x1  Rotary switch (ones)
3@3 5—2@3 %@;o x10  Rotary switch (tens)
x100 Rotary switch (hundreds)
Tab. 6-1: Rotary switch for addressing
Position/ | Web S
Range server JSON OPC UA |MQTT Description
0 Eh - - - Out of the Previously saved internet configuration: the
box: DHCP | saved configuration is used.
1..254 |- S S - Last Setting of the forth octet of the IP address us-
octet ing the rotary switch value.
Default setting: 192.168.1.xxx
255 S S S S Static IP ad- | The IP address saved last is active.
dress
256...910| -** S o e Reserved™*
911 Disabled |Disabled |Disabled |Disabled |Secure
Mode
912 o Disabled |Disabled |Disabled |IlloT mode
disabled
913 Disabled | Disabled | -** o Web server | Fieldbus communication in normal operation
and JSON
disabled
914 Enabled |Enabled |Enabled |Enabled |Activates all
lloT proto-
cols and the
web server.
915978 |-** S S e Reserved**
979 Enabled |Enabled |En- En- Reset Sequence of actions only for this rotary switch
abled(up |abled(up |to factory position:
tFoWV‘I 05) tFoWV‘I 05) settings 1| Disconnect the device from the power
Dis- Dis- Supply. "
abled(fro | abled(fro 2| Set switch position 979.
m m 3| Supply the device with voltage.
FWV1.06)| FWV1.06) 4| Wait until reset is completed.
+ ST LED flashes green: Device is
performing the reset.
» ST LED lights up permanently
green: Reset is completed.
ST LED indication, see 9.1 "LED indica-
tion"
5| Disconnect the device from power.
6| Switch position to 000 or any other de-
sired position.
7| Supply the device with voltage.
980-999 |-** S - e Reserved™*

Tab. 6-2: Setting the address
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NOTE
Reserved switch positions do not have any fieldbus communication, see
9.1 "LED indication".

NOTE**
The last protocol setting is maintained.

=B =

Service settings

Web interface is activated/deactivated by rotary switch setting:
B 913 deactivated
B 914 activated

To do this:

1| The device must be de-energized.

2| The rotary switch must be set to 913 or 914.

3| The device must be supplied with voltage.

4| Wait until the MS/NS and US1/US2 LEDs flash green alternately.
5| The device must be de-energized.

6 | The original rotary switch position must be set.

7| The device must be supplied with voltage.

NOTE
Communication with the device is not possible with rotary switch positions 913
and 914.

NOTE
The saved default IP address is 192.168.1.6.

NOTE
The IP address parameters are stored for all switch settings. This must be tak-
en into account in particular with the switch setting 0.

B E

Setting an address 1| Remove device supply.
2| Dismantle the address cover.
3| Set a unique address.
4| Mount the address cover.
5] Connect device supply.

"‘ The tightening torques can be found in chapter 5.4.2 "Addressing lid"
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6.1.2 Connecting sensors and actuators

Connecting the
M12 ports

=
|
Fig. 6-1: Example of M12 connection inputs and outputs

Art.-No.

M12 | 0,6 Nm | e——17((0-99102-0000000

The pin assignment of the slots can be found in chap. 3.1.3 "Pin assignment".

NOTE
Feeding in an external ground via M12 female connectors can lead to faults.

=» Do not feed external ground to the device via M12 female connectors.

NOTE
Maximum cable length of the sensor and actuator cables is limited to 30 m.

B & =
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Sensor power supply

Supported I0-Link
communication

=5 =

stay connected

Please note:

B Sensors can be supplied via pin 1 (24 V) and pin 3 (0 V) of the M12
female connectors.

B The maximum permissible current for the power supply of the sensors is
2A.

B In case of overcurrent or short circuit, the connected cable or sensor must
be disconnected from the M12 female connector.

The device supports the 10-Link communication using the following speeds:
[ 4,800 baud (COM 1)
B 38,400 baud (COM 2)
B 230,400 baud (COM 3)

NOTE
The device automatically selects the appropriate communication speed for the
IO-Link device.

NOTE
Maximum cable length is limited to 20 m for 10-Link connection.

A large selection of accessories can be found in the catalog or
online shop of Murrelektronik GmbH: shop.murrelektronik.com
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6.1.3 Connecting the power supply

Connect M12 male con-
nector to POWER IN

1 5

)

3

and M12 female con-
nector to POWER OUT

O}
-&9.

Fig. 6-2: Example of M12 connection POWER

Art.-No.

M12 | 0,6 Nm | e——170(0-99102-0000000

The pin assignment of the slots can be found in chap. 3.1.3 "Pin assignment".

3

6.1.4 Connecting EtherNet/IP bus

Connecting the

M12 port
1 5o 2

>0 S
4 3

Fig. 6-3: Example of M12 connection bus
Art.-No.
M12 1 0.6 Nm | e———I7000-99102-0000000
"‘ The pin assignment of the slots can be found in chap. 3.1.3 "Pin assignment".
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6.2 Ensuring Tightness (IP67)

/\ CAUTION!
Leaky housing
Risk of personal injury and material damage due to failure caused by ingress

of conductive liquids.
= Seal unused male and female connectors.

Connection
of cables

Fig. 6-4: Connection of cables

Art.-No.
M12 10,6 Nm | em——7600.99102-0000000

A large selection of accessories can be found in the catalog or
\@ online shop of Murrelektronik GmbH: shop.murrelektronik.com
o O
You will find suitable sealing connectors/screw plugs for the ports in our
\@ onlineshop shop.murrelektronik.com
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7  Start-up

/\ CAUTION!
Uncontrolled processes.
Personal injury and material damage due to incorrectly performed start-up

phases (e.qg. first start-up, restart and configuration changes).
> Always perform the start-up in this sequence:

1| Mount and connect cables to the device.
2| System check and approval by an expert.
3| Putitinto operation.

NOTICE

Functional errors in residential areas
Devices of EMC Class A may cause interference in residential areas.
= The system operator must take appropriate measures.
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7.1  Loading the EDS files
Tool used This chapter describes how to configure a device, using the example of Stu-

dio5000 Logix Designer from Rockwell Automation Germany.

Loading the EDS files Installing the EDS files and/or the device description file.

@ Logix Cesigner - Impacte7Pro [5069-L310ERMS2 32.127*
FILE EDIT VWIEW SEARCH LOGIC COMMUNICATIONS | TOOLS | WINDOW  HELP

Pl & ¥ Oag 92 I Options... B

= RUN e Security »
5 om QK l Path: AB_ETHIF-11192.168.1.1\8 Safety y| B
™ Energy Storage . 8
i myo Offline fl. Mo Forces @ Documentation Languages... -
Controller Organizer + 0 X Import

al "E Export

4 @ Controller Impact67Pro

EDS Hardware Installation Tool
<! Controller Tags

Controller Fault Handler Motion
Power-Up Handler Plug-In Manager..
4 . Tasks
4 3 MainTask Custom Tools...

P L MainProgram
4 (O) SafetyTask
b L SafetyProgram
Unscheduled
4 | Motion Groups

B controlFLasH

Ungrouped Axes
P 7 Alarm Manager
P Assets

= Logical Model
4 /O Configuration

Fig. 7-1: Loading the EDS files

In Project menu | Tools,
= click EDS Hardware Installation Tool.
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Rockwell Automation’s EDS Wizard

Welcome to Rockwell Automation's EDS
Wizard

The EDS Wizard allows you to:
-register EDS-based devices.

- unregister a device.
- change the graphic images associated with a device.
- create an EDS file from an unknown device.

-upload EDS file(s) stored in a device.

To continue click Next

stay connected

x|

Mext = | Cancel

Fig. 7-2: EDS Wizard

> Click Next and follow the instructions of the dialog window.
= Finish the installation of the EDS files.
The devices can now be selected and added to the network.

the article number of the device.

The EDS file can be found in the online shop of Murrelektronik GmbH under

3
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7.2 Adding a device to the network

Adding new modules

Controller Organizer Ad

@ °%

<! Controller Tags
Controller Fault Handler
Power-Up Handler
4 =l Tasks
4 3 MainTask
P L MainProgram
4 (O) SafetyTask
b L SafetyProgram
Unscheduled
4 ! Motion Groups

Print

D 5069-L310ERMS2 Impact67Pro

Fig. 7-3: New Module

In the Controller Organizer | Ethernet
= Click New Module.

Ungrouped Axes
’ Alarm Manag ﬂ Mew hModule...
b Assets
% Logical Mode Import Module...
4 “|IJO Configura Discover Modules...
4 B9 5069 Backs Paste ——
T [0] 506¢
4 & A1, Ftherne Properties Alt+Enter
& 5069-13

m_

-

"YTMURR
mhAm ELEKTRONIK

stay connected

In the following dialog window, devices are shown which

a| have been registered previously with an EDS or

b | have already been delivered with the installation of the engineering soft-

ware.
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Alternative
module selection

Mpt

stay connected

The dialog window can also be called via the menu line Files/INew Compo-
nent/Module.

b
&

Fig. 7-4: Alternative module selection

HLE | EDIT  MIEW

CONMMUNICATIOMNS

SEARCH LOGIC
MNew... Ctrl+ M
Open... Ctrl+0
Close
Save Ctrl+5S
Save As..

Mew Component

Import Component
Compact

Page Setup...
Generate Report...
Print

Print Options...

TOOLS W

) Forces

¢ Iag.

Data Type...
Eolder...

ﬂ Module...
Program...
Routine...

String Type...

ji

IP-11192.168.1.1\Backplane\0*

F_ No Edits

Add-On Instruction...

Ctri+w
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Searching a device Use the input mask to search for the device that you want to add to the net-
work.

a| Use search terms which describe the desired device, e.g. product number,
product name or manufacturer.

b | Use afilter from the dialog window.

Select Module Type

Catalog | Maodule Discoveryl Favoritesl

[murrelektronik Clear Filters | Shaow Filterse
Catalog Mumber Description Wendor | Category :I
54505 SOLIDET 10LE 30mm M12L 5P Murrelekironi.. Communicatior
54506 SOLIDGET I0LE(MS 5F) 30mm M12L 5P Murrelektroni.. Communicatior

MVEK Pro ME DIOS |OLS 5P Murrelektroni..  Communicatio
54631 IMPACTEY Pro E DIOB 1OLS 5P Murrelekironi... Communicatior
560386 IMPACTEY DIE DOS Murrelektroni... General Purpo
5h142 IMPACTEY EDIOTG 4P Murrelektroni... General Purpo
55143 IMPACTEY E DIOT4 DIOZ/IOLZ 4P Murrelektroni.. General Purpo
56144 IMPACTEY E DIOT12 DIO4/I0L4 4P Murrelekironi... General Purpo
5Bh42 MWVE-ME DIC16 4P Murrelektroni... General Purpo™
55543 MVE-ME DIC14 DIC2/I0OLZ 4P Murrelektroni... General Purpo
55544 MWVE-ME DIOTZ DIO4/I0L4 4P Murrelektroni.. General Purpo =
. ol
19 of 645 Module Types Found Add to Favorites |
[T Close on Create Create | Close | Help |

4

Fig. 7-5: Searching a device

= Mark the device.
= Double-click Create.
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General settings

x

General
- Connection
~Madule Info Type: 54611 MVK Pro ME DIOS I0L8 5P
i~ Internet Protocol .
Port Configuration Vendor: Murrelekironik GmbH
- Network Parent Local
Name: Ethernet Address
(" Private Network: 192 1681 I_E
Description: ;I
® IP Address:
(" HostName:
L]
i Module Definition
Revision: 1.001
Electronic Keying: Compatible Module
Connections: <nonex
Change ...
Status: Creating OK I Cancel Help

Fig. 7-6: General settings

In New Module | General
> Assign a unique device name.
=» Assign the IP address.

In New Module | Connection
> Assign further settings, e.g. the RPI settings.
=» Add the device to the network by pressing OK.
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In order to choose the best connection for every application, you can choose
from various connection options:

a| when adding the device to the network, select the right connection or

b | call the settings again by double-clicking the device.

CH Module Definition*

Revision:

Electronic Keying:

—c =

ICumpaijIe Module

[

x|

Connections:
MName Size Tag Suffix
E02 - Digital In/Output + 10-Link(32B) + . Input: 394 SINT 1 11
State/Diag Qutput| 260 01
OK Cancel Help

Fig. 7-7: Module Definition

In Module Definition

= Click Change.
A new window appears.

=» Set the number or the type of connection
7.3.2 "Connection matrix" here.

=» Click the preset connection (Exclusive Owner).
=» Select the connection that meets the requirements.
The list of all connections that can be set is displayed.

NOTE

The devices support up to 3 connections at a time (1 Exclusive Owner and 2
Non-Exclusive-Owner connections).
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7.3 Commissioning without EDS
7.31 Connections, parameters and properties
NOTE
The data type specification is made according to the CIP specification Volume
1 Appendix C-2. Individual data type specifications are explained below.
NOTE
Listen-only connections are established only as multicast and only to multi-
cast non-listen-only connections of the same category via EDS. This deter-
mines the configuration instance used for the non-listen-only connection.
NOTE
Expert Mode are listed with the minimum length and do not consider config-
urations of 10-Link data lengths.
The final length of an assembly instance is the minimum length plus the sum
of all all configured 10-Link data lengths.
This is to be calculated separately for input and output data.
Minimum length + 5 10-Link port Z data length
7.3.2 Connection matrix

stay connected

Exclusive Owner connection

Assembly configuration Description Input assembly Output
over EDS over web server assembly
Instance| Length | Instance| Length In- Length | In- Length
170 X 171 0 stance stance
Digital 10s, IOL 8 bytes with status
EO1 WEO1 and diagnostics 100 202 110 67
Digital IOs, IOL 32 bytes with status
EO2 WEO2 and diagnostics 101 394 111 260
Tab. 7-1: Exclusive Owner connection
Exclusive Owner connection in the expert mode
Assembly configuration Description Input assembly Output
over EDS over web server assembly
Instance| Length | Instance| Length In- Length | In- Length
170 o 171 0 stance stance
EO3 WEO3 Digital I0s, IOL X bytes 102 =210
Digital 10s, IOL X bytes with status 112 24
EO4 WEO04 and diagnostics 103 2138
Tab. 7-2: Exclusive Owner connection in the expert mode
53/168
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Input Only connection
Assembly configuration Description Input assembly Output
over EDS over web server assembly
Instance| Length | Instance| Length In- Length | In- Length
170 X 171 0 stance stance
Digital 10s, IOL 8 bytes with status
101 WI01 and diagnostics 100 202 103 0
Digital IOs, IOL 32 bytes with status
102 wio2 and diagnostics 101 394
Tab. 7-3: Input Only connection
Input Only connection in expert mode
Assembly configuration Description Input assembly Output
over EDS over web server assembly
Instance| Length | Instance| Length In- Length | In- Length
170 o 171 0 stance stance
103 WI03 Digital 10s, IOL X bytes 102 =210
Digital 10s, IOL X bytes with status 193 0
104 Wi104 and diagnostics 103 2138
Tab. 7-4: Input Only connection in expert mode
Listen Only connection
Connection name Description Input assembly Output
assembly
In- In-
stance Langth stance Langth
Digital 10s, IOL 8 bytes with status
LO1 and diagnostics 100 202
Digital IOs, IOL 32 bytes with status
Lo2 and diagnostics 101 394 192 0
LO3 Digital 10s, IOL X bytes 102 210
Digital 10s, IOL X bytes with status
Lo4 and diagnostics 103 2138
Tab. 7-5: Listen Only connection
Listen Only connection in expert mode
Connection name Description Input assembly Output
assembly
In- Length In- Length
stance stance
LO3 Digital 10s, IOL X bytes 102 210
Digital 10s, IOL X bytes with status 192 0
Lo4 and diagnostics 103 2138

Tab. 7-6: Listen Only connection in expert mode
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7.3.3 Assemblies
Sequence of
input data
Input data instance 100 101 102 103
. 210 + 3 10-Link | 210 + > 10-Link
Size in bytes 202 394 Input data Input data
Digital input 0..1 0..1 0..1 0..1
Qualifier data DI 2.3 2.3 2.3 2.3
Qualifier data DO 4.5 4.5 4.5 4.5
System status 6..9 6..9 6..9 6..9
10-Link X0i A.. A..
O-Link port X0 input data 10 ... 17 10 ... 41
(0...32 Bytes) | (0...32 Bytes)
10-Link port X0 status data 18...25 42 ...49 - A + 8 Bytes
10-Link port X1 input data B.. B ..
26 ...33 50 ... 81
(0...32 Bytes) | (0 ...32 Bytes)
10-Link port X1 status data 34 .41 82 ...89 - B + 8 Bytes
10-Link port X2 input data 42 49 90 121 C.. C..
(0...32 Bytes) | (0 ...32 Bytes)
10-Link port X2 status data 50 ...57 122 ... 129 - C + 8 Bytes
10-Link port X3 input dat: D.. D..
ik port A3 Input data 58 ... 65 130 ... 161
(0...32 Bytes) | (0...32 Bytes)
10-Link port X3 status data 66 ...73 161 ... 169 - D 8 Bytes
10-Link port X4 input data 74 81 170 ... 201 E.. E..
(0...32 Bytes) | (0...32 Bytes)
10-Link port X4 status data 82...89 202 ... 209 - E + 8 Bytes
10-Link port X5 input data 90 97 210 . 241 F.. F..
(0...32 Bytes) | (0...32 Bytes)
10-Link port X5 status data 98 ...105 242 ... 249 - F 8 Bytes
10-Link port X6 input data G.. G..
106 ... 113 250 ... 281
(0...32 Bytes) | (0...32 Bytes)
10-Link port X6 status data 114 ... 121 282 ... 289 - G + 8 Bytes
10-Link port X7 input data H.. H..
122 ... 129 290 ... 321
(0...32 Bytes) | (0 ...32 Bytes)
10-Link port X7 status data 130 ... 137 322 ... 329 - H + 8 Bytes
Diagnostic buffer 138 ... 201 330 ... 393 - + 64 Bytes

Sequence of
output data

Tab. 7-7: Assembly instance 101

Assembly 102: 10 Byte fix plus Input data length Ato H
Assembly 102: 138 Byte fix plus Input data length Ato H + A to H status
If no input data is configured, the status data is also not available.

Output data instance 110 111 112
.. 24 + 3 10-Link output
Size in bytes 67 260 data
Digital output 0..1 1 0..1
10-Li
O-Link port X0 output data 2 g a3 A
(0 ... 32 Bytes)
10-Link port X1 output data B
10 ... 17 34 ...65
(0 ... 32 Bytes)
10-Link port X2 output data C
18...25 66 ... 97
(0 ... 32 Bytes)
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Output data instance 110 111 112
. 24 + ) 10-Link output
Size in bytes 260 data
10-Link port X3 output data D
26 ... .12
6..33 % o (0 ... 32 Bytes)
10-Link port X4 output data E
34 .41 130 ... 161
(0 ... 32 Bytes)
I0-Link port X5 output data F
42 ...49 162 ... 201
(0 ... 32 Bytes)
10-Link port X6 output data G
50 ...57 194 ... 241
(0 ... 32 Bytes)
10-Link port X7 output data H
58 ...65 226 ... 257
(0 ... 32 Bytes)
Diagnostic confirmation 66 ... 67 258 ... 259 + 2 Bytes

Sequence of
configuration bytes

Tab. 7-8: Assembly instance 110 - 112

Assembly 112: 4 bytes fix plus output data length Ato H

Configuration bytes

Instance 170

Instance 171

Size in bytes 384

General parameters 0..1

Diagnostic parameters 2..19

IO-Link port X0 20...43

10-Link port X1 44 ... 67

IO-Link port X2 68 ... 91

IO-Link port X3 92 ...115

I0-Link port X4 116 ... 139 0
I0-Link port X5 140 ... 163

10-Link port X6 164 ... 187

I0-Link port X7 188 ... 211

OPC/UA 212 ... 217

MQTT 218 ... 379

WebUI 380 ... 381

RESTAPI (JSON) 382 ...383
Tab. 7-9: Assembly instance 170/171
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734 Configuration values

NOTICE

Unexpected behavior of the device.
> Use only the values listed in this manual.

General parameters byte 0 ... 1

Byte | Parameters Value Default value | Description

0 Pin/Port based IO | IO layout: 0 Parameterizes the layout of the
layout for B 0 = Port based I/0 data.
digital channels ® 1 =Pin based

Tab. 7-10: General parameters

Diagnostic parameters bytes 2 ... 19

Byte | Parameters Value Default value | Description
0 Global Diagnostic Report | ® 0 = Do not report 1 Global diagnostics report
B 1 =Report
1 Under Voltage Sensor Sup-| ® 0 = Do not report 1 Undervoltage US diagnostic re-
ply Diagnostic Message B 1 =Report port
2 - 3 | Under Voltage Sensor Sup-| ® 0 = Default 0 Threshold value US at under-
ply Threshold W 17500=17.5V .. 18.0V voltage
=B 18000=18.0V..18.5V
E 18500=18.5V..19.0V
B 19000=19.0V..19.5V
B 19500=19.5V..20.0V
4 Under Voltage Actuator B 0= Do not report 1 Undervoltage UA diagnostic re-
Supply Diagnostic Mes- B 1 =Report port
sage
5 -6 | Under Voltage Actuator B 0 = Default 0 Threshold value UA at under-
Supply Threshold m 17500=175V ..18.0V voltage
B 18000=18.0V..18.5V
B 18500=18.V..19.0V
B 19000=19.0V .. 195V
B 19500=19.5V..20.0V
7 No Actuator Supply Diag- |® 0 = Do not report 1 Diagnostic report no UA
nostic Message B 1= Report
8 LED Indication For Sup- B 0= No LED indication 0 LED indication for suppressed
pressed Diagnostic Mes- |m 1 = LED indication diagnostic messages
sages
9 Diagnostic Message Ac- B 0 = Disabled 0 Confirmation of diagnostic mes-
knowledgement ® 1 =Enabled sage
10 | Port X0 Diagnostic Report | ® 0 = Report All Diagnostic 0 Port X0 Diagnostic Report
Messages
B 1 = Report All Diagnostic
Messages Except For Wire
Break
B 2 =Report Only Wire Break
Diagnostic Messages
11 Port X1 Diagnostic Report | @ 0 = Report All Diagnostic 0 Port X1 Diagnostic Report
Messages
B 1 = Report All Diagnostic
Messages Except For Wire
Break
B 2 =Report Only Wire Break
Diagnostic Messages
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Byte

Parameters

Value

Default value | Description

12

Port X2 Diagnostic Report

0 = Report All Diagnostic 0
Messages

1 = Report All Diagnostic
Messages Except For Wire
Break

2 = Report Only Wire Break
Diagnostic Messages

Port X2 Diagnostic Report

13

Port X3 Diagnostic Report

0 = Report All Diagnostic 0
Messages

1 = Report All Diagnostic
Messages Except For Wire
Break

2 = Report Only Wire Break
Diagnostic Messages

Port X3 Diagnostic Report

14

Port X4 Diagnostic Report

0 = Report All Diagnostic 0
Messages

1 = Report All Diagnostic
Messages Except For Wire
Break

2 = Report Only Wire Break
Diagnostic Messages

Port X4 Diagnostic Report

15

Port X5 Diagnostic Report

0 = Report All Diagnostic 0
Messages

1 = Report All Diagnostic
Messages Except For Wire
Break

2 = Report Only Wire Break
Diagnostic Messages

Port X5 Diagnostic Report

16

Port X6 Diagnostic Report

0 = Report All Diagnostic 0
Messages

1 = Report All Diagnostic
Messages Except For Wire
Break

2 = Report Only Wire Break
Diagnostic Messages

Port X6 Diagnostic Report

17

Port X7 Diagnostic Report

0 = Report All Diagnostic 0
Messages

1 = Report All Diagnostic
Messages Except For Wire
Break

2 = Report Only Wire Break
Diagnostic Messages

Port X7 Diagnostic Report

10-Link port X0 ... X7 parameters

Tab. 7-11: Diagnostic parameters

Byte | Parameters Value Default value | Description
0 |O-Link Function Pin| ® 0 = Deactivated 0 |O-Link function Pin 4
4 B 1 =10-Link Manual Con-
figuration
B 2 =10-Link Autostart
B 3 = Digital Input NO
B 4 = Digital Output
B 97 = Digital Input NC
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Byte | Parameters

Value

Default value

Description

1 Validation&Backup

B 0= No Device check
B 1 =Type compatible
Device V1.0

2 = Type compatible
Device V1.1

3 = Type compatible
Device V1.1,
Backup + Restore

4 = Type compatible
Device V1.1, Restore

0

Validation and backup,
* see note

2 Behavior Pin 2
(Ch1Y)

0 = Automatic Mode (DIO)
1 = Digital Input

2 = Digital Output

5 = AUX Power

6 = Digital Input NC

7 = Deactivated

Behavior Pin 2 (Ch1Y)

3 PortCycleTime **

0: As fast as possible

1 - 255: Bit0..5 Multiplier /
Bit6..7 TimeBase[ms]

Port cycle time

Vendor ID

Vendor ID of the attached
I0-Link device for the use
with validation setting

Device ID

Device ID of the attached
I0-Link device for the use
with validation setting

10 |O-Link Prozess

Data Swap

0 = No Swap

1 =16 Bit Swap

In case of odd data length
the last byte will not be
touched

2 = 32 Bit Swap

In case the data length is
not on 4 byte boundary
[0 3 byte, swap of byte x
with x+2. x+1 will not
be touched

3 byte, swap of byte x
with x+2. x+1 will not
be touched

1 byte, byte will not be
touched

3 = Full Swap

O

O

Swap settings for the 10-Link
process data. Applies to input
and output data.

11 |O-Link Event Inte-

gration

0 = Standard Integration
1 = Murrelektronik
Integration

2 = Murrelektronik 10-Link
Extended Integration

IO-Link event integration

12 | Digital Input Signal
Filter

Pin 4

0 = No Filter
1=1ms
2=3ms
3=5ms
4=10ms
5=15ms

Digital input signal filter
Pin 4

13 | Digital Input Signal
Filter

Pin 2

0 = No Filter
1=1ms
2=3ms
3=5ms
4=10ms
5=15ms

Digital input signal filter
Pin 2

14 | Digital Output Fail-
safe Mode

Pin 4

0 =Force 0
1 = Force 1
2 = Last State

Digital Output Failsafe Mode
Pin 4
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Byte | Parameters Value Default value | Description
15 | Digital Output Fail- |® 0= Force 0 0 Digital Output Failsafe Mode
safe Mode ® 1=Force 1 Pin 2
Pin 2 B 2= Last State
16 | Digital Port Function| ® 0 = Deactivated 1 Digital port function configura-
Configuration Pin 1 | m 1 = L+ (US) Sensor Sup- tion Pin 1
ply
17 | Output Current Lim-|® 0=0.5A 3 Output current limitation for
itation for ®m 1=10A Pin 1
Pin 1 B 2=15A
E 3=20A
18 |Output CurrentLim- W 0=0.5A 3 Output current limitation for
itation for ®m 1=10A Pin 2
Pin 2 m 2=15A
B 3=20A
19 | Output Current Lim-|® 0=0.5A 0 Output current limitation for
itation for ®m 1=10A Pin 4
Pin 4 B 2=15A
E 3=20A
20 |Configured IO-Link |® 0...32 32 10-Link input process data
Input Data Length length without PQI
Port X
21 Configured I0-Link |® 0...32 32 IO-Link output process data
Output Data Length length
Port X
23 |RESERVED 0 Reserved for future use

PortCycleTime **

Tab. 7-12: 10-Link port X0 ... X7 parameters

* When switching to the “Restore” state, any device configurations previously
stored in the device are discarded, especially when switching from “Back-
up&Restore” to “Restore”.

If a compatible device is connected for the first time in the “Restore” state, the
master fetches the data storage data (one-time backup) from the device,
saves it and then sends this data to each newly connected, compatible device
with a different configuration (restore).

These parameters are repeated for each |0-Link port of the device.

The PortCycleTime is made up as follows:
B Bits 0..5 contain the multiplier for the PortCycleTime
B Bits 6..8 contain the time base for the PortCycleTime

If all bits are set to 0, the 10-Link master will operate the 10-Link device with
the shortest cycle time supported by the |O-Link device

A precise description is contained in the IO-Link specification:
IO-Link Interface and System Specification Version 1.1.3, June 2019, Abh-
schnitt B1.3.

User manual 54631_hdb_en_14 60/168



Start-up

IWNMURR

mhAm ELEKTRONIK

Calculation of the PortCycleTime:

stay connected

Time base (Bit 6..7) Time base Calculation Adjustable cycle time
(Bit 0..5)
0 0,1 ms Multiplier x time base 0,4 ms to 6,3 ms
1 0,4 ms 6,4 ms + 6,4 ms to 31,6 ms
Multiplier x time base
2 1,6 ms 32,0ms + 32,0 msto 132,8 ms
Multiplier x time base
3 Reserved Reserved Reserved
The following table contains pre-calculated values for the PortCycleTime:
PortCycleTime PortCycleTime Multiplier Time base
encoding (Bit 6..7) (Bit 0..5) encoding (Bit 6..7)

1,6 ms 16 16 0

2,0 ms 20 20 0

3,2ms 32 32 0

4,0 ms 40 40 0

4.8 ms 48 48 0

6,4 ms 64 0 1

8,0 ms 68 4 1

10,0 ms 73 9 1

12,0 ms 78 14 1

16,0 ms 88 24 1

20,0 ms 98 34 1

20,8 ms 100 36 1

32,0 ms 128 0 2

40,0 ms 133 5 2

64,0 ms 148 20 2

80,0 ms 158 30 2

120,0 ms 183 55 2

128,0 ms 188 60 2

OPC/UA parameters

Byte | Parameters Value Default value | Description

0 Use Of OPC/UA B 0= Disabled 0 Activates or disables the OPC/

B 1 =Enabled UA Server function

1-2 |OPC/UATCP Port |® 1024 — 49151 TCP port | 4840 Defines on which port the OPC/
Number number UA Server is active

3 Allow OPC/UACIli- | B 0 = Disabled 0 Activates or disables the option
ents to Write ISDU |m 1 = Enabled to write ISDU data from a OPC/
Data UA client

4 Allow OPC/UACIi- | B 0 = Disabled 0 Activates or disables the option
ents to Write Output | m 1 = Enabled to write output data from a OPC/
Data UA client

5 RESERVED 0 Reserved for future use

Tab. 7-13: OPC/UA parameters
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Byte | Parameters Value Default value | Description

0 Use Of MQTT B 0= Disabled 0 Activates or disables the MQTT
B 1 =Enabled function

1-4 |MQTT Server IP Ad-| Value of IP MQTT Server IP Sets the IP address of the

dress

Address

0xCOABOTFE
192.171.1.254

MQTT server

5- |MQTT Client ID Client ID of the MQTT Client |“MqttClient” | Sets the ID which the device
29 shall use to send MQTT data
30 - |MQTT Client Head |MQTT Client Head Topic Sets the Head Topic to which
95 | Topic the device writes MQTT data
96 - | MQTT Topic For MQTT Topic For System Data | “” Sets the topic for system data to
161 | System Data which the device writes MQTT

data

WebUI parameters

Tab. 7-14: MQTT parameters

Byte | Parameters Value Default value | Description

0 Use Of WebUI B 0 = Disabled 1 Activates or disables the WebUI
B 1 =Enabled

1 RESERVED 0 Reserved for future use

JSON parameters

Tab. 7-15: WebUI parameters

Byte | Parameters Value Default value | Description
0 Use Of JSON B 0= Disabled 0 Activates or disables the option
® 1 =Enabled to send and receive JSON com-
munication
1 RESERVED 0 Reserved for future use

Tab. 7-16: JSON parameters
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8 Configuration and parameterization

Protection function may be impaired if the devices configuration is
changed.

> Make sure that only authorized persons change the configuration.

=» If you change the configuration, use the password hierarchy provided by
your engineering software.

> After every change to the configuration, test the protection equipment for
efficiency.

8.1  Configuration

Overview

Configuration via EDS

There are two options for configuring the devices:

1. Download an EDS file from the Murrelektronik website or the place of pur-
chase.

Then, import the EDS files into your programming software (see chap. 7.1
"Loading the EDS files" for an example of how to do this). Using the EDS file
allows you to benefit from the advantages of a preconfigured connection.

2. Configure the devices using the integrated web server.

NOTE

To transfer index changes via the Webserver and acyclic ISDU writes to the
DataStorage, a ParamDownloadStore command must be sent after the index
changes.

= The ParamDownloadStore command can be triggered by writing value
0x05 to index 0x02.

After the import of the EDS in the programming software and the selection of
a connection suitable for the application, the configuration files can be found
in the controller tags.

The input and output tags associated with the device can be found next to it.

4 MVE_PRO:C

» MVE_PRO:C.Pin_Port_based_I0_layout_for_digital_cha

» MVK_PRO:C.Quick Connect
» MVEK_PROC:C.Diag_Param_Global_Diagnostic_Report

» MVK_PRO:C.Diag_Param_Under_Voltage_Sensor_Supplyl
¥ MVE_PRO:C.Diag_Param_Under_Voltage_Sensor_Supply2
b MVE_PRO:C.Diag_Param_Under_Voltage_Actuator_Suppl
b MVE_PRO:C.Diag_Param_Under_Voltage_Actuator_Supp2
b MVE_PRO:C.Diag_Param_No_Actuator_Supply_Diagnosti

b MVK_PRO:C.Diag_Param_LED Indication_For_Suppresse

v MVI_PRO:C.Diag_Param_Diagnostic_Message_Acknowled

+ MVK_PRO.C.Diag_Param_Port_X0_Diagnostic_Report
» MVK_PRO.C.Diag_Param_Port_X1_Diagnostic_Report
b MVE_PRO:C.Diag_Param_Port_X2_Diagnostic_Report
» MVE_PRO:C.Diag_Param_Port_X3_Diagnostic_Repart
b MVE_PRO:C.Diag_Param_Port_X4_Diagnostic_Repart

=zl= Value + Force Mask + Style Data Type Class Description Constan =]
| [ -1 _0280:54611_30F. Standard r
4] Decimal SINT Standard B
0 Decimal SINT Standard
1 Decimal SINT Standard
1 Decimal SINT Standard
o Decimal INT Standard
1 Decimal SINT Standard
o Decimal INT Standard
1 Decimal SINT Standard
] Decimal SINT Standard
] Decimal SINT Standard
0 Decimal SINT Standard
0 Decimal SINT Standard
] Decimal SINT Standard
] Decimal SINT Standard
] Decimal SINT Standard =
K1 ﬂ“

F]\ Monitor Tags {Edit Tags

Fig. 8-1: Configuration via EDS
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All configuration tags have a specific name that describes the function of the
areas.
> Enter the appropriate values for your application.

Each time a connection with the control system is established, the device
is correctly configured.

For more information on the adjustable values, please refer to chapter 7.3.4
"Configuration values"

3

WebUI The device can also be configured via WebUI if required. To use this function,
one of the Exclusive Owner connections starting with the “WE” symbols must
be selected when configuring the connection in the PLC software.

Chapter 10.2 "Access and login" parameters.

k3
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8.2 Setting parameters

Setting parameters

Name

=» Navigate to the controller tags in the Controller Organizer program win-
dow, as shown in the figure.

Caontroller Organizer %
a °=

4 | Controller Impact&67Pro

Controller Fault Handler
Power-Up Handler
4 | Tasks
4 3 MainTask
P L MainProgram
4 (0) SafetyTask
b 5L SafetyProgram
Unscheduled
4 | Motion Groups
Ungrouped Axes
P 7 Alarm Manager
P Assets
% Logical Model
4 o |1/O Configuration
4 B3 5069 Backplane
fG [0] 5069-L310ERMS2 Impact6 7P
4 g5 Al, Ethernet
& 5069-L310ERMS2 Impact67Pro
4 gz A2, Ethernet
& 5069-L310ERMS2 Impact67Pro
£ 54611 MVK_PRO

Fig. 8-2: Controller Organizer window

> Double-click the Controller Tags entry.
The overview of the process and configuration data opens.

b MVE_PRO:C
B MVK_PROIL
b MVE_PRC:O1

=2l« Value + Force Mask + Style Data Type Class Deseription Censtan
| ) ) _0280:54611_3DF... Standard r
i} L} _0280:54611_B60.. Standard =
(& =} _028(:54611_9EBB-.. Standard [ |

Fig. 8-3: Process and configuration data

=» Click the plus symbol in the configuration data line
Name_Of_Module: C.

All parameters of the device are visible.
= Enter the values for the application.

NOTICE

Configuration is transferred to device once during Forward Open process.
Communication between controller and device must be interrupted for config-
uration changes to take place.
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For adjustable parameter values, refer to chap. 7.3.4 "Configuration values"

8.3 Requested Packet Interval (RPI) configuration

Setting the RPI values

Searching the device

When setting up an EtherNet/IP system, the RPI value must be carefully set
in the controller.
To set the RPI values, the device properties must be selected.

In Controller Organizer:
> Double-click the device or
=» Right-click the device and select Properties from the context menu.

Controller Organizer b4
g g

4 | Controller Impacte7Pro
</ Controller Tags

-]

hlarms

Cantroller Fault Handler
Power-Up Handler
4 = Tasks
4 3 MainTask
P L MainProgram
4 (0) SafetyTask
b L SafetyProaram

Unschedul New Module...
4 =/ Mation Grou Discover Modules...
Ungroupei
b 1 Alarm Manac cut Ctri+X
P I Assets 0O} copy Ctri+C
T Logical Modg (7] Paste Ctri+Vv
4 |T/O Configure Delete Delets
4 B39 5069 Back
Ej [0] 506¢ Cross Reference Ctri+E
4 &5 Al Ethern Export Module...
& 5069-L:
4 g5 A2 Ethern Properties Alt+Enter
& 5069-L;

Print

Fig. 8-4: Searching a device
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Setting the RPI values
| 8 modueproperes: ot s oo, [

- General
- Module Info
- Internet Protocol a 4 Packet | .
-~ Paort Configuration equeste 'acket Interval nnection over c
Mootk Name (RPY) (ms) EtherNet/IP Input Trigger
E02 - Digital In/Output + 10-Link(37B) + State/Diag 20.0 2{1.0-3200.0 Unicast ~ [ Cyclic -

[~ Inhibit Module

[~ Major Fault On Controller If Connection Fails While in Run Mode

Module Fault

Status: Offline OK I Cancel Apply Help
Fig. 8-5: Setting the RPI values

= Click the Connection tab.

= Set the desired RPI values in the column Requested Packet Interval
(RPI) (ms).

NOTE
[E The minimum RPl is 1 ms.

User manual 54631_hdb_en_14 67/168



Configuration and parameterization "‘ MURR

mhAm ELEKTRONIK

stay connected

8.4 Device Level Ring (DLR) configuration

Device Level Ring (DLR) is a protocol which allows a ring topology with Eth-
erNet/IP devices. The ring network consists of at least one ring supervisor and
any desired number of users. The device supports beacon-based DLR tech-
nology. DLR is automatically enabled as soon as the device is connected to

the ring.

8.5 10-Link configuration

With the IMPACTG67 device, the IO-Link devices can be configured and param-
eterized in two different ways:

1| 10-Link device configuration Explicit Messages in EtherNet/IP
2| Murrelektronik 10-Link Device Tool

I0-Link device configuration throughEtherNet/IP Explicit Messages

Itis possible to parameterize the connected |O-Link devices through EtherNet/
IP Explicit Messages.

For further information see to chap. 9.2.1 "Diagnostics structure in the control
system"

Murrelektronik 10-Link Device Tool

The Murrelektronik 10-Link Device Tool enables parameterization of 10-Link
devices.

A hardware catalog is displayed via a graphical interface.

This is where you can assign and set an 10-Link device for the IMPACT67 10-
Link port.

The parameterization can then be sent to the 10-Link device.
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8.6 Industrial Internet of Things (lloT)
8.6.1 JSON
General JSON settings
No. |REST APIURL Description Support-
ed
1 GET /iolink/v1/gateway/identification Identification of the gateway
2 GET /iolink/v1/gateway/capabilities Capabilities of the gateway
3 GET /iolink/v1/gateway/configuration Read network configuration of the gateway
4 POST /iolink/v1/gateway/configuration Write network configuration of the gateway
5 POST /iolink/v1/gateway/reset Reset the gateway including all masters -
6 POST /iolink/v1/gateway/reboot Reboot the gateway including all masters -
7 GET /iolink/v1/gateway/events Event log containing all events from gateway, .
masters, ports and devices \/
8 GET /iolink/v1/masters Get all available master number keys and .
identification information v
9 GET Jiolink/v1/masters/SMASTER_NUMBER/ Capabilities of the master .
capabilities v
10 GET /iolink/v1/masters/SMASTER_NUMBER/ Read identification of the master .
identification v
11 POST Jiolink/v1/masters/SMASTER_NUMBER/ Write identification of the master .
identification v
12 GET /iolink/v1/masters/SMASTER_NUMBER/ports | Get all available port number keys
13 GET /iolink/v1/masters/SMASTER_NUMBER/ports/ | Read capability information of the specified .
$PORT_NUMBER/capabilities port v
14 GET /iolink/v1/masters/SMASTER_NUMBER/ports/ | Read status of the master
$PORT_NUMBER/status
15 GET /iolink/v1/masters/SMASTER_NUMBER/ports/ | Read configuration of the specified port .
$PORT_NUMBER/configuration v
16 POST /iolink/v1/masters/$SMASTER_NUMBER/ Write configuration of the specified port
ports/$PORT_NUMBER/configuration
17 GET /iolink/v1/masters/SMASTER_NUMBER/ports/ | Read data storage content of the specified .
$PORT_NUMBER/datastorage port v
18 POST /iolink/v1/masters/SMASTER_NUMBER/ Write data storage content of the specified
ports/$PORT_NUMBER/datastorage port
19 GET Jiolink/v1/devices Address all devices of all masters
20 GET /iolink/v1/devices/{deviceAlias}/capabilities Read capability information of the specified
device
21 GET /iolink/v1/devices/{deviceAlias}/identification Read identification information of the speci- .
fied device v
22 POST /iolink/v1/devices/{deviceAlias}/identification | Write identification information of the specified -
device
23 GET /iolink/v1/devices/{deviceAlias}/processdata/ Read process data value from the specified .
value?format=byteArray device v
24 GET /iolink/v1/devices/{deviceAlias}/processdata/ | Read process data input value from the spec-
getdata/value?format=byteArray ified device
25 GET /iolink/v1/devices/{deviceAlias}/processdata/ Read process data output value from the .
setdata/value?format=byteArray specified device v
26 POST Jiolink/v1/devices/{deviceAlias}/processdata/ | Write the process data output value to the
value specified device
27 GET /iolink/v1/devices/{deviceAlias}/parameters/ Read a specific parameter value and its sub-

{index}/value/?format=byteArray

parameter values (if the parameter has com-
plex type) with the given index of the device
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No. |RESTAPIURL

Description

Support-
ed

28 GET J/iolink/v1/devices/{deviceAlias}/parameters/
{index}/subindices/{subindex}/value/?format=
byteArray

Read the value of a specific sub-parameter
with the given index and subindex

29 GET J/iolink/v1/devices/{deviceAlias}/parameters/
{parameterName}/value/?format=byteArray

Read a specific parameter value with the giv-
en name

30 POST /iolink/v1/devices/{deviceAlias}/parameters/
{index}/value

Write the parameter with the given index to
the device

31 POST /iolink/v1/devices/{deviceAlias}/parameters/
{parameterName}/value

Write the parameter with the given name to
the device

32 POST /iolink/v1/devices/{deviceAlias}/parameters/
{index}/subindices/{subindex}/value

Write the sub-parameter with the given index
and subindex to the device

33 POST /iolink/v1/devices/{deviceAlias}/parameters/
{parameterName}/subindices/{subParameterName}/
value

Write the sub-parameter with the given pa-
rameter name and sub-parameter name to
the device

34 POST /iolink/v1/devices/{deviceAlias}/
blockparametrization/?format=byteArray

Read or write one or more parameters as a
block

35 GET /iolink/v1/devices/{deviceAlias}/events

Read event log from the specified device

36 GET Jiolink/v1/mqtt/configuration

Read configuration of MQTT clients

37 POST /iolink/v1/mqtt/configuration

Write configuration of MQTT clients

38 GET /iolink/v1/mqtt/topics

Read list of MQTT topics

39 POST Jiolink/v1/mqtt/topics

Write list of MQTT topics

40 DELETE /iolink/v1/maqtt/topics/{topiclD}

Delete a specific MQTT topic

41 GET /iolink/v1/mqtt/topics/{topicID}

Read a specific MQTT topic

42 GET /iolink/v1/mqtt/connectionstatus

Read connection status

N NN N

Vendor-specific JSON
settings

No. |REST API URL

Description

Support-
ed

43 GET /iolink/v1/vendor/masters/
$MASTER_NUMBER/diagnostics/configuration

Diagnostic configuration of the master

44 GET /iolink/v1/vendor/masters/
$MASTER_NUMBER/diagnostics/value

Diagnostic values of the master

45 GET Jiolink/v1/vendor/masters/
$SMASTER_NUMBER/ports/$PORT_NUMBER/
statistics/current

Current statistic values of the specified port of
10-Link master

NN N

46 GET Jiolink/v1/vendor/masters/
$SMASTER_NUMBER/ports/$PORT_NUMBER/
statistics/voltage

Voltage statistic values of the specified port of
the master

N

47 GET Jiolink/v1/vendor/masters/
$SMASTER_NUMBER/ports/$PORT_NUMBER/

Temperature statistic values of the specified
port of the master

N

statistics/temperature
48 GET Jiolink/v1/vendor/masters/1/ports/1/statistics/ | 10-Link stack statistic values of the specified -
stack port of the master

49 GET /iolink/v1/vendor/masters/
$SMASTER_NUMBER/ports/$PORT_NUMBER/
diagnostics/configuration

Diagnostic configuration of the specified port
of the master

N

50 GET /iolink/v1/vendor/masters/
SMASTER_NUMBER/ports/$PORT_NUMBER/
diagnostics/current

Diagnostic current value of the specified port
of the master

N

51 GET /iolink/v1/vendor/masters/
SMASTER_NUMBER/ports/$PORT_NUMBER/
diagnostics/voltage

Diagnostic voltage value of the specified port
of the master

N

52 GET /iolink/v1/vendor/masters/
$SMASTER_NUMBER/ports/$PORT_NUMBER/
diagnostics/temperature

Diagnostic temperature value of the specified
port of the master

N
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If MQTT is enabled, the activation of JSON is required.

MQTT settings

No. |MQTT topics Description

1 SMQTT_CLIENT_HEAD_TOPIC/iolink/v1/gateway/ Identification of the gateway
identification

2 $MQTT_CLIENT_HEAD_TOPIC/iolink/v1/gateway/ Capabilities of the gateway
capabilities

3 SMQTT_CLIENT_HEAD_TOPIC/iolink/v1/gateway/ Network configuration of the gateway
configuration

4 SMQTT_CLIENT_HEAD_TOPIC/iolink/v1/masters Get all available master number keys and

identification information

5 SMQTT_CLIENT_HEAD_TOPIC/iolink/v1/vendor/masters/ Diagnostic values of the master
$MASTER_NUMBER/diagnostics/value

6 SMQTT_CLIENT_HEAD_TOPIC/iolink/v1/vendor/masters/ Diagnostic configuration of the master
$MASTER_NUMBER/diagnostics/configuration

7 SMQTT_CLIENT_HEAD_TOPIC/iolink/v1/masters/ Capabilities of the master
$SMASTER_NUMBER/capabilities

8 SMQTT_CLIENT_HEAD_TOPIC/iolink/v1/masters/ Identification of the master
$SMASTER_NUMBER/identification

9 SMQTT_CLIENT_HEAD_TOPIC/iolink/v1/masters/ Get all available port number keys
$SMASTER_NUMBER/ports

10 SMQTT_CLIENT_HEAD_TOPIC/iolink/v1/masters/ Read capability information of the specified
SMASTER_NUMBER/ports/$PORT_NUMBER/capabilities port

11 SMQTT_CLIENT_HEAD_TOPIC/iolink/v1/masters/ Read actual status of the specified port
$SMASTER_NUMBER/ports/$PORT_NUMBER/status

12 SMQTT_CLIENT_HEAD_TOPIC/iolink/v1/masters/ Read/Write configuration of the specified port
$SMASTER_NUMBER/ports/$PORT_NUMBER/configuration

13 SMQTT_CLIENT_HEAD_TOPIC/iolink/v1/vendor/masters/ Diagnostic configuration of the specified port
$SMASTER_NUMBER/ports/$PORT_NUMBER/diagnostics/ of the master
configuration

14 SMQTT_CLIENT_HEAD_TOPIC/iolink/v1/vendor/masters/ Diagnostic current value of the specified port
$SMASTER_NUMBER/ports/$PORT_NUMBER/diagnostics/cur-| of the master
rent

15 SMQTT_CLIENT_HEAD_TOPIC/iolink/v1/vendor/masters/ Diagnostic voltage value of the specified port
$SMASTER_NUMBER/ports/$PORT_NUMBER/diagnostics/ of the master
voltage

16 SMQTT_CLIENT_HEAD_TOPIC/iolink/v1/vendor/masters/ Diagnostic temperature value of the specified
$SMASTER_NUMBER/ports/$PORT_NUMBER/diagnostics/ port of the master
temperature

17 SMQTT_CLIENT_HEAD_TOPIC/iolink/v1/vendor/masters/ Current statistic values of the specified port of
$MASTER_NUMBER/ports/$PORT_NUMBER/statistics/cur- | the master
rent

18 SMQTT_CLIENT_HEAD_TOPIC/iolink/v1/vendor/masters/ Voltage statistic values of the specified port of
$SMASTER_NUMBER/ports/$PORT_NUMBER/statistics/volt- | the master
age

19 SMQTT_CLIENT_HEAD_TOPIC/iolink/v1/vendor/masters/ Temperature statistic values of the specified
$SMASTER_NUMBER/ports/$PORT_NUMBER/statistics/tem- | port of the master
perature

20 SMQTT_CLIENT_HEAD_TOPIC/iolink/v1/devices/ Read/Write process data value from/to the
$DEVICE_ALIAS/processdata/value specified device

21 SMQTT_CLIENT_HEAD_TOPIC/iolink/v1/devices/ Read process data input value from the spec-
$DEVICE_ALIAS/processdata/getdata/value ified device

22 SMQTT_CLIENT_HEAD_TOPIC/iolink/v1/devices/ Read process data output value from the
$DEVICE_ALIAS/processdata/setdata/value specified device

23 SMQTT_CLIENT_HEAD_TOPIC/iolink/v1/devices/ Read event log from the specified device
$DEVICE_ALIAS/events

24 SMQTT_CLIENT_HEAD_TOPIC/Asset Information about the publisher (network, ven-

dor, firmware)
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No.

MQTT topics

Description

25

$MQTT_CLIENT_HEAD_TOPIC/Online

Status of the publisher (online when connect-
ed)
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8.6.3 OPC UA

The device has an OPC UA server. An OPC UA client can establish a connec-
tion to the device and access the following parameters:

device identification,
configuration parameters,
process data,

measured values,
diagnostic information,
statistical information, etc.

The OPC UA client establishes a connection via the following URL:

opc.tcp://IP address:4840

The device's IP address is used.

The client can access the device parameters anonymously (read access) or
with user name/password

(read and write access). The user name and the password are set with the
Webserver.

The following figure shows an excerpt of the device's information model.

2 Configuration
& DeviceConfiguration
& Devicelnformation
¢ DeviceManual
¢ DeviceRevision
» & Forcing
¢ HardwareRevision
» & 10LinkMaster
» & Maintenancelnformation
* Manufacturer
¢ ManufacturerUri
& MethodSet
¢ Model
& ParameterSet
+ & ProcessDataMonitor
¢ ProductCode
¢ RevisionCounter
¢ SerialNumber
v SoftwareRevision
> 2 Status
» &% Server
O Types
» 2 Views

Fig. 8-6: OPC UA server - Information model of the device
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The following figure shows an excerpt of an |O-Link port's

information model.

v & Portd7

>

>
>
~

=) Alarms

&% Capabilities

o Configuration

&% Device
@ DevicelD

> g General
@ HardwareRevision

> % |dentification
¥ Manufacturer

> % MethodSet
¥ MinCycleTime
@ Model

> % ParameterSet
@ RevisionlID
@ SerialNumber
@ SoftwareRevision
¢ VendorlD

@ DeviceConfigurationDisabled

&% Diagnostics

> & Configuration

v & Current
> @ CurrentPinl
> @ CurrentPin2
> @ CurrentPind

> & Flags

> % Temperature

> i Voltage

&% Information

&% MethodSet

&% ParameterSet

&% SIOProcessData

> @ Pin2ProcessData

o Statistics

Fig. 8-7: OPC UA server - Information model of a port

L o

stay connected
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8.6.3.1 Authentication
User login For OPC UA, the same users and passwords as those documented in the web
server description are used 10 "Web server"

A connection with the OPC UA server is started using the user “guest”, which
allows read access to the OPC UA objects.

Project & X
v [A Project
v [ Servers
00 OPCl
v [A Documer allads
3 Data: : Connect
» Disconnect
“, Properties... _
Address Space . Change User... ) & X

£ No Highlight
Fig. 8-8: Changing the user
For further actions, another user must be selected.

a| User name <admin>
b | Password <private>

Authentication Settings

(O Anonymous
Username I admin I [~] store
Password l-ooocon [ private ]|

Fig. 8-9: User name and password
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Forcing Digital outputs can be switched manually via OPC UA (forcing).
Step 1
Create an ID from the device using the GetForcingld method.
Address Space 8 x
#2 No Highlight v
) Root A
v I2) Objects
- s DeviceSet

v & MVK Pro MPNIO DIO8 IOL8 M12L 4P
> |2 Configuration
> & DeviceConfiguration
> & Devicelnformation
¢ DeviceManual
¢ DeviceRevision
v & Forcing
@ AssignedForceld

‘@ OutputPin2 €2 Rebrowse
‘@ OutputPind l[@ vl

& PortX0 %

Fig. 8-10: Calling the GetForcinglD method

WOV OV WY Y

B call GetForcingID on Forcing ?

Name Value DataType Description
Force Id [ 2071207795 | | umts2

Message |Forcing ID has been a |... | |Save as... | String

Status |0 | nt32

| Caug[ Close

Fig. 8-11: Dialog window of the GetForcinglD method

The forcing ID is only valid for 10 seconds. Every call of the forcing function
will extend the validity again to 10 seconds.
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Step 2
Set the digital outputs using the OutputPin2 and OutputPin4 methods.

Address Space & X
€2 |No Highlight v
) Root ~
v (2 Objects

v & DeviceSet

v & MVK Pro MPNIO DIO8 IOL8 M12L 4P
> @ Configuration
> & DeviceConfiguration
> & Devicelnformation
¢ DeviceManual
@ DeviceRevision
v % Forcing
@ AssignedForceld
‘@ GetForcinglD
-9 OutputPin?
‘¢ Outputpin 7 Rebrowse
& PortX0

& Port X1
Fig. 8-12: Calling the OutputPin2 method

VWOV OV OV VWV

For this method, the following parameters must be entered: forcing ID that has
been received, a bit mask and the data to be written.

B Call OutputPin2 on Forcing ? X

Name Value DataType Description
Forceld  |2071207795 | UInt32

Force Mask | 255 | Byte

Force Data [255 | Byte

Output Arguments

Name Value DataType Description
Message  |Forcing digital ouu_:nl |...| [saveas... | string

status [0 | mt32

Ialﬁldml

Fig. 8-13: Dialog window for Output method
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Nodes for the device identification are provided by the device. The OPC UA
client, for example, can read the version of the device firmware from the

SoftwareRevision node.

Node name Node class |Access |Description

Manufacturer Variable Read Device manufacturer

ManufacturerUrl Variable Read URL of the device manufacturer

Model Variable Read Model name of the device
ProductCode Variable Read Product code of the device
RevisionCounter Variable Read Hardware revision of the device
SerialNumber Variable Read Serial number of the device
SoftwareRevision Variable Read Revision/version of the device firmware

“+ Mo Highlight

Tab. 8-1: Device identification

4
*

Server Node Id Display Name Value

¥ Q@ Objects
v & DeviceSet
v & MVK Pro MPNIO DIOS IOLE M12L
2 Configuration
> & DeviceConfiguration
» % Devicelnformation
¢ DeviceManual
# DeviceRevision
* & lorcing
¢ HardwareRevision
~ & |OLlinkMaster
> 3 Alarms
2 Capabilities
¢ DevicelD
» 2 Diagnostics
> 3 |dentification

» 13 Management
# MasterConfigurationDisabled
> & MethodSet
» & ParameterSet
> & Port X0
& Port X1
> & Port X2
» & Port X3
> & Port X4
> & Port X5
> & Port X6
» & Port X7
> |3 Statistics
# VendorlD
» & Maintenancelnformation

¢ Manufacturer
¢ ManufacturerUri
> & MethodSet
¢ Model
> & ParameterSet
» & ProcessDataMonitor
¢ ProductCode
# RevisionCounter
¢ SerialNumber
* SoftwareRevision

OPC UA Server NS6Mumeric161  Manufacturer  “en”, "Murrelektronik”
QOPC UA Server NS6|Numeric]166  ManufacturerUri www.murrelektronik.com

QOPC UA Server NS6E|Mumeric|167  ProductCode 54600
QPC UA Server NS6[Mumeric|163  RevisionCounter -1

QOPC UA Server NS6|Numeric|164  SerialNumber 00000
OPC UA Server NS6|Mumeric|165  SoftwareRevisi... T0.17.5

O b P

Fig. 8-14: Device identification

OPC UA Server NS6INumeric|162  Maodel “en”, "MVK Pro MPNIO DIOE |OLS 4P

Datatype

LocalizedText
String
LocalizedText
String

Int32

String

String
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8.6.3.3 Configuration parameters

The OPC UA server provides nodes with configuration parameters of the de-
vice. In the node OverTemperature, the OPC UA server can, for example,
read the upper limit value for the temperature.

Device specific configu-
ration parameter

Node name Node class |Access |Default |Description
CurrentHysteresis Variable Read 10 mA  |Current hysteresis, unit: mA

If the current exceeds the limit value, the current must fall
below the limit value by the hysteresis value
in order to cancel the diagnostic.

OverTemperature Variable Read 70 °C Upper limit value for the temperature of a port,
unit: 0.1 °C
OverVoltageL Variable Read 30V Upper limit value for the voltage in the

supply line 1, pins with the function L+, DI, DO, DIO, 10-
Link can be monitored, unit: mV

OverVoltagel 2 Variable Read 30V Upper limit value for the voltage in the

supply line 2, unit: mV
TemperatureHystere- |Variable Read 2°C Temperature hysteresis, unit: 0.1 °C
sis

If the temperature exceeds the limit value, the temperature
must fall below the limit value by the hysteresis value
in order to cancel the diagnostic.

UnderTemperature Variable Read -25°C  |Lower limit value for the temperature of a port,
unit: 0.1 °C
UnderVoltage L Variable Read 18V Lower limit value for the voltage in the

supply line 1, pins with the function
L+, DI, DO, DIO, 10-Link can be monitored, unit: mV

UnderVoltage L2 Variable Read 18V Lower limit value for the voltage in the supply line 2, unit:
mV
Voltage Hysteresis Variable Read 300 mV |Voltage hysteresis, unit: mV

If the voltage exceeds the limit value, the voltage must fall
below the limit value by the hysteresis value in order to
cancel the diagnostic.

Tab. 8-2: Device specific configuration parameters
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S Sk . et Acess View
% No Highlight | # Server Node Id Display Name Value Datatype
3 Root Al OPC UA Server  NS6|Numeric|2057 CurrentHysteresis 10 Uint16
v 3 Objects £ UPL UA Server  NSb|Numencl2Us0 Uverlemperature /U Hoat
v & DeviceSet 3 OPC UA Server  NS6|Numericl2058 OwverVoltagel 30000 Int32
4 OPC UA Server  NSB|Numeric|2059 OverVoltagel2 30000 Int32
¥ & MV{ Pro MPNIO DIOB IOLB M12LT | |5 OPC UA Server  NSB|Numeric|2051 TemperatureHyste... 2 Float
» O Configuration [ OPC UA Server  NSB|Numeric/2049 UnderTemperature -25 Float
3 & DeviceConfi ti 7 OPC UA Server  NS6|Numeric/2060 UnderVoltagel 17000 Int32
Sl i ‘:: i 8  OPCUAServer NS6INumericl2061 UnderVoltagel2 17000 Int32
Bevicelnformation 9 OPC UA Server  NSB|Numericl2062 VoltageHysteresis 300 Ulnt16

# DaviceManual

¥ DeviceRevision
» & Fordng

# HardwareRevision
v & |OLinkMaster

» 3 Alarms

» 3 Capabilities

* DevicelD

» O Diagnostics

» 2 Identification

» 9 Management

¢ MasterConfigurationDisabled

» & MethodSet
v & ParameterSet

» @ ApplicationSpedficTag

@ CurrentHysteresis
@ FunctionTag
@ LocationTag
@ MasterType

@ MaxNumberOfPorts

& MaxPowerSupply

@ MeanTemperature

»

>

>

>

>

>

>

» @ MeanVoltagel

» @ MeanVoltagel2
» @ QverTemperature
» @ QverVoltagel
» @ OverVoltagel2
> @ SumCurrentL
» @ SumCurrentL2
>
r
>
>
>

@ TemperatureHysteresis
@ UnderTemperature

@ UnderVoltagel
@ UnderVoltagel2
o VoltageHysteresis

Fig. 8-15: Device-specific configuration parameters
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No. Node name Node
class

Access

Default |Description

OverCurrentPin2,
OverCurrentPin4

OverCurrentPin1, |Variable |Read 0

pin 4, unit: TmA

0: Monitoring not activated

Warning level for upper current limit at pin 1, pin 2 or

UnderCurrentPin2,
UnderCurrentPin4

UnderCurrentPin1, |Variable |Read 0

0: Monitoring not activated

Warning level for lower current limit at pin 1,
pin 2 or pin 4, unit: 1mA

Tab. 8-3:

Device-specific configuration parameters

Address Space A x Data__acge_ss View

“+ No Highlight | #
&2 Root ~
¥ 2 Objects
v & DeviceSet
v & MVK Pro MPNIO DIOB I0L8 M12L
> 2 Configuration

[= (. I ST NI

» & DeviceConfiguration
> ¥ Devicelnformation
¢ DeviceManual
# DeviceRevision
> & Forcing
# HardwareRevision
¥ & |OLinkMaster
> 3 Alarms
» '3 Capabilities
¢ Devicel D
» '3 Diagnostics
» 13 Identification
» 12 Management
¢ MasterConfigurationDisabled
> & MethodSet
> & ParameterSet
v & Port X0
> O Alarms
» 2 Capabilities
» @ Configuration
# DeviceConfigurationDisablec
¥ O Diagnostics
v @ Configuration
> @ OverCurrentPin1
> @ OverCurrentPin2
> @ OverCurrentPind
» @ UnderCurrentPin1
> @ UnderCurrentPin2
» @ UnderCurrentPind

Fig. 8-16

QOPC UA Server
OPC UA Server
QOPC UA Server
QOPC UA Server
OPC UA Server
QOPC UA Server

Server MNode Id Display Name

MS6|Numeric]34... OwverCurrentPin1
NS6|Mumerici34... OverCurrentPin2
MS6|Numeric]34... OwerCurrentPind
NS6|Mumerici34... UnderCurrentPin1
NS6|Mumerici34... UnderCurrentPin2
NS6[Numerici34... UnderCurrentPind

(=N=NoleNeNe]

: Device-specific configuration parameters

Value

Datatype

Int32
Int32
Int32
Int32
Int32
Int32
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8.6.3.4 Process data

The OPC UA server provides nodes with process data. In the node
Pin2ProcessData, the OPC UA client can, for example, read the value at pin

2 of a port.
Node name Node class |Access |Description
Pin2ProcessData Variable Read Process data at pin 2
Pin4ProcessData Variable Read Process data at pin 4

Tab. 8-4: Process data

Address Space & » Data Access View

> Mo Highlight T | # Server Mode Id Display Name Value Datatype

O Root Al OPC UA Server  NSB[Numeric|33... Pin2ProcessData  false Boolean

W i arver ummerici2a... indProcessData alse oglean
Objects 2 OPCUAS NS6INumeric|33... PindProcessD fal Bool

v & DeviceSet
v & MVK Pro MPNIO DIO& 10L8 M12L

» 2 Configuration
> & DeviceConfiguration

& Devicelnformation

# DeviceManual

# DeviceRevision

> & Forcing

W

# HardwareRevision
v & |0LinkMaster
» 2 Alarms
» 3 Capabilities
# DevicelD
» 2 Diagnostics
» 12 Identification
» 2 Management
# MasterConfigurationDisabled
» ¥ MethodSet
» & ParameterSet
v & Port X0
= Alarms
= Capabilities
2 Configuration

WO R

# DeviceConfigurationDisablec

W

2 Diagnostics

W

2 Information

& MethodSet

¢ ModeVersion

% ParameterSet

¥ 2 510ProcessData

» @ Pin2ProcessData
» @ PindProcessData

W

W

Fig. 8-17: Process data
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8.6.3.5 Measured values

The OPC UA server provides nodes with calculated results. The OPC UA cli-
ent, for example, can read in the node SumCurrentL the calculated total cur-
rent of the supply line 1.

Device specific results

Node name Node class |Access |Description

SumCurrentL Variable Read The total current calculated from individual measurements in the supply
line 1, unit: mA

SumCurrentlL2 Variable Read The total current calculated from individual measurements in the supply
line 2, unit: mA

MeanTemperature |[Variable Read Average value for the temperature of the subassembly calculated from
the temperature values measured individually at the three chips,
unit: °C

MeanVoltageL Variable Read Average voltage in the supply line 1, unit: mV

MeanVoltagelL2 Variable Read Average voltage in the supply line 2, unit: mV

Tab. 8-5: Device specific (calculated) results

Address Space 3 x Data Access View
“r Mo Highlight | # Server Node Id Display Name Value Datatype
@ Root R OPC UA Server  NSB|Numeric|2052 SumCurrentl 947 Int32
+ O Objedts 2 OPC UA Server  NS6|Numeric|2053 SumCurrentL2 0 Int32
v & DeviceSet 3 OPC UA Server  MNSB|Numeric|2054 MeanTemperature 431 Float
: 4 OPC UA Server  NSB|Numeric|2055 MeanVoltagel 23419 Int32
¥ & MVK Pro MPNIO DIOBIOLE MI12LE | 5 OPC UA Server  NS6|Numeric|2056 MeanVoltagel 2 0 Int32

» 2 Configuration
& Devicelonfiguration
& Devicelnformation
¥ DeviceM anual
¥ DeviceRevision
* % Forcing
¥ HardwareRevision
v & |0LinkMaster
» 2 Alarms
» 2 Capabilities
* DevicelD
= Diagnostics
» '3 Identification
= Management
* MasterConfigurationDisabled
% MethodSet
~ & ParaimelerSet
& ApplicationS pediicTay
» 8 CurrentHysleresis
B FunctionTay

']

LocationTay
MasterType
MaxMumberOfParts
MaxPowerSupply
MeanTemperaturs
MeanVoltagel
MeanVoltagel 2
OverTemperature
OverVoltagel
OwverVoltagel2

SumCurrentL

aahaRARAADAOE

SumCurrentlL2

Fig. 8-18: Device specific (calculated) results
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Port specific measuring
values
Node name Node class |Access |Description
CurrentPin1, Variable Read Current measured at pin 1, pin 2 or pin 4, unit: mA
CurrentPin2,
CurrentPin4
TemperaturePin1, (Variable Read Temperature measured at pin 1, pin 2 or pin 4, unit: °C
TemperaturePin2,
TemperaturePin4
VoltagePin1, Variable Read Voltage measured at pin 1, pin 2 or pin 4, unit: mA
VoltagePin2,
VoltagePin4
Tab. 8-6: Port specific measuring values
Address Space & x Data Access View
< MNo Highlight | # Server Mode Id Display Name Value Datatype
D Root AN OPC UA Server NS6|Numericj24... CurrentPin1 107 Int32
v 3 Objects 2 OPC UA Server  NS6|Mumeric|34... CurrentPin2 o 32
; 3 OPC UA Server  MSe|Mumeric|34... CurrentPind 0 Int32
v & DeviceSet 5
4 OPC UA Server  NS6|Numeric|34... TemperaturePin1 43.5 Float
¥ & MVK Pro MPNIO DIOS IOLBM12L | |5 OPC UA Server NS6|Mumeric|34.. TemperaturePin2 ~ 43.5 Float
» O Configuration 6 OPC UA Server  MNS6|Numeric|34.. TemperaturePind  43.5 Float
s & DeviceCanfi i |7 OPC UA Server  NSB|Mumeric|34... VoltagePin1 23531 Int32
B bt 8  OPCUASever NS6INumerci34.. VohtagePin2 -229 Int32
» & Devicelnformation |9 OPCUA Server NS6|Numeric|34... VoltagePind -220 Int32

W

# DeviceManual
@ DeviceRevision
% Forcing
# HardwareRevision
&% |0LinkMaster
» 3 Alarms
* 2 Cepabilities

# DevicelD
» 12 Diagnostics
» 12 |dentification
» 12 Management

# MasterConfigurationDisabled

» % MethodSet
» % ParameterSet

v & Port X0

* O Alarms
2 Capabilities
2 Configuration

L

# DeviceConfigurationDisablec

W

3 Diagnostics
w O Information

> B ActualCycleTime

» @ Baudrate

» @ Quality

> @ Status

& MethodSet

# NodeVersion
“ & ParamcterSet

L

> @ ActualCycleTime

» @ Baudrate

> @ CurrentPin1
» @ CurrentPin2
» @ CurrentPind

Fig. 8-19: Port specific measuring values
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8.6.3.6 Diagnostic

The OPC UA server provides nodes with diagnostic information. In the node
DiagnosticsPin1, the OPC UA client can read, for example, whether the de-
vice has detected an overcurrent at pin 1 of a port.

Node name Node class |Access |Description

DiagnosticsPin1, |Variable Read Diagnostic at pin 1, pin 2 or pin 4. The numeric value contains bit-coded
DiagnosticsPin2, information:

DiagnosticsPin4 Bit 0: Short circuit,

Bit 1: Overload protection,

Bit 2: Excess temperature protection,
Bit 3: Overvoltage protection,

Bit 4: Overcurrent,

Bit 5: Undercurrent

Bit 0: Excess temperature

Bit 1: Undertemperature

Bit 2: Overvoltage

Bit 3: Undervoltage

Bit 4: Watchdog

Diagnostic not active
Diagnostic active

S AN EEEEEEEER

Tab. 8-7: Port specific diagnostics

Address Space & = Data Access View
< Mo Highlight = # Server Mode Id Display Mame Value Datatype
= Root. ~l1 OPC UA Server NSB|Mumeric|34... DiagnosticsPin1 0 Int32
v O Objects 2 OPC UA Server  NSB|Numeric/34... DiagnosticsPin2 0 Int32
3 OPC UA Server  NSB|Numeric/34... DiagnosticsPind 0 Int32

v & DeviceSet
v & MVK Pro MPNIO DIOS2 10L8 M12L
» O Configuration
> & DeviceConfiguration
& Devicelnformation
# DeviceManual
# DeviceRevision

y

& Forcing
# HardwareRevision
¥ & |OLlinkMaster
» 12 Alarms
» 2 Capabilities
¢ DevicelD
» 2 Diagnostics
» 3 |dentification
» 2 Management
# MasterConfigurationDisabled
» & MethodSet
> & ParameterSet
v & Port X0
» 2 Alarms
» 3 Capabilities
» 2 Configuration
¢ DeviceConfigurationDisablec
* O Diagnostics
» 2 Configuration
> 3 Current
* O Flags
» @ DiagnosticsPin1
» @ DiagnosticsPing

Fig. 8-20: Port specific diagnostics
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» @ MaxTermperaturePind
> @ MinTemperaturePin1

» @ MinTemperaturePin2
» @ MinTemperaturePind

v a

Violtage

> @ MaxVoltagePin1
» @ MaxVoltagePin2

@ MaxVoltagePind

» @ MinVoltagePin1
» @ MinVoltagePin2
» @ MinVoltagePind

Fig. 8-21: Port specific statistical information

8.6.3.7 Statistics
The OPC UA server provides nodes with statistical information. In the node
MaxCurrentPin1, the OPC UA client can, for example, read the maximum
measured current at pin 1 of a port.
Node name Node class Access |Description
MaxCurrentPin1, Variable Read Maximum current at pin 1, pin 2 or pin 4 since reset of the value,
MaxCurrentPin2, unit: mA
MaxCurrentPin4
MinCurrentPin1, Variable Read Minimum current at pin 1, pin 2 or pin 4 since reset of the value,
MinCurrentPin2, unit: mA
MinCurrentPin4
MaxTemperaturePin1, Variable Read Maximum temperature at pin 1, pin 2 or pin 4 since
MaxTemperaturePin2, reset of the value, unit: °C
MaxTemperaturePin4
MinTemperaturePin1, Variable Read Minimum temperature at pin 1, pin 2 or pin 4 since
MinTemperaturePin2, reset of the value, unit: °C
MinTemperaturePin4
MaxVoltagePin1, Variable Read Maximum voltage at pin 1, pin 2 or pin 4 since
MaxVoltagePin2, reset of the value, unit: mV
MaxVoltagePin4
MinVoltagePin1, Variable Read Minimum voltage at pin 1, pin 2 or pin 4 since
MinVoltagePin2, reset of the value, unit: mV
MinVoltagePin4
Tab. 8-8: Port specific statistical information
Address Space # x Data Access View
s Mo Highlight =l W@ Server Node Id Display Name Value Datatype
> -_I-PDFIXT A1 OPC UA Server  NS6|Numeric]3d... MaxCurrentPin1 108 Int32
v 23 Statistics 2 OPC UA Server  NSG[Numerici34... MaxCurrentPin2 0 Int32
:_-l-P-D;'t_)EG 3 OPC UA Server  NS6|Numerici34... MaxCurrentPind 0 Int32
_ 4 OPC UA Server  NS6|Numerici24... MinCurrentPin1 104 Int32
v 2 Current 5 OPC UA Server  NS6[Numeric|34... MinCurrentPin2 0 Int32
» @ MaxCurrentPini 6 OPC UA Server  NS6[Nurmerici34... MinCurrentPind 0 Int32
y : 7 OPC UA Server  NS6[Numericl34... MaxTemperaturePinl 43,7 Float
& MaxC tPin2
iy 8  OPCUA Server NS6|Numerici34.. MaxTemperaturePin2  43.7 Float
> @ MaxCurrentPind 9  OPCUAServer NS6Numericl34.. MaxTemperaturePind 437 Float
» @ MinCurrentPin 10 OPC UA Server NS6[Numericl34... MinTemperaturePin1 = 42.2 Float
» @ MinCurrentPin2 11 OPC UA Server NS6|Numericl34... MinTemperaturePing  42.2 Float
» @ MinCurrentPind 12 OPC UA Server  NS6INumericl34... MinTemperaturePind 42.2 Float
) : 13 OPC UA Server  NS6|Numenicl34... MaxVoltagePin1 23550 Int32
# 2 |OLink 14 OPC UA Server NS6[Numerici34... MaxVoltagePin2 220 Int32
v O Temperature 15 OPC UA Server N56[Numerici34... MaxVoltagePind 213 Int32
) ; 16 OPC UA Server NS6[Numerici34... MinVoltagePin1 23525 Int32
a MaxTi turePin?
& e il 17 OPC UA Server NS6[Numeric34... MinVoltagePin2 -244 Int32
MaxTemperaturePin2 18 OPC UA Server NS6|Numeric]34... MinVoltagePind -233 Int32
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The OPC UA server provides nodes for the configuration of the NTP client.

Node name

Node class

Access

Description

NtpClientServerlpAd-
dress

Variable

Read/
write

NTP server IP address

The NTP client uses the set IP address to fetch the time
from an NTP server.

The IP address must be converted into a decimal number.
The calculation is described in the table.

Value 0 disables the function.

NtpClientServerlpAd-
dressFallback

Variable

Read/
write

IP address of the NTP server (fallback)

The optional IP address if the NTP server is not accessible
via the IP address in node NtpClientServerlpAddress.

The IP address must be converted into a decimal number.
The calculation is described in the table.

Value 0 disables the function.

NtpClientUpdateConfigu-
ration

Variable

Write

Method to write the nodes NtpClientServerlpAddress and Ntp-
ClientServerlpAddressFallback.

Tab. 8-9: NTP client configuration

To convert the IP address into a decimal number, the following formula is used:
Starting from an IP address in the format A.B.C.D:

|((A * 256 + B) * 256 + C) * 256 + D = |IP address as decimal number ‘

Example for the IP address 192.53.103.108

(192 * 256 + 53) * 256 + 103) * 256 + 108 = 3224725356
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8.6.3.9 OPC UA PC client
The IMPACT67 device has an integrated OPC UA server. An OPC UA client
can be used to communicate with the IMPACT67 device.

For test purposes, e.g. the UaExpert from Unified Automation GmbH can be
used: www.unifiedautomation.com

An OPC UA client has read access to the IMPACT67 device using the authen-
tication “Anonymous”.

An OPC UA client has read and write access to the IMPACT67 device using
the authentication “User name and Password” if the respective user has write

rights.
Connection to the Prerequisites
IMPACT67 device ®  You have an OPC UA client.

B If you want to have read access to the IMPACT67 device:
You know the user name and the password and have write rights.

B You know the IP address of the IMPACT67 device

Without user name and password you can access anonymously to the IM-
PACT67 device and read data.

Step-by-step instructions
Establish a connection to the IMPACT67 device:

> Start UaExpert

= Create a new project using File > New.

> Add a new server by selecting Server > Add.

The Add Server dialog window with the Discovery tab is displayed.
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Advanced tab

B 2dd Server 7 [ add Server ? X
Configuration Mame [Test Configuration Name | Tast
Discovery  Adwanced Discovery  Advanced
Endpaint Fiter: |No Filter il server Information
) S m
. Local Endpeint Ll opc.:/{10.11. 4 199:4840
hd €‘9 Local Network ey I ot O
2 Microsoft Terminal Services Sree annes
‘__!.‘ Microsoft Windowes Network Security Settings
2 Web Client Netwerk b ol
R ity [y =
v k Reverss Discovery S=aurity Palcy
4k < Double click to Add Reverse Discovery... = Meseage Security Mode  Home -
v @ Custem Discovery
4 < Double click to Add Server... > Authenticaton Settngs
() Recently Used ) Anonymous
_ Usermzme root | [ store
&
Fazzword rusenne

. Certificate

Authenbcabon Settings "~ Private gey

) Anonymaus X X
Session Setfings

Username root [ store Saszon Mame
]
Password LI
Certificate
Q
Private Ky
[ Connect Automztically [[] correct Automaticaly

=3 Cancel

Cancel

Fig.
>

>
>

>

>

8-22: Add Server dialog window — Discovery and Advanced tabs

Enter a name for your configuration in the Configuration field, e.g. Test.
Select the Advanced tab.

In the Server Information area of the Advanced tab, enter the following
into the Endpoint Url data field:

opc.tcp://<IP address>:4840

For <IP address>, enter the IP address of your device.

In the Authentication Settings area, select the Username/Password
option if you want to have write access to the device

or

Anonymous if read access is sufficient.

If you have selected the Username/Password option, enter your user
name and your password.

Click OK.

In the project window, the UaExpert enters the server under Project >Servers,

e.g.
>

Test.
Open the context menu of the server (Test) and select Connect.

The connection is established.

Pre
]

requisites

You have an OPC UA client.

You know the user name and the password and have write rights.
You know the IP address of the NTP server.

You have converted the IP address of this NTP server into a decimal num-
ber, as described below.

You have already established a connection to the MVK device.

User manual 54631_hdb_en_14

89/168



Configuration and parameterization "‘ MURR
mhAm ELEKTRONIK

stay connected

Example of an NTP server

NTP-Server ptbtime1.ptb.de of the German National Metrology Institute in
Braunschweig with the IP address 192.53.103.108

Spare NTP server (optional) of the NTP server ptbtime2.pthb.de
of the German National Metrology Institute in Braunschweig with the
IP address 192.53.103.104

Conversion of an IP address into a decimal number

To convert the IP address into a decimal number, the following formula is used:
Starting from an IP address in the format A.B.C.D:

|((A * 256 + B) * 256 + C) * 256 + D = IP address as decimal number ‘

Example for the IP address 192.53.103.108

(192 * 256 + 53) * 256 + 103) * 256 + 108 = 3224725356 |

Step-by-step instructions
=» Open the context menu in the Address Space window:

Root> Objects> DeviceSet> [device name] > Configuration> NtpClient>
NtpClientUpdateConfiguration.

Address Space B X
3 |No Highlight -
I3 Root

~ ) Objects

v s DeviceSet
“ o [Device name]
~ |3 Configuration
% FactoryReset
e MNetworklnformation
¥ g MtpClient
~ |3 Curren:Configuration
0 MtpClientServerlpAddress
1 MtpClientServerlpAddressFallback
~ =9 NtpClientUpdateConfiguration
¥ Inputfrguments
¥ Outoutfrguments
' e SoftwareUpdate
&% Devicelnformation

Fig. 8-23: NTP-Client update configuration

= Select Call from the context menu.

“ g NtpClient
v 3 CurrentConfiguration
2 NtpClientServerlpAddress
- @@ NtpClientServerlpAddressFallback
M
@ Inpul ©7 Rebrowse

¥ Outp =% Call.

Fig. 8-24: NTP client configuration
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The dialog window Call NtpClientUpdateConfiguration on NtpClient is dis-

played:

B Call MtpClientUpdateConfiguration on NtpClient T X
Input Arguments
Name Value DataType Description
ServerlpAddress |3224725356 | UInt32
ServerIpAddressFallback |3224?25352] | UInt32
Name Value DataType Description
Status | | mt32

[ ca ]| close |

Fig. 8-25: Dialog window to configure the NTP client

= In the Input Arguments area, enter the value 3224725356 into the input
field ServerlpAddress for the IP address of the NTP server.

> In the Input Arguments area, enter the number 3224725352 in the input
field ServerlpAddressFallback for the IP address of the spare NTP serv-
er.

> Click Call.

If the function call has been successful, the output field on the right side of the
status in the Output Arguments area shows the value 0. In the Result area,
a green bar with the text “Succeeded” is shown.

The two variables ServerlpAddress and ServerlpAddressFallback are now
set.

The device receives the current time from the time server via NTP and syn-
chronizes its internal time.

B call NtpClientUpdateConfiguration on NtpClient ? *
Input Arguments
Name Value DataType Description
ServerIpAddress |3224725356 | UInt32
ServerIpAddressFallback |3224725352 | UInt32
Dutput Arguments
Name Value DataType Description
Status [o | mt32

| Call | | Close |

Fig. 8-26: Dialog window to configure the NTP client (successful)
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9 Operation

9.1 LED indication

The module has separate and clearly arranged indicators:

B LED indication for inputs and outputs
B LED indication for bus

B LED indication POWER

B Extended LED indications

The LEDs on the front panel of the module are labeled for clear identification
of the displayed information.

9.1.1 LED assignment to channel and pin

A separate status display is assigned to each input and output.

B LED of channel 0X (X = port number) is assigned to pin 4.
B LED of channel 1X (X = port number) is assigned to pin 2.

Pin 2

Pin 4-.
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9.1.2 LED flashing behavior
50
! ms
on
10 Hz
off
on |
o0 | |
5 Hz e .
off —
on |
250
2 Hz ms >
off —
on —
1 Hz « 500 N
ms

Off*:

Fig. 9-1: LED flashing behavior
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9.1.3 LED indication for inputs and outputs

A separate status display is assigned to each input and output.

Pin 2
Digital input DI Indica- | Condition Description
tion
Permanently on | Fixed configuration: DI (NO) visible in
process data.
Yellow 24V
v/ Flashing at 1 Overload/
7. Hz short circuit in sensor supply
Red 24V + Pin1
Off Pin 2 is not used or deactivated
Tab. 9-1: LED indication DI pin 2
Pin 2
Digital output DO Indica- | Condition Description

tion

Permanently on | Fixed configuration: DO switchable via
process data
Yellow 24V

. Permanently on | Overload/
short-circuit at pin 2

Red
V/ Flashing at 1 Overload/

7. Hz short circuit in sensor supply
Red 24V + Pin1

Off Pin 2 is not used or deactivated

Tab. 9-2: LED indication DO pin 2

Error at input or output If an error occurs at an input or output, the associated LED at the M12 port

lights up red.

Pin 4

Digital input DI Indica- | Condition Description
tion

Permanently on | Fixed configuration: DI (NO) visible in
process data

Yellow 24V
v/ Flashing at 1 Overload/
7/ Hz short circuit in sensor supply
Red 24V + Pin1
Off Pin 4 is not used or deactivated

Tab. 9-3: LED indication DI pin 4
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Pin 4
Digital output DO Indica- | Condition Description
tion
Permanently on | Fixed configuration: DO switchable via
process data
Yellow 24V
. Permanently on | Overload/
short-circuit at pin 4
Red
V/ Flashing at 1 Overload/
7. Hz short circuit in sensor supply
Red 24V + Pin1
Off Pin 4 is not used or deactivated
Tab. 9-4: LED indication DO pin 4
Pin 4 Display | State Description
10-Link mode Permanently on | |IO-Link in Operate status.
Green
Flashing at 1 - Device is not connected
Hz
Green - No communication with the connect-
ed device.
Flashing at 10 | - IO-Link in Pre-Operate status during
Hz data storage
Green
- Validation failed.
Incompatible IO-Link device connect-
ed.
. Permanently on | Overload/
short-circuit at pin 4
Red
Yy Flashing at 2 - Validation failed.
/A Hz
Red - Incompatible 10-Link device connect-

ed for data storage.

- Data storage failed.

Off 10-Link connection deactivated.

Tab. 9-5: LED indication IO-Link mode pin 4

9.1.4 LED display MS and NS

LED indication MS NS LNK1 ST LNK2 UA US
overview % % % % % % %
ACT1 ACT2 POWER

B NS (network status) - indicates the state of the fieldbus system

B MS (device status) - indicates the state of the device in the PLC configu-
ration
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LED indication MS

LED indication red

LED indicator NS

Indica- Condition Description
tion
Permanently on | Device in operation
Green
Flashing at Standby: The device has not been
1Hz configured.
Green
Flashing at Self-test
1Hz
v
7
Green
Red
Yy Flashing at Major recoverable fault.*
/A 1Hz
Red
. Permanently on | Major unrecoverable fault.
Red
No power supply.
Off

Tab. 9-6: LED indication MS

stay connected

* Major recoverable fault.

Incorrect or inconsistent configuration is considered a fatal
correctable error.

This is what you can do:

=>» Check for IP address conflict.

Display | State Description
Permanently on | - Connection to the master available,
- IP address is being configured.
Green
Flashing at 1 - No connection to master.
Hz - IP address is configured.
Green
Flashing at 1 Self-test
Hz
v,
7
Green
Red
v/ Flashing at 1 At least one connection has
7. Hz timed out.
Red
. Permanently on | Double IP address: the device has de-
tected that its IP address is already in
Red use.
- No power supply,
- no configured IP address.
Off

Tab. 9-7: LED indicator NS
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LED indication red This is what you can do:
> Check for IP address conflict.
9.1.5 LED indication for LNK/ACT
LED indication MS NS LNK1 ST LNK2 UA US
e JH Hdd dd
ACT1 ACT2 POWER |
B LNK/ACT (Link/Activity) indicate the state of the EtherCAT communication
at each port.
LNK
Indicates the state of the EtherNet/IP communication on the respective each
port.
Indica- Status Description
tion
On B Connection to network available
Green
Off B No connection to network.
ACT
Indicates the state of the EtherNet/IP communication on the respective each
port.
Indica- Status Description
tion
Flashing B Thedevice sends/receives Ethernet frames
Yellow
Off B No Ethernet frames
=» Check the line connections.

LED indication Off This is what to do:
= Check the line connections.

9.1.6 LED indication for state

LED indication MS NS LNK1 ST LNK2 UA US
overview % % % % % % %
ACT1 ACT2 POWER

B ST - indicates the state of the overall device.
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LED indicator ST

Red LED indicator

flashing

Indica- | Condition Description
tion
Permanently on | The regular firmware is running.
Normal operation.
Green
Flashing at The operation requested by the posi-
4 Hz tion of the rotary switch is performed.
Green Do not switch off the device.
v/ Flashing at Invalid rotary switch position.
7. 2Hz The system does not start.
Red
. Permanently on | Initialization error. Error during device
initialization.
Red a| HW problems,
b | missing valid configuration,
¢c| no COM FW found,
d | rotary switch operation failed, etc.

Tab. 9-8: LED indicator ST

This is what you can do:
> Select a valid position.

= Restart device.

9.1.7 LED indicator POWER US and UA

LED indication
overview

LED indicator
POWER US

MS NS LNK1

5d HHH HA

ACT1

ST LNK2 UA US

ACT2 POWER

The power LEDs indicate the state of the supply voltages

B UA actuator voltage
B US operating voltage

Indica- Condition Description
tion
Permanently on | 18 V< US <30 V
Green Error-free operation
. Permanentlyon | 11V <US <18V
Red Undervoltage
V/ Flashing at 4 us >30V
7. Hz Overvoltage
Red
Off Us <11V
No voltage

Tab. 9-9: LED indicator POWER US

stay connected

NOTE

At US <18V, an error-free operation is no longer guaranteed.
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LED indicator
POWER UA

9.1.8

LED indication
overview

Extended LED display,
identification of the
device

Extended LED indica-
tion
Update

stay connected

Indica- Condition Description
tion
Permanently on | 18 V < UA <30V
Green Error-free operation
. Permanentlyon | 11 V< UA<18V
Red Undervoltage
v/ Flashing at 4 UA>30V
7. Hz Overvoltage
Red
Off UA<11V
No voltage

Tab. 9-10: LED indicator POWER UA

Extended LED indication

MS NS LNK1 ST LNK2 UA US
ACT1 ACT2 POWER

LED Display | State Description
MS Flashing
NS
ST Green 1Hz
POWER UA Identification of the device
POWER US

Tab. 9-11: Extended LED display, identification of the device

LED Indica- | State Description

tion

Update is being transmitted

MS
NS Yellow
ST Cascading se-
POWER UA . quential light Update flashes
POWER US Red

Tab. 9-12: Extended LED indication, update
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Extended LED indica-
tion
Update

Extended LED indica-
tion
Factory reset

Extended LED indica-
tion

Recovery firmware:
system startup

stay connected

LED Indica- | State Description
tion

MS Flashing alter- | Update check in progress
POWER UA vell nately 1 Hz
POWERUS | 'elow

v/, Rapid Update flashing interrupted

. flashing

Red

Yy Flashing alter- | Update failed

/A nately 1 Hz

Red
ST

Off

Tab. 9-13: Extended LED i

ndication, update

LED Indica- | State Description
tion
Left and right Factory reset has been completed
sides are flash- | successfully
Green | ing alternately
at1Hz
MS Left and right Factory reset in progress
NS sides are flash-
POWER UA Yellow |‘f;1tg1 all_:grnately
POWER US
V/ Left and right Factory reset has been completed with
. sides are flash- | failure
Red ing alternately
at1Hz
ST
Off

Tab. 9-14: Extended LED indication, factory reset

LED Indica- | State Description
tion
ST Double flash
Yellow
Recovery firmware: system startup
BUS_NS
POWERUA |  Off
POWER US

Tab. 9-15: Extended LED indication, recovery firmware: system startup
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Extended LED indica-
tion

Recovery firmware:
system initialization

Extended LED indica-
tion

Recovery firmware:
system run

Extended LED indica-
tion

Firmware update:
initialization of trans-
mission

stay connected

LED Indica- | State Description
tion
NS Lights continu-
ously

Green
ST Double flash Recovery firmware: system initializa-

Yellow tion
MS Flashing 1 Hz

Yellow
POWER UA
POWER US

Off

Tab. 9-16: Extended LED i

ndication, recovery firmware: system initialization

LED Indica- | State Description
tion
MS Lights continu-
ously

Green

ST Double flash
Recovery firmware: system run

Yellow
POWER UA Flashing 1 Hz

Yellow
POWER US

Off

Tab. 9-17: Extended LED indication, recovery firmware: system run

LED Indica- | State Description
tion
MS Lights continu-
POWER UA ously
Green
ST Double flash Firmware update: initialization of trans-
Yellow mission
POWER US Flashing 1 Hz
Yellow

Tab. 9-18: Extended LED indication, firmware update: initialization of transmission
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Extended LED indica-
tion
Firmware update

stay connected

LED Indica- | State Description
tion
ST Double flash
Yellow
Cascading se- | The new firmware is being transmitted
quential light
Yellow
MS Flashing alter- | The new firmware is being checked
nately 1 Hz
POWER UA | Yellow
POWER US - X - -
. Cascading se- | The new firmware is being updated
quential light
Red
'// Single flash Writing has been aborted
Red
v/, Flashing alter- | Updating the firmware failed
7. nately 1 Hz
Red

Tab. 9-19: Extended LED indication, firmware update
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9.2 Diagnostics
9.21 Diagnostics structure in the control system
Byte | Description Value
0 Last octet of the IP-address of the device | Last octet of the IP-address of the device
1 10-Link identification 0 = Default Code
0x40 = |O-Link Master Event Code
0x41 = |O-Link Device Event Code
0x42 = Murrelektronik 10-Link Device Event Code
2 Master channel number where the error
occurred
3 Device channel number where the error | Only available if the I0-Link identification (Byte1) is set to the value
occurred 0x42
4 ErrorCode Byte1 For |0-Link, this is the LSB of the 10-Link ErrorCode, otherwise it is
the Global Error Code, see Tab. 9-20: "Short-circuit diagnostic
(Global Error Code 0x01)".
5 ErrorCode Byte2 For |O-Link, this is the MSB of the IO-Link ErrorCode, otherwise it
is the Specific Error Code, see Tab. 9-20: "Short-circuit diagnostic
(Global Error Code 0x01)".
6 Severity and active/inactive display Bit O:
B 0 = Inactive diagnostic
B 1 = Active diagnostic
Bit 6 and 7:
B 1 = Minor fault
B 2 = Major fault
B 3 = Information
7 Reserved 0
9.2.2 Diagnostics in the web server

Diagnostic monitoring

Representation

The device diagnostics may also be monitored using the diagnostic page of

the integrated web server.

Device status is displayed as the text descriptions in the tables below:

1| Key: indicates the type of diagnostic
2| Description: shows a more detailed description of the error
3| Severity: distinguishes 3 error categories

a) Information
b)
c) Fault

i

Cd

Maintenance requested

4| Type: this shows whether the diagnostic has just occurred or the fault has
already been eliminated.

There are two types of diagnostics.

Active

Inactive

<+
-»
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9.2.3 Diagnostic value

9.2.31 Short-circuit diagnostic
Global Error Code 0x01

Description Value
Sensor Short Circuit 0x01
Actuator Warning 0x17
Actuator Short Circuit 0x18

Tab. 9-20: Short-circuit diagnostic (Global Error Code 0x01)

9.2.3.2 Undervoltage diagnostic
Global Error Code 0x02

Description Value
Undervoltage Actuator Power Supply 0x28
No Voltage Actuator Power Supply 0x29
Undervoltage External Actuator Power Supply 0x2A
No Voltage External Actuator Power Supply 0x2B
Undervoltage Sensor Power Supply 0x32
No Voltage Sensor Power Supply 0x33
Undervoltage U1 0xDO
Undervoltage U2 0xD1

Tab. 9-21: Undervoltage diagnostic (Global Error Code 0x02)

9.2.3.3 Overvoltage diagnostic
Global Error Code 0x03

Description Value
Overvoltage Actuator Power Supply 0x2C
Overvoltage External Actuator Power Supply 0x2D
Overvoltage Sensor Power Supply 0x34

Overvoltage U1 0xD4
Overvoltage U2 0xD5

Tab. 9-22: Overvoltage diagnostic (Global Error Code 0x03)

9.2.34 General diagnostic
Global Error Code 0x09

Description Value
Error 0x00
PLC Connection Of Exclusive Owner Timed Out 0x59

Tab. 9-23: General diagnostic (Global Error Code 0x09)

9.2.3.5 Buffer overflow diagnostic
Global Error Code OxFF

Description Value

Overflow OxFF

Tab. 9-24: Buffer Overflow Diagnostic (Global Error Code 0xFF)
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9.2.3.6 10-Link master diagnostic

10-Link Identification The meaning of the 10-Link event codes can be found:

0x40 in the Profinet specification |O-Link Integration - Edition 2, Version 1.1
(IO-Link-Integration-for-PROFINET_Ed2_ 2832 V11_Feb20.pdf p. 45-46)
in the 10-Link Interface and System Specification Version 1.1.3 June 2019
(IOL-Interface-Spec_10002_V113_Jun19.pdf p. 259-260).
9.2.3.7 I0-Link device diagnostic
10-Link identification
0x41
Description Value
Error 0x0000
General Malfunction 0x1000
Temperature Fault 0x4000
Ambient Temperature: General Error 0x4100
Ambient Temperature: Over-Run 0x4110
Ambient Temperature: Under-Run 0x4120
Device Temperature: General Error 0x4200
Device Temperature: Over-Run 0x4210
Device Temperature: Under-Run 0x4220
Outside Temperature: General Error 0x4300
Outside Temperature: Over-Run 0x4310
Outside Temperature: Under-Run 0x4320
Device Hardware Fault 0x5000
Component Malfunction 0x5010
Non Volatile Memory Loss 0x5011
Batteries Low 0x5012
General Power Supply Fault 0x5100
Fuse Blown/Open 0x5101
Primary Supply Voltage Over-Run 0x5110
Primary Supply Voltage Under-Run 0x5111
Secondary Supply Voltage Fault 0x5112
Device Supply: Voltage Under-Run U3 0x5113
Device Supply: Voltage Under-Run U4 0x5114
Device Supply: Voltage Under-Run U5 0x5115
Device Supply: Voltage Under-Run U6 0x5116
Device Supply: Voltage Under-Run U7 0x5117
Device Supply: Voltage Under-Run U8 0x5118
Device Supply: Voltage Under-Run U9 0x5119
Device Supply: Short Circuit 0x5151
Device Supply: Error In Periphery 0x5160
Device Controller: General Error 0x5200
Device Control Section: General Error 0x5300
Device Power Section: General Error 0x5400
Device Power Section: Error In Output Driver 0x5410
Device Power Section: Fuse Blown/Open 0x5450
Device Power Section: Fuse Blown/Open S1 0x5451
Device Power Section: Fuse Blown/Open S2 0x5452
Device Power Section: Fuse Blown/Open S3 0x5453
Device Power Section: Fuse Blown/Open S4 0x5454
Device Power Section: Fuse Blown/Open S5 0x5455
Device Power Section: Fuse Blown/Open S6 0x5456
Device Power Section: Fuse Blown/Open S7 0x5457
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Description Value

Device Power Section: Fuse Blown/Open S8 0x5458
Device Power Section: Fuse Blown/Open S9 0x5459
Error In Additional Device Communication 0x5500
Error In Device Communication Interface 2 0x5510
Device Software Fault 0x6000
Device Software: Reset (Watchdog) 0x6010
Device Software: Internal Fault 0x6100
Device Software: Dataset Error 0x6300
Loss Of Parameter 0x6310
Parameter Error 0x6320
Parameter Missing 0x6321
Parameter Not Initialized 0x6330
Parameter Not Specific 0x6340
Parameter Changed 0x6350
Wire Break Of A Subordinate Device 0x7700
Wire Break Of Subordinate Device 1 0x7701
Wire Break Of Subordinate Device 2 0x7702
Wire Break Of Subordinate Device 3 0x7703
Wire Break Of Subordinate Device 4 0x7704
Wire Break Of Subordinate Device 5 0x7705
Wire Break Of Subordinate Device 6 0x7706
Wire Break Of Subordinate Device 7 0x7707
Wire Break Of Subordinate Device 8 0x7708
Wire Break Of Subordinate Device 9 0x7709
Wire Break Of Subordinate Device 10 0x770A
Wire Break Of Subordinate Device 11 0x770B
Wire Break Of Subordinate Device 12 0x770C
Wire Break Of Subordinate Device 13 0x770D
Wire Break Of Subordinate Device 14 0x770E
Wire Break Of Subordinate Device 15 0x770F
Short Circuit 0x7710
Ground Fault 0x7711
Communication Monitoring: General Error 0x8100
Process Data Monitoring: General Error 0x8110
Technology Specific Application Fault 0x8C00
Simulation Active 0x8C01
Process Variable Range Over-Run 0x8C10
Measurement Range Over-Run 0x8C20
Process Variable Range Under-Run 0x8C30
Maintenance Required - Cleaning 0x8C40
Maintenance Required - Refill 0x8C41
Maintenance Required - Wear And Tear 0x8C42

Tab. 9-25: 10-Link device diagnostic (IO-Link identification 0x41)
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9.3 Acyclic IO-Link device access

10-Link Device Parame-
ter Object
(Class Code 0x83)

The fieldbus device allows the configuration of the connected IO-Link devices
with acyclic write and read access via the 10-Link Device Parameter Object
(Class Code 0x83).

The I0-Link Device Parameter Object can be used to access parameters of
an |O-Link device via ISDU (Index Service Data Unit). The object provides ser-
vices that map CIP services to |O-Link services. An |O-Link port is addressed
via the CIP instance of the “IO-Link Device Parameter Object”.

9.3.1 Reading an 10-Link device index

Read ISDU Request

Read ISDU Response

Read I0-Link device index

= To read the index of a connected |O-Link device, use the EtherNet/IP ser-
vice Read_ISDU 75 (0x4B).

= To do so, send the service to the correct attribute of the 10-Link device pa-
rameter object (class code 0x83).

=» An attribute represents the 10-Link port to which the 10-Link device is con-
nected.

Structure of a read ISDU service request

Name Value Type Description

CIP Service 75 (0x4B) - ISDU read service

CIP Class 131 (0x83) - |O-Link Device Parameter Ob-

ject

CIP Instance 1 ... Number of |- Addresses the 10-Link Port the
available 10-Link IO-Link device is connected to
Ports

CIP Data Index UINT IO-Link ISDU object index
Subindex USINT IO-Link ISDU object subindex

Tab. 9-26: Structure of a read ISDU service request

Positive Response (CIP Status in service response == 0)

Name Value Type Description

CIP Service 75 (0x4B) - ISDU read service

CIP Class 131 (0x83) - IO-Link Device Parameter Ob-

ject

CIP Instance 1 ... Number of |- Addresses the IO-Link Port the
available 10-Link IO-Link device is connected to
Ports

CIP Data ISDU Data ARRAY of BYTE | 10-Link object data retrieved

from the 10-Link device. Maxi-
mum number of bytes:

0-232

Tab. 9-27: Positive Response (CIP Status in service response == 0)
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Negative Response (CIP Status in service response !=0)

Name Value Type Description

CIP Service 75 (0x4B) - ISDU read service

CIP Class 131 (0x83) - IO-Link Device Parameter Ob-

ject

CIP Instance 1 ... Number of |- Addresses the |0-Link Port the
available 10-Link |O-Link device is connected to
Ports

CIP Data The structure of | UINT I0-Link Master Error
g]:;] féof:)ﬁ%ﬁi USINT |O-Link Device Error
chapter 9.3.3 USINT |0-Link Device Additional Error
"CIP status
codes"

Tab. 9-28: Negative Response (CIP Status in service response != 0)

9.3.2 Writing an 10-Link device index

Write ISDU Request Writing an 10-Link device index

>
vice Write_ISDU 76 (0x4C).
>
rameter object (class code 0x83).

>
nected.

Structure of a write ISDU service request

To write the index of a connected 10-Link device, use the EtherNet/IP ser-
To do so, send the service to the correct attribute of the 10-Link device pa-

An attribute represents the 10-Link port to which the 10-Link device is con-

Name Value Type Description
CIP Service 76 (0x4C) - ISDU write service
CIP Class 131 (0x83) - |O-Link Device Parameter Ob-
ject
CIP Instance 1 ... Number of |- Addresses the IO-Link Port the
available 10-Link IO-Link device is connected to
Ports
CIP Data Index UINT IO-Link ISDU object index
Subindex USINT IO-Link ISDU object subindex
Data ARRAY of BYTE | Data that shall be written to 10-
Link device. Maximum number
of bytes:
0-232

Tab. 9-29: Structure of a write ISDU service request

Write ISDU Response

Positive Response (CIP Status in service response == 0)

The positive response to this service does not hold any CIP data.

Name Value Type Description
CIP Service 76 (0x4C) - ISDU write service
CIP Class 131 (0x83) - IO-Link Device Parameter Ob-

ject

1 ... Number of |-
available 10-Link
Ports

CIP Instance

Addresses the |0-Link Port the
|O-Link device is connected to

CIP Data
(Number of bytes: 0).

The positive response to this service does not hold any CIP Data

Tab. 9-30: Positive Response (CIP Status in service response == 0)
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Negative Response (CIP Status in service response !=0)

Name Value Type Description
CIP Service 76 (0x4C) - ISDU write service
CIP Class 131 (0x83) - IO-Link Device Parameter Ob-
ject
CIP Instance 1 ... Number of |- Addresses the |0-Link Port the
available 10-Link |O-Link device is connected to
Ports
CIP Data The structure of | UINT I0-Link Master: Error code
the error codes yg|NT [O-Link Device: Error code
can be found in : - —
chapter 9.3.3 USINT I0-Link Device: Additional error
"CIP status code
codes"
Tab. 9-31: Structure of a write ISDU service request
9.3.3 CIP status codes
CIP error codes The following table provides a brief overview of which CIP status code can be

returned when accessing the “IO-Link Device Parameter Object” via a CIP ser-
vice. The table does not claim to be complete.

CIP status Description

0 (0x00) Success. Service was successfully performed.

5 (0x05) Path destination unknown. Addressed CIP Class or CIP In-
stance is not known.

8 (0x08) Service not supported. The requested service is not implement-
ed or was not defined for this Object Class/Instance.

19 (0x13) Not enough data. The service did not supply enough data to per-
form the specified operation.

20 (0x14) Attribute not supported. The attribute specified in the request is
not supported.

21 (0x15) Too much data. The service supplied more data than was ex-
pected.

30 (0x1E) An embedded service resulted in an error. The 10-Link specific
error codes within the CIP response data might provide more in-
formation about what went wrong.

Tab. 9-32: CIP status codes
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10 Web server

The web server of the Pro module is a graphical user interface.

With the web server, it is possible to obtain information about the device and
the connected IO-Link devices quickly and intuitively.

With the 10-Link IODD interpreter integrated in the web server (logged in as
administrator and activated JSON (REST API) it is possible to upload I0DDs
of connected devices and to parameterize them in the simplest way or to mon-
itor and control process data.

& 54631 IMPACTST Pro E DIOS IOLE 5P m
B 0Lk Mhastar Port X0
B ik st Port X1
I 0Lk Master Port %2
B 10k Mtamtar Port X3
B 10 Link Mt Post X8
B 10k Mamtar Port X5
B 0Lk Mastar Post X8
B 10-Link Mtaster Port X7
B gt 43 Channess
B 5enngs ¢ Mainterance
B User ptmiriataton
B sgnin
Fig. 10-1: Murrelektronik web server
The listed devices are an example of the application of the Murrelektronik web
server.
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10.1 Starting the web server

Prerequisite for a correct graphic display of the web server:
The following browsers with HTML5 and ES5 are supported by
B  Mozilla Firefox

B Microsoft Edge

B  Google Chrome

To start the web server, proceed as follows:
-» Start the web browser.

= Enter the IP address of the device in the web browser.
The web server start screen is displayed.

stay connected

Station Narme | Station Typs

B 54431 IMPACTET Pro E DIOB 10LE 5P
10 Lok Master Pert 0
10 Lk Master Port 1
B 10-Link Master Port 32
W 10-Link Manster Port 23
10Uk Mvstae Pt X4
I 0-Liok Mastar Port 8
810 Link Manstar Port 8
T 10-Link: Manssr Prort X7
I ogeai 10 Craneals
I Sattrgs / Mantanance
W Usor Adminntration
W sgnin

STATUS

* Vender information

# Devics information

» Davics warsion

* Mainisnance irformation

» Device status.
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10.2 Access and login

Username and password
1| Click on "Log in" in the system tree to go to the login page.

Station Nams | Station Typs

B 54631 IMPACTST Pro £ DHO 13LA 5P
B 1oLk Mastae Per X0
B 1Lk Mastae Pert X1
B 10-Liok Mastar Pt 22
B 10-Liok Mastar Pt 3
B 1Lk Mastae Por X4
B 10-Liok Mastar Pt 25
1Lk Mstae Pert X5
1Lk Mistae Per X7
B Dl 10 Crannals
H sutnga s Muntanancs
Bl s rministration
H sign i

w Signin

Fig. 10-2: Login

2 | Enter your username and password to "log in".
a) Username: admin
b) Password: private

3| Click on "Login".

= Not all menus and functions are visible to guests.

Station Nams | Station Typs

B 54531 IMPACTET Pro E DIOB 10LE 5P
W 10-Liris Master Port 10
B 1oLk Mastae Pert X1
B 10-Lisk Masoee Pt 2
W 10-Lik Masser Port 13
W 10-Link Masser Port 34
B 10-Lisk Masoee Pt 25
B 10-Lisk Masoee Pt 8
W 16-Lirie Masser Port 7
Wl vgeal 10 Crannats
H 5attings  Maintanance
Bl s Ainistration
B signta

* Sgnin
Liprmame

Password

Fig. 10-3: Logindata
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Change Password

NOTEEnsure data security!
= You will be prompted to change your password upon first login or after a
factory reset.

Set password

First lagin detected. Plessa dafns an
Indiviciaal passmond

Fig. 10-4: Change Password

Set password

First lagin detected. Plessa dafns an
Indiviciaal passmond

Fig. 10-5: Enter password
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@ =» To skip changing the password, you can check the box in the input field.

Sel passwond

First lagin detected. Plessa dafns an
Indiviciaal passmond

B Skip this disiog without changing
paseword and 4o nol shaw agan.

Fig. 10-6: Skip changing password

MMURR
mhd ELEKTRONIK
stay connected

Statlen Name / Station Type STATUS,

1 50631 IMPACTE? Pro E DIOR 10L8 5P [Er—

B 1-Link Master Port X0

» vandorirfarmatan
B 10-Link haster Part X1
¥ Dewice infarmetian
I8 10 Lk master Port X2
B 10-Link baster Port X3 ¥ Devies yursion
B 10k it Por s » Maintanance informatiar,
B 10-Link Master Part X5

b Dovics slavs
B 10-Link Master Port X5
B 10-Link Master Port X7
& igits 10 Chanrels
[ settings ¢ Wsinksnancs
I Use: Admiristration

H sign o

Fig. 10-7: Startpage after login
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The web server is divided into 5 operating areas, which can differ depending
on the user or whether they are logged in or not.

1 il 54531 IMPACTST Pro E DIOS 10LE 6P
B 10-Link Mastor Port N0
B 0tk Mtamtar Port X1
Bl 10tk Mastor Pt X2
B 10-tink Aastor Port X3
B 10tk Matar Port %4
B 10-Link Mastor Port X8
104k Mastar Port X6
B 10-Link Mastar Port X7
B Digta 10 Channees
Bl semings / Maieranca
B Uiser pamiiazraon

4

Fig. 10-8: Operating areas

11

2|

31

41

5]

User interface
Murrelektronik web server with all elements.

System or device tree

All available sub-functions and connected 10-Link devices are displayed
here.

Menu bar

The menu bar enables you to switch between the different pages of the de-
vice or the sub-function. In addition, the white tab highlights the current
page.

Page content

This area shows the contents of the selected page.

Header bar
Language and interface settings, system information.
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10.4 Menu bar

In the first line of the system tree, the device is displayed with article number
and product name.

The menu bar comprises the following menu items:
B STATUS

PARAMETERS

ASSEMBLIES

DIAGNOSTICS

I0DD CATALOG (The menu is only visible after logging in as an adminis-
trator)

MAINTENANCE

Sitation fama | Gtation Type

STATUS L e .
T ==

B 10-Link Mastor Port N0

Bl 10tk Mastor Pt X2
B 10-tink Aastor Port X3 # Davics vainion

B 10tk Matar Port %4 ¥ Makianance inknmaton
B 10-Link Mastor Port X8

104k Mastar Port X6

B 10-Link Mastar Port X7

B Digta 10 Channees

Bl semings / Maieranca

B Uiser pamiiazraon

Fig. 10-9: Menu bar
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10.4.1 STATUS menu

STATUS contains the following sub-items:
B Manufacturer information

Device information

Device version

Maintenance information

[ |
[ |
[ |
B Device status

AL
hary mnees ted

PARAMETHRS ASBEMDLIES DIAGNOSTICS MO0 CATALCG

Btation Name £ Btation Typs

B 54831 IMPACTET Pro I DIOS 1OLS B
B iO-Link Mastor Port X0

Bl io-Link Mastar Port X1 Murrmlakironik Gt
Falkmisas 3, FIBFO Oppanweiler, Garmany
AR TIBT AT-0

. rrsTToek bronsk, com

Bl 6-Link Manter Port X3
Bl 1L ink Mastes Port X3
Bl 1©-Link Master Port X4

Bl 1oLk Mastas o X8
B oL ink Mastas Pon e fdoat
0O:Or oE DS AR FE
A
Etharkd
1082419

Bl o Link Mastes Port X7

CIO8 10ULs 5P
Bl Cigitas 10 Crannats in
B sotiengs £ Maintenance
B Usas Acdomiinisarmtion

B sagn our w100
vz
24w

2xmw
oA
aza-c

B0 °F
- Teostal cgrarating i (s tihmm-ns] O014:08:3418
Mumbar of stanups 62

I EEEE—————————————————————————————————————————————————————
Fig. 10-10: STATUS menu

Manufacturer informa-

tion

Device information

Parameter

Meaning

Manufacturer name

Murrelektronik GmbH

Manufacturer address

FalkenstralRe 3
D-71570 Oppenweiler

Manufacturer's phone

+49 7191 47-0

Manufacturer URL

https://www.murrelektronik.com/de/

Parameter

Meaning

Order number

Device item number

Hardware name

Fixed article name of the device

Software name

Device fieldbus designation

Software number

Serial number of the device
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10-Link device informa-
tion
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Parameter

Meaning

Hardware version

Hardware version

Software version

Currently running software version on the
device

Website version

currently running version of the web server
on the device

The maintenance information can only be read here. Entering or changing the
fields is done via the STATUS menu — Maintenance Information submenu.

Parameter

Meaning

Name

Device name, free text

Installation location

Place name, free text

Contact information

Contact, free text

Description

Description, free text

Last maintenance date (yyyy-mm-dd)

free date entry

Next maintenance date(yyyy-mm-dd)

free date entry

Parameter

Meaning

1L voltage [V]

Display of sensor voltage in volts

1L current [A]

Display of sensor voltage in amperes

2L voltage [V]

Display of actuator voltage in volts

2L current [A]

Display of actuator voltage in amperes

temperature [°C]

Display of device temperature in Celsius

Total operating time [hh:mm:ss]

Operating time since the device was
switched on

Number of starts

Number of device restarts
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10.4.2 PARAMETER menu

PARAMETER contains the following sub-items:
Diagnostic configuration

I/0 Layout Digital Channels

OPC UA settings

MQTT settings

JSON settings

HTTP General Settings

Diagnostic buffer settings

SNTP

Fig. 10-11: Menu PARAMETERS
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Diagnostic configura- In the diagnostic menu, as in the diagnostic assembly, the diagnostics for US,
tion UA, etc. can be enabled or disabled.

Station Nams | Station Type PARAMETERS L 5 HAGN (=] 1000 CATALOG MAINTENANCE
L L L T ... | o |

10-Lisk M 0
B 10k Msser e  Diagnoste eonfigumtion
B 1Lk Mastae Pert X1

B 0Lk Mt Port 32 STt =3
W 10-Link Master Port 13 Lindor wlige senser supply diagrosts messnge m
B 0Lk Mastar Pt 34

Undar voitage sevsor supply thisshold | VOV ATV -
B 10-Link Maustar Per X5
B 10 Linik Master Fort X8 Undar valage dctustor supply disgnontic masiage m
B 10-Links Mastar Port X7 Undor voliage achustcr supply threshold I ATV AT -
 tigeal 10 Crannals

Mo nctatee supply disgreatic mossage m
B satings | Mantanancs
B s Aminisiration L tor m
B 5gn 0t

¥ 13 layout for digtal channals

b OPCUA

» MOTT

> USON

b HTTP ganeral sattings.
» Diagnostic butfer sattings.

» SNTP

Fig. 10-12: Diagnostic configuration

User manual 54631_hdb_en_14 120/168



Web server

FWMURR

mhAm ELEKTRONIK

1/0 Layout for Digital
Channels

stay connected

Switching of the 10 layout is based on port and pin.

Station Nams | Station Typs

1B 54831 IMPACTET Pro E DIOB 10LE 5P

B 1oLk Mastae Per X0
B 1Lk Mastae Pert X1
W 16-Linke Mastor Pont 52
W 10-Link Master Port 13
B 1Lk Mnstae Pert 4
B 10-Link Maustar Per X5
B 10-Link Mastor Port X8
W 10-Link Master Port 17
Bl ovgeal 10 Crannats

H sutnga s Muntanancs
Bl s rministration

B 5gn 0t

PARAMETERS ASSEMBLIES MAINTENANCE
10 layout for dgital channels Part basad
» OPCUA
» MaTT
P USON

» HTTP general sattings.

b Dlagnoasc butler sattings

» SNTR

Fig. 10-13: 1/0O Layout for Digital Channels

Explanation of the process data, see 12.2 "Explanation of the process data"
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Users with administrator and operator rights can change settings and enter the
OPC UA port number. Guest users have read rights.

Station Nams | Station Typs

B 54631 IMPACTET Pro E DIOB 10LS 5P
B 1oLk Mastae Per X0
B 1Lk Mastae Pert X1
W 10-Link Mastor Port 52
B 10-Link Master Port 23
B 1Lk Mnstae Pert 4
B 10-Link Maustar Per X5
B 10 Link Masaor Fon X6
B 10-Link Mastar Por 7
 tigeal 10 Crannals
B sattngs  Msntnancs
Bl s rministration
B

PARAMETERS ASSEMBLIES

» Dhagnossc configuration

* KD Lapout for digital channals
v OPCUA
Enabie OPC UA server
Alrw OPC A cliants 10 write ISDU data.
Abow OPC LA clients 10 write POO data
OFC UA port number

» MOTT

» JS0N

# HTTP genenal sattings.

» Diagnosss buber saltings

» SNTR

MAINTENANCE

Fig. 10-14: OPC UA

OPC UA displays the following information:

Parameter

Meaning

Enable OPC UA Server

Enable/disable OPC UA server on the as-
sembly

Allow OPC UA clients to write ISDU data

The OPC UA client is allowed to write
ISDU (Indexed Service Data Unit) data to
the module on the |IO-Link master.

Allow OPC UA clients to write PDO data

The OPC UA client is allowed to write pro-
cess data objects (PDOs) to the module on
the 10-Link master.

OPC UA port number

Display/Setting the OPC UA port
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Users with administrator and operator rights can change settings and enter the
IP address of the MQTT server. Guest users have read-only rights.

Station Nams | Station Typs

B 54631 IMPACTET Pro E DIOB 10LS 5P

B 1oLk Mastae Per X0
B 1Lk Mastae Pert X1
W 10-Link Mastor Port 52
B 10-Link Master Port 23
B 1Lk Mnstae Pert 4
B 10-Link Maustar Per X5
B 10 Link Masaor Fon X6
B 10-Link Mastar Por 7
 tigeal 10 Crannals

B sattngs  Msntnancs
Bl s rministration
B

STATUS PARAMETERS ASSEMELIES 5 MAINTENANCE

B
» Diagnossc configuration
10 Lpout for digital channals
» OPCUA
- MOTT
Enatie MOTT Do
MOTT server IF address Immmuu
MOTT cliert 10 I ]
Ciant hoad topie I ImpacttT
Topic for system dala l
» JSON
» HTTP general sattings.
» Diagnoss tafler sattings.

» SNTR

Fig. 10-15: MQTT

MQTT displays the following information:

Parameter Meaning

Enable MQTT Enable/disable MQTT client on the assem-
bly

MQTT Server IP Address IP address of the MQTT server

MQTT Client ID Reading/writing the MQTT client ID

Client head topic

Reading/writing an MQTT topic

Topic for system data

Reading/writing an MQTT topic

User manual 54631_hdb_en_14
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JSON Users with administrator and operator rights can enable and disable JSON.
Guest users have read-only access.

Expaered all m 2 Retrosh

» Diagnostic configurmtion

1B 54831 MPACTET Pro E DKOB 10LS 5P Callagsa ol
B 1oLk Mastae Per X0
B 1Lk Mastae Pert X1

¥ KD Lrpout for digital channals.
W 10-Link Mastor Port 52 e

B 10-Link Master Port 23 » OPCUA
B 1Lk Mnstae Pert 4 - WO
B 10-Link Maustar Per X5
Enatis MOTT [

B 10 Link Masaor Fon X6
B 10-Link Mastar Por 7 MOTT servar IP address Im9 18801
B oigea 10 Crmeras MOTT clheet 10 I;.
B sattngs  Msntnancs
[ TT— Clint haad topic I Impact?
 5ign 0w Topit tor system data l

» JSON

¥ HTTP gonerl sattings
* Diagnostic bufler sattings.

» SNTR

Fig. 10-16: JSON

JSON displays the following information:

Parameter Meaning

Enable JSON JSON interface on the assembly active /
passive

as for transmitting MQTT in JSON format.

= JSON is necessary for the IODD interpreter and catalog functions, as well
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HTTP settings This parameter allows you to disable the WebUI. Once the WebUlI is no longer
accessible, it can only be accessed via the following methods.

- 8

IMMURR
kb ELIKTRONIK
ey et
smeismeree T e Fp—
Suormmcromeoonoss RN R Eac

"]
10 Link Master Pont X0 =

10k Mhater ot X1
# 10 layous o cigial channets

1810k Master Povt 32

8010 Link Mastr Pt 33 » OPCUA

0Lk Mator Pt X4 » MaTT

1B 10-Lirk Master Port X5

1810k Manter Port 8

B 10 ik Measiar Pt X7 AR, etz

» 50N

18 Digitad 10 Crannein Wt sorvar nocess E
1B sesinga / Munterance

B e pmrintiaen R

W sgn o » SNTR

Fig. 10-17: HTTP

Activating the web server via:Aktivieren des Webservers Uber:
> Rotary switch position 914.

> Rotary switch position 979 (Factory Reset)

= EDS configuration

User manual 54631_hdb_en_14 125/168



Web server "‘ MURR
AR ELEKTRONIK

stay connected

Diagnostic buffer Parameterizes the behavior of the displayed diagnoses.
Confirm activated diagnoses before deleting them from the diagnosis buffer.

PARAMETERS ASSEMEBLEES MAGNOSTICS 000 oG MAINTENANCE

Station Nams | Station Typs

1B 54831 IMPACTET Pro E DIOB 10LE 5P

B 1oLk Mastae Per X0
B 1Lk Mastae Pert X1
W 10-Link Mastor Port 52

B 10-Link Master Port 23

B 0Lk Mastar Pt 34 » MarT
B 10-Link Maustar Per X5
» JsoM
B 10-Link Mastor Port X8
B 10-Link Mastor Port 57 (P AT
Bl ovgeal 10 Crannats * Diagnostc butler sattings
0 satange e Enatls disgrastic messnge acknowiedgement Cimatiio
| [rp——
 5ign 0w » SHTR

Fig. 10-18: Diagnostic buffer
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SNTP

Station Name | Station Type PARAMETERS ASSEMELEES MAINTENANCE

1B 54831 IMPACTET Pro E DIOB 10LE 5P m
B 1oLk Mastae Per X0
B 1Lk Mastae Pert X1
W 16-Linke Mastor Pont 52
W 10-Link Master Port 13
B 0Lk Mastar Pt 34 » MOTT
B 10-Link Maustar Per X5
 JSON
B 10-Link Mastor Port X8
PP Enai 350N L=l
B pigeal 10 Grannals
* HTTP genenal sattings.
B sattngs  Msntnancs
o Adinnion Vo sover acess ==l
B 5gn 0t
- Dagnossc buber setlings
Enatin dusgrontic message scknowisdgament Deaatad
* SNTP
Primary NTP server IP address I:I:IOO
Secondary NTP server IP address I 0000

|
Fig. 10-19: SNTP

IP address of primary NTP |0.0.0.0 (Default) Enter the IP address (IPv4) for the
server primary NTP server in decimal for-
mat, e.g., 134.130.4.17

IP address of secondary  |0.0.0.0 (Default) Enter the IP address (IPv4) for the

NTP server primary NTP server in decimal for-
mat
NOTE
= The device does not automatically switch between summer and winter
time.
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10.4.3 Menii ASSEMBLIES

The Assemblies menu displays the assemblies of the module connections.

Assramrs

B b MPAE T Py € 908 08 B m_

s e P 0
B O rm Mt Pt 1

et V.t At e i 3, WY 1 L4
ey [ R—
| V- + Aanemiey 15t Ay G L WS, 5, Y00 L6
B vt B kit V53, gt Aesretly s Cnvicinns FE, WA, B4, Yo, L0
[ P S ———
' amemity 14 o ety o Comc, B, WIS

B ot © o # Asmamisy 113 Duspus Auvamty b Convactons EE1 WIS B4 and WS4

Fig. 10-20: Menu Assemblies

When the 10-Link data lengths are changed, new data lengths are calculated
and displayed for assemblies 102, 103 and 112.

Suenmmromaeoorsa [

00 Low Mo Pt 1

Fig. 10-21: Menu Assemblies 102
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Fig. 10-22: Menu Assemblies 112

Display of 8 bytes of input data X0 instead of 32.

For configuration, see EDS parameters or Pin4 configuration in the web serv-
er.
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10.4.4 DIAGNOSTICS menu

The Diagnostics menu displays all incoming and outgoing diagnostics of the
master and the connected devices.

The dropdown menu allows you to switch between active and historical en-
tries.

B 54831 IMPACTST Pro E DIDS KOLE 5P Pissae salsat mn amiry

B sl Mamiar Pt XD Actrn
50 Lk Master Povt X1
I 4L Master Pt 32 = R e . " = ) :m

I 00 Lk Matar ot 303 oL o [~ L7 & Ocrurnd 014000758

B 0-irk Mawter Port 34
I 50 L Master Pt 3
52 Lk Mater Pt X80
I 5 Mamter Pt X7
B Ougptae 10 Channain

B semings | Muntesance
B wiser rriaration

Wi

__________________________________________________________________________________________________________________________________________|
Fig. 10-23: Active Diagnostics Menu

B Active
v All diagnoses pending at the time the "Diagnosis" menu item is accessed.
v The display can be updated via Refresh / Update.
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Station Name | Station Type

[El 54631 IMPAGTE? Pro E DIOS IOLE SP
BB 10-Link Mestsr Part X0
B 1oLink Mester Far X1
B 1o-Link Master Par X2
B 1O-Link Mesle: Par. X3

Bl 1 Link Masle: Bar, X

- Parl 6
Bt X6

- Bt X7

B g 10 Channess

B seaings ¢ mamtanance

B User Administration

& sign 0w

stay connected

sSTATUS PARAMETERS

DIAGNOSTIGE

Floase select an antry:

1 Histary -

ey ~ ¥ Description ~ % Channot - Sovority ~ 7 Twpe
100 Link st svin PG D Goommanication @ [ R & Goours
Systam disgnostics. Foroa mode sTivates rodulz 2] Mainisnance requastsd = Clearsc
Systom disancs ics Fore mods awaled Moo L2 Mainlsnance requesicd & Oscure

Fig. 10-24: Menu Diagnosen in der History

History

All diagnoses that are no longer present in the persistent diagnostic mem-
ory are displayed.

More than 40 diagnoses are stored. The newest diagnosis overwrites the
oldest one.
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10.4.5 IODD CATALOG menu

Under the menu item “|ODD CATALOG”, users can manage the |ODD files on
the device.

Station Hame | Station Typs PARAMETERS ASSEMBLIES WAGNOSTICS 1000 CATALOG MAINTENANCE
[ 54631 IMPACTST Pro E DIOS IOLS 5P Dot seiocted

B 10-1ink Mastor Port X0 P .
B 0-Link Mastor Port X1 [ KB of 200 K sed

B 10-ink Mastor Port X2 o Device Name * Vendor Name v Version iz In kB
B 10k Mastor Post X3

B 0Lk Matar Pt 24

B 10-Link Mastar Port X5

8 10-Link Mastor Port X6

W 10-Link Master Port X7

B Digital 10 Channets

[ e ——

-

B sign ot

_____________________________________________________________________________________________]
Fig. 10-25: Menu IODD CATALOG

The Upload button allows you to upload 10DD files (*.zip).

@ Offnen *®
| r

- - 4| CNODD | 10DD durchsuchen F
|

Organisieren * Neuer Ordner = [N o
|

MName Anderungsdatum Tvp Grale

| 59838KF7.x_1 06.11.2024 13:58 ZIP-kamprimierter.. 172 KB
| o k- gl Pro-RGB-100..  06.11.2024 1359 ZIP-komprimierter. 47KB
| o ktranik-Modlight60-Pro-RGB-100... 06112024 1359 ZIP-komprimierter 43 K8
|
|
Dateiname: 53838 _KF7_x_11 | Benutzerdefinierte Dateien >

fr—
Fig. 10-26: Select IODD

After clicking the "Upload" button, you can select a file. Once selected, the
IODD file is extracted from the archive and compressed for upload to the de-
vice.
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Fig. 10-27: Successful IODD file upload

— STATUS PARAMETERS ASSEMELIES DIAGHOSTICS 000 CATALOG m
Bt mpkcror oo € mis oua s = =

B 1oLk Mastae Per X0

B 1Lk Mastae Pert X1 i | 20,61 WD of 200 8 used
B 10-Link Mastr Port 2 Device Nai - Vend Size in kB

B 10-Links Mastar Pt X3 Modighis0 Pro-RGS 2026.04-09 (V1.0 10

BB 0-Lisk Mastoe Pt X4 e 2023.03.27 (V1.00) 10

B 10-Live Mastar Pert 305
B 10-Link Mastor Port X8
W 10-Link Master Port X7

M igeal 10 Crannals

Fig. 10-28: I0DD catalog

Several files are located in the IODD catalog.
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Station Nams | Station Type PARAMETERS ASSEMBLIES 1000 CATALOG MAINTENANCE
B ster wonce o vt 08 5 2 e

B 1oLk Mastae Per X0

Voluma information:
B 10-Linke Master Pert X1 [ ] 20,61 48 of 200 8 used
W 16-Linke Mastor Pont 52 [E Device Name. = Vendor Name = Version * Sizein kB
B 10-Link Mastar Port X3 o Maodightsl Pro-RGE Murrebskironic G- 2024-04-09 (V1.0) 10
B 10-Lisk Mastor Port 24 ] Mz Mumeisiironis Gt 20230337 (V1.00) w0

B 10-Link Maustar Per X5
B 10-Link Mastor Port X8
W 10-Link Master Port 17
Bl ovgeal 10 Crannats

H sutnga s Muntanancs
Bl s rministration
B 5gn 0t

Fig. 10-29: Remove IODD

To delete the 10DD file from the device, the file can be selected by checking
the box and deleted with "delete selected".

10.4.6 MAINTENANCE menu

In the "Maintenance" menu, users with admin and operator rights can delete
the diagnostic memory.

Station Name | Station Type PARAMETERS ASSEMELEES HAGNOSTICS MAINTENANCE

1B 54831 IMPACTET Pro E DIOB 10LE 5P
B 1oLk Mastae Per X0
B 1Lk Mastae Pert X1

W 10-Link Mastor Port 52

W 10-Link Master Port 13
B 1Lk Mnstae Pert 4
B 10-Liok Mastar Pt 25
B 10-Link Mastor Port X8
W 10-Link Master Port 17
Bl ovgeal 10 Crannats

H sutnga s Muntanancs
Bl s rministration

B 5gn 0t

Fig. 10-30: Menu MAINTENANCE Clear diagnostic memory
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10.5 10-Link master port

The system tree displays eight |O-Link master ports (X0 ... X7), each of which
can be selected individually. Depending on the user role, information can be
read or functions configured here. When |O-Link communication is active, the
IO-Link device name automatically appears below the corresponding port.

Station Nams | Station Typs

B 54531 IMPACTST Pro £ DIOS 10L8 57

B 10-Liek Mastor Post X0

B 1Lk Mastae Pert X1

W 10-Link Mastor Port 52

B 10-Link Master Port 23

B 1Lk Mnstae Pert 4

B 10-Link Maustar Per X5

B 10-Link Master Port X5

B 10-Link Mastar Port X7
Murralgitroeik GmbH MVPSF3 D08
£aME-3 10LA2 BO

H pigal 10 Crannals

 sotings / Maintanance

B Usor Agministration

Hsignoun

STATUS CONFIGURATION

» 10-Link Master Status.

B Pin 1 - Us Supply Status (L+)

» Fin 2 - CHOVALX Power (Class) Status

B Find - 10-Link/SH0 Status.

Fig. 10-31: System tree

The menu bar of the 10-Link Master Port includes the following menu items:

STATUS

INFORMATION (only when an IO-Link device is connected)
CONFIGURATION

I0-LINK PARAMETERS (only when an 10-Link device is connected)
PROCESS DATA

User manual 54631_hdb_en_14
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Status 10-Link master
X0 to X7

Station Nams | Station Type

B 54531 IMPACTET Pre E DIOS 10L8 5P

B 10-Link Mastor Port X3
B 10-Link Mastar P X1
W 10-Link Mastor Port 52
B 10-Link Master Port 23

* Pin 1 - Us Supply Status (L+)

B 1Lk Mnstae Pert 4 = Temperature ['C)
B 10-Link Maustar Per X5 ~Vohage
B 10-Link Mastor Port X8 - Gurrent

.5
W 10-Link Master Port 17 s

= Esmor counter
 tigeal 10 Crannals
H sutnga s Muntanancs * Pin 2 - DICVALIX Power (ClassB) Status
- [T e— = Temparature ['C]
W sign 0wt ~Vohage

= Current

- Status

= Esmor counter

* Pin 4 - 10-Link/ S0 Status.
- Tamparature
- Visltage
- Curmest

- B
- Esror counter

The current |O-Link master status is located in the Status menu.
Possible displays include:

B Disabled

B Digital input

B Digital output

B |O-Link (no device)
[

device

CONFIGURATION

R4C
S21°F
80V
COIA

34°C
2.1°F
000V
LA

nac
B2 °F
ooV
000A

L o

stay connected

Fig. 10-32: IO-Link Master status

10-Link operating mode including further information about the connected
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Furthermore, the following general information is displayed for each pin.
B  Temperature in °C and °F

Voltage in V

Currentin A

Pin status

Error counter

Station Name | Station Type INFORMATION CONFIGLRATION 10-LINK PARAMETERS

B 54531 IMPACTET Pre E DIOS 10L8 5P

B 10-Linik Mantor
ot » 1O-Link Master Status
Murrslktronik GenbH Modlight60 Pro-
RGS MI24U40L e Operatn
- Cosaliy ]
B 10-Link Mastar Port 21 - Raviakon D o
B 1-Link Master Port X2 - Bavadeate 384 kbps.
[ A T— - Gyelo sme 49ms
« Ingut st length z
B 1Lk Mastae Por X4 + Cutput deta Megh 0
B 10-Link Master o 28 - Vandor 10 outaf
W 10-Link Master Port 15 SO EN D L)
B 10-Lisie Mustoe Pt X7 w Fin 1 - Lis Supply Status (L+)
B Digiai 10 Crannals - Tomparature ['C] M2'c
 sotings / Maintanance ALK
- Voliage e
B Usor Agministration - Gument L127Y
H signom - St oK
- Error counter o

B Fin 2 - DICVAL Power (Class) Status

¥ Pin 4 - I0-Link/SH0 Status

- Tomparature H2°C
938°F

- Veltage STV

- Cument 0004

- Status. oK

- Esrer sounter 0

Fig. 10-33: I0-Link master with connected device

In 10-Link mode and with a connected device, all communication-relevant |O-
Link data, including the device's I/O bytes, are displayed.
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INFORMATION IO-Link
Device
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Station Nams | Station Type

I 54631 IMPACTET Pra £ D408 10LE 5P
B 10-Lisik Mastor ot X0
Murredshtranik GenbH Mosdlightso Pro-

RGE MA24U10L

B 1Lk Master Port 1
1Lk Mnstae Pert X2
B 10-Lik Mastae Pert X3
B 10 Lk Masaor Fron X4
10 Link Master Port 28
B 1Lk Master Port 25
B 10-Lik Mastae Pert X7
I igaal 10 Crannels
 sotings | Maintanance
B Usor Aaministration
Hsignoun

e

= 10-Link Device Information

- Min eyele Sma

- Function 10

- Numbar of profile iDs
- Varatior bel

- Prpduct rarms

- Product 10

+ Product text

- Sorial number

- Hirdwarn sovisicn

- Fimsware euvision

INFORMATION

COMFIGURATION IC-LINK PARAMETERS PROCESS DATA

49ms
L]

2

Murmaleitronik GmbH

e e rTbRITERH, £0m

Metights0 Pre-RGS MIZ-4ULI0L
A000-TH060-0000001

Modighttd Pro-RGE mutsfuncional signal lower
DO000012460061

V00

T1.0001

Fig. 10-34: IO-Link Device Information

Here, the technical data and manufacturer information of a connected and ac-
tive 10-Link device are displayed on the corresponding master port.

Parameter Meaning
Minimum cycle time minimum process cycle time of the 10-Link
device

Function ID

Function ID of the |O-Link device

Number of profile IDs

Number of profiles supported by the 10-
Link device

Manufacturer name

Manufacturer name of the 10-Link device

Manufacturer's text

Manufacturer's text for the 10-Link device

Product name

Product name of the 10-Link device

Product ID

I0-Link device part number

Product text

Additional description of the 10-Link device

Serial number

Serial number

Hardware version

Hardware version

Firmware version

Firmware version
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10.5.3 CONFIGURATION menu

Here, the technical data and manufacturer information of a connected and ac-
tive 10-Link device are displayed on the corresponding master port.

CONFIGURATION

Station Nams | Station Type STATUS CONFIGURATION
B 54531 IMPACTET Pre E DIOS 10L8 5P Expand sl
B 10-Lisk Master Pt X0

 Pon Functions - Pin 4
B 1Lk Mastae Pert X1

W 10-Link Mastor Port 52 RLE I e
B 10-Link Master Port 23 Digital input signal Sites I o chgital input filer -
B 1Lk Mnstae Pert 4
Outpust curment limitartion for DI I 20A
B 10-Link Maustar Per X5
B 10 Link Masaor Fon X6 Digtal ovips failsale mode I Force kow
B 0Lk Master Port 7 1G-Link Peocess Data Swap I Ho Swap -

 tigeal 10 Crannals

10-Link Ingut Length for Assembiies 102 (Connections £03, WEG3, 103, W03, L03) & 103 (Connectons EG4, WED, 104, Witd,
B sattngs  Msntnancs »
- [T e— L9

 5ign 0w 13-Link Cutput Langth for Assembly 112 {Connections E03, WED, ED4, WEDM)

8

* Port Functions - Pin 2

Port function I Mot supported

Digital input signal fites I Mo cigital ingeut e -
Output curment lesitation for DIG I 204

Digital crupact faitsal mode I Force low

w Fon Functions - Pin 1

Semor otaga s =

Chatipat curment limitation for sanscr supply 20A

» Port Diagnossics.
_________________________________________________________________________________________________________________________________|

Fig. 10-35: IO-Link configuration

The configuration menu contains all parameters for the individual pins and
ports. These values can be modified and saved in the web server. Values that
cannot be changed are grayed out.

The values remain unchanged for connections WExx, Ixx, and Lxx. For con-
nection Exx, the values are taken from the configuration assembly.
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Station Name | Station Type INFORMATION CONFIGURATION 10-LINK PARAMETERS

B 54631 IMPACTET Pro E DIOS 10LE 5P

]

10-Lieik Master Port X0 » Port Functions - Pin 4

Murrslktronik GenbH Modlight60 Pro-

RGE M1Z4U0L Poxt function I KO-Link autostarl vl
B 10-Link Mastar Port 21 Digital input signal Ster I o digital input fier -
B 10-Link Master Port 52
101k Mo P 5 Custpust currant limitation for DI I 204 o

B 10-Line Master Pert X4 Digital owiput failsafe made I Force kw -
W 10-Link Master Port 15 I

10-Link Process Data Swap Mo Swap |
W 10-Link Master Port 16
B 10-Lisik Mastar Pt X7 10-Link Ingat Length for Assembies 102 (Connections. E03, WED3, K13, WI03, LO3) & 103 (Connections E04, WEDH, 104, Wil4,

z

Bl igieal 10 Crannats L)
Wl satings  Maintanance 16-Link Gutput Langih for Assermtly 112 {Gonnecions ED3, WEDS, EBa, WEDS) I &
W Usor aaministration
& 5ign 0wt * Port Functions - Pin 2

Pt function I Mot supported

Digital input signal tier I N cigiad gt fitee -

Crutput current limitation for DI I 204

Dl cnsons ity made I Fore low

w Pont Functions - Pin 1

Semor otaga s =

Chutpuat curmant imitation for sansce supply 204
¥ Port Disgnostics
L]

Fig. 10-36: Master Port Configuration

Masterport switched to |O-Link Start.

Station Name | Station Type INFORMATION CONFIGURATION 10-LINK PARAMETERS

B 54631 IMPACTET Pro E DIOS 10LE 5P

B 10 Liek Mastor Post X0

Murrelektronik GeibH Modlight6o Pro-

RGS M1Z4UH0L (2 (XA n
W 10-Link Master Port X1 » Pon Functions - Pin 1

1Lk Mastar o 22

 Pon Diagnostes.
B 10-Liok Mastar Pt 3
I 13- ik Mnster Port X4 Diagrostic repont | Ropot all tingnestic massages v
B 10-Link Master o 28 10-Link avast iniagestion I . nimgration B0 .
B 10-Link Master o 205
I 10-Lisk Master Port X7 w K000 Assignmant
Bl e 10 Crannats Select 1000 I Fa— o
Bl sattings / Maintanance Modighttt Pro-RGE { Vi,
B Usor Agministration
[~ =

.______________________________________________________________________________________________________________________________________|]
Fig. 10-37: Port diagnostics and 10DD assignment

If an IODD is installed, set the selection to Automatic. The device will then se-
lect the appropriate I0DD.

Visible here. After selecting the IODD, these are visible under 10-Link Param-
eters and Process Data.
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10.5.4 10-LINK PARAMETER menu
The menu is only visible if an 10-Link device is available.
NOTE
Refer to the information in the 10-Link device manufacturer's manual.

Station Name | Station Type INFORMATION CONFIGLRATION 1O-LINE PARAMETERS

B 54831 IMPACTET Pra E DIOS 10L8 5P Excpand all

]
1O-Liek Waster Port X0 =

Murrelektronik GenbH Modlight60 Pro-

RGE M124U-0L Indax I
B 10-Link Mastar Port 21 . I
1Lk Mastar o 22
B 10-Link Mastoe Port 03 L5 I
B 1Lk Mastae Por X4 Furenat I Hax
B 10-Link Master o 28 mm
B 10-Link Master o 205

AN vakies e ) Bl WhOLE 3803

1Lk Mistae Per X7
W8 i 0 s
 sotings / Maintanance
B Usor Agministration
Hsignoun

Fig. 10-38: 10-Link parameters ISDU communication

This menu item allows you to read and write the ISDU (IndexService Data
Unit) of the device during 10-Link operation. This primarily allows you to eval-
uate or parameterize an |O-Link device without a controller.

Without IODD, input can be in both hexadecimal and ASCII formats. Refer to
the 10-Link device manufacturer's manual for instructions.
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Station Name | Station Type STATUS. INFORMATION CONFIGLRATION 1O-LINE PARAMETERS

B 54631 IMPACTET Pro E DIOS 10LE 5P

Lavel Moter Thresholds : Sics 15

B 10 Liek Mastor Post X0
Murrslektranik GenbH Modlightsd Pro-
e I Stack Mode v
B 10-Link Mastar Port 21 Leos I .
B 1-Link Master Port X2
B 10-Lisdk Manstor Pt X3 Lavel Moter Thresholds : Stice 1 I ,
B 10-Line Master Pert X4 Ll Mt Th P I -
B 10-Link Master o 28
Lavel Motor Threshoids : Sice 3 I R
B 10-Link Master o 205
B 10-Liok Masstar Pert X7 Lavel Motor Thresholds : Sice 4 I .
B oiea 10 Cowrnais Lavel Metor Threshokds : Skce & I .
 sotings / Maintanance
Level Meter Threshokds : Sics & I =
B Usor Agministration
[ R Lavel Mates Thresholds ; Sica 7 I “
Larvel Mates Thrashelds  Sien & I .
Lervel Meter Thresholds : Sice 9 I -
Lavel Motor Threshoids : Sice 10 I =
Lavel Metor Threshokds : Sice 11 I 5
Lavel Meter Threshoids : Sice 12 I =
Lavel Motor Threshoids : Sies 13 I .
Lavel Metor Threshokds : Skce 14 I =
I

Fig. 10-39: IO-Link parameters ISDU communication

With I0ODD, input can be done according to the IODD design.

10.5.5 PROCESS DATA menu

Station Name | Station Type STATUS. INFORMATION €0 TICH ra ] PROCESS DATA

B 54631 IMPACTET Pro E DIOS 10LE 5P

-]
10-Lisk Mastor Port X0 = Dain
Murrelektronik GenbH Modlight60 Pro-
RGS M124U-0L Fin 4 10L Input o000

B 10-Link Mastar Port 21

Pin 4 10 Qutgut 00.00,00,00,00,00.00,00
B 10k Mt Pt 3 Forca P 4 100 Output Dt [ o | o
B 1Lk Mastae Por X4 Furenat Haxadecial -

|
1Lk Mastar o 22 :
|

B 10-Link Master o 28
B 10-Link Master o 205
B 10-Liok Mastar Pt X7
B Dl 10 Crannals
 sotings / Maintanance
B Usor Agministration

B 56n 0w

Fig. 10-40: PROCESS DATA menu in raw format

The current process data of the connected IO-Link device is continuously dis-
played in the "Process data" menu item if pin 4 of the corresponding port has
been configured as an I0OL port.
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During IO-Link operation, the device's process data can be read and written.
This primarily allows process data from the 10-Link device to be read or written
without a controller.

Station Name | Station Type STATUS. INFORMATION CONFIGLRATION 10-LINK PARAMETERS PROCESS DATA

B 54631 IMPACTET Pro E DIOS 10LE 5P m

B 10-Lieik Mastor
L2 E * Input Process Datn
Murrelektronik GenbH Modlight60 Pro-
RGS M124U-0L DeviceStatus I Dervica is cparating property v

B 10-Link Mastar Port 21

Opsration Mode Esmor I Mo Emor v
1Lk Mastar o 22
B 10-Link Mastoe Por 363 * Quiput Process Data
B 10-Line Master Pert X4
Ok Mastee 184 Stack Pradafia Color I o "
W 10-Link Master Port 15
B 10-Link Mastier Port X6 18t Stack Animaton pattem I Usae [2015: Stack LED Patiem] w
B 10-Liek Mstae Per X7 15t Stack Arimation speed I U [2018: Sack LED Spoad] |
Bl igieal 10 Crannats
200 Stack Predefing Coke I on e
M sattings / Maintanance
I Usar Adwinisiration 2nd Saack Animation pafiern I Usa [2015: Stack LED Patism] ~
[ R 2net Sk Animation speod I LUt [2018: Stack LED Spoed] o
30 Stack Produfioe Gelor I on B
Ard Stack Animaton patiem I Usae [2015: Stack LED Patiem] w
3 Siack Animaton spesd I Uss [2016: Stack LED Spoad] -
4th Saack Predefine Color I on -
4th Stack Animation patiern I Usae [2015: Stack LED Patiem] w
At Stack Anivation speod I Uss [2016: Stack LED Spoad] o
5th Saack Predefine Color I on -
Sth Sack Animation pamern I Usae [2015: Stack LED Patiem] w

—
Fig. 10-41: Menu PROCESS DATA in IODD format

With IODD, the view can be customized according to the IODD design.
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10.6 Digital IO Channels /10 Overview

10.6.1 Input data

The CONFIGURATION menu of the selected 10-Link port displays the settings
for pins 2 and 4 on the selected port. Outputs can be set under certain condi-
tions.

Each user can observe the digital states of the inputs configured on the device.

Station Nams | Station Typs

B 54531 IMPACTST Pro £ DIOS 10L8 57

B 1oLk Mastae Per X0
Mrplgitreeik GrmbH Modighttd Pre-AGE
M1Z-4U40L

B 10-Link Mastar Port 21

1Lk Mastar o 22

1Lk Mstae Pert X3

B 1Lk Mastae Por X4

B 10-Link Master o 28

B 10-Link Master o 205

1Lk Mistae Per X7

H Digital 10 Channals

 sotings / Maintanance

B Usor Agministration

Hsignoun

10 QVERVIEW

* gt data

Part X1 Pin 4 (Channel 1) Desabiod
Pext X1 Pin 2 (Channal 11) mabiod
Part X2 Pin 2 (Channel 12) Disabiod

w Allow forcing outputs

Adorw forcing of cutpu h o dats nge c

» Qutput data

Paet X2 Pin 4 {Channal 02) [
Past X2 Pin 2 {Channel 12) [

Fig. 10-42: Overview of input data
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10.6.2 Output data

Setting outputs allows

Statusn Mama | Statien Type

1Bl 5est PACTST Poo £ DIOE 0LE 5P
B 10k Mastor Pt 30
Mhrelektronk GebH Modighed Pro-RGE
MIZAUI0L

B 1Lk Manter Pt X1
T8 10-Lirk Masser Port 32
B 1L Master Pt X3
1 10-Lirk Master Port 24
B 10-Lirk Mtaster ot X8
18 10-Lirk Manster Port X8
B 10-Lirk Master ot X7
1El Digital 10 Channels

W seminza / Munterance
1 Lsar Aministration

W sgn 0w

Set output data

oo | e

» Eingangsdaten

* Ausgings setzan erauban

Users with admin, operator, and maintenance rights can allow the setting of
outputs in this menu.

This right is only granted if the device is not in an active fieldbus connection
with the controller. The controller takes precedence.

10 OVERVIEW
Eme=n
= Input data
Pert X1 Pine & {Channel 01)
Port X1 Pn 2 (Channel 11)
Port X2 Pin 2 {Channed 17)
w Alow forcing oulputs

Al S of Ut valhies whhan Tt i 13 0t archangs Wil PLE.

» Cutput data

Port X2 Pin 4 {Channel 03}

Part X2 Pin 2 {Channet 17}

Fig. 10-43: Setting outputs allows

Guest users are not allowed to set the outputs.
All other users (admin, operator, maintenance) are allowed to set the outputs.

As soon as the user (admin, operator, maintenance) logs out, the outputs go
to IIOII.

As soon as a fieldbus actively works with the device, the outputs go to "0" and
then take over the status they receive from the controller.

10 OVERVIEW

Esmeglicht das Setzan von Ausgangen falls nicht im PROFINET-Datenaustausch.

* Ausgangsdaten

Port X0 P 2 (Kanal 10)
Port X1 Pin 2 (Kanal 11}
Port X2 Pin 2 (Kanal 12)
Port X3 Pin 2 (Kanal 13)
Parl X4 Pin 2 (Kanal 14)
Port X5 P 2 (Kanal 15)
Port X6 Pin 2 (Kanal 18)

Port %7 Pin 2 (Kanal 17)

Fig. 10-44: Set output data
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10.7 Settings / Maintenance

10.7.1 DEVICE CONFIGURATION menu

Logged-in users can change the IP settings of this device via the web server
if no DHCP server is available.

"‘ The device's IP address is set to DHCP by default.

In the menu “Settings / Maintenance” - “Device configuration”, the |P address
with subnet mask and gateway can be statically entered.

Fig. 10-45: Settings IP address EtherNet/IP

After confirming the application, which will become active after the next reboot,
the rotary switches must be set to "000" and the device switched off and on
again. Afterward, the device will permanently have the assigned IP address.

If the device has a fixed address, the IP configuration from STATIC can be re-
set to BOOTP or DHCP in this menu.

10.7.2 MAINTENANCE INFORMATION menu

The device's maintenance information appears in:
B STATUS menu and Maintenance Information submenu.

STATUS PARAMETER DIAGNOSE WARTUNG
ey

» Herstellerinformation

» Gerdteinformation

» Gerdloversion

¥ Wartunguiriormation

- Name

MAX]

HALL 123
SMITH
First Toat
20210812
20022.08-12

Fig. 10-46: Maintenance information
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Users with admin, operating and maintenance rights can enter device informa-
tion here.

Fig. 10-47: Maintenance Information Settings
10.7.3 FIRMWARE menu

This menu displays the data for the firmware currently running on the de-
vice.Users with administrator, operator, and maintenance rights can install
new firmware, provided in ZIP folders, onto the device here. After successful
installation, the device checks the firmware container and automatically re-
starts with the new firmware version.

Beation Mam e | Station Type DEVICE CONFIGURATION MANTENANCE INFORMATION FIRMWARE FACTORY RESET
T ... | - |

50 Lk Mastor ot X0
Waruinkiron GimbH Modightod Pro-AIGE
M124000

« Harswars name. IMPACTRT Pro E DIOS 10LE 5P
- Software verson LAk Al
50 Master Pt X1 il araon V2030

50 Link Master Port 32 - Wetpage verson 214
0 Lirk Masier Pt 33
BB 0Lk Mater Pt X8

W Lk Master Port X8 I -
B 0Lk Master Pt X8

I -k Mater ot X7

_________________________________________________________________________________________________________________________________|
Fig. 10-48: Firmware

Selection of the *.M3Z (from V1.06) and Firmwareupdate.zip (up to V1.06) is
possible via the ... symbol.
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: @ Oifnen *
e - o[ SO o o “|©  Firmware durchsuchen »
| Organisieren = Neuer Ordner » [ e

MName Anderungsdatum Tvp GroBe

ﬂ 54631_1.07.01-v-00 29.08.2024 15:40 Murrelektronik Fir... 201 KB
|
|
|

Dateiname: | 54631_1.07.01-V-00 < | Benutzerdefinierte Dateien =

fr—
Fig. 10-49: Select the file

tay connestesd

Statusn Mama | Statien Type

a1

B 10k Mastor Pt 30
Mhrelektronk GebH Modighed Pro-RGE

e

AI2AU0L - Hardente name INPACTET Pro E DIOA 1DLE 5P
- Sofware verson VT
101k Mansor Pt X1 ey 3%

T8 10-Lirk Masser Port 32 - Wetpags version 214
8010k Mastr Pt 33
1 10-Lirk Master Port 24

Fin
1B 10k Master Pt 35

Ry == ==
1810tk Mamster Port 28

1B 10-irk Master ot X

= Chvif b 54831
[ Digas 10 Cranneis.
oA + Mardware name INPACTOT Pro £ DHO8 1008 58
& settings / Maintenance - Scltwara versicn vioTot
[ s Actminiatraticn ~ Bt datn 2004-0718
W sgn 0w

Fig. 10-50: Information about the update file

After pressing "Update", it takes some time for the update to be installed. The
module restarts during this process.
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10.7.4 FACTORY RESET menu

In this menu item, users with service, maintenance and admin rights can reset
the entire device or individual parts (device information, network, application).

I
whls (LEKTRONIK

ity domeected

Station Hame / Station Trpe Oon - NGE INFORMATION FIRMIARE FACTORY RESET

1 4631 IMPACTET Pro E DIOE 1008 59

50 Lk Mastor ot X0
Murslbironk GrbH Modightd Pro-RGS
MI24U0L . § Devica NTP satings, OPC LA I0-Link Master speciic tags, eic
50 i Master Pt X1
settings 0.5 et 1P A . Harna Of Stason, sl
W 50-Link Masster Port 2
0 Lirk Masier Pt 33 o et Parameters, 0-Lirk Data Sacrage. sie

BB bk Master Pt 4

Dwlato a8 stcrmd satings
50k Master Port X8

e ez
B 0-Link Mawter Port X7

B oigtat 10 Channess

W sattings | Msintenance

[ [EEe———

56 0wt

Fig. 10-51: Factory reset
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10.8 USER ADMINISTRATION

USER ADMINISTRATION can only be performed with admin rights.

Upon receipt of the product, the administrator account is “admin” and the
password is “private”.

plant with the fieldbus running.

"‘ The default administrator password can be changed from the controller in the
Users log in and out at the bottom left of the system tree.

=» Click “Sing Out”

Station ame | Station Trpe UBER ADMINESTRATION

1 4631 IMPACTET Pro E DIOE 1008 59

50 Lk Mastor ot X0
Muaosaiirons: GmbH Modightod Pro-AGE
M124000

50 i Master Pt X1

I 60-Lirik Mamter Provt 32 R

B0 e Pt 23 Usermame Passaord Usenain Actions

B0k st Pt 4 [ snramne l Passwons Manterance - n

50k Master Port X8

B 0Lk Master Pt X8

B 0-Link Mawter Port X7

W cigrtat 10 Channein

Wl seinn | Manieranca

B wser Administration

B 550 0t

Fig. 10-52: USER MANAGEMENT

............... Ststion Typa USER ADMBESTRATION

B 4031 BAPACTET P D40 10L8 20 ER =

40 Link Mater Pt 20

Musriskiors Gt Modighten ProRGH

MIZALOL w
61k e Pt 1 o A oo

W 10-Link Master Port 32 Ak e e
10-Link Measin Pt X3 — — — Acoone
B 10-Link Mastor Pt 4 | Mo |- l [rovesm— [ =]

0Lk Master Pt 5
10 Link Master Pot X8
10-Link Mastes Post X7
1 Dl 10 et
[l Battings { Makstanarce
T Usae Amimintration
B 590 0t

e — == =]
Fig. 10-53: Entering a new user
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11 Maintenance and cleaning

NOTICE

Damage caused by defective or damaged devices.
The functioning of the devices is not guaranteed.
= Replace defective or damaged devices.

NOTE
In the event of maintenance work, you can replace the device with the same
type.

= Check whether the switch settings of the old and new device are identical.

=

NOTE
Device cleaning.

> Use only oil-free compressed air or spirit.

=

=» Only use lint-free materials (e.g. leather cloth).
> Do not use contact spray.
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12.1

12.1.1

12111

Standard objects

Identity Object (Class Code: 0x01)

Class Attribute

Supported EtherNet/IP objects

stay connected

This chapter is an enumeration of the CIP objects and services support-
ed by and implemented in this product. For more detailed descriptions
of the individual objects and attributes, please refer to the EtherNet/IP
specification.

Attribute Access Name Data Type Attribute description Semantics of Values
ID Rule
1 Get Revision UINT Revision of this object The current value assigned to
this attribute is two (02).
In case of updates that require
an increase in this value, the
value of this attribute increas-
es by 1.
2 Get Max UINT Maximum instance number of | The largestinstance number of
Instance an object currently created in | a created object at this class
this class level of the device. | hierarchy level. The value cur-
rently assigned to this attribute
is one (01).
6 Get Max ID UINT The attribute ID number of the | The value of this attribute will
Class last class attribute of the class | be seven (07).
Attribute definition implemented in the
device.
7 Get Max ID UINT The attribute ID number of the | The value of this attribute will
Instance last instance attribute of the | differ by product variant. This
Attributes class definition implemented in | attribute will show nine (09).

the device.

Instance Attribute

Tab. 12-1: Identity Object Class Attribute

Attribute Access Name Data Type Description of Attribute Value
ID Rule
1 Get Vendor ID | UINT Identification of each vendor | 640
by number

2 Get Device UINT Indication of general type of |7
Type product

3 Get Product UINT Identification of a particular
Code product of an individual vendor

4 Get Revision STRUCT | Revision of the item the Identi-

of: ty Object represents

Major USINT Maijor Revision of Firmware
Revision
Minor USINT Minor Revision of Firmware
Revision

5 Get State WORD Summary status of device

6 Get Serial UDINT Serial number of device
Number

7 Get Product SHORT_ Human readable identification
Name STRING
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Access

Attribute
ID Rule

Name Data Type

Description of Attribute

Value

8 Get

State USINT

Present state of the device as
represented by the state tran-
sition diagram

Common Services

Tab. 12-2: Identity Object Instance Attribute

Service Code

Implemented for

Service Name

Description of Service

Class Instance

0x01 No Yes Get_Attribute_All Returns a predefined listing of
this objects attributes.

0x05 No Yes Reset Invokes the Reset service for
the device. Option 0 restarts
the device. Option 1 invokes a
factory reset of the device.

Ox0E Yes Yes Get_Attribute_Single Returns the contents of the
specified attribute.

Tab. 12-3: Common Services of Identity Object

12.1.1.2 Message Router Object (Class Code: 0x02)
This Object has no accessible attributes.
12.1.1.3 Assembly Object (Class Code: 0x04)
Class Attribute
Attribute Access Name Data Type Attribute description Semantics of Values
ID Rule
1 Get Revision UINT Revision of this object The current value assigned to

this attribute is one (01). If up-
dates that require an increase
in this value are made, then
the value of this attribute in-
creases by 1.

Instance attributes

Tab. 12-4: Assembly Object Class Attribute

Attribute Access Name Data Type Attribute description
ID Rule
3 Set,Get Data ARRAY of BYTE
4 Get Size UINT Number of bytes in Attribute 3

Common Services

Tab. 12-5: Assembly Object Instance Attribute

Service Code

Implemented for

Service Name

Description of Service

Class Instance
O0x0E Yes Yes Get_Attribute_Single Returns the contents of the
specified attribute.
0x10 No Yes Set_Attribute_Single Modifies an attribute value.

Tab. 12-6: Common Services of Assembly Object
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121.1.4

Ethernet Link Object

Class Attribute

Connection Manager Object (Class Code: 0x06)
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Attribute Access Name Data Type Description of Attribute Semantics of Values
ID Rule
1 Get Revision UINT Revision of this object The current value assigned to
this attribute is one (01). If up-
dates that require an increase
in this value are made, then
the value of this attribute in-
creases by 1.
2 Get Max UINT Maximum instance number of | The largestinstance number of
Instance an object currently created in | a created object at this class
this class level of the device. |hierarchy level. This attribute
will show one (01).

Instance Attribute:

Common services:

Tab. 12-7: Ethernet Link Object Class Attributes

There are no Instance Attributes implemented for this object.

Common Services of Ethernet Link Object.

Service Code

Implemented for

Class

Instance

Service Name

Description of Service

0x0E

Yes

No

Get_Attribute_Single

Returns the contents of the
specified attribute.

Tab. 12-8: Common Services of Ethernet Link Object

12.1.1.5 Device Level Ring (DLR) Object (Class Code: 0x47)
Class Attribute
Attribute Access Name Data Type Description of Attribute Semantics of Values
ID Rule
1 Get Revision UINT Revision of this object The current value assigned to

this attribute is three (03). If up-
dates that require an increase
in this value are made, then
the value of this attribute in-
creases by 1.

Instance attributes

Tab. 12-9: Device Level Ring Object Class Attribute

Attribute Access Name Data Type Attribute description
ID Rule
1 Get Network Topolo- | USINT Current network topology mode
gy
Get Network State USINT Current status of network
10 Get Active Supervisor| STRUCT of: IP and/or MAC address of the active ring
Address supervisor
UDINT Supervisor IP Address
ARRAY of 6 Supervisor MAC Address
USINTs
12 Get Capability Flags |USINT Describes the DLR capabilities of the de-
vice

Tab. 12-10: Device Level Ring Object Instance Attribute
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Service Code

Implemented for

Service Name

Description of Service

Class Instance
0x01 No Yes Get_Attribute_All Returns a predefined listing of
this objects attributes.
0x0E Yes Yes Set_Attribute_Single Returns the contents of the

specified attribute.

12.1.1.6

Tab. 12-11: Common Services of Device Level Ring Object

Quality of Service Object (Class Code: 0x48)
Class Attribute

Attribute Access Name Data Type Description of Attribute Semantics of Values
ID Rule
1 Get Revision UINT Revision of this object The current value assigned to
this attribute is one (01). If up-
dates that require an increase
in this value are made, then
the value of this attribute in-
creases by 1.
2 Get Max In- UINT Maximum instance number of | The largestinstance number of
stance an object currently created in | a created object at this class
this class level of the device. |hierarchy level. This attribute
will show one (01).

Instance Attribute

Tab. 12-12: Quality of Service Object Class Attribute

Attribute Access Name Data Type Description of Attribute
ID Rule

1 Set, Get 802.1Q Tag Enable| USINT Enables or disables sending 802.1Q
frames on CIP and IEEE 1588 messages.

4 Set, Get DSCP Urgent USINT DSCP value for CIP transport class 0/1 Ur-
gent priority messages.

5 Set, Get DSCP Scheduled |USINT DSCP value for CIP transport class 0/1
Scheduled priority messages.

6 Set, Get DSCP High USINT DSCP value for CIP transport class 0/1
High priority messages.

7 Set, Get DSCP Low USINT DSCP value for CIP transport class 0/1 low
priority messages.

8 Set, Get DSCP Explicit USINT DSCP value for CIP explicit messages
(transport class 2/3 and UCMM) and all
other EtherNet/IP encapsulation messag-
es.

Common Services

Tab. 12-13: Quality of Service Object Instance Attribute

Service Code

Implemented for

Service Name

Description of Service

Class Instance
0x0E Yes Yes Get_Attribute_Single Returns the contents of the
specified attribute.
0x10 No Yes Set_Attribute_Single Modifies the contents of the at-

tributes of the class or object.

Tab. 12-14: Common Services of Quality of Service
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Attribute Access Name Data Type Description of Attribute Semantics of Values
ID Rule
1 Get Revision UINT Revision of this object The current value assigned to
this attribute is four (04). If up-
dates that require an increase
in this value are made, then
the value of this attribute in-
creases by 1.
2 Get Max In- UINT Maximum instance number of | The largestinstance number of
stance an object currently created in | a created object at this class
this class level of the device, |hierarchy level. This attribute
will show one (01).
Tab. 12-15: TCP/IP Interface Object Class Attribute
Instance Attribute
Attribute Access Name Data Type Description of Attribute
ID Rule
1 Get Status USINT Interface status
2 Get Configuration USINT Interface capability flags.
Capability
3 Set, Get Configuration USINT Interface control flags.
Capability
4 Get Physical Link Object | STRUCT of Path to physical link object.
Path size UINT Size of Path
Path Padded Logical segments identifying the physi-
EPATH cal link object.
5 Set, Get Interface STRUCT of TCP/IP network interface configuration.
Configuration
IP Address UDINT The device’s IP address.
Network Mask UDINT The device’s network mask.
Gateway UDINT Default gateway address.
Address
Name Server UDINT Primary name server
Name Server 2 UDINT Secondary name server.
Domain Name STRING Default domain name.
6 Set, Get Host Name STRING Host name
10 Set, Get SelectAcd BOOL Activates the use of ACD.
1 Set, Get LastConflictDetected | STRUCT of Structure containing information related
to the last conflict detected.
AcdActivity USINT State of ACD activity when last conflict
detected.
RemoteMAC Array of 6 USINT | MAC address of remote node from the
ARP PDU in which a conflict was detect-
ed.
ArpPdu ARRAY of 28 Copy of the raw ARP PDU in which a
USINT conflict was detected.
12 n.c.
13 Get Encapsulation Inac- | UINT Number of seconds of inactivity before
tivity Timeout TCP connection or DTLS session is
closed.

Tab. 12-16: TCP/IP Interface Object Instance Attribute
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Service Code Implemented for Service Name Description of Service
Class Instance
0x01 No Yes Get_Attribute_All Returns a predefined listing of
this objects attributes.
O0x0E Yes Yes Get_Attribute_Single Returns the contents of the spec-
ified attribute.
0x10 NO Yes Set_Attribute_Single Modifies a single attribute.

12.1.1.8

Tab. 12-17: Common Services of TCP/IP Interface Object

EtherNet/IP Link Object (Class Code: 0xF6)
Class Attribute

Attribute Access Name Data Type Description of Attribute Semantics of Values
ID Rule
1 Get Revision UINT Revision of this object. The current value assigned to
this attribute is four (04). If up-
dates that require an increase
in this value are made, then
the value of this attribute in-
creases by 1.
2 Get Max UINT Maximum instance number of | The largestinstance number of
Instance an object currently created in | a created object at this class
this class level of the device. | hierarchy level. This attribute
will show two (02).
3 Get Number of |UINT Number of object instances The number of object instanc-
Instances currently created at this class | es at this class hierarchy level.
level of the device. This attribute will show two
(02).
Tab. 12-18: Ethernet Link Object Class Attribute
Instance Attribute
Attribute Access Name Data Type Description of Attribute
ID Rule
1 Get Interface Speed USINT Interface speed currently in use.
2 Get Interface Flags USINT Interface status flags.
3 Get Physical Address USINT MAC layer address.
4 Get Interface Counters | STRUCT of
In Octets UDINT Octets received on the interface.
In Ucast Packets UDINT Unicast packets received on the inter-
face.
In NUcast Packets UDINT Non-unicast packets received on the in-
terface.
In Discards UDINT Inbound packets received on the inter-
face but discarded.
In Errors UDINT Inbound packets that contain errors
(does not include In Discards).
In Unknown Protos | UDINT Inbound packets with unknown proto-
col.
Out Octets UDINT Octets sent on the interface.
Out Ucast Packets | UDINT Unicast packets sent on the interface.
Out NUcast Packets | UDINT Non-unicast packets sent on the inter-
face.
Out Discards UDINT Outbound packets discarded.
Qut Errors UDINT Outbound packets that contain errors.
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Attribute Access Name Data Type Description of Attribute
ID Rule
5 Get Media Counters STRUCT of Media-specific counters

Alignment Errors UDINT Frames received that are not an inte-
gral number of octets in length.

FCS Errors UDINT Frames received that do not pass the
FCS check.

Single Collisions UDINT Successfully transmitted frames which
experienced exactly one collision.

Multiple Kollisionen | UDINT Successfully transmitted frames which
experienced more than one collision.

SQE Test Errors UDINT Number of times SQE test error mes-
sage is generated.

Deferred Transmis- | UDINT Frames for which first transmission at-

sions tempt is delayed because the medium
is busy.

Late Collisions UDINT Number of times a collision is detected
later than 512 bit-times into the trans-
mission of a packet.

Excessive Collisions | UDINT Frames for which transmission fails due
to excessive collisions.

MAC Transmit Errors | UDINT Frames for which transmission fails due
to an internal MAC sublayer transmit
error.

Carrier Sense Errors | UDINT Times that the carrier sense condition
was lost or never asserted when at-
tempting to transmit a frame.

Frame Too Long UDINT Frames received that exceed the maxi-
mum permitted frame size.

MAC Receive Errors | UDINT Frames for which reception on an inter-
face fails due to an internal MAC sub-
layer receive error.

6 Set, Get Interface Control STRUCT of Configuration for physical interface.

Control Bits WORD Interface Control Bits

Forced Interface UINT Speed at which the interface shall be

Speed forced to operate.

7 Get Interface Type USINT Type of interface: twisted pair, fiber, in-
ternal, etc.

8 Get Interface State USINT Current state of the interface: opera-
tional, disabled, etc.

9 Set, Get Admin State USINT Administrative state: enable, disable.

10 Set, Get Interface Label SHORT_STRING | Human readable identification.

11 Get Interface Capability | STRUCT of Indication of capabilities of the inter-
face.

Capability Bits DWORD Interface capabilities, other than speed/
duplex.

Speed/Duplex STRUCT of Indicates speed/duplex pairs supported

Options in the Interface Control attribute.

USINT Speed/Duplex Array Count.
ARRAY of Speed/Duplex Array
STRUCT of

UINT Interface Speed

UINT Interface Duplex Mode

Common Services

Tab. 12-19: Ethernet Link Object Instance Attribute
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Service Code

Implemented for

Service Name

Description of Service

Class Instance
0x01 No Yes Get_Attribute_All Returns a predefined listing of
this objects attributes.
0x0E Yes Yes Get_Attribute_Single Returns the contents of the spec-
ified attribute.
0x4C No Yes' Set_Attribute_Single Gets then clears the specified at-

tribute.

" The Get_and_Clear sevice is only implemented for the attributes 4 and 5.

Tab. 12-20: Common Services of Ethernet Link Object
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12.1.2 Vendor Specific Objects

12.1.21 10-Link Device Parameter Object (Class Code 0x83)

Class Attribute

Attribute Access Name Data Type Attribute description Semantics of Values
ID Rule
1 Get Revision UINT Revision of this object The current value assigned to

this attribute is one (01). If up-
dates that require an increase
in this value are made, then
the value of this attribute in-
creases by 1.

2 Get Max UINT Maximum instance number of | The largestinstance number of
Instance an object currently created in | a created object at this class

this class level of the device. | hierarchy level. This attribute
will show one (01).

6 Get Max ID UINT The attribute ID number of the | The value of this attribute will
Class Attri- last class attribute of the class | be seven (07).
bute definition implemented in the

device.

7 Get Max ID In- | UINT The attribute ID number of the | The value of this attribute will
stance Attri- last instance attribute of the | differ by product variant. Part
butes class definition implemented in | number 55143 will show 2 and

the device. 55144 will show 4.

Tab. 12-21: 10-Link Device Parameter Object Class Attribute

Instance attributes Instance attributes are not supported.

Object-Specific Ser-

vices Parameter Object.

The following class-specific services are defined for the 10-Link Device

Service Code Implemented for Service Name

Description of Service

Class Instance
0x4B No Yes Read_ISDU Read the parameter in the I10-Link Device in
raw format. i.e. Big Endian
0x4C No Yes Write_ISDU Write the parameter in the 10-Link Device in
raw format i.e. Big Endian

Tab. 12-22: Common services of Object-Specific Services

Read_ISDU Service Name Data Type Description
Index UINT |IO-Link device index
Subindex USINT I0-Link device subindex

Tab. 12-23: Read_ISDU Service structure

Write_ISDU Service Name Data Type Description
Index UINT IO-Link device index
Subindex USINT IO-Link device subindex
Data ARRAY of USINT 10-Link device ISDU data

Tab. 12-24: Write_ISDU Service structure
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12.2 Explanation of the process data

12.2.1 Digital Input

The order of the digital input data depends on the configuration parameter
"Pin_Port_based_|IO_Layout". This is explained in the following tables:

Port Based

Byte 1 0

Bt (7 6 5 4 3 2 (1 (0 7 6 5 4 B3 2 1 [0

Port X7 [X7 (X6 [X6 [X5 (X6 [X4 X4 X3 |X3 [X2 |X2 [X1 |X1 X0 [XO

Pn 2 4 2 4 |2 4 2 4 2 4 2 4 2 4 2 4

Chan- |17 |07 |16 |06 |15 |05 (14 |04 |13 |03 [12 |02 [11 |01 [10 |00
nel

Tab. 12-25: Port Based

Pin Based

Byte 1 0

Bt (7 6 5 4 3 2 (1 (0 7 6 5 4 B 2 1 [0

Port X7 [X6 X5 [X4 |X3 [X2 [X1 X0 [X7 [X6 [X5 |X4 [X3 |X2 X1 [XO

Pn 2 2 2 2 |2 2 |2 2 4 4 4 4 4 4 4 4

Chan- |17 |16 |15 |14 |13 |12 |11 |10 |07 |06 |05 |04 |03 |02 (01 |00
nel

Tab. 12-26: Pin Based

NOTE
The tables for Port and Pin Based are also applicable to Digital Input Qualifier,
Digital Output Qualifier and Digital Output.
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The Digital Input Qualifiers inform you quickly about the integrity of the input

signal.

Bit value Description

0 Invalid

1 Valid
NOTE
The bit order depends on the configuration parameter

“Pin_Port_based_|0O_Layout”. See chap. 12.2 "Explanation of the process da-
tall

User manual 54631_hdb_en_14

162/168



Appendix FYYMURR
mhAm ELEKTRONIK

stay connected

12.2.3 DO Qualifier

The Digital Output Qualifiers inform you quickly about the integrity of the out-

put signal.
Bit value Description
0 Invalid
1 Valid
NOTE
The bit order depends on the configuration parameter
“Pin_Port_based_|O_Layout”. See chap. 12.2 "Explanation of the process da-
ta"

12.2.4 System Status

The system state bit string provides information about the entire device.

Byte Description

0..3 Bit 0: Bus/sensor supply undervoltage

Bit 1: Actuator supply undervoltage

Bit 2: No actuator supply

Bit 3: Reserved

Bit 4: At least one channel has a sensor short circuit
Bit 5: At least one channel has an actuator short circuit
Bit 6: Reserved

Bit 7: Reserved

Bit 8: Reserved

Bit 9: At least one I0-Link channel has an error (except wire break)
Bit 10: Bus/sensor supply overvoltage

Bit 11: Actuator supply overvoltage

Bit 12: At least one 10-Link channel has a wire break
Bit 13 ... 31: Reserved, setto 0

Tab. 12-27: System status bit string
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12.2.5 10-Link Port X Status

Byte Description Value

0..1 I0-Link Data Status Bit O - 4: reserved

Bit 5: DevCom, is set when a device is detect-
ed and is in the PREOPERATE or OPERATE
state. It is reset if no device is present.

Bit 6: DeVErr, is set when an error or warning
has occurred that is assigned to either a de-
vice or a port. Itis reset when there is no error
or warning.

Bit 7: PQ, is set when valid process data is ex-
changed between master and device. It is re-
set if the process data is not valid.

2.3 Vendor ID of connected
10-Link device

4.7 Device ID of connected
10-Link device

Tab. 12-28: I0-Link Port X Status

12.2.6 Diagnostic Buffer

The diagnostic buffer consists of an array of diagnostic structures and has a
length of 8 structures. A diagnostic structure has the size of 8 bytes. This gives
a total length of the diagnostic buffer of 64 bytes.

NOTE
For further information on a diagnostic structure, please refer to chap. 9.2.1
"Diagnostics structure in the control system"

12.2.7 Digital Output

NOTE
The order of the digital output data depends on the configuration parameter
“Pin_Port_based_IO_Layout”. See chap. 12.2.1 "Digital Input"
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12.3 Accessories
12.3.1 System components
Description Art.-No.
Screw Plug M12 Metal 996049
Plastic M12 screw plug, VE10 58627
Ground strap 4 mm? 100 mm for M4 4000-71001-0410004
Grounding strap screw-down set M4 4000-71003-0101604
Designation label 20x8 in a set (20 pcs) 55318
12.3.2 Tools
Designation Art.-No.
6-part screwdriver set 7000-98001-0000000
M12 torque wrench set, AF 13 7000-99102-0000000
Fig. 12-1: Installation wrench
PRODUCTS AND ACCESSORIES
@ A wide range of products is available in our catalog or in our online shop:

o e shop.murrelektronik.com.
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12.4 Glossary

Term
EtherNet/IP

CIP

DHCP

EDS

Ethernet frame

10-Link
IOL

P

MAC address

ODVA

RPI
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Meaning

Ethernet Industrial Protocol

Open standard for industrial networks that supports both cyclic and acyclic message
transfers and uses standard Ethernet communication chips and physical media.

Common Industrial Protocol

The Common Industrial Protocol is an application protocol used in automation tech-
nology. It supports the transition between fieldbuses and industrial Ethernet and IP

networks. This industrial protocol uses Ethernet/IP in the application layer as an in-
terface between fieldbus and control, 1/O, etc.

Dynamic Host Configuration Protocol

DHCP allows a server to dynamically distribute IP address and configuration informa-
tion to clients. Normally, the DHCP server provides at least the following basic infor-
mation to the client:

- IP address
- Subnet mask
- Standard gateway

Electronic Data Sheet

An EDS file is an external file that contains information for a device. It provides nec-
essary information for access to and change of configurable parameters of a device.

In each Ethernet frame (data package), there are addresses of the transmitter
(source) and receiver (target). When a frame is received, the receiving unit of a re-
ceiving station compares the MAC target address with its own MAC address. When
the addresses match, the receiving unit forwards the contents of the frame to a supe-
rior layer. If they do not match, the frame is discarded.

Standardized communication system to connect
intelligent sensors and actuators to an automation system

Internet Protocol

Protocol used for transferring data within a network, e.g. internet or intranet, from one
computer to another. Each computer in the network can be clearly identified by
means of its IP address. If data is sent from one computer to another, it is subdivided
into small information packages containing each the transmitter and receiver ad-
dress. These packages can be sent over the network using different routes and arrive
at their destination in a different order than the sequence of sending. Another proto-
col, the transmission control protocol [TCP], restores then the original order.

Media Access Control Address

Hardware address of network components used for clearly identifying devices in a
network.

ODVA is an international association for open and compatible information and com-
munication technologies in automation systems.

e.g. EtherNet/IP, DeviceNet, CompoNet and ControlNet,....

Requested Packet Interval
The interval in which an EtherNet/IP target sends process data to the scanner.
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13 Legal notes

Disclaimer

Murrelektronik GmbH has reviewed the contents of this technical documenta-
tion for conformity with the described hardware and software. It is possible that
certain details may not be correct. For this reason, we make no warranty re-
garding the accuracy of this technical documentation, and assume no liability
for any errors, in particular full conformity. This exclusion of liability shall not
apply if the damage was caused deliberately and/or due to gross negligence,
nor does it cover any claims based on the German Product Liability Act.
Should a major contractual obligation have been violated negligently, the lia-
bility of Murrelektronik GmbH shall be limited to typically occurring damage.

We reserve the right to make technical alterations and amend the content of
this documentation. We recommend to regularly check whether this documen-
tation has been updated because corrections that might be required due to
technical modifications will be included by Murrelektronik GmbH at regular in-
tervals. Please contact us if you would like to suggest any improvements.

Copyright

It is prohibited to transfer or photocopy the documentation either in paper or in
digital form, reuse or divulge its contents unless otherwise expressly permitted
by Murrelektronik GmbH or in conjunction with the production of documenta-
tion for third-party products that contain products made by Murrelektronik Gm-
bH. Compensation will be claimed if our copyright is violated. All rights
reserved, particularly in the event of a patent being granted or a utility model
being registered.

Usage rights

Murrelektronik GmbH grants its customers a non-exclusive right revocable at
any time and for an indefinite period of time to use this technical documenta-
tion to create their own technical documentation. For this purpose, the docu-
mentation produced by Murrelektronik GmbH may be changed in parts, or
amended, or copied, and transferred to the customer's users as part of the
customer's own technical documentation on paper or on electronic media. In
this case, the customers shall bear sole responsibility for the correctness of
the contents of the technical documentation produced by them.

If the technical documentation is integrated in part, or in full in the customer's
technical documentation, the customer shall refer to the copyright of Murrelek-
tronik GmbH. All safety instructions must be included.

Although the customer is obliged to make reference to the copyright of Mur-
relektronik GmbH, provided the technical documentation of Murrelektronik
GmbH is used, the customers shall market and/or use the technical documen-
tation on their sole responsibility. The reason is that we have no influence on
changes or applications of the technical documentation and even minor
changes to the initial product or deviations in the intended applications may
render incorrect the specifications contained in the technical documentation.
For this reason, the customer is obliged to label the technical documentation
provided by Murrelektronik GmbH if and the extent to which the documenta-
tion is amended by the customer. The customers shall undertake to exempt
Murrelektronik from claims for damages of third parties if the latter are attrib-
utable to any defects in the documentation. This shall not apply to damage to
the rights of third parties caused deliberately or by gross negligence.

The customers shall be entitled to use the company brands of Murrelektronik
GmbH exclusively for their product advertising, but only inasmuch as the prod-
ucts of Murrelektronik GmbH are integrated into the products marketed by the
customers. When using Murrelektronik GmbH brands, the customers shall so
state in an adequate manner.
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Murrelektronik GmbH | 71570 Oppenweiler | GERMANY
@ +49 7191 47-0 | +49 7191 47-491 000 |

The information in the manual has been compiled with utmost care. Liability for the correctness,
completeness and topicality of the information is restricted to gross negligence.
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