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YAUTOMATIONDIRECT?

~ WARNING ¥

Thank you for purchasing automation equipment from Automationdirect.com®, doing business as
AutomationDirect. We want your new automation equipment to operate safely. Anyone who installs
or uses this equipment should read this publication (and any other relevant publications) before
installing or operating the equipment.

To minimize the risk of potential safety problems, you should follow all applicable local and national
codes that regulate the installation and operation of your equipment. These codes vary from area

to area and usually change with time. Itis your responsibility to determine which codes should be
followed, and to verify that the equipment, installation, and operation is in compliance with the latest
revision of these codes.

At a minimum, you should follow all applicable sections of the National Fire Code, National Electrical
Code, and the codes of the National Electrical Manufacturer’s Association (NEMA). There may be
local regulatory or government offices that can also help determine which codes and standards are
necessary for safe installation and operation.

Equipment damage or serious injury to personnel can result from the failure to follow all applicable
codes and standards. We do not guarantee the products described in this publication are suitable for
your particular application, nor do we assume any responsibility for your product design, installation,
or operation.

Our products are not fault-tolerant and are not designed, manufactured or intended for use or resale
as on-line control equipment in hazardous environments requiring fail-safe performance, such asin
the operation of nuclear facilities, aircraft navigation or communication systems, air traffic control,
direct life support machines, or weapons systems, in which the failure of the product could lead
directly to death, personal injury, or severe physical or environmental damage (“High Risk Activities”).
AutomationDirect specifically disclaims any expressed or implied warranty of fitness for High Risk
Activities.

For additional warranty and safety information, see the Terms and Conditions on our website. If
you have any questions concerning the installation or operation of this equipment, or if you need
additional information, please call us at 770-844-4200.

This publication is based on information that was available at the time it was published. At
AutomationDirect we constantly strive to improve our products and services, so we reserve the right
to make changes to the products and/or publications at any time without notice and without any
obligation. This publication may also discuss features that may not be available in certain revisions of
the product.

TRADEMARKS

This publication may contain references to products produced and/or offered by other companies.
The product and company names may be trademarked and are the sole property of their respective
owners. AutomationDirect disclaims any proprietary interest in the marks and names of others.

COPYRIGHT 2018-2021 AUTOMATIONDIRECT.COM® INCORPORATED
ALL RIGHTS RESERVED

No part of this manual shall be copied, reproduced, or transmitted in any way without the prior,
written consent of Automationdirect.com® Incorporated. AutomationDirect retains the exclusive
rights to all information included in this document.
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VYAUTOMATIONDIRECT?

~ ADVERTENCIA ¥

Gracias por comprar equipo de automatizacién de Automationdirect.com®. Deseamos que su nuevo
equipo de automatizacion opere de manera segura. Cualquier persona que instale o use este equipo debe
leer esta publicacién (y cualquier otra publicacion pertinente) antes de instalar u operar el equipo.

Para reducir al minimo el riesgo debido a problemas de seguridad, debe seguir todos los cédigos

de seguridad locales o nacionales aplicables que regulan la instalacién y operacion de su equipo.

Estos cddigos varian de drea en area y usualmente cambian con el tiempo. Es su responsabilidad
determinar cuales codigos deben ser seguidos y verificar que el equipo, instalacion y operacion estén en
cumplimiento con la revisién mas reciente de estos cédigos.

Como minimo, debe seguir las secciones aplicables del Cédigo Nacional de Incendio, Cédigo Nacional
Eléctrico, y los céddigos de (NEMA) la Asociacién Nacional de Fabricantes Eléctricos de USA. Puede haber
oficinas de normas locales o del gobierno que pueden ayudar a determinar cuales cdédigos y normas son
necesarios para una instalacion y operacién segura.

Si no se siguen todos los codigos y normas aplicables, puede resultar en dafios al equipo o lesiones serias
a personas. No garantizamos los productos descritos en esta publicacién para ser adecuados para su
aplicacion en particular, ni asumimos ninguna responsabilidad por el disefio de su producto, la instalacién
u operacion.

Nuestros productos no son tolerantes a fallas y no han sido disefiados, fabricados o intencionados para
uso o reventa como equipo de control en linea en ambientes peligrosos que requieren una ejecucion sin
fallas, tales como operacidn en instalaciones nucleares, sistemas de navegacién aérea, o de comunicacion,
control de trafico aéreo, maquinas de soporte de vida o sistemas de armamentos en las cuales la falla

del producto puede resultar directamente en muerte, heridas personales, o dafos fisicos 0 ambientales
severos (“Actividades de Alto Riesgo”). Automationdirect.com especificamente rechaza cualquier garantia
ya sea expresada o implicada para actividades de alto riesgo.

Para informacién adicional acerca de garantia e informacion de seguridad, vea la seccién de Términos
y Condiciones. Sitiene alguna pregunta sobre instalacion u operacién de este equipo, o si necesita
informacion adicional, por favor [ldmenos al nimero 770-844-4200 en Estados Unidos.

Esta publicacion esta basada en la informacion disponible al momento de la publicacién. En
Automationdirect.com nos esforzamos constantemente para mejorar nuestros productos y servicios,
asi que nos reservamos el derecho de hacer cambios al producto y/o a las publicaciones en cualquier
momento sin notificacién y sin ninguna obligacién. Esta publicacion también puede discutir
caracteristicas que no estén disponibles en ciertas revisiones del producto.

MARCAS REGISTRADAS

Esta publicacion puede contener referencias a productos producidos y/u ofrecidos por otras compafias.
Los nombres de las compafiias y productos pueden tener marcas registradas y son propiedad Unica de
sus respectivos duefios. Automationdirect.com, renuncia cualquier interés propietario en las marcasy
nombres de otros.

PROPIEDAD LITERARIA 2018-2021, AUTOMATIONDIRECT.COM® INCORPORATED
ToDOS LOS DERECHOS RESERVADOS

No se permite copiar, reproducir, o transmitir de ninguna forma ninguna parte de este manual sin previo
consentimiento por escrito de Automationdirect.com® Incorporated. Automationdirect.com retiene

los derechos exclusivos a toda la informacion incluida en este documento. Los usuarios de este equipo
pueden copiar este documento solamente para instalar, configurar y mantener el equipo correspondiente.
También las instituciones de ensefianza pueden usar este manual para propoésitos educativos.
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A~ AVERTISSEMENT #

Nous vous remercions d’avoir acheté ’équipement d’automatisation de Automationdirect.com®, en faisant
des affaires comme AutomationDirect. Nous tenons a ce que votre nouvel équipement d’automatisation
fonctionne en toute sécurité. Toute personne qui installe ou utilise cet équipement doit lire la présente
publication (et toutes les autres publications pertinentes) avant de l'installer ou de l'utiliser.

Afin de réduire au minimum le risque d’éventuels problemes de sécurité, vous devez respecter tous les
codes locaux et nationaux applicables régissant l'installation et le fonctionnement de votre équipement.
Ces codes different d’une région a 'autre et, habituellement, évoluent au fil du temps. Il vous incombe de
déterminer les codes a respecter et de vous assurer que '’équipement, l'installation et le fonctionnement
sont conformes aux exigences de la version la plus récente de ces codes.

Vous devez, a tout le moins, respecter toutes les sections applicables du Code national de prévention

des incendies, du Code national de I’électricité et des codes de la National Electrical Manufacturer’s
Association (NEMA). Des organismes de réglementation ou des services gouvernementaux locaux peuvent
également vous aider a déterminer les codes ainsi que les normes a respecter pour assurer une installation
et un fonctionnement sars.

L'omission de respecter la totalité des codes et des normes applicables peut entrainer des dommages
a ’équipement ou causer de graves blessures au personnel. Nous ne garantissons pas que les produits
décrits dans cette publication conviennent a votre application particuliére et nous n’assumons aucune
responsabilité a I’égard de la conception, de l'installation ou du fonctionnement de votre produit.

Nos produits ne sont pas insensibles aux défaillances et ne sont ni congus ni fabriqués pour l'utilisation ou
la revente en tant qu’équipement de commande en ligne dans des environnements dangereux nécessitant
une sécurité absolue, par exemple, I'exploitation d’installations nucléaires, les systéemes de navigation
aérienne ou de communication, le contréle de la circulation aérienne, les équipements de survie ou

les systémes d’armes, pour lesquels la défaillance du produit peut provoquer la mort, des blessures
corporelles ou de graves dommages matériels ou environnementaux («activités a risque élevé»). La
société AutomationDirect nie toute garantie expresse ou implicite d’aptitude a 'emploi en ce qui a trait aux
activités a risque élevé.

Pour des renseignements additionnels touchant la garantie et la sécurité, veuillez consulter la section
Modalités et conditions de notre documentation. Sivous avez des questions au sujet de l'installation

ou du fonctionnement de cet équipement, ou encore si vous avez besoin de renseignements
supplémentaires, n’hésitez pas a nous téléphoner au 770-844-4200.

Cette publication s’appuie sur 'information qui était disponible au moment de la publication. A la société
AutomationDirect, nous nous efforcons constamment d’améliorer nos produits et services. C’est pourquoi
nous nous réservons le droit d’apporter des modifications aux produits ou aux publications en tout
temps, sans préavis ni quelque obligation que ce soit. La présente publication peut aussi porter sur des
caractéristiques susceptibles de ne pas étre offertes dans certaines versions révisées du produit.

MARQUES DE COMMERCE

La présente publication peut contenir des références a des produits fabriqués ou offerts par d’autres
entreprises. Les désignations des produits et des entreprises peuvent étre des marques de commerce et
appartiennent exclusivement a leurs propriétaires respectifs. AutomationDirect nie tout intérét dans les
autres marques et désignations.

COPYRIGHT 2018-2021 AUTOMATIONDIRECT.COM® INCORPORATED
TOUS DROITS RESERVES

Nulle partie de ce manuel ne doit étre copiée, reproduite ou transmise de quelque facon que ce soit sans
le consentement préalable écrit de la société Automationdirect.com® Incorporated. AutomationDirect
conserve les droits exclusifs a ’égard de tous les renseignements contenus dans le présent document.
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WARNINGS

WARNING:

SUITABLE FOR USE IN CLASS I, DIVISION 2, GROUPS A, B, C AND D HAZARDOUS LOCATIONS, OR
NONHAZARDOUS LOCATIONS ONLY.

CET APPAREILLAGE EST UTILISABLE DANS LES EMPLACEMENTS DE CLASSE I, DIVISION 2, GROUPES A, B, C
ET D, OU DANS LES EMPLACEMENTS NON DANGEREUX SEULEMENT.

WARNING: EXPLOSION HAZARD
¢ DO NOT DISCONNECT EQUIPMENT WHILE THE CIRCUIT IS LIVE OR UNLESS THE AREA IS KNOWN
TO BE FREE OF IGNITABLE CONCENTRATIONS.
© SUBSTITUTION OF ANY COMPONENT MAY IMPAIR SUITABILITY FOR CLASS I, DIVISION 2.

AVERTISSEMENT: RISQUE D’EXPLOSION
¢ AVANT DE DECONNECTER L’EQUIPEMENT, COUPER LE COURANT OU S’ASSURER QUE
L’EMPLACEMENT EST DESIGNE NON DANGEREUX.
¢ LA SUBSTITUTION DE COMPOSANTS PEUT RENDRE CE MATERIEL INACCEPTABLE POUR LES
EMPLACEMENTS DE CLASSE I, DIVISION 2.
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Chapter 1: Getting Started VYAUTOMATIONDIRECTE

USER MANUAL OVERVIEW
THE PURPOSE OF THIS USER’S MANUAL

Thank you for purchasing our STRIDE® Modbus Gateway. This User Manual describes the gateway
and its specifications, and guides you in the installation, configuration, and methods of operation
of the STRIDE®Modbus gateway.

WHO SHOULD READ THIS MANUAL

This manual contains important information for those who will install, maintain, and/or operate a
STRIDE® Modbus Gateway.

TECHNICAL SUPPORT

By Telephone: 770-844-4200
(Mon.-Fri., 9:00 a.m.-6:00 p.m. E.T.)

On the Web: www.automationdirect.com

Our technical support group is glad to work with you in answering your questions. If you cannot
find the solution to your particular application, or, if for any reason you need additional technical
assistance, please call technical support at 770-844-4200. We are available weekdays from 9:00
a.m. to 6:00 p.m. Eastern Time.

We also encourage you to visit our web site where you can find technical and non-technical
information about our products and our company. Visit us at www.automationdirect.com.

SPECIAL SYMBOLS

Page 1-2

NOTE: When you see the “notepad” icon in the left-hand margin, the paragraph to its immediate
right will be a special note.

SECURITY NOTE: When you see the “padlock” icon in the left-hand margin, the paragraph to its
immediate right will be a security-related suggestion or note.

WARNING: WHEN YOU SEE THE “EXCLAMATION MARK” ICON IN THE LEFT-HAND MARGIN, THE PARAGRAPH TO
ITS IMMEDIATE RIGHT WILL BE A WARNING. THIS INFORMATION COULD PREVENT INJURY, LOSS OF PROPERTY, OR
EVEN DEATH (IN EXTREME CASES).

STRIDE® MB Gateway User Manual — 1st Edition Rev. G — Oct 2021
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i
INTRODUCTION

Modbus is one of the most popular communication protocols in the automation industry because
it supports both traditional RS-232/422/485 devices and industrial Ethernet devices. Many
industrial devices, such as PLCs, HMIs, instruments and meters use Modbus as their standard
communication protocol. However, the Modbus protocols running over serial and Ethernet are so
different that a communication gateway is needed as a bridge for integrating devices from these
two networks. The STRIDE® Modbus Gateway provides that bridge between Modbus RTU (Serial)
products and Modbus TCP (Ethernet) products.

The gateway converts bidirectionally between Modbus RTU or Modbus ASCII protocols and
Modbus TCP. In addition to its compact size, the gateway features up to two 10/100 Mbps Ethernet
ports and up to four R$232/422/485 serial ports.

SECURITY NOTE: When implementing any method of remote access to your equipment, you
@ need to consider the security exposure in order to minimize the risks to your processes and

your equipment. Security should always be carefully evaluated for each installation. Refer to

“Appendix D: Security Considerations for Control Systems Networks” for more information.

PRODUCT OVERVIEW
Key features include:

v' Industrial 1, 2, or 4 serial port, and 1 or 2 Ethernet port Modbus Gateways
(Modbus RTU/ASCII <-> ModbusTCP)

Automatic read function “Agent Mode”

Ethernet ports each support up to 16 TCP devices, client or server
Serial ports each support up to 128 slave devices or 1 master device
DIP switch selectable termination resistor for RS-485 2-wire mode
High Serial Isolation Voltage (2kV)

UL61010 with Class 1 Division 2 hazardous location rating

Metal housing with wide temperature rating (-40 to +75°C)

AN NI NN YN

HARDWARE

STRIDE Modbus Gateway Models

Ethernet Ports Serial Ports
RJ45, 10/100Mbps D-sub 9 pin

SGW-MB1511-T 1 1
SGW-MB1512-T 1 2
SGW-MB1524-T 2 4

Ethernet Interface

Port Shielded RJ45
Speed 10/100 Mbps
Protection Built-in 1.5 kV magnetic isolation

Part Number

Protocol Supported Modbus TCP/IP client and server

Modbus TCP devices supported | 16 simultaneous Modbus TCP connections per Ethernet port
Cable Type Autodetects Ethernet cable types (MDI/MDIX)

192.168.0.249
192.168.1.249 (Ethernet Port 2, SGW-MB1524-T)

Default IP address

STRIDE® MB Gateway User Manual — 1st Edition Rev. G — Oct 2021 Page 1-3
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B
Serial Interface
Port D-sub 9-pin male port
Interface mode RS-232, RS-485 and RS-422, software selectable
300, 600, 1200, 4800, 9600, 14.4k, 19.2k,
S e e 38.4k, 57.6k, 115.2k, 230.4k, 460.8k
Parity Odd, Even or None
Data Bits 7 or 8 bits
Stop Bits lor2
Flow control RTS or None
Termination DIP switch to enable/disable 120Q2 matching resistor
for RS-485 2-wire
ESD Protection 15kV for all signals
Isolation Protection 2kV
Serial Devices Supported 128 slaves or 1 master per port
Protocols Supported Modbus RTU, Modbus ASCII

Note: Default values are shown in bold text.

Power Details

SGW-MB1511-T 1.8W
Power Consumption SGW-MB1512-T 18 W

SGW-MB1524-T 32W
Power Input Redundant input terminals
Input Voltage 12 /24 /48 VDC
Max. Input Voltage Range 9.6 - 60 VDC
Appliance Class Class III, SELV power source
Reverse Power Protection Yes
Overload Protection Yes
Operating Temperature Range -40 to +75 °C [-40 to +167 °F]
Storage Temperature Range -40 to +85 °C [-40 to +185 °F]
Humidity 5 to 95% RH (non-condensing)
Maximum Altitude 2000m
Environmental Air For use in Pollution Degree 2 Environment
Protection level Metal case, IP40

UL61010-1, UL61010-2-201, Class I Div 2 12.12.01-

lAgency Approvals 2015; CSA C22.2 No. 213-16; CAN/CSA No. 61010-1-12;

CAN/CSAC22.2 No. 61010-2-201:14, CE, FCC
EN 55032 Class A

EMI
FCC Part 15 Subpart B Class A
IEC 61000-4-2 (ESD): +6kV (contact), +8kV (air)
IEC 61000-4-3 (RS): 10V/m (80MHz-2GHz)
EMS IEC 61000-4-4 (EFT): Power Port: +2kV; Data Port: +1kV

IEC 61000-4-5 (Surge): PowerPort: +1kV/DM, +2kV/CM;
Data Port: +1kV

IEC 61000-4-6 (CS): 10V (150KHz-80MHz)
IEC 60068-2-6 (Vibration)

Mechanical Standards IEC 60068-2-27 (Shock)

IEC 60068-2-32 (Free Fall)
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HARDWARE RESET BUTTON =

The Hardware Reset Button is a small

recessed button located on the top of the E

device. Pressing the button will reset all ©

settings to their default values. E i3/ M ===

02t = [9@00| (O)

DIP SWITCHES \ \\ RN

A 120Q termination resistor for each serial e : Fo ‘

port configured for RS485 2-wire is enabled \ Lpowergﬁ:ls;:lﬁ::""d

(ON) or disabled (OFF) by the corresponding Dip Switches

DIP switch. Hardware Reset Button
LEDs

The front panel provides status via the Stride

following LEDs:

PWR1 (GREEN)

LED ON indicates voltage is applied to
Power 1 terminals.

PWR2 (GREEN)

LED ON indicates voltage is applied to
Power 2 terminals.

RUN (GREEN)

Blinking Indicates the device is functioning
normally. Steady on indicates power is on
and device is booting up.

SPEED (RJ45 YELLOW)

There is one yellow SPEED LED for each
Ethernet port. LED ON indicates Ethernet
speed is 100 Mbps. LED OFF indicates
Ethernet speed is 10 Mbps.

LINK/ACTIVITY (RJ45 GREEN)

There is one green LINK/ACTIVITY LED for each
Ethernet port. The LINK/ACTIVITY LED is ON
when a valid link is established, and flashes to indicate that the gateway sees data traveling on
the Ethernet network. If any network device is sending or receiving data, the LINK/AcTIVITY LED will
be flashing. During heavy communication loads, this indicator will be steady ON. If the LED is OFF,
then a problem with the Ethernet connection has been detected.

SGW-MB1524-T

T (SERIAL PORT TRANSMIT, GREEN)
The T or TRANSMIT DATA LED flashes to indicate that the gateway is sending data through the serial port.

R (SERIAL PORT RECEIVE, GREEN)
The R or ReCEIVE DATA LED flashes to indicate that the gateway is receiving data through the serial port.
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INSTALLATION, DIN RAIL MOUNTING

NOTE: The gateway can also be panel mounted with purchase of accessory mounting bracket
(part #SE2-PM1 for SGW-MB1511-T and SGW-MB1512-T, part #SE2-PM3 for SGW-MB1524-T).

These devices are open-type and are meant to be installed in an enclosure which is only accessible
with the use of a tool and suitable for the environment when installed in Class 1, Division 2
Hazardous Locations. The gateway can be snapped onto a standard 35mm x 7.5 mm height DIN
rail (Standard: CENELEC EN50022) and can be mounted either vertically or horizontally. Allow

20mm [0.79”] of clearance between the gateway and other equipment on the DIN rail, side-to-side
and top-to-bottom.

DIN rail mounting steps:

1) Hook top back of unit over the DIN rail.
2) Push bottom back onto the DIN rail until it snaps into place.

DIN rail removal steps:

1) Push the unit down to free the bottom of the DIN rail.
2) Rotate the bottom of the unit away from the DIN rail.

3) Unhook top of unit from DIN rail.

. Mook top back
Mountlng of unit over the

DIM rail.

@D\,

Push bottom WAy,
back onto the DIN il = CLICK -
until it snaps into place. fy [

Removal @
Push the unit Rotate the bottom
e down to free ® of the unit away

the bottomn from the DIN rail.

of the DIN rail. K

Unhook top of
unit and lift switch up

to remove from
DIN rail.
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DIMENSIONAL DRAWINGS

. NOTE: Allow 20mm [0.79”] clearance around each gateway for proper cooling.

)

a

©

Width (A Depth (B Height (C
Part No. Weight Ldth(A) ePLI(E) eight (C)

mm [inches]

SGW-MB1511-T | 0.17 kg [0.36 Ib]

30.0 [1.18] 68.0 [2.68] 115.0 [4.53]
SGW-MB1512-T | 0.17 kg [0.36 Ib]
SGW-MB1524-T | 0.32kg[0.71 Ib] 54.0 [2.13] 106 [4.17] 135.0 [5.32]

STRIDE® MB Gateway User Manual — 1st Edition Rev. G — Oct 2021

Page 1-7



Chapter 1: Getting Started VYAUTOMATIONDIRECTE

[
WIRING

POWER

The switch can be powered from the same DC source that is used to power your other devices. To
maintain the UL listing, this must be an SELV (Safety Extra Low Voltage) power supply. A DC voltage
in the range of 12 to 48VDC needs to be applied between the P1+ terminal and the P1- terminal

as shown below. The chassis screw terminal should be tied to panel or chassis ground. To reduce
down time resulting from power loss, the switch can be powered redundantly with a second
power supply as shown below. A recommended DC power supply is AutomationDirect.com part
number PSL-24-010.

Terminal block connector is Degson 2EDGK-5.08-04P-14-1000AH or equivalent.

Redundant DC Power

Maximum terminal screw torque is P1- P1+ P2- P2+

4.43 Ib-in (0.5 N-m). OOOO

Ferrule required for stranded wire. .
Wire Size Range: 24 - 12 AWG Chassis

Wire Strip Length: 7mm GND
(panel)

Optional Dual DC Supplies

BEFORE PERFORMING ANY WIRING TO THESE SWITCHES MAKE SURE...
° THE AREA IS CURRENTLY NONHAZARDOUS (ESPECIALLY WHEN WORKING IN CLASS 1, DIV 2 OR ZONE 2
HAZARDOUS LOCATIONS).
& *  POWER IS OFF TO THE SWITCH
° THE SCREW TERMINAL BLOCK IS UNPLUGGED. THIS IS ESPECIALLY IMPORTANT DUE TO THE ALUMINUM
HOUSING. CONNECTING OR DISCONNECTING WIRES TO THE SCREW BLOCK WHEN IT’S IN PLACE AND POWER
1S TURNED ON CAN ALLOW THE SCREWDRIVER TO SHORT THE POWER TO THE CASE.
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ETHERNET WIRING

Use data-quality (not voice-quality) twisted pair cable rated category 5e (or better) with standard

RJ45 connectors. Straight-through or crossover Ethernet cable can be used for all devices the

switch is connected to because all the ports are capable of auto-MDI/MDIX-crossover detection.

The RJ45 Ethernet port connector bodies on these products are metallic and connected to the
Chassis GND terminal. Therefore, shielded cables may be used to provide further protection. To
prevent ground loops, the cable shield should be tied to the metal connector body at one end of
the cable only. Electrical isolation is also provided on the Ethernet ports for increased reliability.

ETHERNET CABLE WIRING

Ethernet Port

Pin

MDI-X Signal

MDI Signal

1

Receive Data + (RD+)

Transmit Data + (TD+

)

2

Receive Data — (RD-)

Transmit Data — (TD-)

3

Transmit Data + (TD+)

Receive Data + (RD+)

6

Transmit Data — (TD-)

Receive Data — (RD-)

45,78

Unused

Unused

Note: + and - indicate level polarities.

Straight-thru Cable Wiring

Pin 1

Pin 1

Pin 2

Pin 1

Cross-over Cable Wiring

Pin 3

Pin 2

Pin 3

Pin 2

Pin 6

Pin 3

Pin 4

Pin 3

Pin 1

Pin 4

Pin 5

Pin 4

Pin 4

Pin 5

Pin 6

Pin 5

Pin 5

Pin 6

Pin 7

Pin 6

Pin 2

Pin7

Pin 8

Pin 7

Pin 7

Pin 8

Pin 8

Pin 8

NS m

Ethernet
Plug & Connector
Pin Positions

. NOTE: For reference only. Either cable wiring will work.
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SERIAL PORT WIRING
SERIAL PORT PINOUT

Pin RS-232 Rs-422/485 Rs-485
4-wire 2-wire
1 - RXD — -
~ 2 RXD RXD + -
o) 3 XD XD — Data —
Y 4 RTS XD + Data +
O—t~ 5 GND GND GND
z;ﬁ P, 6 - _ _
Q) 4 = = =
8 — — _
9 — — _
RS232 WIRING
Gateway Slave
NC) | 1|
RXD | 2 k TXD
TXD 3 RXD
RTS | 4
GND | 5 | ——GND
et .
(NC) 6-9 Shield L GND

Recommended Cable - AutomationDirect L-19772 shielded cable or equivalent

RS422/RS485 4-wIRE WIRING

Gateway Slave 1 Slave 2 Last Slave
RXD- | 1 TD- TD- |—---—TD-
RXD+ | 2 TD+ TD+ —---——TD+
TXD- | 3 D- RD- —--- +{RD-
TXD+ | 4 RD+ RD+—--- zRD+
GND | 5 ND GND[—---——GND|

(NC) [6-9 * User Supplied

120Q Termination
Resistor

Recommended Cable - AutomationDirect L-19773 shielded cable or equivalent

RS485 2-WIRE WIRING

Gateway Slave 1 Slave 2 Last Slave
RXD- | 1 |—
RXD+ | 2
TXD- | 3 D- D- |—-- -z* D-
€TXD+ 4 D+ D+ [—--- D+
GND | 5 ND ND—- - -——GND
(NC) 6-9 * User Supplied
The Gateway contains a DIP switch selectable120Q 120Q Termination
Termination Resistor between TXD+ and TXD- for Resistor

each serial port on RS-485 2-wire, when the
Gateway is wired at one end of the serial network.

Recommended Cable - AutomationDirect L-19954 shielded cable or equivalent
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OPERATION

The STRIDE® Modbus Gateway may be configured to function in Transparent Mode or Agent Mode.

Transparent Mode is a simple protocol bridge. Modbus TCP packets that arrive at the gateway
Ethernet port will be translated to Modbus RTU or Modbus ASCIl and transmitted out the
appropriate serial port. Likewise, communications arriving at the serial port will be translated to
Modbus TCP and transmitted out the Ethernet port. Data simply passes across the gateway.

Agent Mode is a valuable feature of the STRIDE® Modbus Gateway. The Agent can be configured
to poll specific Modbus data addresses at the serial or Ethernet nodes and store that data into
gateway shared memory. If a Modbus query comes in for one of those data points, the gateway
will immediately respond with the data it has stored and thereby respond much faster than it
would if it had to forward that request and wait for the response.

TRANSPARENT MODE
TCP Gateway | RTU orASCII TCP Gateway | RTU or ASClI
Mog N
W‘ o\\)e
Y 0o
, &0
NS
9]
. — Q — o
5 g 2 s 2 g
= © %) o ) =
[} % S
(@} wn = wv 80\)‘: 'E ]
OR W k2 5
(@] n
Mogqy,
u
W"
~ | Mogs
u
W‘
AGENT MODE
TCP Gateway RTU or ASCII TCP Gateway RTU or ASCII
Cached [ Modbus o Cached
data Sery 6‘0‘)"& data
o“f’e N
\)5@59 ’
&0 odp,
N ‘}\0 g %
3 4 Lu: Iy
[ T Odbus que " o\\@d
o
Modbus 2 NS
W 00 By
(¢ OR R 2
,:\‘ 06\0\) ModbUS o
QO(\Q - W \
@ ’ s g
) a2 N Mod N Gay,
6,6»@\!4 - d\eé b uer, . o \M
0 C 3o% hca che s
W o 9] a2 5 W - ddaty,” 5
S B 2 > 5 2 b
8 2 o 2 < Mog, S @ s
%] wv
\J\oé %
N [N
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INTRODUCTION

Page 2-2

As mentioned in the previous chapter, the STRIDE® Modbus Gateway may be configured to operate
in four distinct modes:

+ Mode 1: Transparent mode, with serial port functioning as a master device
+ Mode 2: Agent mode, with serial port functioning as a master device

« Mode 3: Transparent mode, with serial port functioning as a slave device

+ Mode 4: Agent mode, with serial port functioning as a slave device

Operation under each of the four modes is discussed in this chapter. For simplicity, the discussion
uses RTU protocol for the serial port. The operations would be essentially identical if the serial
port used ASCII protocol.
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MODE 1: TRANSPARENT, RTU MASTER MODE:
MobBUS TCP CLIENT/MASTER DEVICE TO GATEWAY TO MODBUS RTU SLAVE DEVICES

In this mode, the Current Working Mode is set to “Transparent” and the Serial Port Mode is set to
“RTU Master”. These settings are displayed on the Device Information page and Operating Settings
page of the web interface, respectively, as shown below.

Device Information

Device Name

SGW-MB1524-T

SN

K10A0004A150100036

Model Type MEB-Gateway Firmware Version V35019
IP(E1) 192.168.0.249 MAC(ET) 00:1E:CD:1B:FA15
IP(E2) 192.168.1.249 MAC(E2) 00:1E:CD:1B:FA16

« Transparent Mode
Agent Mode

Operating Settings

1 2

S3

S4

Serial Port Mode

RTU Master ¥

Filter Enable

Filter ID Start

Filter ID End

247

Protocol

TCP v

Gateway Modbus TCF Port

502

A typical network using the gateway to connect a Modbus TCP client device to multiple Modbus
RTU slave devices is illustrated below. The Modbus messages are simply translated in the gateway
from Modbus TCP framing to Modbus RTU framing and then sent on to the serial network.
Addressing a specific slave device is handled by the Unit Identifier (Slave ID) contained in the

Modbus message.

Gateway

Modbus '/X

TCP Client Message 1 =UnitID=1
Device Message2=UnitID=2

Ethernet

L

Serial

STRIDE® MB Gateway User Manual — 1st Edition Rev. G — Oct 2021
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Device
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RTU Slave
Device
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[
MODE 2: AGENT, RTU MASTER MODE:
MobBUS TCP CLIENT/MASTER DEVICE TO GATEWAY MEMORY. GATEWAY TALKS DIRECTLY
TO MoDBUS RTU SLAVE DEVICES

In this mode, the Current Working Mode is set to “Agent” and the Serial Port Mode is set to “RTU
Master”. These settings are displayed on the Device Information page and Operating Settings page
of the web interface, respectively, as shown below.

Device Information
Device Name SGW-MB1524-T SN K10A0004A180100038
Model Type MEB-Gateway Firmware Version W3.5.019
IF(E1) 192.168.0.249 MAC(E1) 00:1E:CDI1B:FA1S
IP(E2) 192.168.1.249 MAC(EZ) 00:1E:CD:1B:FAG

Transparent Mode
= Agent Mode

Operating Settings

1 82 s3 54
Serial Port Mode RTU Master v
Filter Enable ‘
Filter ID Start ‘ 1
Filter ID End ‘ 247
Protocol TCP *  {( Note: In Agent mode, you can modify the Modbus port on the ‘Gateway Settings’ page. )
Gateway Modbus TCP Port 502 { Note: In Agent mode, you can modify the Modbus port on the ‘Gateway Settings’ page. }

In Agent mode, the gateway must be assigned a Modbus ID, as shown below, since the Modbus
TCP Client will query the gateway memory using that Unit ID rather than querying the slave
devices directly.

Gateway Settings

Gateway Modbus 1D 220

Protocol TCP v

Gateway Modbus Port 502

Default Timeout(ms) 1000

Inter-packet TX Delay(ms) | 100
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A list of messages must be created defining the data to be collected from various RTU slave

devices connected to the serial port, and the addresses within the gateway at which to store the
collected data.

Add Message | Delete Message || Modify Message

Display | 50 ¥ | per page Refresh Search:

Data
Address

item Serial Port Slave ID Alias Function Data Length B Status

1 1 1 Device_Alias 3 0 1 0 L

100 1 1 L

2 1 2 Device_Alias 3

firstpage prev 1 next lastpage

Refresh to get latest status.

In Agent mode, the Gateway sends messages created by the Slave list to the Modbus RTU slave
devices. The response data from these messages are stored in local memory of the Gateway
for access by the Modbus TCP Client device. The data is stored in 4 different memory blocks
depending upon the Function Code used.

Coils (0x)

Data stored from
Function Code 1

Inputs (1x)

Data stored from
Function Code 2

Holding Registers (4x)

Data stored from
Function Code 3

Input Registers (3x)

Data stored from
Function Code 4

The Gateway generates the serial messages from the slave list items. It stores the data from the
responses in its local memory that is available to Modbus TCP devices. Modbus TCP client devices
query the gateway using its Unit ID, and the gateway responds immediately with its cached data.

hy
” Slave ID 1
9
Gateway & Modbus
o) RTU Slave
/\_ Ethernet N Device
Modbus .. .—. . ,,é?
TCP Client Message 1 = Unit ID = 220 és‘?
Device Gateway responds Serial
immediately from its . .
local memory
%
')
o,
B 3
© " Slave ID 2
‘\,& Modbus
"% RTU Slave
o) Device

NOTE: Modbus writes sent from the Modbus TCP client go across directly to the Modbus RTU
slave devices as if the gateway were in Transparent mode. When the gateway is in Agent mode,
addresses that devices will use to WRITE data into must be configured in the Message List even
though conceptually this is a list of data that is READ from connected devices.
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MODE 3: TRANSPARENT, RTU SLAVE MODE:
MobBUS RTU MASTER DEVICE TO GATEWAY TO MODBUS TCP SERVER/SLAVE DEVICES

In this mode, the Current Working Mode is set to “Transparent” and the Serial Port Mode is set to
“RTU Slave”. These settings are displayed on the Device Information page and Operating Settings
page of the web interface, respectively, as shown below.

Device Information

Device Name

SGW-MB1524-T

SN

K10A0004A150100036

Model Type MEB-Gateway Firmware Version W3.5.019
IP(E1) 192.168.0.249 MAC(ET) 00:1E:CD:1B:FA15
IP(E2) 192.168.1.249 MAC(EZ) 00:1E:CD:1B:FAG

+ Transparent Mode

Agent Mode
Operating Settings
51 82 S3 54
Serial Port Mode RTU Slave ¥
Slave ID Remote [P Remote Port Protocol Local Port Ethernet Port Bind
1 192.168.0.226 502 TCP v NA E1v B |
2 192.168.0 227 502 TCP v NA E1 v (-] - |

In RTU Slave mode, each TCP server device must be configured in the gateway with an IP address,
remote port, and Unit ID (Slave ID). A unique local port is set only when the protocol is UDP.

Atypical network using the gateway to connect a Modbus RTU master device to multiple Modbus
TCP server devices is illustrated below. The gateway reads the Slave ID from the message of the
Modbus RTU master device and does a lookup in the table to find the target IP address. It also
places the Slave ID value into the Unit ID field of the Modbus TCP frame.

Gateway Modbus
RTU Master|
IP: 192.168.0.226 M@{g Ethernet )
%e ; . . Device
o semver B ~ e M 1=SlaveID =1
TCP Server 0 1 essage 1 =Slave ID =
Device Serial Message 2 =Slave ID = 2

IP: 192.168.0.227 . .
Moaodbus / =17
G 7o .

TCP Server
Device

‘E NOTE: Remember that only one master may be connected to each serial port.
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i
MODE 4: AGENT, RTU SLAVE MODE:
MobDBUS RTU MASTER DEVICE TO GATEWAY MEMORY. GATEWAY TALKS DIRECTLY TO
MobBUS TCP SERVER/SLAVE DEVICES
In this mode, the Current Working Mode is set to “Agent” and the Serial Port Mode is set to “RTU
Slave”. These settings are displayed on the Device Information page and Operating Settings page
of the web interface, respectively, as shown below.
Device Information
Device Mame SGW-ME1524-T SN K10AD
Model Type ME-Gateway Firmware Version V350
IF(E1} 192.168.0.249 MAC(ET) 00:1E:
IP{E2) 192.168.1.249 MAC(EZ) 00:1E:

Transparent Mode
» Agent Mode

Operating Settings

51 82 83 5S4
Serial Port Mode RTU Slave ¥
Slave ID Remote [P Remote Port Frotocol Local Port Ethernet Port Bind
1 192.168.0.226 502 TCP v NA E1v (=] - |
2 192.168.0.227 502 TCP v NA E1v (=] - |

In Agent mode, the gateway must be assigned a Modbus ID, as shown below, since the Modbus
RTU Master will query the gateway memory using that Unit ID rather than querying the slave
devices directly.

Gateway Settings

Gateway Modbus 1D 220

Protocol TCP »

Gateway Modbus Port 502

Default Timeout(ms) 1000

Inter-packet TX Delay(ms) | 100
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A list of messages must be created defining the data to be collected from various TCP server
devices connected to the Ethernet port specified in the Operating Settings, and the addresses
within the gateway at which to store the collected data.

Add Message || Delete Message || Modify Messags

Display 60 ¥ |per page Refresh Search:

Item Serial Port Slave ID Alias Function e Data Length e Status
1 1 1 Device_Alias 3 0 1 0 L4
2 1 2 Device_Alias 3 100 1 1 L
firstpage pre 1 ne lastpage

Refresh to get latest status.

In Agent mode, the Gateway sends messages created by the Slave list to the Modbus TCP server
devices. The response data from these messages are stored in local memory of the Gateway for
access by the RTU master device. The data is stored in 4 different memory blocks depending upon
the Function Code used.

Coils (0x)

Data stored from
Function Code 1

Inputs (1x)

Data stored from
Function Code 2

Holding Registers (4x)

Data stored from
Function Code 3

Input Registers (3x)

Data stored from
Function Code 4

The Gateway generates the Modbus TCP messages from the Slave list items. It must first reference
the table in the Operating settings to do a lookup from the Slave ID of the Slave list message to
find the corresponding IP address. It stores the data from the responses in its local memory that
is available to Modbus RTU devices. The Modbus RTU master device queries the gateway using its
Unit ID, and the gateway responds immediately with its cached data.

Modbus
RTU Master

Device
Message 1 = Slave ID = 220

Gateway

Ethernet

IP: 192.168.0.226 Meg,

Se
Modbus l_ s U"'-'ft '—. .
TCP Server RS 1
Device Serial

IP: 192.168.0.227
=2
Modbus l_ / orit'®

TCP Server
Device

NOTE: Modbus writes sent from the Modbus RTU master go across directly to the Modbus TCP
server devices as if the gateway were in Transparent mode. When the gateway is in Agent mode,
addresses that devices will use to WRITE data into must be configured in the Message List even
though conceptually this is a list of data that is READ from connected devices.
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INITIAL CONNECTION
The gateway is configured through a web console, which is accessed using any web browser.

The default management interface access is:

« IPaddress: 192.168.0.249 (if connecting at port E1)
or 192.168.1.249 (if connecting at port E2)

 Port: 80
« Username: admin

+ Password: admin

NOTE: SGW-MB1511-T and SGW-MB1512-T have one Ethernet port (E1); SGW-MB1524-T has two
Ethernet ports (E1 & E2).

For initial setup, the PC used to connect to the STRIDE® Modbus Gateway must have an IP address
that allows it to connect to the device’s default IP address. The Modbus gateway’s IP address can
be changed later within the web console.

. NOTE: The Modbus gateway’s web console supports the latest version of all modern browsers.

In your browser, type the gateway’s IP address (192.168.0.249 or 192.168.1.249) in the address field
and press Enter. When prompted by a dialog box, enter the default Username and Password.

B <= @ catewaywebmanagemr X + = O X

& = 0O 192.168.0.249/login_v3.5.himl Pig = 1 e

After logging in, you will be presented with the device’s overview page.

ﬂ SECURITY NOTE: We recommend that you change the login password and enable HTTPS ecryption

for additional security. These settings are found on the Change Password page as described later
in this chapter.
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DEVICE INFO PAGE
The Device Information page displays a summary of information to identify the gateway.
The device name is configured on the Network Settings page. The device name helps users
distinguish between multiple gateways.
The serial number (“SN”), model type and MAC address(es) are not configurable. These are
characteristics of the individual gateway and may help distinguish between multiple gateways.
The values that display on this page may be compared to the values printed on the device label.
The IP address(es) are configured on the Network Settings page. IP addresses must be unique on
the network.
You can switch the device between Agent mode and Transparent mode by clicking the “Agent
Mode” (or “Transparent Mode”) button. The button toggles the gateway immediately between
the two operating modes without requiring further confirmation. The menu in the left column will
update to reflect options relevant to the current mode of operation.
Device Info screen with gateway in Transparent mode:
| Exit
:
@ Device Information Device Information
« Network Settings i
« Operating Settings Device Name SGW-MB1524-T 0 K10A0004A180100036
 Serial Settings Wodel Type WB-Gateway Firmware Version V35019
* Import/Export IP(E1) 192.168.0.249 MAC(ET) 00:1E:CDIBFAIIS
# Upgrade Firmware
» Change Password IP(E2) 192.168.1.249 MAC(E2) 00-1E:CD1B:FA 16
® Load Factory Default
» System Reboot ;_o:Transparent Mode
# Data Diagnostics :_:Agent Mode
Device Info screen with gateway in Agent mode:
Exit
‘
® Device Information Device Information
® Metwork Settings
« Operating Settings Device Name SGW-MB1524-T SN K10A0004A180100036
‘® Serial Settings Model Type MB-Gateway Firmware Version V3.5.019
« Agent Seftings
) IF(E1) 192.165.0.249 MAC(ET) 00:1E:CD:1B:FA:15
- » Gateway Settings
- » Message List IP(E2) 192.168.1.249 MAC(E2) 00:1E:CD:1B:FA16
=@ Data in Gateway Memory
o Impor/Export ) Transparent Mode
 Upgrade Firmware = Agent Mode
® Change Password
# Load Factory Default
‘# System Reboot
» Data Diagnostics -
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NETWORK SETTINGS
The Network Settings page allows selection between DHCP and static network settings for the
Ethernet port(s), with the following requirements:

« IP addresses must be unique on the network.

< On models with two Ethernet ports, the two ports may be configured on the same subnet or
different subnets.

A Default Gateway must be configured if any devices will be configured as Modbus TCP servers
on a subnet different than that of the STRIDE gateway Ethernet port.

Click Save to save the current changes to the unit before leaving this screen.

~ — 0 192.168.0.249/index_v3.5html g

1
2

12

® Device Information Network Settings
® Network Setfings
® Operating Settings E1 E2
® Serial Seftings IF Mode Static Static
® Agent Seftings
i IP Address 152.168.0.249 192.168.1.249
- Gateway Seftings
i Message List Subnet Mask 255.255.255.0 255.255.255.0
"+ Data in Gateway Memory Default Gateway Default Gateway Default Gateway
o Import/Export
» Upgrade Firmware
® Change Password
® Load Factory Default
Device Name
® System Reboot
® Data Diagnostics Device Name ‘ SGW-MB1524-T

Default Network Settings:

« IP configuration: Static

« IP address: E1 —192.168.0.249; E2 — 192.168.1.249
« Subnet Mask: 255.255.255.0

« Default Gateway: no value

. NOTE: SGW-MB1511-T and SGW-MB1512-T have one Ethernet port; SGW-MB1524-T has two Ethernet
ports.

NOTE: You may lose communications with the STRIDE Gateway module if you configure an IP
. address and/or Subnet Mask that is not compatible with the subnet of your PC’s Network Interface
Card. You may be required to change the subnet settings of your PC.

Device Name:

* The default gateway name is the model number. You can set the name, limited to 16 alphanumeric
characters or special characters dash ( - ) or underline ( _ ). The gateway name is used for
reference and identification when managing several different gateway modules on a network.

. NOTE: Remember to click the SAVE button before you leave this page. Leaving the page before
saving changes will cancel changes.
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i
OPERATING SETTINGS

The Operating Settings page is where each serial interface’s operation mode is configured.
The Serial Port Mode field describes the function of each serial port on the Gateway.

Each serial port can independently function as a master (communicating with up to 128 serial slave
devices) or as a slave (communicating with a serial master device), using either RTU or ASCII protocols.

The Operating Settings page exposes different settings depending on whether each port is operating
as a master (with Modbus TCP master device (client) and Modbus RTU/ASCII slave devices) or as a
slave (with a Modbus RTU/ASCII master device and Modbus TCP slave devices (servers)).

FORrR MobpBuUS RTU/ASCII MASTER TO MODBUS TCP SERVERS (SLAVES)

To connect a Modbus RTU or ASCII master device to one or more Modbus TCP server (slave)
devices, the gateway serial port will function as an ASCIl or RTU slave.

Up to 16 Modbus TCP server devices can be configured. Devices can be added or removed from
the list using the green + or red - buttons, respectively. The Slave ID, IP address and remote port
of each Modbus TCP server device on the Ethernet ports must be configured. Additionally, the
Ethernet protocol, TCP or UDP, of each Modbus TCP server device must be configured. A Default
Gateway must be configured on the Network Settings page if any devices will be configured as
Modbus TCP servers on a subnet different than that of the STRIDE Gateway Ethernet port.

For SGW-MB1524-T, which has two Ethernet ports, when the gateway’s serial port is operating as
an RTU or ASClII slave the Ethernet port through which each TCP server can be reached must be
selected in the Ethernet Port Bind field.

& > 0 192.168.0.249/index_v3.5.htm = L =

# Device Information Operating Settings

* Nefwork Setlings
51 52 53 54

® Operaling Settings

* Serial Sellings Serial Port Mode | RTU Slave  ~
® Import/Export
« Upgrade Firmware Slave ID Remote IP Remote Port Protocol Local Port Ethernet Port Bind
* Change Password 143 192 168 0226 502 TCP NA [+ ]|
# Load Factory Default
149 192.166.0.226 502 TCP NA E1v +
® System Reboot ..
« Data Diagnostics 150 192 168.0 226 502 TCP NA ] - |
151 192 1680226 502 TCP - NA =] - |

Gateway Operating Settings:

« Serial Port Mode: RTU Slave or ASCII Slave
 Slave ID: set the ID to match each Modbus TCP server (slave)

« Remote IP: enter the IP address of each Modbus TCP server (slave). A Default Gateway must be
configured on the Network Settings page if any devices will be configured as Modbus TCP servers
on a subnet different than that of the STRIDE gateway Ethernet port.

« Remote Port: enter the port number for each Modbus TCP server (slave). Each server must have a
unique port number. This is a TCP or UDP port that will identify the server in the Modbus TCP packet.

» Protocol: select TCP or UDP

« Local Port: For UDR this is the source port that will identify communication traffic for each slave
ID. For TCP traffic the source port is automatically determined.
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[
« Ethernet Port Bind: select Ethernet port E1 or E2 (model SGW-MB1524-T only). The Ethernet Port

Bind is used by the Gateway when the Modbus TCP device IP address is not on the same subnet
as the Gateway IP address.

NOTE: Remember to click the SAVE button before you leave this page or switch to another serial port
tab. Leaving the page or selecting another serial port before saving changes will cancel changes.

FOR MoDBuUS TCP MASTER (CLIENT) DEVICE TO MoDBUS RTU/ASCII SLAVE DEVICES

To connect a Modbus TCP client (master) device to one or more Modbus RTU or ASClI slave
devices, the gateway serial port will function as an ASCIl or RTU master.

In that case, the Ethernet Protocol (TCP or UDP) and Gateway Modbus TCP Port to associate with
the serial port must be configured. When multiple serial ports are set as RTU Masters, a unique
Gateway Modbus TCP port must be assigned to each serial port in order to differentiate the
serial networks. For SGW-MB1524-T, a Modbus TCP client attached to either Ethernet port can
communicate to RTU/ASCII slaves on the serial port using the configured Modbus TCP Port.

The Filter option will eliminate Slave ID numbers from the processed traffic when enabled. To
enable the filter feature, check the Filter Enable box and enter the starting number and ending
number of the nodes that should never appear in messages that will be processed.

&S0 192,168.0.249/index v3.5.hir Y= L =2

® Device Information Operating Settings |
* Network Setings
51 52 53 54
® Operaling Settings
* Serial Seflings Serial Port Mode RTU Master
® Agent Seftings
.« Gateway Seftings Filter Enable O
F- Message List Filter ID Start 1
‘.- w Data in Gateway Memory -
Filter ID End 247 Operating
& Import/Export
« Upgrade Firmware Protocol TCP “~ (Note: In Agent mode, you can modify the| gl _
® Change Password Serial Port Mode RTU Master ¥
Gateway Modbus TCP Port 502 { Note: In Agent mod,
* Load Factory Default Eiter Enable o
* System Reboot
 Data Diagnostics Filter 1D Start 1

Filter ID End 247

Protocol TCP ~

ﬂ Each serial port’s TCP port must be unique. ’< PR —— s i

Gateway Operating Settings:

« Serial Port Mode: RTU Master or ASCII Master

« Filter Enable: eliminate a range of Slave IDs from communication

* Filter ID Start: set lowest Modbus Slave ID to ignore (0-247, must be < Filter ID End)

« Filter ID End: set highest Modbus Slave ID to ignore (0-247, must be > Filter ID Start)

* Protocol: select TCP or UDP (When the Modbus Gateway is in Agent Mode, the protocol is set on
the Gateway Settings page.)

» Gateway Modbus TCP Port: set the TCP port number to communicate with RTU/ASCII slaves on
this serial port. (When the Modbus Gateway is in Agent Mode, the Gateway Modbus TCP Port is
set on the Gateway Settings page.)

NOTE: Remember to click the SAVE button before you leave this page or switch to another serial port
tab. Leaving the page or selecting another serial port before saving changes will cancel changes.
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SERIAL SETTINGS

The Serial Setting page is where each serial port’s communication parameters are configured.

Stride

® Device Information

® Network Settings

® Operating Settings

® Serial Seftings

® |mport/Export

® Upgrade Firmware

® Change Password

® Load Factory Defauit
» System Reboot

® Data Diagnostics

Serial Settings

W

1

Alias

[UART_1

Baudrate

115200 «

Databits

Stopbits

i

Parity

None v

RTS Confrol

Assert during transmit v

RTS On Delay(ms)

o

RTS Off Delay(ms)

0

Hardware Interface

RS-232 »

Protocol(selected on Operating Settings page)

| Save ‘

Serial Parameters:

« Alias: serial port alias name. This is a convenience for your reference.

The following settings must match the settings in all connected devices:

 Baudrate: 300-460800bps, the default value is 115200bps
« Databits: 7 or 8 bits. The value is locked to 8 bits for RTU or 7 bits for ASCII serial modes.
« Stopbits: 1 or 2, the default value is 1
e Parity: Odd, Even or None, the default value is None
 RTS Control: On, Assert during Transmit, or Off; the default value is On.
In version 3.5.019 and newer, RTS control behaves as follows:
 RTS Off (default) - After the Gateway is powered up, the RTS signal goes false and stays false.

* RTS On - After the Gateway is powered up, the RTS signal goes true and stays true all the time.

« Assert during transmit - Although flow control is rarely required by Modbus RTU or Modbus

ASCII networks, RTS control is occasionally needed for devices such as media converters and

radio modems. In version 3.5.019 and newer, RTS

In this mode, the RTS signal goes to false when the Gat

Stop

is ready to transmit, the RTS signal will go true. The Gateway will then wait the specified amount
of time from the "RTS On Delay(ms)” field before transmitting. After transmitting all the data in
that packet, the Gateway will wait the specified amount of time from the “RTS Off Delay(ms)”

field before setting the RTS signal to false. This cycle is repeated every time the Gateway

transmits: no matter whether the Gateway is transmitting a request (in RTU/ASCII Master mode)
or transmitting a response (in RTU/ASCII Slave mode).

« Hardware Interface: RS-232, RS-485 or RS-422; the default value is RS-232

* Protocol (selected on Operating Settings Page): RTU Slave, ASCII Slave, RTU Master, ASCII Master

NOTE: In some situations, such as a high amount of electrical noise, poor cabling, etc., it may be
necessary to reduce the baud rate on the gateway module AND serial devices on the network.

‘E NOTE: Remember to click the SAVE button before you leave this page. Leaving the page before
saving changes will cancel changes.
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[
AGENT SETTINGS

The pages grouped in the navigation tree under Agent Settings configure the gateway to work in
Agent mode, and are visible only when that mode is selected.

GATEWAY SETTINGS

Configure the gateway Modbus ID, timeout, and inter-packet transmit delay.

L ) 192.168.0.249/index_v3.5.html Y= L=
 Device Information Gateway Settings
® Metwork Setlings

# Operating Settings Gateway Modbus ID

® Serial Settings Protocol

» Agent Settings

-+« Gatevay Seftings Gateway Modbus Port 502

i e Message List Default Timeout{ms) 1000

+# Data in Galeway Memory Inter-packet TX Delay(ms) || 100

‘» Import/Export

# Upgrade Firmware

‘# Change Password

« Load Faclory Default

‘® System Reboot

 Data Diagnostics

Gateway Settings:
« Gateway Modbus ID: Unique Modbus ID assigned to the gateway to allow clients to request data
from the gateway’s local cache, 1-247.
« Protocol: TCP or UDP.

« Gateway Modbus Port: set the TCP port number to communicate with RTU/ASCII slaves on this
serial port.

« Default timeout (ms): default timeout before retrying a data request; default is 1000ms.

« Interpacket TX delay (ms): Poll Time setting for the delay between requests polling slave devices
to populate local cache; default is 100ms.

NOTE: Remember to click the SAVE button before you leave this page. Leaving the page before
saving changes will cancel changes.
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MESSAGE LisT

The Message List page displays a table that summarizes the data stored locally in the gateway’s
memory. Modbus client devices may request this data from the gateway’s local cache.

from connected devices.

NOTE: When the gateway is in Agent mode, addresses that devices will use to WRITE data into
must be configured in the Message List even though conceptually this is a list of data that is READ

Configure and manage the message request list. Asummary of configured messages is displayed,
which can be filtered to display a subset of the list using the “Search” field.

From this page, messages can be added, deleted or modified.

€ >0

192,168.0.249/index_v2.5.himl|

 Device Information

‘ Network Settings

‘® Operating Settings

‘# Serial Seftings

® Agent Seftings

- e Gateway Settings
i o Message List

i o Data in Gateway Memory
‘» Import/Export

‘© Upgrade Firmware

‘# Change Password

® Load Factory Default
 System Reboot

# Data Diagnostics

Add Message ” Delete Message ” Modify Message ‘
Item Serial Port Slave ID Alias Function At?dﬂrt:ss Data Length Mapping Address Head Status
1 1 1 Device_Alias 3 0 4 0 L
2 2 1 Device_Alias 3 4 4 4 .
firstpage prev 1 | next lastpage
Refresh to get latest status.

Each parameter of the Message List is explained in the Add Message section to follow.

A green dot in the Status column indicates that the message is successfully connected to its target
device. A red dot indicates that it is not successfully connected. The web page must be manually

refreshed to update the status indicator.
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ADD MESSAGE

Page 3-10

Clicking the “Add Message” button brings up a Message Configuration dialog box to configure a
new message.

e

1]}
b
Y

— O 192.168.0.249/index_v2.5.hitm| he

® Device Information Message Configuration
* Network Setiings Slave Alias
® Operating Settings Serial Port 51 v
® Serial Settings
* Agent Settings Slave ID
i@ Gateway Settings Function
i Message List
.« Data in Gateway Memory Data Start Addr |Setup slave data start addr |
® Import/Export Data Length |Setup slave data length |
« Upgrade Firmware
Mapping Addr I:l O Assign next available address
® Change Password
® Load Factory Default

® System Reboot

# Data Diagnostics

Add New Message Settings:

Slave alias: name for each device to help users recognize it more easily

Serial port: the gateway serial port number to which the device is attached

Slave ID: the device’s Modbus node ID on the communication network

Function: the Modbus protocol function code. Function codes are listed in the table below.
Data Start Address: the address in the target device from which the gateway will read the data
Data Length: the data block size the gateway will read

Mapping Address: the location in the gateway’s shared memory (cached data) from which the
data will be retrieved when a Modbus TCP query is received. Ensure that this memory block does
not overwrite a block configured for another message.

Assign next available address: conveniently assigns the next available address to this request, to
ensure data blocks do not overlap (overwrite).

Modbus Functions

Modbus Function Type Address Equivalent Modicon Number of
Code Range Style Addressing Elements
1 Read Coill 0-65535 0001-065536 1-2000
2 Read Discrete Input 0-65535 100001-165536 1-2000
3 Read Holding Registers 0-65535 400001-465536 1-125
4 Read Input Registers 0-65535 300001-365536 1-125

There are several different ways of addressing when communicating to Modbus devices. The
STRIDE® gateways use the method of specifying a Function Code and start address as
addresses. Another way that is very common and is seen often in AutomationDirect products is
the use of the Modicon style addressing. This method employs a PLC style address that contains
a Modbus memory type in the highest digit of the address followed by the offset from 1. The table
above shows comparable addresses for both of these addressing styles.
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DELETE MESSAGE

To delete a message from the list, click anywhere within the row of the message in the list, then

click the “Delete Message” button. The message will be deleted immediately.

MobDIFY MESSAGE

To modify an existing message from the list, click anywhere within the row of the message in the
list, then click the “Modify Message” button. The Message Configuration dialog box will open, with

the same options as presented when adding a new message.

DATA IN GATEWAY MEEMORY

The Data in Gateway Memory page is available under Agent Settings when the gateway is in Agent
mode. On the Data in Gateway Memory page, you may query the real-time data stored in the

gateway’s local cache as configured on the Message List page.

« -0

192.168.0.249/index_v2.5.html

1
I
Y

* Device Information 03 Holding Register(4x) | o |[a

‘ |/ Data Query ‘

& Network Settings
* Operating Settings
® Serial Settings

* Agent Settings

i @ Gateway Settings

e Message List

i o Data in Gateway Memory
« Import/Export

e Upgrade Firmware

# Change Password

® Load Factory Default

® System Reboot

® Data Diagnostics

Gateway Memory Address A

Value (decimal)

Value (hexadecimal)

0

1

2

3

16

5

8315

132

0x10

0x05

0x207B

084

To query the Modbus data stored in gateway memory:

1) Enter the Modbus function code (shown in the previous table).

2) Enter the starting address to query within the selected region. The Starting Address refers to
the gateway internal address (0-65535) as shown in the previous table.

3) Enterthe number of records to retrieve (data block size). Ensure that all addresses in that
block are configured in the table on the Message List page. Querying data outside of those
ranges will result in invalid values displaying on this page.

4) Click the “Data Query” button.

The results of the data query are displayed on the Data in Gateway Memory page, and
are automatically updated in realtime. This page may be useful for troubleshooting the
communications network.
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IMPORT/EXPORT

The gateway configuration settings may all be stored to or loaded from a text file as a convenience
when replacing the gateway or configuring multiple gateways with identical or similar settings.

Import/Export Screen

~ — O 192.168.0.249/index v3.5.him| ¥

1
i
Y

# Device Information Import/Expert

& Network Setfings

« Operating Settings Export Config File Export
® Serial Settings Import Config File Choose File |No file chosen
« Agent Settings

. . Upload Status 0%

- » Gateway Settings

@ Message List

- @ Data in Gateway Memory
@ Import/Export

# Upgrade Firmware

‘® Change Password

# Load Factory Default

‘# System Reboot

EXPORT

Export the configuration file to a connected PC for backup or for configuring additional gateways.
The exported file can be edited by any text editor, such as Notepad++.

IMPORT

An exported configuration file can be used to format a replacement gateway, to format additional
gateways, or the exported file can be modified and re-imported to the same gateway to revise
device settings. The filename must be [the part number].txt which is the same as an exported
configuration filename: SGW-MB1511-T.txt or SGW-MB1512-T.txt or SGW-MB1524-T.txt
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UPGRADE FIRMWARE

Occasionally firmware revisions are released to make new features available or to fix bugs.

Upgrade Firmware Screen

& — 0O 192.168.0.249/indlex v2.5 him| = L e

# Device Information Upgrade Firmware

& Network Setfings
« Operating Settings Upgrade Firmware Ng file chosen Upgrade
* Serial Settings Upload Status 0%
« Agent Settings

i @ Gateway Settings

e Message List

- u Data in Gateway Memory
« Import/Export

» Upgrade Firmware

‘® Change Password

# Load Factory Default

‘® System Reboot

To update the firmware, click Browse to locate and select the new firmware file on your PC, then
click Upgrade.

The gateway must be rebooted after firmware is upgraded in order for the new firmware to
take effect.
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CHANGE PASSWORD

The STRIDE® gateways allow browser management access for the username “admin”. The default
password is admin. To provide an additional level of security, the password may be changed.

& = 0O 192.168.0.249/indlex_v2 5 il = L2

® Device Information Change Password
© Network Setlings

 Operating Setings User Name admin

# Serial Settings Cld Password Old Password

® Agent Settings

@ Gateway Settings

i@ Message List Retype Password Retype Password

"+ Datain Gateway Memory Management Security [IHTTPS

« Import/Export
‘® Upgrade Firmware
‘# Change Password

.
Load Factory Default

‘ System Reboot

@ Nafa N

SECURITY NOTE: HTTPS may be selected to encrypt the traffic between the browser and the gateway.
ﬂ When HTTPS is selected, the IP address in the browser address bar must be preceded by “https://”.

For example, “https://192.168.0.249".

When a new password is entered here or HTTPS is selected, the browser will log you out of the
current session and return you to the login page to login using the new password.

. NOTE: Make sure to record the new password. If the password is lost, the gateway must be reset
to factory defaults using the hardware reset button.

. NOTE: Remember to click the SAVE button before you leave this page. Leaving the page before
saving changes will cancel changes.
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LOAD FACTORY DEFAULT

In addition to the hardware Reset Defaults button on the top of the gateway, default settings

may be loaded from the browser interface. Upon clicking the “Load Factory Default” button, the
gateway will ask for confirmation of the changes then reboot in order for the change to defaults to

take effect.

& > 0O 192,168.0.249/index v3 5.1t

 Device Information

Load Factory Default

 Network Settings
‘® Operating Settings

This function will reset all settings to the factory default values. Be aware that previous settings will be lost.

# Serial Seftings

® Agent Settings

- e Gateway Settings
- @ Message List

i & Data in Gateway Memory
‘» Import/Export

‘» Upgrade Firmware

‘# Change Password

® Load Factory Default
® System Reboot

e Data D

Load Factory Default

Stiritle

This site says...

Do you want to restore the gateway to the Factory Default
configuration?

0OK Cancel

address had been previously changed, its default IP address after loading factory defaults may not
be accessible by your current PC settings.

. NOTE: This will reset the IP address(es), the password and the HTTPS access. If the device IP
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REBOOT

The Reboot option will reboot the gateway. Rebooting here, or cycling power at the gateway itself,
is required after a firmware upgrade to make the new firmware take effect. All other configuration
changes are implemented without requiring a reboot.

Page 3-16

~ — O 192.168.0.249/index v3.5.hitm|

# Device Information
 Network Settings

‘® Operating Settings

‘® Serial Settings

« Agent Settings

i @ Gateway Settings
@ Message List

- @ Data in Gateway Memory
@ Import/Export

# Upgrade Firmware

‘® Change Password

# Load Factory Default

 System Reboot

® Nata N

s L -

System Reboot
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PPENDIX
APPLICATION EXAMPLES

IN THIS CHAPTER...

Example 1:
Using Modbus Poll to STRIDE Modbus Gateway with BRX Slave . . . . . ... ... ... ... A-2
Example 2:
Using Modbus Poll to STRIDE MB Gateway with CLICK Slave . . . . . . ... ... ... .... A-9
Example 3:
Using P3000 as Master (Client) to STRIDE Modbus Gateway with CLICK Slave. . . . . . . . .. A-17
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EXAMPLE 1:
UsING MoDBUS POLL TO STRIDE MODBUS GATEWAY WITH BRX SLAVE

This example will illustrate how to use Modbus Poll, which is a PC-based Modbus master simulator
tool, to connect through the STRIDE® Modbus Gateway to a BRX PLC via 2-wire RS-485. For
simplicity in this example, the gateway will be configured in Transparent Mode.

ITEMS NEEDED FOR THIS EXAMPLE:
o STRIDE Modbus Gateway
e BRX PLC (any model)
« PC with Modbus Poll installed (free demo is available at www.modbustools.com)

« AutomationDirect ZL-DBI9F-CBL-2P D-sub 9-pin pigtail cable, or small length of AutomationDirect
L-19954 RS-485 cable or equivalent and D-sub 9-pin socket (female) connector

« Ethernet switch and cables to connect from the PC to STRIDE Modbus Gateway

STEP 1: CONNECT THE STRIDE MODBUS GATEWAY SERIAL PORT TO THE BRX MPU SERIAL PORT.

Using the ZL-DB9F-CBL-2P cable, or D-sub 9-pin connector and a short length of RS-485 cable,
connect Serial Port 1 of the STRIDE Modbus Gateway to the BRX serial port as shown:

RS-485 2-wire Wiring Diagram

Gateway
RXD- | 1 BRX MPU
RXD+ | 2 @ D+ B
£~ TXD- 3 (D p-
TXD+ | 4 |—(/'D GND
GND | 5 :
Software-selectable
(NC) |[6-9 120Q Termination

Resistor
The Gateway contains a DIP switch selectable 120Q Termination

Resistor between TX+ and TX- for each serial port on RS485 2-wire,
when the Gateway is wired at one end of the serial network
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i
STEP 2: CONFIGURE THE BRX MPU SERIAL PORT.

Connect to the BRX MPU with BRX Do-more! Designer software using either the BRX serial or USB
Pluggable Option Module.

By Do-more Designer 2,03 - Scratchpad - [Dashboard] - o x
File Edit Search View Tools PLC Debug Window Help -8 x

1 & > £ - . :
iz © B\ ®f e p e U
Backup Find  Find Next Browse Options | OnTheWeb Tip  Help

Open  Save
- @ v @ e S E O Sk = P
7 - Ak
b % B TR ! Vi XY
Read PLC WiitePLC New Online Do-more/Sm  Data  Debug Trend Memory AllStstus NoStatus = Forces Value = Mode Info  Configure Devices Check | PID Overview PID View .
Project Browser %] | Start Page | B SMein (V) Dashboard | rx
splas E i
Eatliacl - ;
e e e a Communications -
P A
&2 rograms View; Edit the Program Add/Edit Element Documentation Modbus/TCP Server: ENABLED Ethernet [/ Master: DISABLED
2 Subroutines Code-blocks: 1 Some on disk and in PLC Ethernet/IP Server: DISABLED 1/0 Slaves: 0

2 interrupt Service Routines Same on disk and in PLC Documentation memory used: <1% 1/O System Status: GOOD

B-@8 Configuration Do-more Technology Version: 2.0 Interrupts Enabled: 0
<% Memory <sorted by function> Program memory used: <1%

¥ Forces (Disabled)

$3 cru

& Devices

% | Local: BRX Onboard 10

24 Unsssigned Nicknames LI
B34 Tools =

XY System Configuration

& system Info

as n vm e e v
< >
4 Launchpad §¥ Project Browser Edit port seftings
Datal EIES Edit protocol and port type
El ~ El El El Inspect memory structure

~

CPU -

Comected to BRXDemo Change memory configuration Add/edit devices
BX-DVIE-10ED23-D (00 EO 62 30 04 43) Open Cross-Reference View 15 devices present
PLC is in PROGRAM mode Mode switch: TERM Different than PLC and disk Device status: OK
IP Address: 255.255,255,255 Memory image: 0 regions
05:2.0.3 Booter: 1.0.1 No forces active
Log Entries: 0 User/33 System Memory allocated: 40%
Scan Time: 191us Power usage: 1.5 /7.3 Watts
v
>
For Help, press F1 FunTermswp | S| P D | DevsOK | PLCOK |Online/Default User/BRXDemo Program  00115/65536 BX-DM1E-10ED23-D A

Click on the built-in serial port on the image of the BRX MPU within the Do-more! Designer
software. From the dialog box that pops up, select "Edit Protocol and Port Type"

System Configuration X
Canfiguration Entries ~BX-DM1E-x CPU Configuration
CPU Configuration - Serial Port Configuration — [~ Internal Ethemnet Part Configuration——— ~Ethernet 1/0 Master

) 1/0 Configuration

EHBRX Local 1/0 Master [~ Protocol Ip: [ 255.255.255.255 CPUs with an internal Ethernet port can use that
Configure...

port to comnect to compatible Ethernet I/0 slave

-BRY Onboard T/0 ¢~ Do-more Protocol [mss s mE055
. [255.255.255.255 devices.
Module Configuration(s) {For Programming, HMIs, etc) e evices
Device Configuration K Sequence Server
1/0 Mappings " (Emulates Direct_ogic PLCS) CPUs with Ethernet can enable a second ™ Enable Ethemet 1/0 Master
programming connection on a different UDP port
Memary Configuration & g‘l’:"f’:)s LDE=m=r e ~Modbus/TCP Server Configuration
£~ Modbus RTU Clent I~ Enable Secondary Ethernet Cannection Do-mare CPUs equipped with Ethernet ports can
(Master) provide  Modbus/TCP Server.
— UDP Port Hurber: [ 5000 Dx1388

Server can support a maximum of 16 concurrent

ey sessions, Use the fewest required concurrent
r ASCLL and Custom Protocols) ~TimeSync Configuration—— | sessions to reduce scan time and improve scan
) consistency.
Change @IntSerial Do-mare CPUs equipped with Ethernet ports can
Device Settings... automatically synchronize their internal docks.
¥ Enable Modbus/TCP Server
(PortType | | | Select:
"Disable’ to turn off this feature Maximum Concurrent Sessions: [ 1-16
€ RS232 (Pin1:0V, Pin2:RX, Pin3:TX) ‘Client’ to listen for TimeSync messages
& RS485 PinL:0V, Pin2:D-+ Pin3:D) ot i 2o Bt e s Comei T | e
if server s offiine.
[¥ Enable 120 Ohm Termination TCP Port Number: | 502 (502 is default)

For servers or alternates, you may specify the
time in minutes between Lpdates.

POM Canfiguration ~EtherNet/IP Explicit Message Server ——————
@
’V Setup POM.... Disabled CPUs with an Ethernet port can provide an

£ Client EtherNet/IP Explicit Message Server that
~ provides unconnected explidt messaging
Default Watchdog Tmeout £ Server Update Interval: (UCMM) access to Do-more memaries.
Sets the initial timeout value. Value can be =
changed at runtime by madifying DST23 " Alternate min [~ Enable EtherNet/IP Server
($WatchdogTimeVal).

EtherNet/IP Settings
The valid range is 50-65535 ms.
Default Timeout: | 1000 ms

Cancel Help
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In the Serial Port Configuration column, select "RS-485" under "Port Type" and select "Modbus
RTU server (slave)" under "Protocol". Then click "Change @IntSerial Device Settings..."

Edit Serial Port Settings X

Device Mame:

—Modbus Protocol Settings
Unit ID |1 0 -255

—Port Settings
Baud Rate: |38400 -
Data Bits: |8 'l
Stop Bits: |1 vl
Parity: |Cdd -

Transmit Control: IUncondih'onaI vl
RTS Contral: IFoIIows Transmitter vl

Ok I Cancel |

Setup the port as shown for 38400 baud rate, Odd parity, 1 Stop bit and Unit ID 1. Match everything
else as shown. Note the Unit ID configured in the PLC. Once this has been done, click "OK" to close
this dialog then "OK" again to close the preceding dialog.

STEP 3: CONFIGURE THE STRIDE MODBUS GATEWAY

Open up a web browser, such as Internet Explorer, enter in the IP address of the STRIDE Modbus
Gateway, and log into the STRIDE Modbus Gateway web console as described in the Initial
Connection section of Chapter 3 to access the Device Information as shown:

Exit
N
® Device Information Device Information
* Network Settings
" Device Name SGW-MB1524-T SN K10A0004A180100036

® Operating Settings
® Serial Settings Model Type MB-Gateway Firmware Version V35.019
» Import/Export

IP(E1) 192.168.0.249 MAC(ET) 00-1ECD:1BFA1S
® Upgrade Firmware
 Change Password IP(E2) 192.162.1.249 MAC(E2) 00:1E.CDIBFAG

w Load Factory Default
® System Reboot
® Data Diagnostics ) Agent Mode

‘s Transparent Mode

Set the gateway to Transparent Mode.
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il
On the Operating Settings page, set Serial Port 1 to RTU Master mode as shown below and click Save.

« = 0O 192.168.0.249/index v3.5.himl * = L =
# Device Information Operating Settings
& Network Setfings
81 82 s3 o4
® Operating Settings
* Serial Seilings Serial Port Mode RTU Master
« Agent Settings
i @ Gateway Setings Filter Enable O
i@ Message List Filter D Start 1
- @ Data in Gateway Memory
Filter ID End 247
« Import/Export
# Upgrade Firmware Protocol TCP “ (Note: In Agent mode, you can modify the Modbus port on the ‘Gateway Settings’ page. )
‘® Change Password
Gateway Modbus TCP Port 502 ( Note: In Agent mode, you can modify the Modbus port on the ‘Gateway Settings’ page. )
# Load Factory Default
‘ System Reboot
# Data Diagnostics
. " . . " . .
Click "Serial Settings" from the navigation menu
< =0 1921680249/ indlex 2 5.html * Y= 4

® Device Information

® Network Setfings
® Operating Seftings st s2 3 s4
o Serial Settings Alias [uaRT_1 | [varT_2 |
« ImportExport
! Baudrate [38400 ] [115200 ~|
» Upgrade Firmware
» Change Password Databits 8w 8 v

» Load Factory Default
® System Reboot

Stopbits

 Data Diagnostics Parity Odd  ~
RTS Conirol ‘ Off V‘ | Off V|
Hardwars Interiace [Rs-232 | [Rs-232 |
Protocol(selected on Operating Settings page) RTU Master RTU Slave Disabled ~ RTU Master

Set the serial port parameters to match the configuration of the BRX MPU, and set the hardware
interface to RS-485 2-wire.

Click "Save" to store and apply the settings.
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STEP 4: CONNECT TO THE STRIDE MODBUS GATEWAY USING THE MODBUS POLL SIMULATOR SOFTWARE.

Once the software has been obtained from www.modbustools.com and installed according to the
directions provided from their website, open up the Modbus Poll software.

Click on the Setup pulldown menu and select Read/Write Definition as shown:

1t Modbus Poll - Mbpoll1

File Edit Connection B

M Functions Display Wiew ‘Window Help
tion... F& 22 23 1§ K2

?_ﬁ' Mbpoll1 v Readj\rite Disabled

x=0MEr=0:ID| Excellog... Alb+3 BLED)
Mo Connection

Shift+F&

Log... Alb+L

Reset Counters Fiz
Use as Default

Readfwrite definition Port 1: 9600-8-E-1

Configure the Read/Write definition for a simple read of the register 400001, which equates to
MHR1 (16 bit word, decimal data type) in the BRX MPUs.

Read/Write Definition X
Slave D:
Function: |U3 Read Holding Registers [4x] v|
Address:

Scan Rate: ms
Disable Fead/wfite Once

Readwiite Dizabled
Dizable on emor
e

Fiows

[ Hide &lias Columns
@10 C20 O50 O100

[ &ddress in Cell

Dizplay: PLC Addiesses [Basze 1)

Enter 1 for the Slave ID. This matches the Unit ID in the protocol that will determine which
Modbus Serial slave will be targeted on the serial side of the STRIDE Modbus Gateway. Entering 1
here will match up to the Station Number configured above in Do-more! Designer for the BRX MPU.

------ Choosing Function 3 sets up the read for 4xxxxx registers. Checking the “PLC Addresses (Base 1)”
‘E in the lower right corner matches the addressing to the cross reference chart mentioned above.
Once this windows has been configured as shown above, click on OK.
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Now click on the Connection pulldown menu and select Connect:

CEX

® =001 quick Connect FS
No Connéclion

Port 1: 9600-5-E-1

In the Connection Setup window, choose the Modbus TCP/IP connection type. Enter the IP address
of your STRIDE Modbus Gateway module in the lower left hand corner. Match everything else as
shown:

Connection Setup E]

Cornection _DK
[ Modbus TCRAP v| o)
!
Serial Settings
Mode
RTU ASCI
Fiezponze Timeout

Delay Between Palls
Advanced... [mz]

Femote Server
IP Address Part Connect Timneout
192.168.0.243 | |502 | |3nnu ‘ frs]

Click on OK to connect to the STRIDE Modbus Gateway.

If everything has been configured correctly, the counter next to “TX =" will increment rapidly and
the counter next to “Err =” will not increment. If the Error counter is incrementing, go back and
verify that all the steps prior to this one have been followed. If you get an error that says, “Modbus
TCP connection failed”, verify that the IP address of the PC and the IP address of the STRIDE
Modbus Gateway are in compatible subnets and can communicate.
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*. Modbus Poll - Mbpoll1 M=1E3
File Edit Display  Miew Window Help

Ded& X 0 = 05 06 15 16 22 23 101 7 N2

Conneckion  Setup  Funckions

E& Mbpoll1
x=60: Err=0:1D =1: F = 03: SR = 100ms

alias ‘ 40000

—_
|5 [0 Jeo | [ [en | Jeo [0 ]

For Help, press F1, 192,168.0,249: 502

Once Modbus Poll is communicating to the PLC, go into Do-more! Designer, open a Data View
window and enter MHR1. Change the display type to “Decimal” to match the Modbus Poll

Change the value in data view for MHR1 to various values and watch the value change in Modbus
Poll to match.
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EXAMPLE 2:
USING MODBUS POLL TO STRIDE MB GATEWAY WITH

CLICK SLAVE

This example will illustrate how to use Modbus Poll, which is a PC based Modbus master simulator
tool, to connect through the STRIDE Modbus Gateway to a CLICK PLC via 2 wire RS-485.

ITEMS NEEDED FOR THIS EXAMPLE:
« STRIDE Modbus Gateway

CLICK PLC (any C0O-01xx-x or CO-02xx-x PLC with 3 pin terminal RS-485 port)

PC with Modbus Poll installed (free demo is available at www.modbustools.com)
Small length of AutomationDirect L-19954 RS-485 cable or equivalent

Ethernet switch and cables to connect from the PC to STRIDE Modbus Gateway

STEP 1: CONNECT THE STRIDE MODBUS GATEWAY SERIAL PORT TO PORT 3 OF THE CLICK PLC.
Using the short length of RS-485 cable, connect the STRIDE Modbus Gateway to CLICK’s Port 3 as shown:

RS-485
Gateway Port 3
RX- ([D[| 3 Pin
RX+ @I] Terminal Block
™- | X = |+ Port 3 Pin Descriptions
™+ |l =g - 1| (pins) | Signal A (Rs-4
LG (pws) ignal A (RS-485)
GND ®[| = 2 |(minus)| Signal B (RS-485)
6-9 NC (ZD|] 3| LG |Logic Ground (OV)

(The Gateway contains a DIP switch selectable
120Q Termination Resistor between TX+ and TX-
for each serial port on a RS485 2-wire network.)

STEP 2: CONFIGURE THE CLICK SERIAL PORT.

Connect to the CLICK PLC with CLICK programming software. Go to the Setup pulldown and select

Com Port Setup... as shown:

E CLICK Programming Software - NewProject].ckp - [Main Program] — O hed
&) File Edit View Setup  Program Instruction PLC  Monitor Window Help - 8 X
0 & = | 3 (3 B System Configuration... AR JOno M@ M WuDo @R

i1 & | ' | Com Port Setup... k | | Micknames Address Comments | Rune Comments
| | Navigatior @ Scan Time.. c | D | E | F AF A |H Instruction List x
Program  Fumction F| 0% Watch Dog Timer... Inztruction ’
—W EakET PhagEn @ Password Setup... Ctrl+Shift+P 'CEND) [ Edes Gontact  a
[ #] Main Progrs 53 Battery Backup Setup... Ed Compare
@ Subrautine Int — Cail
© i Interrupt Pro #n errup. E P . ] Out
D Bddress Pic @ CPU Built-in /O Setup... { NOP ) o Set
-~ Edit Rune 0 [ software Setup.. fim) Reet
[, Ly Local Progrimamermmasmery— { NOP ) Timer/CGounter
fF Syntax Check me| Tirmer
P Cross Reference Wiew o] Gouriter
=] Maonitor 4 { NOP ) Advanced
@ Status Monitor — &3] Math
Bm Data Wiew i Cruim
[T DataView1 5 { NOP ) |5R| Shift Register
- Text View — Gopy/Search
ﬁ Override View [om] Copy
[/ System Monitor & { NOP ) hif Search
Program Gontrol
. @] Gall
7 { NOP ) o
v [nont] Mect
- -- End
< > L =
] o e
Fz F3 “F2| | “F3 | |SHF2| |SH-F3 = ! > <
Gom Fort 5 [B] Bit [I] Inteeer Integer(2 words) [E] Floatine paint Hex [T Text [A] Aecii Offline 0000/5000 G0-020D1-D 1:1:AF
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Click the Port 3: Setup... button to configure Port 3 of the PLC.

-

COM Port Setup
Thereare only 3 ports on CO-02DD1-D
CPU Module
CLICK ’ C0-020D1-D
(A |

-
- .

PR m Ruy ™ .

RUN m

ERF m 5Top ™
-

PORTH - .

TX - - .

RXl m

TX2m -

R¥2 = -

PORT2 =

PORTZ RS—4E85

T mEE - -

pxmie - =

L | LG

Port 1:

The setup of this port is fixed.
It works as a network slave only.

This port is used for programming and maintenance only.

Setup...

Port 2:

This port is used for general purpose communication
that uses R5-232,
This port can be a network master or slave.

Learn Mare... Setup...

Port 3:
This port is used for general purpose communication

that uses R5-485.
This part can be a network master or slave.

Learn More... Setup...

oK. Cancel Help

Configure the port for 38400 baud rate, Odd parity, 1 Stop Bit and Node Address 1. Leave the other
settings as shown below. Note the Node Address number configured here. Once the settings are

configured, Click on the Ok button.

Com Port Setup Details

Port: |Port3 o

Basic Configuration

Advanced Configuration

Node Address (1-247):
Baud Rate (bps):
Parity:

Stop Bit:

Communication Data (bit):

Time-out Setting:
Character Time-out {2-1000ms):
RTS OM Delay (0-5000ms):

RTS OFF Delay (0-5000ms):

Respongse Delay Time (0-5000ms): | 0

Protocol: | Modbus

Wiring Details

Port3 R5-485 (Non isclation)

38400 ~
odd 3 pin Removable Terminal
Block

1 ~

8
: E-
LG

500 ms

0

o

All ][] e ] flaffe]f] €

e e
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Next, transfer the project to the PLC for the Port 3 settings to take effect. Select the PLC pulldown
menu and choose Write Project into PLC...

E CLICK Programming Software - NewProjectl.ckp - [Main Program] — O x
©J File Edit View Setup Program Instruction  PLC  Monitor Window Help - 8 %
DEH 3% & G W[ 9| @ Connect. O HE W e TG0 @S
1) & | 4 -\b‘ H N %l Disconnect.. Nicknames Address Comments | Rune Gomments
[} M avigation A | g Read Data from PLC... F AF A |l Instruction List x
Program  Function PLG ’ Write Data into PLC.., Thstruction .
=7 Ladder Program 1 | —— W& Read Project from PLC... Ctrl+Fo {END ) [l Edes Contact A

- ] Main Program — J..Jf| Write Project into PLC . Shift+F9 EY Compare
@ Subroutine Program @ = z = Goil
@ ternupt Program Online Project Information... ] ot
& Address Picker 2 1 Calendar/Clock Setup... ——( NOP ) o et
... Edit Rung Comments B PLC Modes... Ctrl+Shift+R o] Rezet
Ldy Local Program Information T " { NOP Timer/Gounter
| Swntax Check | ErwrlF e ) mi| Timer
- Gross Reference Wiew E Clear Memory... MGnunter
-] Monitar 4 | l—— & Update Firmware... — | {NOP) Advanced
-] Status Mot — 43| Math
B--ﬁ Daat:ifleun\tm o Reset to Factory Default ﬁ Draum
-l Dataview 5 { NOF ) |5R| Shift Feister
E Text Wiew ] Gopy/Search
Override Wiew e Copy
System Monitor 8 { NOP ) ﬂSearch
Program Gontrol
Call
r
; { MOF ) [fe] For
Mesct
- - v End w
< = |
et
2 F3 “F2 | [“F3 | |SHF2Z| [SH«l > <
‘i ite: Proje Bit [T] Inteeer Integer(2 words) Floating point Hesx Text Azcii Offline 00008000 G0-02001-D 1:1:4F

Choose Ok and follow the steps when prompted to transfer the project to the PLC.

Read/Write Program

PC

Project Name: [MEGATEW/ATL |

Program Size (Total: &,000 steps)
MFrogram Size:
WFres Area:

Jsteps( 0,03 %)
7,997 steps { 99,97 %)

1} ,000

Save Project ko PLC Memary

Recovery data is written with the project.
The project cannot be read from the PLC
without this option being selected.

Last Update: Mar 22,2011, 15:15:37

X

PLC

Project Name: [MEGATEW/ATL |

Program Size (Total: &,000 steps)
MFrogram Size:
WFres Area:

Jsteps( 0,03 %)
7,997 steps { 99,97 %)

1} ,000

Project File {Total: 256,000 bytes)

WPy oject File Size 964 bytes { 0.37 %)
MFres Area: 255,036 bytes { 99.63 %)
o 256,000

Last Update: Mar 20,2011, 12:10:27

ot | [ cancel | [ hem
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STEP 3: CONFIGURE THE STRIDE MODBUS GATEWAY

Open up a web browser, such as Internet Explorer, enter in the IP address of the STRIDE Modbus
Gateway, and log into the STRIDE Modbus Gateway web console as described in the Initial
Connection section of Chapter 2 to access the Device Information as shown:

® Device Information Device Information
® Network Settings
" Device Name SGW-MB1524-T 8N K10A0004A180100036
® Operating Settings
» Serial Settings Model Type MB-Gateway Firmware Version V35.019
» Import/Export
IP(E1) 192.165.0.249 MAC(ET) 00-1ECD:1BFA1S
® Upgrade Firmware
 Change Password IP(E2) 192.168.1.249 MAC(E2) 00:1E.CD:BFA1G
» Load Factory Default
« System Reboot ‘s Transparent Mode
® Data Diagnostics ) Agent Mode

Set the gateway to Transparent Mode.

On the Operating Settings page, set Serial Port 1 to RTU Master mode as shown below and click
Save.

& = O 192,168,0.249/index_v3.5.html e I=

i

2
[te |

® Device Information
® Network Setlings
* Operating Settings

Operating Settings

s51 52 s3 54

® Serial Seftings

Serial Port Mode RTU Master
® |mport/Export
« Upgrade Firmware Filter Enable d
» Change Password Filter ID Start 1
® Load Factory Default
Filter 1D End 247

® System Reboot

® Data Diagnostics Protocol TCP ~

Gateway Modbus TCP Port 502

Save
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Click "Serial Settings" from the navigation menu

< > O

® Device Information
® Network Settings

® Operating Seftings
® Serial Settings

® Import/Export

» Upgrade Firmware
® Change Password

» Load Factory Default
® System Reboot

® Data Diagnostics

192.168.0.249/index_v3.5.html

Serial Settings

51 52 53 54
Alias [uarT_1 | [uarT_2 |
Baudrate [38400 ] [115200 /|
Databits 8~ 8w 7~ 8
Stopbits
Parity (odd | [None | [None ] [None |
RTS Control off | off | off | off |
Hardware Interface [Rs-232 - |Rs-232 |
Protocol(selected on Gperaling Settings page) | RTU Master RTU Slave v Disabled RTU Master ~

Set the serial port parameters to match the configuration of the CLICK PLC, and set the hardware
interface to RS-485 2-wire.

Click "Save" to store and apply the settings.

STEP 4: CONNECT TO THE STRIDE MODBUS GATEWAY USING THE MODBUS POLL SIMULATOR SOFTWARE.

Once the software has been obtained from www.modbustools.com and installed according to the
directions provided from their website, open up the Modbus Poll software.

Click on the Setup pulldown menu and select Read/Write Definition as shown:

EE Mbpoll1
x=0:Err=0:1D

't Modbus Poll - Mbpoll1
DEE&E X

(=M Funikion:

Read'Write Once
v Read/Write Disabled

Shift+F6

Use as Defaulk

Excel Log... Ale+2
No Connection Excel Logging OFf A+
Alias Log... Alb+L
Logging CFfF Ale+0r
Reset Counters F12

Read)write definition

Port 1; 9600-8-E-1
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[
Configure the Read/Write definition for a simple read of the register 400001, which equates to DS1
in the CLICK PLC as shown.

E CLICK Programming Software - NewProject1.ckp - [Main Program] — m} x
G| File Edit  View Setup  Program  Instruction  PLC Monitor  Window  Help - & x
DEH &l B8 Add New Subroutine Program... Ctrl+l IHa0| HE @ e Twi@ao| L
i relie ARy (4" Add New Interrupt Program... Giix] | Nicknames Address Gomments | Rune Comments
[ ] Havigation =l Address Picker... L Crl+T | E | F AF # |[ Instruction List x
Program  Function  PLG @ Edit Rung Comments.., Ctrl+K Instruction '
=17} Ladder Program % Local Program Information... 'CEND) [iH Edze Gontact A

BB Main Program = (54 Compare
-4 Subroutine Program Syntax Check F& Caoil
[ Tterrupt Program i Out
& Ref View... {
A2 Address Picker [ GrmitEmmian {(NOP ) e Set
@ Edit Rune Comments {im| Reset
Ld) Local Program Information 3 { NOP ) Timgr/Counter
Syntax Check I | Timer
Crozs Reference View ent| Counter
Manitar 4 { MOP ) Advanced
Statuz Monitor — &3] Math
Data View i Drum
TH Dataview! 5 { NOP ) sR| Shift Register
— Copy/Search
Owverride iew fopq Copy
System Monitar 6 { NOP } shif Search
Program Control
[ing] Call
:
7 (NOP) For
Mext
~ e - v End Y]
< > —_————————————

Floating point Hex [T Text Azcii Offline 0002/8000 Ci-02DD1-D 1:1:AF

& Address Picker : Edit Moc : |

Fill Down (Nickname) | Find: Exact Match Find

M Address  &l|Data Type |MODBUS Address (Function code) |Ni|:k.name Used Initial Value |Retentive |Address Comment |» |
I [Imr 400001 (03,06, 16) No Disable Yes \
y ||os2 rour[ T 400002 (03,06, 16) No Disable Yes
"y [lbsa ruie [Tt 400003 (03,06, 16) No Disable Yes ‘
o |lPs2 ru[ I 400004 (03,06, 16) No Disable Yes ‘
DS5 rour[ T 400005 (03,06, 16) No Disable Yes
|_T lloss re [ L] o 400006 (03,06, 16) No Disable Yes
T |[bs7 rr[mer 400007 (03,06, 15) No Disable Yes
| sC ||Dss riie [Tl et 400008 (03,08, 16) No Disable Yes
— |pss roir [ L] INT 400008 (03,06, 16) No Disable Yes |
’F psio rw[Imr 400010 (03,06, 15) No Disable Yes
[ oo [jpsiz  rw[Hmr 400011 (03,06, 16) No Disable Yes ‘
| on [jpst2 rw[Hmwr 400012 (03,06, 16) No Diszble Yes
o |[os13 ru[Hmer 400013 (03,06, 16) No Disable Yes
—|ps1¢ rw[Hmr 400014 (03,06, 16) No Disable Yes
© |lpsis  rw[Hmr 400015 (03,06, 16) No Diszble Yes
v |[ps1s ruw[Tmr 400016 (03,06, 16) No Disable Yes
o |[os17 rw[Tmer 400017 (03,06, 16) No Disable Yes
[orp [|Pse rlEmr 400018 (03,06, 16) No Disable Yes
| psis  rw[H]mT 400012 (03,06, 16) No Disable Yes
|20 llps0 rw[Mmr 400020 (03,06, 16) No Disable Yes ‘
DT |bs2i rw[Hvr 400021 (03,06, 15) No Disable Yes v
Data Type Filter Used/Unused Address Display MODBUS Address
Display All Data Types (®) Display both used and unused (®) MODEUS 934 Addressing

[l inteqer Integer (2Words)

e [ Fioatng Pont (O Display only used (O MODBUS HEX Addressing
) ating Poi
Bit [T+ Text (O Display only unused & Export
oK Cancel Help

Enter 1 for the Slave ID. This matches the Unit ID in the protocol that will determine which
‘E Modbus Serial slave will be targeted on the serial side of the Stride Modbus Gateway. Entering 1
here will match up to the Station Number configured above in the CLICK software.

Page A-14 STRIDE® MB Gateway User Manual — 1st Edition Rev. G — Sep 2021



YAUTOMATIONDIRECT?

Appendix A: Application Examples

v Choosing Function 3 sets up the read for 4xxxxx registers. Checking the “PLC Addresses (Base 1)”
‘E in the lower right corner matches the addressing to the cross reference chart mentioned above.
Once this window has been configured as shown above, click on OK.

Now click on the Connection pulldown menu and select Connect:

't Modbus Poll - Mbpoll1
File  Edit

;D@lm

Connection

Setup Functions Display View ‘Window Help

FEX|

05 06 16 16 22 23 1 § W2

:5R=1000ms [DISABLED])

Port 1: 9600-5-E-1

In the Connection Setup window, choose the Modbus TCP/IP connection type. Enter the IP address of
your STRIDE Modbus Gateway module in the lower left hand corner. Match everything else as shown:

Connection Setup @

Cornection

[Modbus TCPAP

v|

Serial Settings

Femote Server
IF Address

Cancel

Muode
RTU ASCI

Fiezsponze Timaowut
1000 [ms]

Delay Between Polls

Advanced _ [ms]

Connect Timeout

|1921EED249

Por
‘ |5I]2 | |3EII]D s

Click on OK to connect to the STRIDE MB Gateway.

If everything has been configured correctly, the counter next to “TX =" will increment rapidly and
the counter next to “Err =” will not increment. If the Error counter is incrementing, go back and
verify that all the steps prior to this one have been followed. If you get an error that says, “Modbus

TCP connection failed”, verify that the IP address of the PC and the IP address of the STRIDE

Modbus Gateway are in compatible subnets and can communicate.
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't Modbus Poll - Mbpoll1
File Edit Connection Setup Functions Display Wiew Window Help
DeE& X 0 &= 05 06 15 16 22 23 101 B N2

EE Mbpoll1
x = 60: Err=0:1D = 1: F = 03: SR = 100ms

Alias ’ 40000

For Help, press F1. 192,165,0,249; 502

Once Modbus Poll is communicating to the PLC, go into the CLICK programming software, open up
a Data View window and enter in DS1 as shown.

(¥ Data View [DataViewl] =13
[ view override
Edit Fill Dowin ‘ M rite Al New Values
Mo, |Address |Nickname |Current Value |New Yalue |Write|Viewing Farmat ~
ooi L LJBsi......j40000t D Inkeger E.
0oz
003
004
005
o0&
oo7
o0& hd
oo

Change the value in data view for DS1 to various values and watch the value change in Modbus
Poll to match.
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EXAMPLE 3:
UsING P3000 As MASTER (CLIENT) TO STRIDE MODBUS GATEWAY WITH CLICK SLAVE.
STEP 1: CONNECT CLICK TO THE STRIDE MODBUS GATEWAY AS SHOWN IN EXAMPLE 2.
STEP 2: CONNECT P3000 CPU (P3-550) TO STRIDE MODBUS GATEWAY VIA ETHERNET SWITCH AND TWO
ETHERNET CABLES.
Configure the IP address of the P3000 or P3-550 CPU and the STRIDE Modbus Gateway to be
compatible subnets. Steps to configure the IP address of the P3-550 CPU areas follows:
Click on Setup on the top menu bar and choose “Hardware Configuration”.
ﬂ Productivity Suite Programming Software, Version 3.1.0(11) [No Mame] — O X
File Edit | Setup | CPU  Tools Window Help
D U H |sf Hardware.Canig v[\ ”v _; |g) Cﬂi‘.e‘.‘-ﬁ online &} Choose CPU B run ‘Sbop ; v @ . | i@ | i@ G i |\ B @ - | |
Application T (5! /0 Overvi Hardware Confi% EIE[E Instructions
- ; o G ’ i&-?lu @ I Run Every Scan ~ | Monitor - 2
: Set CPU Time/Date - 3 4 & o 1 i m
¢ % 2 i Datalogger ~
b ‘_‘: Se:urltyg:c(nunt; —I { mo ) [5%] compare contact (P
~-() 5et CPU Time/Date ﬂ NC Contact {NC)
©-|_| Write Program 3 [ B ) | 4| NC Edge Contact {NCE)
8 :—ag Database [4F] NO Contact (NG)
/O Overview 3 ( ®BD )
-E4 rung Comments ‘ |41t | MO Edge Contact (NCE)
Y Tag Cross Referen
... Compare Project 4 [ e )
: <[ Problem Repart [0BK]| Debounce Coil
& | Monitor & Debug 5 { =0 ) [Fis] Flasher
i L.EZ] Data View b
£ > f M No Operation
& { =0 ) [0k ] OR Qut
Task Management [or] Out Col
= . - { ut Coil
S DT;?B% ‘ vz $ 7 B ) w Program End
t..| | Run First Scan Only g { END ) M Reset Coil
Run Every Scan [s1]| Set Coil
."R‘unnd 9 { =0 ) [mc]| Timed coi
Run When Called ( [r5t] Tomgle Coil
Disable Task 1a L EHD ]
v = W Application Functi... [
User No Security |Task Mew Task |Rung 1 Column 1 |CPU Offine |ProjectFiIe Status Saved |CPU Project Status |RunT|meTransFer |
Double click on the image of the P3-550 in the center of the hardware configuration.
Hardware Configuration b4
aAdgEG 9
CPU  GSDrives EtherNet/lP CPoE ProNET
& « [
Local Base Group, Base 1
Favorites 2
| 2 4 5 [ 7 = CPU
F3-530
F3-550
F3-350E
I= Discrete Input
F3-0BNAS
F3-0BND3S
F3-16NA
F3-16ND3
F3-165IM
F3-32ND3
F3-64ND3
I= Discrete Output
F3-08TAS
F3-08TD1S
« gl =8
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[
Click on the “Ethernet Ports” tab and configure the IP address in the “Use the Following:” IP
address field. Once the correct IP address and Subnet Mask is entered, click on the OK button and
close the hardware configuration window.

Options EthernetPorts  Remote Access  Serial Ports

| r‘_" CPU Module
| ‘

M Ethernet | |l Remote

Port Name |CPU-ETH-Ext

Part Security Option: () Read Cnly
(®) Read/\Write

TCP/(IP Settings
() Use current settings Show Current Settings

() Use DHCP
(®) Use the following
IP Address 192.168.0.53

Subnet Mask. 255.255.255.0 |

Default Gateway |0.0.0.0

Timeout between data query and 5| %100 msec |
response (100-30,000 msec)

Modbus TCP Port (1-65535) 502

Comm Heartbeat Value (2-1,000 sec) sec

Module Info Cancel Help |

Transfer the project to the PLC in order to have the new settings take effect. To do this, select File
from the pulldown menu and then Transfer Project >To PLC...

ﬂ Productivity Suite Prograrnming Software, Version 3.1.0 (11} [MNo Mame] — [m] x
File | Edit Setup CPU Tools Window Help
) Mew Project N & - | | & offine| 0 Online &} Choose cPu ) Run |8 Stoy & - ; - A | -
i | & - ] [ [Sofine] 2 oine 2 ol fFeoeo-Joansasarna
) Open Project... lew Task = |-EP- |sE3m | Instructions
Close Project E E] ;‘l Ll @ I Run Every Scan ~ | Monitor ~ S C ”
H Save Project Ctrl+5 1 z 3 4 g 3 7 ) q 10 11 HN | ASCITIn
Save Project As... 1 A ROUT| ASCII Qut
[ o )
2 Import N 1 IR | Clear Serial Port Buffer
% Export 3 { ) CPE | Custom Protocol Ethernet
END
& Compile Project Fa ' TPl | Custom Protocol In
. TP | Custom Protocol Cut
| Transfer Project ] | & ToCPU.. Shift+F9 { END )
W4 [ DataWorx Reguest
Page Setup... ® From CPU... Ctrl+F9 (
- L { END ) EMSG| EtherMNet/IP Explicit Me...
8 Print. Ctrl+P | % To Removable Media... il G5 b Read
rives Rea
Project Properties 3 From Removable Media... (
L E < \ o) GSW| G5 Drives Write
ﬁ ELi / D ) ki | Modbus Read
B \ N
Task Management 4| Modbus Write
B0 El :1 &'3 . 7 ( ENo ) R4 | Network Read
=- | Tasks Wi | Metwork Write
Run First Scan Only g { =m0 ) EntAL | Send Email
B | Run Every Scan UM ViewMarg Wri
vMarg Write
i 3 { o )
Run Every Second = M Data Handling
Run When Called
Disable Task 10 { END ) o HB3E| Absolute Encoder
< > CHpl| Compare Values Y]
User Mo Security | Task Mew Task | Rung 1 Column 1 | CPU Offline | Project File Status Mot Saved ‘ CPU Project Status | Run Time Transfer

STEP 3: CONFIGURE THE MRX INSTRUCTION TO READ DATA FROM THE STRIDE MODBUS GATEWAY.
Double click on the instruction MRX Read to configure the MRX instruction as shown.
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Modbus Read (MRX) x
[] Use Structure

(®) Ethernet Port | CPU-ETH-Ext « InProgress |Clickl Readl InProg | |...

IP Address | 192.168.0.249 Complete |Clickl_Read1 Comp | |...

TCP Port Number 502 Success |Clickl Readl_Success | | ..
Slave Node Mumber 1| (Default=255)
Error |Clickl_Read1_Err LV
(O Serial Port |CPU-232
Timeout |Clickl_Readl_TimeQut -~ | |...
Slave Node Number 1| {Default=1)
Exception

Click1_Read1_ExR,
Respanse String Ickl_Readl ExResp  ~

= Addressing and Polling Options

[ Automatic Poling Every 100 | msec poll offset 0 | msec
[ skip execution if buffer is greater than 75 | % ful

Word Swap Slave Modbus Starting Address 1| +400000
[[] Map 16 bit data to 32 bit (®) Modbus Decimal Addressing

() Zero Based Modbus Addressing

= Tagname Mapping

Modbus Function Code | 3: Read Holding Registers

(®) Mon-Array

Tag
Number of Tags 1} cLick DSt =
(O Array  Array Name ... | Starting Index 1| End Index 1
(O String  String Name ... | Number of Characters 2
Byte Swap (Even Number Only)

[] show Instruction Comment

Monitor

Cancel Help

IP Address: address of the STRIDE Modbus Gateway.
TCP Port Number: Leave at default 502.

Slave Node Number: This should match the Node address of Port 3 of the CLICK PLC. Leave at 1
in this case.

Slave Modbus Starting Address: Set to 1 to read address DS1 in the CLICK PLC.

Tag Name Mapping: Create a Tag called CLICK_DS1 as an Signed Int 16 Tag to read in DS1 from
the CLICK PLC.

Use the status bits and Exception Response String to verify whether communications were
successful or not. If the Error bit comes on, look at the Exception Response String to see which
error occurred. If the Timeout Bit comes on, check the IP address settings of the P3-550 and the
STRIDE Modbus Gateway and make sure that they are in compatible subnets.

If the Successful Status bit comes on, add the CLICK_DS1 tag to the Data View at the bottom of the
Productivity Suite Programming Software and check the values. Change the values in the CLICK
data view for DS1 and verify that the CLICK_DS1 tag matches.
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B
EXAMPLE 1:
TRANSPARENT MoODE, WITH MobDBUS TCP MASTER (CLIENT) DEVICES TO
MobBus RTU/ASCII SLAVE DEVICES
TCP Gateway| RTU or ASClI
M,
%
+~ S E'_, g
3 S B £
= o © wn
O 3 =
Provide power to the STRIDE Modbus Gateway, connect to an Ethernet port and log on to the
gateway configuration interface.
Our example assumes default values in the gateway. Click Load Factory Default.
Set the operation mode to Transparent Mode.
Browse to “Operating Settings” to select S1 and set its parameters, as shown in Figure 1.
I ) 192.168.0.248/index_v3 5 himl e = L=
® Device Infomjlatmn Operating Settings ‘
* Serial Settings Serial Port Mode
. Upzur;:ix:::mm Filter Enable O
» Change Password Filter ID Start 1
: ;j::e;a:::]zﬁau“ Filter ID End 247
® Data Diagnostics Protocol
Gateway Modbus TCP Port 502
Figure 1. STRIDE Modbus Operating Settings.
Click Save.
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Then browse to “Serial Settings” to configure serial port S1 as shown in Figure 2.

Click the Save button to save and apply the changes.

&« = O 192,168.0.249/index v3.5.htm|

# Device Information
® Network Setlings

® Operating Setlings

» Serial Settings

® Import/Export

® Upgrade Firmware
® Change Password

w Load Factory Default
® System Reboot

® Data Diagnostics

=

=
Exi

Serial Settings
81
Alias UART_1
Baudrate 115200 ~
Databhits 8 v
Stopbits
Parity None -
RTS Control Off ~
Hardware Interface RS-232 ~
Protocol(selected on Operating Settings page) RTU Master

Figure 2. STRIDE Modbus Serial Settings.

Connect the STRIDE Modbus Gateway serial port S1 to your PC’s serial port (possibly requiring a
USB to serial converter), and run Modbus Slave software on the PC. The Modbus Slave parameters
must be configured as shown in Figure 3.

Connection Setup

Connection
Seral Port

Sernial Settings

| 115200 Baud ~

MNone Party

1 Stop Bit

L4

TCPAP Server

&

192.168.0.226
Any Address
lgnore Unit 1D

Prolific USB-+to-Serial Comm Port [COM4]

'8 Data bits

‘<:

Cancel

Mode
®@RTU O asCI

Flow Control
[Josk []cTs RTS Toggle

1| tms]RTS disable delay

Paort

02

P4
IPvE

Figure 3. Modbus Slave Configuration.
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[
Click OK button (shown in Figure 3) to return to the data window shown in Figure 4.

23 Modbus Slave - [Mbslave1] — O X
File Edit Connection Setup Display View Window Help - | ] %
Pxd& 0 Ec|2W
ID=1:F=03
Aliasl 00000 P
0
1] 232
2| 423
3 0
i :
5| 0
6 0
E : v
For Help, press F1. Port 4: 115200-8-N-1

Figure 4. Modbus Slave.

Open Modbus Poll on your PC and set the parameters as shown in Figure 5.

Connection Setup (N X

Connection

Modbus TCP/IP v

Cancel

Serial Settings

Prolific USB-to-Serial Comm Port [COM4) Mode

RTU ASCII
115200 Baud

Response Timeout

8 Data bits
1000 [ms]

None Parit
! Delay Between Palls

1 Stop Bit Advanced... [ms]

Remote Maodbus Server

IP Address or Node Name

132168.0.249 v]
Server Port Connect Timeout ® IPvd

[ms] OIPv6

Figure 5. Modbus Poll Configuration.
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il
Click OK button (shown in Figure 5) to return to the data window shown in Figure 6.
¥4 Modbus Poll - [Mbpoll1] — 0 X
File Edit Connection Setup Functions Display View Window Help . & x
DEeE&E X |T|E 2|/ |05061516172223|TC¥l| T K
Tx=38:Err=01D=1: F=03: SR = 1000ms
A‘-\Iiasl 00000 o
0
il 232
2| 423
3] 0
4| 0
5| 0
6| 0
7] 0
8 0 v
For Help, press F1. [192.168.0.249]: 502
Figure 6. Modbus Poll.
Now let’s experiment with our master reading data from our slave. Enter data in address 1 and
address 2 in Modbus Slave and watch as Modbus Poll reads that data, as shown in Figure 7.
43 Modbus Slave - [Mbslave1] ﬂ Maodbus Poll - [Mbpoll1]
File Edit Connection Setup Display View Window File Edit Connection Setup Functions Display View
DEed& ™| 282K DEE& X|™ |2 2|7 |o0508615 1617
ID=1:F=03 Tx=224:Err=0:1D =1: F=03: SR = 1000ms
e 00000 i 00000
0 50 0
1 150 al 150
2| 25 2] 25
B 0 2 ’
4 0 fes 0
5| 0 2 :
9 ’ 7 .
7 0 8 0
For Help, press F1. Port 4: 115200-8-N-1 For Help, press F1. [192.168.0.249]: 502

Figure 7. Data Test Result.
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[
EXAMPLE 2:
TRANSPARENT MoDE, WITH MobBUS RTU/ASCII MASTER DEVICES TO

MobDBUS TCP SLAVE (SERVER) DEVICES

TCP Gateway | RTU or ASCII

Q oe(*
o
W

—
g &
S ©
E a \)e(\; 2

(Y] 0o - O

A0 [
W g &
O v}

M

odbUS
reSDOn
Se
T Modb
US,-eS
DOnSe

Provide power to the STRIDE Modbus Gateway, connect to an Ethernet port and log on to the
gateway configuration interface.

Our example assumes default values in the gateway. Click Load Factory Default.

Set the operation mode to Transparent Mode. Browse to “Operating Settings” to configure serial
port S1 as shown in Figure 9. Note that the Remote IP Address is your PC’s IP address, since the PC
(Modbus Slave) is the slave device for this example.

Click Save.

o

L ) 192.168.0.249/index v3 5 htrl =

=4

# Device Information Operating Settings |
* Network Settings 51 2 53 s4
 Operating Settings
* Serlal Settings Serial Port Mode ‘ RTU Slave v
® Import/Export
 Upgrade Firmware Slave ID Remote IP Remote Port Protocol Local Port Ethernet Port Bind
* Change Password 1 192.168.0.226 502 [Tep | NA
 Load Factory Default /‘\ \
 System Reboot
® Data Diagnostics H F
© Remember this This is your PC
Save
Slave ID number IP address
T

Figure 9. STRIDE Modbus Gateway Serial Settings.

Browse to STRIDE Modbus “Serial Settings” to select S1 and set its parameters, as shown in Figure
10. Click Save to save and apply the changes.
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€ > 0

192.168.0.249/index_v3.5.htm!

7 =
Ex

® Davice Information Serial Settings

® Network Settings

® Operating Settings st

* Serial Settings Alias UART_1

et (115200 |
Baudrate 115200 ~

@ Upgrade Firmware -

» Change Password Databits 8w

» Load Factory Default Stopbits

® System Reboot

® Data Diagnostics Parity None ~
Hardware Interface RS-232 ~
Protocel(selected on Operating Settings page) RTU Slave

Figure 10. STRIDE Modbus Gateway Serial Settings.

Connect the STRIDE Modbus Gateway serial port S1 to your PC’s serial port (possibly requiring a

USB to serial converter), and run Modbus Poll software on the PC. The Modbus Poll parameters
must be configured as shown in Figure 11.

This value is the COM port
assigned by your PC. It can be
found in the Device Manager.

Click OK in Figure 11 to return to the Modbus Poll main window.

STRIDE® MB Gateway User Manual — 1st Edition Rev. G — Sep 2021

Connection Setup

Connection

Serial Port v
Serial Settings

Prolific USB-to-Serial Comm Port (COM4) v

115200 Baud
8Databits v
None Parity

1StopBit v Advanced...

Remote Modbus Server

|P Address or Node Name

192.168.0.249

Server Port Connect Timeout
502 3000 [ms

Cancel

Mode
@®RTU Oasc

Response Timeout
1000 [ms]

Delay Between Polls

fms]

IPvd
IPvE

Figure 11. Modbus Poll Configuration.
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[
Select Setup - Read/Write Definition.

Read,/Write Definition X
sveln: (1|
Function: 03 Read Holding Registers [4x] ~ Cancel
Address: D Protocel address. E.g. 40011 -» 10
Quantity:

Scan Rate; | 1000 [ms] Apply
Disable
[ Read/white Disabled
[] Disable on emor Read/write Once
View
Rows
@1 O20 O5s0 O100 O Fitto Quantity
[ Hide &lias Columns [ PLC Addresses (Base 1)
[ Address in Cell [C] Ervon/Daniel Mode

Figure 12. Modbus Poll Read/Write Definition.

Enter the Slave ID of the Gateway as shown in Figure 12. This is the Slave ID you assigned to the
Gateway in its “Operating Settings” configuration.

Click OK shown in Figure 12 to return to the application interface shown in Figure 13.

4 Modbus Poll - [Mbpoll1] - O %
File Edit Connection Setup Functions Display View Window Help . & x
DEEES X7 E5|/1|o5061516172223|TCk. | 2 K2
Tx=14Er=14.1D=1:F =03: SR = 1000ms
Timeout Error
Aliasl 00000 A
0 0
1 0
2| 0
3 0
4 0
5| 0
6| 0
7 0
8 0 v
For Help, press F1. Port 4: 115200-8-N-1

Figure 13. Modbus Poll Initial Connection.

The Modbus Poll software will indicate a Timeout Error until the Modbus Slave software is
connected in the next step.
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|
Run the Modbus Slave software on your PC and set the parameters shown in Figure 14.
Connection Setup X
Connection
Madbus TCP/P v
Cancel
Serial Settings
Prolific USB-to-Serial Comm Port [COM4)
115200 Baud Ho
RTU () ASCII
8 Data bits
Flow Cantrol
Mane Parity DSR B RTS Toggle
1
1 Stop Bit
TCPAP Server
IP Address Port
192.168.0.226 502
Any Address (@ IPvd
[]1anore Unit 1D O IPvE
Figure 14. Modbus Slave Configuration.
Click OK shown in Figure 14 to return to the Modbus Slave main window.
Select Setup - Slave Definition.
Slave Definition X
Slave ID:
Function: U3 Holding Register [4x) ~ Cancel
Address: D
Quantity:
View
Rows
®10 O20 O50 O100 O Fitto Quantity
[ Hide Alias Columns [C]PLC Addresses [Base 1)
Error Simulation
[C] Skip response [ Insert CRCALAC error
[Mot when using TCPAR)
E [ms] Response Delay [C] Return exception 06, Busy
Figure 15. Modbus Poll Read/Write Definition.
Enter the Slave ID as shown in Figure 15. This is the Slave ID you assigned to the Modbus TCP
Client in the “Operating Settings” configuration.
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[
Click OK shown in Figure 15 to return to the application interface shown in Figure 16.
23 Modbus Slave - [Mbslave1] — | K
File Edit Connection 5Setup Display View Window Help - & X
DEE& ™ =028 b
ID=1:F=03
Aliasl 00000 Lo
: I
1 0
2| 0
3| 0
4 0
5| 0
6| 0
7 0 v
For Help, press F1. [Any IP Address]: 502
Figure 16. Modbus Slave.
Now let’s experiment with our master reading data from our slave. Enter data in address 2 and
address 3 in Modbus Slave and watch as Modbus Poll reads that data, as shown in Figure 17.
23 Modbus Slave - [Mbslave1] ﬂ Modbus Poll - [Mbpoll1]
File Edit Connection Setup Display View Window Help File Edit Connection Setup Functions Display View Wind
DeE&E T | Eal2w DEE&E | X|T|E 2|71 |05 0615 16 17 22 23
ID=1:F=03 Tx =1197: Err = 642: ID = 1: F = 03: SR = 1000ms
Alias 00000 Alias| 00000
E : 0 I
1 322 1 322
E 4 e =
3 0 e 0
4| 0 ks e
B 0 = =
5| 0 7 0
7 0 8| 0
For Help, press F1. [Any IP Address]: 502 For Help, press F1. Port 4: 115200-8-N-1
Figure 17. Data Test Result.
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EXAMPLE 3:

AGENT MoDE, WITH MoDBUS TCP MASTER (CLIENT) DEVICES TO
MobBuUs RTU/ASCII SLAVE DEVICES

TCP

Client

Gateway

Server

Cached
data

T

TR

Master

T MO

1Mo,

/

<

[
&
5

RTU or ASCII

bus Quer

Slave

Provide power to the STRIDE Modbus Gateway, connect to an Ethernet port and log on to the
gateway configuration interface.

Our example assumes default values in the gateway. Click Load Factory Default.

Set the operation mode to Agent Mode. Browse to “Operating Settings” to configure serial port S1
as shown in Figure 18. Click Save.

€ > 0

# Device Information

® Network Setlings

® Operating Setlings
 Serial Settings

® Agent Seftings

- @ Gateway Seftings
i @ Message List

‘- @ Data in Gateway Memory
« Import/Export

® Upgrade Firmware
® Change Password

® Load Factory Default
® System Reboot

® Data Diagnostics

192.168.0.249/incex w35

html

Operating Settings

S1

s2

53

54

Serial Port Mode RTU Master

Filter Enable O

Filter |D Start 1

Filter ID End 247

Protocol TCP *~ (Note: In Agent mode, you can modify the Modbus port on the ‘Gateway Settings’ page. )

Gateway Modbus TCP Port

502

{ Note: In Agent mode, you can modify the Modbus port on the ‘Gateway Settings’ page. )

Figure 18. STRIDE Modbus Operating Settings.
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Browse to “Serial Settings” to select S1 and set its parameters, as shown in Figure 19.

Click Save to save the changes.

« >0

192.168.0.249/inclex v3 5 hirml * = L e
# Device Information Serial Settings ‘
* Network Settings
 Operating Settings st - - o
® Serial Settings Alias UART_1 ket st 3 ol
® Agent Settings
Baudrate 115200 v/ RN s LR
* Gateway Settings -
® Message List Databits 8 Vv * ’ A
* Data in Gateway Memory Stopbits
® Import/Export
N " »
® Upgrade Firmware Parity tied e o
© Change Password Flow Control None v M e e
* Load Factory Default
Hardware Interface RS-232 /| e 2w W L2
® System Reboot
Protocol(selected on Operating Settings page) RTU Master st st Hesaat s

Figure 19. Serial Settings Configuration.

Browse to “Gateway Settings” and configure the parameters as shown in Figure 20.

Click Save to save and apply the changes.

€« >0

® Device Information

® Network Settings
‘® Operating Settings
‘® Serial Settings
‘® Agent Settings
i @ Gateway Settings
i Message List
- @ Data in Gateway Memory
‘® Import/Export
‘© Upgrade Firmware
‘@ Change Password
‘® Load Factory Default
‘® System Reboot

192.168.0.248/index v3.5.html

Gateway Settings

Gateway Medbus ID

Protocol

Gateway Modbus Port 502

Default Timeout{ms) 1000

Inter-packet TX Delay(ms)

Save

Figure 20. STRIDE Modbus Gateway Operating Settings.
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Browse to Message List-Add Message to add a message, shown in Figure 21.

« >

O

® Device Information
® Network Settings
® Operating Settings
® Serial Settings
® Agent Settings
* Gateway Settings
® Message List
® Data in Gateway Memory
® Import/Export
® Upgrade Firmware:
® Change Password
® Load Factory Default
® System Reboot

192.168.0.249/index_v2.5.html

Item Serial Port Slave ID Alias

Refresh to get latest status.

[Add |[ Detete m |[ Modity |
Message Configuration
Serial Port S1 v
Function 03 Holding Register(4x)

Data Start Addr lO

Figure 21. Add Message.

|

Data Length l1[]

l

Mapping Addr

D DAssign next available address

Cancel

Connect the STRIDE Modbus Gateway’s serial port S1 to PC’s serial port (possibly requiring a USB
to serial converter), and run the Modbus Slave software on PC. The Modbus Slave parameters
must be configured as shown in Figure 22.

This value is the COM port

assigned by your PC. It can be
found in the Device Manager.

Cancel
Senal Settings
Prolific USB-to-Serial Comm Port [COM4)

Connection Setup X
Connection
_ Senal Port ~

None Paiity

L4

1 Stop Bit

TCPAP Server

e

192.168.0.226

Any Address

lgnore Unit D

1152008aud ~| Mode

@ RTU O ASCII
SDatabits v

Flow Control

[Jpsr [JCTS RTS Toagle

(1 | ms]RTS disable delay

Part

502

IPv4
IPv6

Figure 22. Modbus Slave Configuration.

STRIDE® MB Gateway User Manual — 1st Edition Rev. G — Sep 2021

Page B-13



Appendix B: STripe® Modbus Gateway Operating Mode Examples VYAUTOMATIONDIRECT?

[
Click OK as shown in Figure 22 to return to the application interface shown in Figure 23.

23 Modbus Slave - [Mbslave1] — O X
File Edit Connection Setup Display View Window Help - & X
D& T 2Eal2w
ID=1:.F=03
Aliasl 00000 N
0
1] 232
2| 423
3 0
i :
5| 0
6 0
B : v
For Help, press F1. Port 4: 115200-8-N-1

Figure 23. Modbus Slave.

Open Modbus Poll on your PC and set the parameters as shown in Figure 24.

Connection Setup (N X

Connection

Modbus TCP/IP v

Cancel

Serial Settings

Prolific USB-to-Serial Comm Port [COM4) Mode

RTU ASCII
115200 Baud

Response Timeout

8 Data bits
1000 [ms]

None Parity
Delay Between Palls

1 Stop Bit Advanced... [ms]

Remote Maodbus Server

IP Address or Node Name

132168.0.249 v]
Server Port Connect Timeout ® IPvd

M O

Figure 24. Modbus Poll Configuration.

Click the OK button shown in Figure 24.
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Now let’s experiment with watching data as it is read from Modbus Slave by the gateway then read
from the Gateway by Modbus Poll. Enter data in address 1 and address 2 in Modbus Slave and
watch the values change in Modbus Poll, as shown in Figure 25.

i3 Modbus Slave - [Mbslave1] ﬂ Madbus Poll - [Mbpoll1]
File Edit Connection Setup Display View Window File Edit Connection Setup Functions Display View
Ded& T | 2al2w DEEE X|T|E 210506151617
ID=1F =03 Tx =224 Em=0:ID = 1 F = 03: SR = 1000ms
Aliasl 00000 Aliasl 00000
0 0 500
1 150 1 150
; 25 E 25
B 0 3 0
4 0 H 8
= i 0
E : 5| 0
9 i 7] 0
I 0 8 0
For Help, press F1. Port 4: 115200-8-N-1 For Help, press F1. [192.168.0.249]: 502

Figure 25. Data Test Result.
Now let’s take a look at the data as it’s stored in the gateway.

In the gateway User Interface, browse to the Data in Gateway Memory page.

Enter the Mapping Address (found on the “Message List” page) and the quantity of values you’d

like to view. For our example, these values are 0 and 4, respectively.

(D) 192.168.0.249/index v3.5.htm|

& = U &

# Device Information
‘© Network Settings
 Operating Settings
@ Serial Seftings

» Agent Settings

03 Holding Register(4x) |

Gateway Memory Address A

Value (decimal)

Value (hexadecimal)

® Gateway Seitings
® Message List
= Data in Galeway Memory
» Import/Export
-« Upgrade Firmware
‘® Change Password
# | oad Factory Default

# System Reboot

0

1

2

3

500

150

25

0

0x1F4

0x96

0x19

0x00

Figure 26. STRIDE Modbus Data in Gateway Memory.

Make changes in the Modbus slave user interface and watch the values change in the gateway’s

memory.
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EXAMPLE 4:
AGENT MoODE, WITH MobBUS RTU/ASCII MASTER DEVICES TO

MobBUS TCP SLAVE (SERVER) DEVICES

TCP Gateway RTU or ASCII

Cached
data

<
%
%
%
2
2
oA

o
%1/5/
[0)
/

dbus res,

Ns

W

Us reSp s

$
&

S

1))

l
%
%
%

7A 3

%
2
v
Z
&
3/
55
25
n
/5
D |/
28
&/
n%:
&

Master

Server
Slave

/g
,[ Client

od,
bUS reg Pons
€

Provide power to the STRIDE Modbus Gateway, connect to an Ethernet port and log on to the
gateway configuration interface.

Our example assumes default values in the gateway. Click Load Factory Default.

Set the operation mode to Agent Mode. Browse to “Operating Settings” and select S1. Setup
parameters for one Modbus TCP server as shown in Figure 27. Note that the Remote IP Address is
your PC’s IP address, since the PC (Modbus Slave) is the slave device for this example. Remember

the Slave ID you assign here.

Click Save.

< >0 192.168.0.248/Index v3.5 himl = L =

« Davice Information Operating Settings
® Network Setfings
31 82 53 54

« Qperating Settings
© Serial Seftings Serial Port Mode ‘ RTU Slave
« Agent Settings

« Gateway Sefiings Slave ID Remote P Remate Port Protocol Local Port | Ethemet Port Bind

o Message List 2 192.168.0.226 502 TCP NA [ |

- » Data in Gateway Memory /A\ \

« Import/Export
‘z:gm"e:" - Remember this This is your PC
* Change Passwo ave
# Load Factory Default Slave ID number IP add ress
« System Rehoot

Figure 27. STRIDE Modbus Operating Settings.
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Browse to “Serial Settings” to configure the gateway shown in Figure 28.

Click Save to save the changes.

<« => O 192.168.0.248/index_v3.5 hirnl " o
® Device Information - = |
* Network Seftings
i 1
* Operating Settings B
® Serial Setlings Alias UART_1
® Agent Settings.
Baudrate 115200

» Gateway Settings

® Message List Databits 8w

* Data in Gateway Memory o
® ImporExport
» Upgrade Firmware Parity None
* Change Password RTS Control off -
& Load Factory Detault —_—
 System Reboot Hardware Interface RS-232 v.. )
* Data Diagnostics Protocoliselected on Cperating Settings page) | RTU Slave

Save

Figure 28. Serial Settings Configuration.

Browse to the “Gateway Settings” page to configure the gateway as shown in Figure 29. Click Save

to save and apply the changes.

~ — O 192.168.0.249/index v3.5html kg

I

@
[hae]

# Device Information Gateway Settings
® Network Settings

® Operafing Settings

® Serial Settings
® Agent Seftings
i o Gateway Settings
- o Message List
= o Data in Gateway Memory
» Import/Export
® Upgrade Firmware
® Change Password
® Load Factory Default
 System Reboot

Protocol
Gateway Modbus Port 502
Default Timeout(ms) 1000

Inter-packet TX Delay(ms)

Save

Figure 29. Gateway Settings Configuration.
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Browse to Message List-Add Message to add a message, shown in Figure 30. The Slave ID is the ID
you assigned to the slave device in the Operating Settings configuration in Figure 27.

& >0 192.168.0249/indlex v3 5 hirl = 1L &

# Device Information | Add Message ” Delete Message ” Modify Message I
® Network Settings
* Operating Settings
o Serial Settings Display per page * Search: :]
® Agent Settings
* Gateway Settings Item Serial Port Slave ID Alias Message Configuration
® Message List
 Data in Gateway Memory Slave Alias
© Import/Export Serial Port 51 v
# Upgrade Firmware
® Change Password Refresh to get latest status. Slave ID

® Load Factory Default Function 03 Holding Register(4x) ~

 System Reboot
Data Start Addr ‘0 |

Data Length ‘10 |

Mapping Addr I:l DAssign next available address

Figure 30. Add Message.

Connect the STRIDE Modbus Gateway serial port S1 to your PC’s serial port (possibly requiring a
USB to serial converter), and run Modbus Poll software on the PC. The Modbus Poll parameters
must be configured as shown in Figure 31.

Connection Setup bt
This value is the COM port - "
. onnection
assigned by your PC. It can be
. . Serial Port v
found in the Device Manager.
Cancel
Serial Settings
k Prolific USB-to-Senal Comm Port [COM4) v Mode

RTU ASCH
115200 Baud ~ ® O

Response Timeout

8Databits ~
1000 [ms)

None Paiity  ~
Delay Between Polls

1StopBit  ~ Advanced... {ms]

Remote Modbus Server

192.168.0.249
IPyvd

502 3000 IPvE
vB

Figure 31. Modbus Poll Configuration.
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Click OK in Figure 29 to return to the application interface shown in Figure 32.
%Y Modbus Poll - [Mbpoll1] - O X
File Edit Connection Setup Functions Display View Window Help - & x
DEE& (X ™ |= 2|1 |os061516172223|TCk.| B N
Tx=4:Err=0:1D=1:F=03: SR = 1000ms
Aliasl 00000 A
0 0
1 0
2| 0
3 0
4 0
5| 0
6| 0
7] 0
8 0 v
For Help, press F1. Port 4: 115200-8-N-1
Figure 32. Modbus Poll Initial Connection.
The Modbus Poll software will return zero values for all data from the Modbus Gateway Agent until
the Modbus Slave software is connected to the gateway in the next step.
Run the Modbus Slave software on your PC and set the parameters shown in Figure 33.
Connection Setup X
Connection
Modbus TCPAP v
Cancel
) ‘ Slave Definition X
Serial Settings
Prolific USB-to-Serial Comm Port (COM4) SlavelD: [4 ]
115200 Baud M”;': | . Function: 03 Holding Register (4x) ~ Cancel
ASCI
8 Data bi . Address: D
alta Dits
Flaws Contral uuan[i[y:
Mone Paity DSR CTs RTS Toggle \law
e 1 [ms] AT | Rows
top Bit @10 O20 Os0 O100 O Fit to Quantity
TCRAP Server [J Hide &lias Calumns ] PLC Addresses (Base 1)
IP Address Port
1521580226 s02 Error Simulation
Any Address ®1Pv4 [] Skip response [Jinsert CR C/LAC error
[ Ignore Unit ID O IPvE [Mot when using TCPAP)
D [ms] Response Delay [[] Retumn exception 06, Busy
Figure 33. Modbus Slave Port Configuration. Figure 34. Modbus Slave Definition.

Click OK shown in Figure 33 to return to the Modbus Slave main window.
Select Setup - Slave Definition.
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Enter the Slave ID of the Gateway as shown in Figure 34. This is the Slave ID you assigned to the
Gateway in its “Operating Settings” configuration.

Click OK shown in Figure 34 to return to the application interface shown in Figure 35.

23 Modbus Slave - [Mbslave1] — [l X
File Edit Connection Setup Display View Window Help -8 x
DEE& ™ (Sc(2 W

ID=2:F=03

[~ o |w|e|w|m|os o

Al|as‘ 00000 A

[-RE-Ni-RE-NE-NE-NE-]

For Help, press F1.

[Any IP Address]: 502

Figure 35. Modbus Slave.

Now let’s experiment with watching data across our network. Enter data in address 2 and address
3in Modbus Slave and watch as that data is stored in the Agent then read by Modbus Poll, shown

in Figure 36.

a3 Modbus Slave - [Mbslave1] ¥4 Modbus Poll - [Mbpall1]
‘ File Edit Connection Setup Display View Window Help File Edit Connection Setup Functions Display View Wind
DeE& T |=2a|eW DEE&E|X|T|S 2|1 |0506 1516 17 22 23
‘||D =2F=03 Tx=1197. Err=642:1D = 1. F = 03: SR = 1000ms
[
| Alias) 00000 Alias 00000
lo 0 0 [0
K 322 L 3
E 2 «

3 0 3 o

L 4 0

4 0 bl

E 0 : 0

6 0 7 0

d 0 B 0
For Help, press F1. [Any IP Address]: 502 For Help, press F1. Port 4: 115200-8-N-1

Figure 36. Agent Test Result.

Now let’s take a look at the data as it’s stored in the gateway.

In the gateway User Interface, browse to the Data in Gateway Memory page.
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Enter the Mapping Address (found on the Gateway Settings page) and the quantity of values you’d

like to view. For our example, these values are 0 and 4, respectively.

[ O (D 192.168.0.249/index v3.5.himl

» Device Information 03 Holding Register(4x) V| |u ‘ ‘4 | | Data Query ‘
‘« Network Settings
'« Operating Settings
‘® Serial Settings
* Agent Settings Gateway Memory Address a Value (decimal)
- Gateway Seftings
-~ Message List 0 0
» Data in Galeway Memory
‘« Import/Export 1 322
‘® Upgrade Firmware
» Change Password 2 B
@ Load Factory Default
‘# System Reboot 3 0

Figure 37. Data Stored in Gateway Modbus Registers.

Make changes in the Modbus slave user interface and watch the values change in the gateway’s

memory.
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MoDBUS ERROR CODES

MB-GATEWAY Modbus Error Codes

Error Code Name Explanation

The function code received in the query is not an allowable action for the slave. If a Poll Program
01 ILLEGAL FUNCTION Complete command was issued, this code indicates that no program function preceded it.

02 ILLEGAL DATA ADDRESS  |The data address received in the query is not an allowable address for the slave.

03 ILLEGAL DATA VALUE A value contained in the query data field is not an allowable value for the slave.

04 SLAVE DEVICE FAILURE An unrecoverable error occurred while the slave was attempting to perform the requested action.

The slave has accepted the request and is processing it, but a long duration of time will be required
05 ACKNOWLEDGE to do so. This response is returned to prevent a timeout error from occurring in the master. The
master can next issue a Poll Program Complete message to determine if processing is completed.

The slave is engaged in processing a long—duration program command. The master should
06 SLAVE DEVICE BUSY retransmit the message later when the slave is free.

The slave cannot perform the program function received in the query. This code is returned for
07 NEGATIVE ACKNOWLEDGE |an unsuccessful programming request using function code 13 or 14 decimal. The master should
request diagnostic or error information from the slave.

The slave attempted to read extended memory, but detected a parity error in the memory. The
08 MEMORY PARITY ERROR master can retry the request, but service may be required on the slave device.
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Manufacturers are realizing that to stay competitive, their Automation and Control Systems need
to be more integrated within their plant. The systems often need to be integrated with upstream
Enterprise Data Systems, and even further integrated to allow information to be accessible
across multiple plants, or even through the Internet. This convergence of the IT world with

the Automation World creates challenges in maintaining secure systems and protecting your
investments in processes, personnel, data and intellectual property.

While Automation Networks and Systems have built-in password protection schemes, this is

only one very small step in securing your systems. Automation Control System Networks need

to incorporate data protection and security measures that are at least as robust as a typical
business computer system. We recommend that users of PLCs, HMI products and SCADA systems
perform your own network security analysis to determine the proper level of security required for
you application. However, the Department of Homeland Security’s National Cybersecurity and
Communications Integration Center (NCCIC) and Industrial Control Systems Cyber Emergency
Response Team (ICS-CERT) has provided direction related to network security and safety under an
approach described as “Defense in Depth”, which is published at https://www.us-cert.gov/sites/
default/files/recommended practices/NCCIC ICS-CERT Defense in Depth 2016 S508C.pdf.

This comprehensive security strategy involves physical protection methods, as well as process
and policy methods. This approach creates multiple layers and levels of security for industrial
automation systems. Such safeguards include the location of control system networks behind
firewalls, their isolation from business networks, the use of intrusion detection systems, and

the use of secure methods for remote access such as Virtual Private Networks (VPNSs). Further,
users should minimize network exposure for all control system devices and such control systems
and these systems should not directly face the internet. Following these procedures should
significantly reduce your risks both from external sources as well as internal sources, and provide
a more secure system.

It is the user’s responsibility to protect such systems, just as you would protect your computer and
business systems. AutomationDirect recommends using one or more of these resources in putting
together a secure system:

« ICS-CERT's Control Systems recommended practices at the following web address:
https://ics-cert.us-cert.gov/Recommended-Practices

« Special Publication 800-82 of the National Institute of Standards and Technology — Guide to
Industrial Control Systems (ICS) Security
https://csrc.nist.gov/publications/detail/sp/800-82/rev-2/final

* ISA99, Industrial Automation and Control Systems Security
http://www.isa.org/MSTemplate.cfm?MicrositelD=988& CommitteeID=6821
(please note this is a summary and these standards have to be purchased from ISA )

The above set of resources provides a comprehensive approach to securing a control system
network and reducing risk and exposure from security breaches. Given the nature of any system
that accesses the internet, it is incumbent upon each user to assess the needs and requirements of
Security Considerations for Control Systems Networks their application, and take steps to mitigate
the particular security risks inherent in their control system.
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