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» WARNING ¥

Thank you for purchasing automation equipment from Automationdirect.com®, doing business as,
AutomationDirect. We want your new automation equipment to operate safely. Anyone who installs or
uses this equipment should read this publication (and any other relevant publications) before installing or
operating the equipment.

To minimize the risk of potential safety problems, you should follow all applicable local and national
codes that regulate the installation and operation of your equipment. These codes vary from area to area
and usually change with time. It is your responsibility to determine which codes should be followed, and
to verify that the equipment, installation, and operation is in compliance with the latest revision of these
codes.

At a minimum, you should follow all applicable sections of the National Fire Code, National Electrical
Code, and the codes of the National Electrical Manufacturer’s Association (NEMA). There may be local
regulatory or government offices that can also help determine which codes and standards are necessary for
safe installation and operation.

Equipment damage or serious injury to personnel can result from the failure to follow all applicable
codes and standards. We do not guarantee the products described in this publication are suitable for
your particular application, nor do we assume any responsibility for your product design, installation, or
operation.

Our products are not fault-tolerant and are not designed, manufactured or intended for use or resale as
on-line control equipment in hazardous environments requiring fail-safe performance, such as in the
operation of nuclear facilities, aircraft navigation or communication systems, air traffic control, direct life
support machines, or weapons systems, in which the failure of the product could lead directly to death,
personal injury, or severe physical or environmental damage (“High Risk Activities”). AutomationDirect
specifically disclaims any expressed or implied warranty of fitness for High Risk Activities.

For additional warranty and safety information, see the Terms and Conditions section of our catalog.
If you have any questions concerning the installation or operation of this equipment, or if you need
additional information, please call us at 770-844-4200.

This publication is based on information that was available at the time it was printed. At
AutomationDirect we constantly strive to improve our products and services, so we reserve the right to
make changes to the products and/or publications at any time without notice and without any obligation.
This publication may also discuss features that may not be available in certain revisions of the product.

This publication may contain references to products produced and/or offered by other companies. The
product and company names may be trademarked and are the sole property of their respective owners.
AutomationDirect disclaims any proprietary interest in the marks and names of others.

Copyright 2017-2021, Automationdirect.com® Incorporated

All Rights Reserved

No part of this manual shall be copied, reproduced, or transmitted in any way without the prior, written
consent of Automationdirect.com® Incorporated. AutomationDirect retains the exclusive rights to all
information included in this document.



~ ADVERTENCIA ¥

Gracias por comprar equipo de automatizacién de Automationdirect.com®. Deseamos que su nuevo equipo de
automatizacion opere de manera segura. Cualquier persona que instale o use este equipo debe leer esta publicacién
(y cualquier otra publicacién pertinente) antes de instalar u operar el equipo.

Para reducir al minimo el riesgo debido a problemas de seguridad, debe seguir todos los cddigos de seguridad
locales o nacionales aplicables que regulan la instalacién y operacién de su equipo. Estos cédigos varian de 4drea
en 4rea y usualmente cambian con el tiempo. Es su responsabilidad determinar cuales cddigos deben ser seguidos
y verificar que el equipo, instalacién y operacién estén en cumplimiento con la revisién mas reciente de estos
codigos.

Como minimo, debe seguir las secciones aplicables del Cédigo Nacional de Incendio, Cédigo Nacional Eléctrico,
y los c6digos de (NEMA) la Asociacién Nacional de Fabricantes Eléctricos de USA. Puede haber oficinas de
normas locales o del gobierno que pueden ayudar a determinar cuales c6digos y normas son necesarios para una
instalacién y operacién segura.

Sino se siguen todos los cédigos y normas aplicables, puede resultar en dafios al equipo o lesiones serias a personas.
No garantizamos los productos descritos en esta publicacién para ser adecuados para su aplicacién en particular, ni
asumimos ninguna responsabilidad por el disefio de su producto, la instalacién u operacién.

Nuestros productos no son tolerantes a fallas y no han sido disefiados, fabricados o intencionados para uso o
reventa como equipo de control en linea en ambientes peligrosos que requieren una ejecucién sin fallas, tales
como operacién en instalaciones nucleares, sistemas de navegacién aérea, o de comunicacién, control de trdfico
aéreo, mdquinas de soporte de vida o sistemas de armamentos en las cuales la falla del producto puede resultar
directamente en muerte, heridas personales, o dafios fisicos o ambientales severos (“Actividades de Alto Riesgo”).
Automationdirect.com especificamente rechaza cualquier garantfa ya sea expresada o implicada para actividades
de alto riesgo.

Para informacién adicional acerca de garantfa e informacién de seguridad, vea la seccién de Términos y
Condiciones de nuestro catdlogo. Si tiene alguna pregunta sobre instalacién u operacién de este equipo, o
si necesita informacién adicional, por favor lldmenos al ndmero 770-844-4200 en Estados Unidos. Esta
publicacién estd basada en la informacién disponible al momento de impresién. En Automationdirect.com
nos esforzamos constantemente para mejorar nuestros productos y servicios, asi que nos reservamos el derecho
de hacer cambios al producto y/o a las publicaciones en cualquier momento sin notificacién y sin ninguna
obligacién. Esta publicacién también puede discutir caracteristicas que no estén disponibles en ciertas revisiones

del producto.

Esta publicacion puede contener referencias a productos producidos y/u ofrecidos por otras compaiiias. Los nombres de las compaiifas y
productos pueden tener marcas registradas y son propiedad Gnica de sus respectivos duefios. Automationdirect.com, renuncia cualquier
interés propietario en las marcas y nombres de otros.

PROPIEDAD LITERARIA 2017-2021, AUTOMATIONDIRECT.COM® INCORPORATED

Todos los derechos reservados

No se permite copiar, reproducir, o transmitir de ninguna forma ninguna parte de este manual sin previo consentimiento por escrito
de Automationdirect.com® Incorprated. Automationdirect.com retiene los derechos exclusivos a toda la informacién incluida en
este documento. Los usuarios de este equipo pueden copiar este documento solamente para instalar, configurar y mantener el equipo
correspondiente. También las instituciones de ensenanza pueden usar este manual para propdsitos educativos.



»  AVERTISSEMENT »

Nous vous remercions d’avoir acheté I'équipement d’automatisation de Automationdirect.com®, en faisant des affaires
comme, AutomationDirect. Nous tenons a ce que votre nouvel équipement d’automatisation fonctionne en toute
sécurité. Toute personne qui installe ou utilise cet équipement doit lire la présente publication (et toutes les autres
publications pertinentes) avant de I'installer ou de l'utiliser.

Afin de réduire au minimum le risque d’éventuels problemes de sécurité, vous devez respecter tous les codes locaux
et nationaux applicables régissant l'installation et le fonctionnement de votre équipement. Ces codes different d’'une
région a l'autre et, habituellement, évoluent au fil du temps. Il vous incombe de déterminer les codes a respecter et de
vous assurer que 'équipement, l'installation et le fonctionnement sont conformes aux exigences de la version la plus
récente de ces codes.

Vous devez, 4 tout le moins, respecter toutes les sections applicables du Code national de prévention des incendies,
du Code national de I'électricité et des codes de la National Electrical Manufacturer’s Association (NEMA). Des
organismes de réglementation ou des services gouvernementaux locaux peuvent également vous aider & déterminer les
codes ainsi que les normes A respecter pour assurer une installation et un fonctionnement stirs.

L’omission de respecter la totalité des codes et des normes applicables peut entrainer des dommages 4 'équipement
ou causer de graves blessures au personnel. Nous ne garantissons pas que les produits décrits dans cette publication

conviennent a votre application particuliere et nous n’assumons aucune responsabilité & I'égard de la conception, de
linstallation ou du fonctionnement de votre produit.

Nos produits ne sont pas insensibles aux défaillances et ne sont ni congus ni fabriqués pour l'utilisation ou la revente en
tant qu’équipement de commande en ligne dans des environnements dangereux nécessitant une sécurité absolue, par
exemple, 'exploitation d’installations nucléaires, les systemes de navigation aérienne ou de communication, le contrdle
de la circulation aérienne, les équipements de survie ou les systémes d’armes, pour lesquels la défaillance du produit
peut provoquer la mort, des blessures corporelles ou de graves dommages matériels ou environnementaux («activités a
risque élevé»). La société AutomationDirect nie toute garantie expresse ou implicite d’aptitude & 'emploi en ce qui a
trait aux activités & risque élevé.

Pour des renseignements additionnels touchant la garantie et la sécurité, veuillez consulter la section Modalités et
conditions de notre documentation. Si vous avez des questions au sujet de I'installation ou du fonctionnement de cet
équipement, ou encore si vous avez besoin de renseignements supplémentaires, n’hésitez pas a nous téléphoner au

770-844-4200.

Cette publication s’appuie sur I'information qui éait disponible au moment de 'impression. A la société
AutomationDirect, nous nous efforcons constamment d’améliorer nos produits et services. C'est pourquoi nous nous
réservons le droit d’apporter des modifications aux produits ou aux publications en tout temps, sans préavis ni quelque
obligation que ce soit. La présente publication peut aussi porter sur des caractéristiques susceptibles de ne pas étre
offertes dans certaines versions révisées du produit.

arques de commerce

La présente publication peut contenir des références 4 des produits fabriqués ou offerts par d’autres entreprises. Les
désignations des produits et des entreprises peuvent étre des marques de commerce et appartiennent exclusivement &
leurs propriétaires respectifs. AutomationDirect nie tout intérét dans les autres marques et désignations.

Copyright 2017-2021, Automationdirect.com® Incorporated
Tous droits réservés

Nulle partie de ce manuel ne doit étre copiée, reproduite ou transmise de quelque fagon que ce soit sans le
consentement préalable écrit de la société Automationdirect.com® Incorporated. AutomationDirect conserve les
droits exclusifs & 'égard de tous les renseignements contenus dans le présent document.
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. Strfd e Chapter 1: Hardware

Introduction
The Purpose of this User’s Manual

Thank you for purchasing our Stride® SE2 series Industrial Ethernet Switches. This manual
describes AutomationDirect.com’s Stride industrial Ethernet switches, their specifications,
included components, and provides you with important information for installation,
connectivity and setup. The manual shows you how to install, wire and use the products.

Technical Support

We strive to make our manuals the best in the industry. We rely on your feedback to let

us know if we are reaching our goal. If you cannot find the solution to your particular

application, or, if for any reason you need technical assistance, please call us at:
770-844-4200

Our technical support group will work with you to answer your questions. They are available
Monday through Friday from 9:00 a.m. to 6:00 p.m. Eastern Time. We also encourage you
to visit our web site where you can find technical and non-technical information about our
products and our company.

http://www.automationdirect.com

If you have a comment, question or suggestion about any of our products, services, or
manuals, please let us know.

Conventions Used

When you see the “notepad” icon in the left-hand margin, the paragraph to its immediate right will be a special note.
The word NOTE: in boldface will mark the beginning of the text.

When you see the “exclamation mark” icon in the left-hand margin, the paragraph to its immediate right
will be a warning or a caution. This information could prevent injury, loss of property, or even death (in
extreme cases). The words WARNING or CAUTION: in boldface will mark the beginning of the text.
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General Information

Overview
This user’s manual will help you install and maintain the Stride industrial Ethernet switches.
Installation of these devices is very easy and they will begin to operate as soon as they are
powered up.

Operation
Unlike an Ethernet hub that broadcasts all messages out all ports, these industrial Ethernet
switches will intelligently route Ethernet messages only out the appropriate port. The major
benefits of this are increased bandwidth and speed, reduction or elimination of message
collisions, and deterministic performance when tied with real-time systems.

These industrial Ethernet switches can support 10BaseT (10 Mbps) or 100BaseT (100 Mbps)
or 1000BaseT (Gigabit Ethernet) on their RJ45 ports. Each of these ports will independently
auto-sense the speed and duplex, mdi/mdix-crossover and polarity allowing you to use patch
or crossover cables.

Some models include fiber optic ports, or slots that accept SEP fiber optic transceivers.

Security Considerations
When implementing any method of remote access to your equipment, you need to consider
the security exposure in order to minimize the risks to your processes and your equipment.
Security should always be carefully evaluated for each installation. Refer to “Appendix F:
Security Considerations for Control Systems Networks” for more information.
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Installation and Hazardous Area Warnings

A\

WARNING: These products should not be used to replace proper safety interlocking. No software-based
device (or any other solid-state device) should ever be designed to be responsible for the maintenance
of consequential equipment or personnel safety. In particular, AutomationDirect.com disclaims any
responsibility for damages, either direct or consequential, that result from the use of this equipment in any
application. All power, input and output (1/0) wiring must be in accordance with Class I, Division 2 wiring
methods and in accordance with the authority having jurisdiction.

WARNING SUBSTITUTION OF COMPONENTS MAY IMPAIR SUITABILITY FOR
(EXPLOSION HAZARD) CLASS 1, DIVISION 2 (ZONE 2).

WARNING WHEN IN HAZARDOUS LOCATIONS, DISCONNECT POWER BEFORE
(EXPLOSION HAZARD) REPLACING OR WIRING UNITS.

WARNING DO NOT DISCONNECT EQUIPMENT UNLESS POWER HAS BEEN
(EXPLOSION HAZARD) | SWITCHED OFF OR THE AREA IS KNOWN TO BE NONHAZARDOUS.

NG 00 0 ST RS SRS 00
(EXPLOSION HAZARD) | UNIT FOR INTERNAL CONNECTIONS ONLY. '

FCC Statement

This equipment has been tested and found to comply with the limits for a Class A digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference when the equipment is operated in a commercial
environment. This equipment generates, uses, and can radiate radio frequency energy and,

if not installed and used in accordance with the instruction manual, may cause harmful
interference to radio communications. Operation of this equipment in a residential area is
likely to cause harmful interference in which case the user will be required to correct the
interference at his own expense.

NOTE: Modifications to this equipment will void the user’ authority to operate the equipment.
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Product Overview Stride SE2 Unmanaged Models

Stride SE2 Unmanaged Models

Number of Ports
Part Number M12 | RJ45 | RJ45 Fiber lnp(%g)g 9"” Operating Temp Agency Approvals
10/100| 10/100| GbE
SE2-MC2U-C1-T - 1 - 1SC -40t0 +75°C
SepMezu-TtT | - | 1 | - st (4010 167°)
: -10t0 +60°C
SE2-SW5U - 5 - - (+14 10 N 40°F)
SE2-SW5U-T - 5 - -
SEZ'SW5UG'T - - 5 - 45 W _40 to +75°C
SEZ-SWSU-ICTT | - | 4 | - s | (4010167
SepswebTIT — L~ 010 60°C. | Glss 1. 0.2, IoUpo A B.C.0
- H 8 » Uy

SE2-SWBU -8 | - - (ato1a0F) | (UL s #E200081)
SE2-SW8U-T - e - 1o “
SE2-SW8U-2C1-T | - 6 - | 2sc '
SE2-SW8U-2T1-T - 6 - 28T

. 3 - - _ -40 0 +75°C
SE2-SWBUG-T I A (4010 +167°F)
SE2-SW10UG-2P-T| - - 8 SFP*
SE2-SW16U-T - 16 - - oW
SE2-SW18U-2G-T - 16 2 -
SE2-SW5U-N65-T 5 - - - 46W 4010 +75°C CE, UL61010-1,
SE2-SWBU-NG5-T 8 - B ~ (-40 to +167°F) UL61010-2-201
NOTE: Optional SFP modules sold separately. Use only Gigabit speed SFPs with SE2-SW10UG-2P-T.
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Product Overview Stride SE2 PoE Unmanaged Models

Stride SE2 Unmanaged PoE Models

SE2-SWP5UG-T

1

4

Number of Ports
Part Number | RJ45 | RJM45 1‘ZJ4050 RJ45 |Operating Temp|  Agency Approvals
/100 | GoE | %100 | GhE por
SE2-SWP5U-T 1 _ 4 _ UL/cUL 61010-1 and 61010-2-201

-40 to +75°C
(-40 to +167°F)

Class 1, Div. 2, Groups A, B, C, D,
(UL file #£200031)
CE

1'6 I Stride® SE2 Series Industrial Ethernet Switches User Manual
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Product Overview Stride SE2 Managed Models

Stride SE2 Series Managed Models

Part Number Ethernet Ports | Fiber Poris Inp %153”” Operating Temp Agency Approvals
SE2-SW8M 8 - 81W

2 GbE
SE2-SW8M-2P SFp 91W
SE2-SW8M-2C1 6 2SC UL/cUL 508,

81W -40to +75°C Class 1, Div. 2, Groups A, B, C, D,
(-40 to +167°F) (UL file #£200031),

SE2-SW8M-2T1 28T CE
SE2-SW16M 16 -

2 GbE 18w
SE2-SW18MG-2P | 16, 2 GbE combo SFP combo*

* Optional SFP modules sold separately.

Stride® SE2 Series Industrial Ethernet Switches User Manual
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Switch Accessories

SFP Fiber Transceivers
Stride SFP (small form-factor pluggable) transceivers, also called mini-GBIC, are
compact, hot-swappable transceivers with LC fiber connectors. Models SE2-SW8M-2P,
SE2SW18MG-2P, and SE2-SW10UG-2P-T have ports that accept these optional transceivers
to add fiber connectivity at Fast Ethernet or Gigabit Ethernet speed.

. NOTE: SE2-SW10UG-2P-T will only accept Gigbit speed SFPs.

SFP Fiber Transceivers

: Max Trans.
Part Number Mode Data Rate Light Source Distance
SFP-4K-FMF Multi-mode 4km
Fast Ethernet (155MB) 1310 nm, FP
SFP-30K-FSF Single-mode 30 km
SFP-500-GMF 850 nm, VCSEL 550m
Multi-mode
SFP-2K-GMF 2km
Gigabit (1.25 GB) 1310 nm, FP
SFP-10K-GSF 10 km
Single-mode
SFP-30K-GSF 1310 nm, DFB 30 km
1'8 I Stride® SE2 Series Industrial Ethernet Switches User Manual 2nd Ed. Rev. H
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Mounting Brackets
SE2-PM1 and SE2-PM3 panel mounting brackets allow DIN rail mount models of Stride
SE2 series Ethernet switches to be mounted to a panel or an appropriate flat surface.

* SE2-PM1 is compatible with SE2-SW5Ux, SE2-SW8U-x, and SE2-MCx

¢ SE2-PM3 is compatible with SE2-SWPx, SE2-SW8UG-T, SE2-SW10UG-2P-T,
SE2-SW16U-T, SE2-SW18U-2G-T and all SE2 managed switches.

See the Installation, Optional Panel Mounting section later in this chapter for specific
instructions.
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DIP Switch (Unmanaged DIN rail mounted switches)

DIP switch I enables the broadcast storm protection feature on the unmanaged DIN rail
mounted switches. A broadcast storm is usually caused by a loop in the network and results
in network traffic interruption. The broadcast storm protection feature is especially useful
in a more complex network of many unmanaged switches, particularly when cables are
disconnected and reconnected frequently.

DIP switch II provides different functions based on the model.

* DIP switch II - GbE switches - ON enables Jumbo frame support
* DIP switch II is not used on other switches.

DIP switches

OFF ON

1'10 I Stride® SE2 Series Industrial Ethernet Switches User Manual 2nd Ed. Rev. H
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Reset (Managed Switches)

The switch can be reset (power cycle) by pressing the RESET button on the face of the switch
for 1-3 seconds.

The switch will be RESET to FACTORY DEFAULT by pressing the RESET button on the

face of the switch for 5 seconds.

The switch may also be reset or restored to factory defaults via the switch management
interface.

Stride® SE2 Series Industrial Ethernet Switches User Manual 2nd Ed. Rev. H I 1'11
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LED Indicators
LEDs on DIN rail Mounted Models

Power
i LEDs

Communication LEDs

Indicates that there is a proper Ethernet connection (Link) between
On |the port and another Ethernet device, but no communications activity
is detected.

Indicates that there is a proper Ethernet connection (Link)

ACT/LNK LED| Blinking | between the port and another Ethernet device, and that there is
communications acivity.

Indicates that there is not a proper Ethernet connection (Link)

off between the port and another Ethernet device. Make sure the cable

has been plugged securely into the ports at both ends.

Speed LED On A 100 Mbps (100BaseT) connection is detected.
,%/zgz; off A 10 Mbps (10BaseT) connection is detected.

Speed LED On A 1000 Mbps (1000BaseT) connection is detected
,1;/,00/4112[05{10”0 off A 100 or 10 Mbps (100BaseT or 10BaseT) connection is detected

Activity/Link ’
and
Speed LEDs

Power Front Panel LEDs

LEDs On CPU is running abnormally or the switch is starting
* Blinking o

RUN (1Hz) CPU is running normally
off CPU is not running
On System alarm

*

(DD off No system alarm
On Power 1 connected and operational

ALY off Power 1 no voltage
On Power 2 connected and operational

ALY off Power 2 no voltage
On Master (AD-Ring mode) / Root (ADP mode)

RING * Blinking Slave (AD-Ring mode) / B-Root (ADP mode)
Off No ring mode

PoE** On Port is providing power

0 off Port is not providing power
PoE LED * Managed switches only
** PoE switches only

1'12 I Stride® SE2 Series Industrial Ethernet Switches User Manual 2nd Ed. Rev. H
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LEDs on IP65 Models

Power
LEDs

Ethernet LEDs
(one per M12
connection)

IP65 Models Front Panel LEDs

On Power 1 connected and operational
Power 1 LED P

off Power 1 no voltage

On Power 2 connected and operational
Power 2 LED P

off Power 2 no voltage
Ethernet port On Ethernet port connected

ernet po P ;

connection status LED Blinking Ethernet port active .

off Ethernet port no connection

Stride® SE2 Series Industrial Ethernet Switches User Manual
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Installation, DIN Rail Mounting

Stride SE2 series switches can be snapped onto a standard 35 mm x 7.5 mm height DIN rail
(Standard: CENELEC EN50022) and can be mounted either vertically or horizontally. See
Installation, IP65 Switches Panel Mounting later in this chapter for mounting IP65 rated
switches. Allow 2cm (0.79 in) of clearance between the SE2 switch and other equipment on
the DIN rail, side to side and top to bottom.

‘E NOTE: Make sure to allow enough room to route your Ethernet copper or fiber optic cables.

DIN rail installation steps (All Models):

Hook top back
of unit over the

DIN rail.

@\,

Push bottom \
back onto the DIN rail — CLICK —
until it snaps into place. 7

DIN rail removal steps (Unmanaged Models):

@ ¢ Push the unit Rotate the bottom
— down to free @ of the unit away
the bottom from the DIN rail.

of the DIN rail. k

Unhook top of
@ unit and lift switch up
to remove from
DIN rail.
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DIN rail removal steps (Unmanaged Models):

@

Rotate body
of unit.

Lift unit up
@ to remove from
DIN rail.

{ Insert screwdriver

into spring locking plate
@ and rotate upward to

release DIN rail clamp.
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Installation, Optional Panel Mounting
Stride SE2 Din rail series switches can be panel mounted with the addition of the optional
panel mounting brackets SE2-PM1 or SE2-PM3.
¢ SE2-PM1 is compatible with SSE2-SW5Ux, SE2-SW8U-x, and SE2-MCx

* SE2-PM3 is compatible with SE2-SWPx, SE2-SW8UG-T, SE2-SW10UG-2P-T,
SE2-SW16U-T, SE2-SW18U-2G-T and all SE2 managed switches.

Mounting Instructions

/
@

Install
a SE2-PM1(3)
Bracket with
a supplied
-~ flathead
screws

//

Secure SE2-PM1(3) Bracket with
surface appropriate hardware.
(Surface mounting hardware is not included).

Remove DIN Rail
Bracket -
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Installation, IP65 Switches Panel Mounting

IP65 rated switches are designed to be panel mounted vertically or horizontally using the steps
below.

Panel mounting steps:

*  Use the dimensional drawing to locate (4) mounting screws on the panel. Recommended screws
are #4-40 pan head.

*  Install the screws in the panel leaving a gap of 5mm between the head of the screw and the panel.

*  Align the (4) mounting holes with the screw heads and move the switch on to the (4) mounting
screws. Allow the switch to slide into position.

*  Tighten the four mounting screws.
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Dimensional Drawings

‘E NOTE: Allow 20mm (0.79 in) clearance around each switch for proper cooling.

Dimensions

mm / [inches]
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ues O 14s L ues NI 145 ‘
‘ 0 || f4e0 —t W”T SESN lallin -
54.5 5415
o (2151 [2.14]
i, - o o |
SE2-MC2U-C1-T, SE2-MC2U-T1-T,
SE2-SW5U, SE2-SW5U-T, SE2-SW5UG-T, SE2-SW8U
SE2-SW5U-1C1-T, SE2-SW5U-1T1-T SE2-SW8U-T
77.3
Xrs [3.04]
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Dimensional Drawings (cont'd)

‘E NOTE: Allow 20mm (0.79”) clearance around each switch for proper cooling.

Dimensions
mm / [inches]

1199
115.8 [4.72
[456] 536 _ 106.0
536 _ 106.0 ‘ 2117 [4.17]
(210 [4.17] ‘
- - = S s
B ¥ ¥ { ’
[0 9 || B
E] [E [2.73: E] [E % '
580 e 330 i J 2 L] L Ly
| 00| ©7 [ s P
gil 2543
[2.55C .E. E
L N S — ® ® L ® ®
SE2-SW8UG-T SE2-SW10UG-2P-T
1158
[4.56]
796 106.0
[313] [4.17]
= =1 T ® T e
SEERNE o
JIERERE [2.721
360 | L OB OF || 1340 %
[5.35] R E‘
65.0
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Dimensional Drawings (cont'd)

‘E NOTE: Allow 20mm (0.79”) clearance around each switch for proper cooling.

Dimensions
mm / [inches]
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107.3 -CI
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Dimensional Drawings (cont'd)

Dimensions
mm / [inches]
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Dimensional Drawings (cont'd)

Dimensions
mm / [inches]
117.0
[4.61]
536 _ 106.5
[2.111] [4.19]
CL
o

[5.31] 0

135.0 2 %% ]
a

SE2-SW8M
USB CONSOLE 117.0
PORT [4.61]
106.5
[4.19]
70.0
{ [2.75]

135.0
[5.31] -

e

-

SE2-SW8M-2P

1'22 I Stride® SE2 Series Industrial Ethernet Switches User Manual 2nd Ed. Rev. H



Chapter 1: Hardware -

Dimensional Drawings (cont'd)

Dimensions
mm / [inches]
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Dimensional Drawings (cont'd)

Dimensions
mm / [inches]

USB CONSOLE

14355

135.0
[5.31]

&

)L

A

A

Ak

PORT [5.73]
137.0
[5.39]
- —
69.5
ﬁ [(e./73]
625
[2.58]
SE2-SW16M
USB CONSOLE 145.5
PORT [3.73]
137.0
[3.39]
69.5

[2.73]

695
[2.58]

SE2-SW18MG-2P
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Dimensional Drawings (cont'd)

Dimensions for SFP Transceiver Modules

Dimensions
mm / [inches]

0.33
[8.5]

— 218
[55.4]

SFP-4K-FMF, SFP-30K-FSF, SFP-500-GMF, SFP-2K-GMF, SFP-10K-GSF and SFP-30K-GSF
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Power Wiring
: WARNING: Before performing any wiring to these switches make sure...

 The area is currently nonhazardous (especially when working in Class 1, Div 2 or Zone 2
hazardous locations).

* Power is off to the switch

* The screw terminal block is unplugged. This is especially important on the aluminum housed
units. Connecting or disconnecting wires to the screw block when it’s in place and power is
turned on can allow the screwdriver to short the power to the case.

Unmanaged non-PoE Models (DIN rail mount)

The switch can be powered from the same source that is used to power your other devices.
To maintain the UL listing, this must be a Class 2 power supply. 12, 24 or 48 VDC or 24VAC
needs to be applied between the P1+ terminal and the P1- terminal as shown below. The
chassis screw terminal should be tied to panel or chassis ground. To reduce down time
resulting from power loss, the switch can be powered redundantly with a second power
supply as shown below. The switch is equipped with reverse power protection, but care
should be taken to connect the positive and negative terminals correctly.

A recommended DC power supply is AutomationDirect.com part number PSL-24-030.

Power Details Redundant DC Power

Power Input Redundant Input Terminals P1- P1+ P2- P2+

Input Voltage Class 2 Power Supply: 12-48 VDC, 18-30 VAC* QRS

Input Voltage Range 9-60 VDC, 18-30 VAC i

Reverse Power Yes

Protection Chassis
24-12 AWG, max wire length 3m (9.84 ft); GND

Wire Size and Torque Wire strip length 7mm; < ) < > (panel)

Torque: 4.5-5.0 Ib-in (0.51-0.75 N-m) Optional Dual DC Supplies
Power Consumption Refer to Models tables on previous pages in this chapter.

* The SE2 series unmanaged switches use a full wave rectifier.
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Unmanaged PoE Switches

‘E NOTE: In order to source power (PSE), a PoE switch must be supplied with 48-58 VDC. When supplied with 12-24 VDC,
the switch will communicate properly via Ethernet but will not source power by PoE to a connected device (PD).

The switch can be powered from the same source that is used to power your other devices.
To maintain the UL listing, this must be a Class 2 power supply. 48 VDC must be applied
between the P1+ terminal and the P1- terminal as shown.

The chassis screw terminal should be tied to panel or chassis ground. To reduce down time
resulting from power loss, the switch can be powered redundantly with a second power supply
as shown below. The switch is equipped with reverse power protection, but care should be
taken to connect the positive and negative terminals correctly.

A recommended DC power supply is AutomationDirect.com part number PSB48-120S.

Power Details Redundant DC Power

Redundant Input Terminals

Power Input Class 2 Power Supply: P1+ P1- P2+ P2-
12 or 24VDC for Ethernet communications only, OO00OO
Input Voltage 48-58 VDC for PoE (15.4 W per port)

54-58 VDC for PoE+ (30W per port) Chassis
Reverse Power Yes GND
Protection (panel)

24-16 AWG, max wire length 3m (9.84 ft);
Wire Size and Torque | Wire strip length 7mm;
Torque: 1.77 Ib-in (0.20 N'-m)

Power Consumption switch only = 3W
Ensure power supply to the switch is sized adequately to

Optional Dual DC Supplies

Power Budget account for powered devices (PD).
g switch plus PDs = 123 W max
i <5Q
Ground Connection 18- 14 ANG

= NOTE: Although the IEEE 802.3at/at standards require the PD to be insensitive to the polarity of the power supply, care
‘E should be taken to confirm that the connected PD is fully compliant to the stanaard. If the connected PD is sensitive to
the power polarity, select an appropriate Ethernet cable, straight through or crossover, to meet the requirements of the
connected PD.
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M12 Connector Equipped Models

The switch can be powered from the same source that is used to power your other devices.
To maintain the UL listing, this must be a Class 2 power supply. 12, 24 or 48 VDC or 24VAC
(the SE2 series unmanaged switches use a full wave rectifier) needs to be applied through an
M12 (A coded, female, 4-pin) connector as shown in the chart below. The chassis ground
screw located on the front of the switch housing should be tied to panel or chassis ground. To
reduce down time resulting from power loss, the switch can be powered redundantly with a
second power supply as shown in the chart below. The switch is equipped with reverse power
protection, but care should be taken to connect the positive and negative terminals correctly.

Power Port Pin Definitions

(4)

=5

1'28 I Stride® SE2 Series Industrial Ethernet Switches User Manual

Pin DC Wiring| AC Wiring
1 P1- PWRT: - PWR1
2 P1+ PWRT: + PWR1
3 P2- PWR2: - PWR2
4 P2 + PWR2: + PWR2
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Managed Switches

The switch can be powered from the same DC source that is used to power your other devices.
To maintain the UL listing, this must be a Class 2 power supply. A DC voltage in the range of
12 to 24 VDC needs to be applied between the P1+ terminal and the P1- terminal as shown
below. The chassis screw terminal should be tied to panel or chassis ground. To reduce down
time resulting from power loss, the switch can be powered redundantly with a second power

supply as shown below.

A recommended DC power supply is AutomationDirect.com part number PSL-24-030.

Redundant DC Power Power Details

PWR1 PWR2 Power Input Redundant Input Terminals
PPk Input Voltage Class 2 Power Supply: 12-24 VDG
Input Voltage Range 10.2-27.6 VDG
%%%%% geversq Power Yes
rotection

@ %7 @ Wire Size and Torque

18-12 AWG, max wire length 3m (9.84 ft);
Wire strip length 7mm;
Torque: 3.5 1b-in (0.4 N-m)

Power Consumption

Refer to Models tables on previous pages in this chapter

Communication Ports Wiring

Overview

The industrial Ethernet switches provide connections to standard Ethernet devices such as
PLCs, Ethernet I/O, industrial computers and much more. RJ45 or M12 (for IP65 locations)
Ethernet ports or fiber/SFP option ports are available depending on model.

Ethernet Wiring

Use data-quality (not voice-quality) twisted pair cable rated category 5e (or better) with
standard RJ45 or M12 (D coded, male, 4-pin) connectors. Straight-through or crossover
Ethernet cable can be used for all devices the switch is connected to because all the ports are

capable of auto-mdi/mdix-crossover detection.

The RJ45 Ethernet port connector bodies on these products are metallic and connected
to the Chassis GND terminal. Therefore, shielded cables may be used to provide further
protection. To prevent ground loops, the cable shield should be tied to the metal connector
body at one end of the cable only. Electrical isolation is also provided on the Ethernet ports

for increased reliability.

Duplex Operation

The RJ45 and M12 ports will auto-sense for Full or Half duplex operation.

‘E NOTE: M12 caps (part number: ZP-JBH-CAP) must be used on open (disconnected) ports.
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Ethernet Cable Wiring
Straight-thru Cable Wiring Cross-over Cable Wiring
Pin1 Pin1 Pin1 Pin3
Pin2 Pin 2 Pin2 Pin 6
Pin 3 Pin 3 Pin3 Pin1
Pin 4 Pin 4 Pin4 Pin 4
Pin5 Pin5 Pin5 Pin5
Pin 6 Pin 6 Pin6 Pin2
Pin7 Pin7 Pin7 Pin7
Pin 8 Pin 8 Pin8 Pin8
NOTE: For reference only. Either cable wiring will work.
Ethernet

I

00000

Cable Distance

Plug & Connector

Pin Positions

PoE Switch Ethernet Port Pin Definitions

Pin Pin
1 V- 5 TRD2 -
2 V+ 6 V-
3 V- 7 TRD3 +
4 | TRD2 + (transmit / receive data) | 8 TRD3 -

The maximum cable length for 10/100/1000BaseT is 100 meters (328 ft.).

M12 Communication Wiring

Communication Port Pin Definitions

Pin MDI Signal
1 Transmit Data + (TD+)
2 Receive Data + (RD+)
3 Transmit Data - (TD-)
4 Receive Data - (RD-)
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Ethernet Fiber Wiring Guidelines

Some switches include fiber ports, either SC or ST connector, or an SFP option. Refer to the
switch specifications for details on the available connection types.

For each fiber port there is a transmit (TX) and receive (RX) signal. When making your fiber
optic connections, make sure that the transmit (TX) port of the switch connects to the receive
(RX) port of the other device, and the receive (RX) port of the switch connects to the transmit
(TX) port of the other device. Use standard fiber optic wiring techniques (not covered by this
manual) to make your connections.

It is important to consider the output power and the receiver sensitivity for each end of each
fiber connection, especially when the distances that each fiber transceiver in each switch

are specified to support differ or when the transceivers (switches) are separated at a distance
different than that which the transceivers are specified to support.

It is important to include in your network design an evaluation of the output power and
receiver sensitivity based on:

Switch 1 Switch 2
Tx1 Rx2
Rx1 Tx2

The fiber cable loss (LF) plus attenuator loss (LR) should be greater than the transmit power
(TX) minus the receive power (RX).

So, LR =TXI —RX2 - LE for the attenuator (LR) placed at RX2 and
LR = TX2 — RX1 - LEF, for the attenuator (LR) placed at RX1.

Verifying Connectivity
After all Ethernet and/or fiber connections are made, check the LEDs corresponding to the
ports that each of the devices are connected to. Ensure that for each port that is in use, the
LED is on or blinking. If a port LED is off, go back and check for connectivity problems
between that port and the network device connected to that port (see prior section on LEDs).

Alarm Wiring

Alarm conditions may be configured in the switch, see Chapter 3 for details. When an alarm
condition is true, the normally open contact closes and the normally closed contact opens up.
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Technical Specifications

Unmanaged Models
The following specifications refer to these models.
SE2-MC2U-C1-T SE2-SW5U SE2-SW8U SE2-SW10UG-2P-T
SE2-MC2U-T1-T SE2-SW5U-T SE2-SW8U-T SE2-SW16U-T
SE2-SW5UG-T SE2-SW8U-2C1-T SE2-SW18U-2G-T
SE2-SW5U-1C1-T SE2-SW8U-2T1-T
SE2-SW5U-1T1-T SE2-SW8UG-T

General Specifications

Operating Mode Store and forward wire speed switching, non-blocking
Devices Supported Al IEEE 802.3 compliant devices are supported
MAC Addresses 8K for SE2-SWxG-T, SE2—82\}/<V1 6U-T, SE2-SW18U-2G-T
Packet Buffer 1Mbit
0.75 Mpps - SE2-MC2U-x, SE2-SW5U & SE2-SW5U-x
i 1.2 Mpps - SE2-SW8U-x
Packet Forwarding Rate 7.4 Mpps - SE2-SW5UG-T

14.9 Mpps - SE2-SW8UG-T & SE2-SW10UG-2P-T
5.7 Mpps - SE2-SW16U-T & SE2-SW18U-2G-T

Broadcast Storm Protection*

DIP switch enabled (DIP switch I)

Latency

<10ps

Jumbo Frame Support

DIP switch enabled for SE2-SW5UG-T, SE2-SW8UG-T, SE2-SW10UG-2P-T and
SE2-SW18U-2G-T only (DIP switch 1T ON)**

Storage Temperature Range

4010485 °C (-40to +185 °F)

Humidity (non-condensing)

510 95% RH

Environmental Air No corrosive gases permitted
Vibration, Shock & Freefall IEC60068-2-6, -27, -32
EMI Emissions FCC CFR47 Part 15, EN55032/CISPR32, Class A
IEC61000-4-2 (ESD): +/- 6KV (contact), +/- 8KV (air)
IEC61000-4-3 (RS): 10V/m (80MHz ~ 2GHz)
EMS IEC61000-4-4 (EFT): Power Port +/- 2kV; Data Port: +/- 1kV
IEC61000-4-5 (Surge): Power Port: +/- 1kV/DM, +/- 2kV/CM;
Data Port +/- 2kV
IEC61000-4-6 (CS): 10V (150kHz ~ 80MHz)
RoHS and WEEE RoHS (Pb free) and WEEE compliant
Packaging and Protection Metal case, IP30
Hazardous Locations ANSI/IS 12.12.01-2015 & CSA 22.2 No. 213-15 (Class |, Div.2) (file #£200031);
UL/cUL 61010-1 and 61010-2-201,
Agency Approvals Class 1, Div. 2, Groups A, B C, D, (UL file #E200031)
* Broadcast storm threshold value is 2 packets/100ms for 10 Mbps port or 2 packets/10ms far 100 Mbps and 1000 Mbps ports.

** DIP switch 11 is unused on the 10/100 models.
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Unmanaged Models Technical Specifications (cont'd)

Power Details

Power Input Redundant Input Terminals

Input Voltage Class 2 Power Supply: 12-48 VDC, 18-30VAC* 50/60 Hz
Input Voltage Range 9-60 VDC, 18-30 VAC

Reverse Power Protection Yes

Power Consumption Refer to Models tables on previous pages in this chapter

Port Type

* The SE2 series unmanaged switches use a full wave rectifier.

RJ45 Ports

Shielded RJ45

Ethernet Compliance

IEEE 802.3i, 802.3u, 802.3x for 10/100 Ethernet
IEEE 802.3ab, 802.37 for Gigabit Ethernet

Auto-Crossover

Yes, allows you to use straight-through or crossover wired cables

Auto-Sensing Operation

Yes, full and half duplex

Auto-Negotiating Speed Yes

Flow Control Automatic

Cable Requirements Twisted pair (Cat5e or better) (shielded recommended)
Max. Cable Distance 100 meters

SC/ST Fiber Port: (100BaseFX Multimode)
100BaseFX Ports 2
Fiber Port Connector ST or SC, by model
Optimal Fiber Cable 50/125 or 62.5/125 ym
Center Wavelength 1300 nm
Links up to 4 km typ.
Multimode > Transmitter power (dBm): -21 min, -17 typ, -14 max

> Receiver sensitivity (dBm): -34 typ, -31 max

Nominal Max. Distance

(full duplex) 4m
Eye Safety (laser) IEC 60825-1, Class 1; FDA 21 CFR 1040.10 and 1040.11

SFP (Small Form Factor Pluggable) Poris

Optional SFP modules sold separately. Use only Gigabit speed SFPs with SE2-SW10UG-2P-T.

Eye Safety \

IEC 60825-1, Class 1; FDA 21 CFR 1040.10 and 1040.11

. NOTE: Refer to SFP module specifications for details specific to the SFP installed.
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Unmanaged PoE Models

The following specifications refer to these models.

General Specifications

SE2-SWPSU-T
SE2-SWPSUG-T

Operating Mode Store and forward wire speed switching, non-blocking
Devices Supported All [EEE 802.3 compliant devices are supported
MAC Addresses 2K
Packet Buffer 1Mbit
Packet Forwarding Rate 1.5 Mpps
Broadcast Storm Protection* DIP switch enabled (DIP switch I)
Latency <158
Jumbo Frame 9K
Storage Temperature Range -40t0 +85 °C (-40 to +185 °F)
Humidity N
(non-condensing) 51095% RH
Environmental Air No corrosive gases permitted
Vibration, Shock & Freefall IEC60068-2-6, -27, -32
EMI Emissions FCC CFR47 Part 15, EN55032/CISPR32, Class A

IEC61000-4-2 (ESD): +/- 6KV (contact), +/- 8kV (air)

IEC61000-4-3 (RS): 10V/m (80MHz ~ 2GHz)
EMS IEC61000-4-4 (EFT): Power Port +/- 2kV; Data Port: +/- 1kV
|EC61000-4-5 (Surge): Power Port: +/- 1kV/DM, +/- 2kV/CM;
Data Port +/- 2kV
IEC61000-4-6 (CS): 10V (150kHz ~ 80MHz)
RoHS and WEEE RoHS (Pb free) and WEEE compliant
Packaging and Protection Metal case, IP30
: ANSI/ISA 12.12.01-2015 & CSA 22.2 No. 213-15 (Class |, Div.2)
Hazardous Locations (fle #E200031):
UL/cUL 61010-1 and 61010-2-201
Agency Approvals Class 1, Div. 2, Groups A,CBE, C, D, (UL file #£200031)
* Broadcast storm threshold value is 2 packets/100ms for 10 Mbps port or 2 packets/10ms for 100 Mbps and 1000 Mbps ports.
DIP switch I is unused.
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Unmanaged PoE Models Technical Specifications (cont'd)

Power Details

Redundant Input Terminals
Power Input Class 2 Power Supply
12 or 24VDC for Ethernet communications only,
Input Voltage 48-58 VIDC for PoE (15.4 W per port)
54-58 VDC for PoE+ (30W per port)
Reverse Power Protection Yes
24-16 AWG, max wire length 3m (9.84 ft);
Wire Size and Torque Wire strip length 7mm;
Torque: 1.77 Ib-in (0.2 N-m)
Wire Temperature 85°C (185°F) Max.
Power Consumption switch only = 3W
Ensure power supply to the switch is sized adequately to account for powered
Power Budget ___devices (PD).
switch plus PDs = 123 W max
; <50
Ground Connection 18-14 ANG
Port Type Shielded RJ45
|EEE 802.3i, 802.3u, 802.3x for 10/100 Ethernet
Ethernet Compliance IEEE 802.3ab, 802.3z for Gigabit Fthernet
IEEE 802.3af or 802.3at for PoE
Auto-Crossover Yes, allows you to use straight-through or crossover wired cables
Auto-Sensing Operation Yes, full and half duplex
Auto-Negotiating Speed Yes
Flow Control Automatic
Cable Requirements Twisted pair (Cat5e or better) (shielded recommended)
Max. Cable Distance 100 meters
30W at 48-58 VDC
720mA
Max Power per Port Vepins 1,2
V-pins 3,6
54-58 VDC for PoE+
Power Input 48-58 VDC for PoE
Yes - the switch port will detect the presence of a PoE enabled device before
PD (Powered Device) Detection |scnding power. If a non-PoE device is detected, power will not be sourced on that
port but Ethernet connections will be permitted.
PoE Overload Protection Yes
Reverse Protection Yes
Redundancy Protection Yes
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Unmanaged IP65 Rated Models

The following specifications refer to these models.

SE-SW5U-NG5-T
SE-SW8U-NB5-T

General Specifications

Operating Mode Store and forward wire speed switching, non-blocking

Devices Supported All [EEE 802.3 compliant devices are supported

MAC Addresses K

Packet Buffer 1Mbit

Packet Forwarding Rate 1.2 Mpps

Latency <10 s

Operating Temperature } o [ o

Range 40 to +75°C (-40 to +167°F)

Storage Temperature ) o [ o

Range 40 to +85°C (-40 to +185°F)

Humidity 0

(non-condensing) 51095% A

Pollution Degree 2

Vibration and Shock IEC60068-2-6, -27, -32

Freefall |IEC60068-2-32

Safety EN60950-1

EMI Emissions FCC CFR47 Part 15, EN55032/CISPR32, Class A

IFC61000-4-2 (ESD): + 6KV (contact), + 8KV (air)
|EC61000-4-3 (RS): 20V/m (80MHz ~ 2 GHz)
|IEC61000-4-4 (EFT): Power Port + 2kV; Data Port: + 2kV

EMS IEC61000-4-5 (Surge): Power Port: = 1kV/DM, = 2KV/CM

|[EC61000-4-6 (CS): 10V (150 kHz ~ 80 MHz)
IEC61000-4-8 (Power frequency magnetic field) :50 Hz 100A/m
IEC61000-4-9 (Pulsed magnetic field) :300A/m
IEC61000-4-29 (Voltage short interruptions) :10ms 100%

RoHS and WEEE RoHS (Pb free) and WEEE compliant

Packaging and

Protection Metal Case, IP65

UL/cUL 61010-1 and
Agency Approvals UL/cUL 61010-2-201 (UL file #£157382), CE, EN50155, EN50121
Power Details

Power Input Redundant Input M12 connector

Input Voltage Class 2 Power Supply: 12-48 VDC, 18-30VAC* 50/60 Hz

Input Voltage Range 9-60 VDC, 18-30 VAC

Power Input Ports M12, male, A-coding, 4-pin

Reverse Power Protection Yes

* The SE2 series unmanaged switches use a full wave rectifier.
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Unmanaged IP65 Rated Models (contd)

M12 Ethernet Ports

10/100BaseT ports M12, female, D-coding, 4-pin

Ethernet Compliance IEEE 802.3i, 802.3u, 802.3x
Yes, allows you to use straight-through or
crossover wired cables

Auto-Crossover

Auto-Sensing Operation Yes, full and half duplex
Auto-Negotiating Speed Yes

Flow Control Automatic

Cable Requirements Twisted pair (Cat5 or better) (shielded recommended)
Max. Cable Distance 100 meters

M12 caps (ZP-JBH-CAP) need to be used on open (disconnect) ports.

Stride® SE2 Series Industrial Ethernet Switches User Manual 2nd Ed. Rev. H I 1'37



- St'fd e Chapter 1: Hardware

Managed Models

The following specifications refer to these models.

SE2-SW8M
SE2-SW8M-2C1

SE2-SW16M
SE2-SW18MG-2P

SE2-SW8M-2T1
SE2-SW8M-2P

General Specifications

Operating Mode Store and forward wire speed switching, non-blocking
Devices Supported All IEEE 802.3 compliant devices are supported
8K
MAC Addresses 16K for SE2-SWBM-2P
SNMP v1 /v2 /v3, RMON, DHCP, SNTP, TFTP, STP, RSTP, QoS / DS, IGMPv1 / v2,
gmemft’ Zr otocols VLAN (tag and port based),
upporte HTTP, HTTPS (SSL and TSL), Telnet, SSH and more
Industrial Protocols Modbus TCP, EtherNet/IP, PROFInet,
Supported Foundation Fieldbus HSE and others
1.4 Mpps — SE2-SW8M
14 Mpps—%EZ—%WBM—Zm
. 1.4 Mpps—SE2-SWaM-2T1
Packet Forwarding Rate 5.5 Mpps—SE2-SWaNI-2P
5.4 Mpps—SE2-SW16M
5.4 Mpps—SF2-SW18MG-2P
Latency <10ps

Operating Temperature Range

4010 +75°C (-40 10 +167°F)

Storage Temperature Range

4010 +85°C (-40 10 +185°F)

Humidity 9
(non-condensing) 51095% RH
Environmental Air No corrosive gases permitted
Vibration, Shock & Freefall IEC60068-2-6, -27, -32
EMI Emissions FCC CFRA7 Part 15, EN55032/CISPR32, Class A
IEC61000-4-2 (ESD): + 8KV (contact), + 15kV (air)
IEC61000-4-3 (RS): 10V/m (80MHz ~ 2GHz)
|EC61000-4-4 (EFT): Power Port + 4kV;
EMS Data Port: + 2kV
IEC61000-4-5 (Surge): Power Port: + 2kV/DM,
+ 4KV/CM:; Data Port + 2kV
IEC61000-4-6 (CS): 10V (150kHz ~ 80MHz)
Hazardous Locations ANSI/ISA 12.12.01-2015 & CSA 22.2 No. 213-15 (Class |, Div.2) (file #£200031);
RoHS and WEEE RoHS (Pb free) and WEEE compliant
Packaging and Protection Metal case, IP40
Agency Approvals UL/cUL 508, CE
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Managed Models (contd)
Power Details

Power Input Redundant Input Terminals
Input Voltage Class 2 Power Supply: 12-24 VDC
Input Voltage Range 10.2-27.6 VDC
Reverse Power Protection Yes

18-12 AWG, max wire length 3m (9.84 t);
Wire Size and Torque Wire strip length 7mm;

Torque: 3.5 b-in (0.4 N-m)
Power Consumption Refer to Models table on previous pages in this chapter
RJ45 Ports
Port Type Shielded RJ45
P |EEE 802.3i, 802.3u, 802.3x for 10/100 Ethernet
Ethernet Compliance IEEE 602.3ab. 80237 for Gigabit Etheret
. Yes, allows you to use straight-through or crossover

Auto-Crossover wired cables
Auto-Sensing Operation Yes, full and half duplex
Auto-Negotiating Speed Yes
Flow Control Automatic
Cable Requirements Twisted pair (Catbe or better) (shielded recommended)
Max. Cable Distance 100 meters

SFP (pluggable) ports accept Mini-GBIC (SFP) transceivers with a speed of 1000Mbps or 100Mbps
See SFP datasheet for optional fiber transceiver specification

SC or ST Fiber Port: (100BaseFX multimode)

100BaseFX Ports 2
Fiber Port Connector ST or SC, by model
Optimal Fiber Cable 50/125 or 62.5/125 um
Center Wavelength 1300 nm
Links up to 4 km typ.
Multimode > Transmitter power (dBm): -21 min, -17 typ, -14 max
> Receiver sensitivity (dBm): -34 typ, -31 max
Nominal Max.Distance 4km
(full duplex)
Eye Safety (laser) IEC 60825-1, Class 1; FDA 21 CFR 1040.10 and 1040.11
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Chapter 2 - Managed Switch Introduction

Connecting to the Switch the First Time

The SE2 series managed switches may be managed via a mini-USB console port using CLI, or
via Ethernet port using CLI, telnet or web browser.
Information on console port access is provided in Appendix B.

Connecting to the switch for the first time over Ethernet is the recommended means of initial
access.

¢ Default IP Address: 192.168.0.1
e User Name: admin
*  Default password: admin
Connect to the switch using a Cat5e or better Ethernet cable.

The default browser access protocol is HT'TP, port 80. Added security is available by configuring
the switch to use SSL. When configured to use SSL, the IP address must be preceded by
“heeps://” in the address field; for example hteps://192.168.0.1

NOTE: All configuration changes except IP address and password must be committed to the switch by
229 performing SAVE. If not committed by SAVE, changes will be lost on power cycle. Likewise, changes
‘E made by performing LOAD DEFAULTS must be committed to the switch by performing SAVE or else the
switch will revert to the last committed changes on power cycle.

In order to connect to the switch, the IP address on your PC must be in the same subnet as
the IP address on the switch management interface. This section will help you step through:

1. Temporarily changing the PC IP address to an IP address on the same subnet as the
switch’s default IP address,

2. Changing the network information for the switch (IP address, subnet mask and default
gateway)

3. Changing the PC IP address back to the desired IP address and reconnecting to the switch.
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This example shows a switch connected directly to a PC running Windows 8.1.

1. Open Network and Sharing Center:

T ;_:_ < All Control Panel ltems » MNetwork and Sharing Center v ¢ Search Contraol... ©

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Unidentified network Access type: Mo Internet access
settings Public network Connections: @ Local Area Metwork za

Change your networking settings

4 Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.
See also
HomeGroup Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting infermation.
Internet Options

Windows Firewall

2a. Click on the name of the NIC connected to the switch to open the NIC status window.
2b. Click the Properties button:

General

Connection
IPv4 Connectivity: Mo Internet access
IPvE Connectivity: Mo Internet access
Media State: Enabled
Duration: 00:01:32
Speed: 1.0 Gbps

=
Sent — gg,‘ ——  Received

Bytes: 218,958 | 556,829

|®Properﬁes || @Disable || Diagnose |
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3a. Click to highlight Internet Protocol Version 4 (TCP/IPv4).
3b. Click the Properties button.

Networking | Sharing

Connect using:
E? ASIX AXBB179 USB 3.01to Gigabit Ethemet Adapter

This connection uses the following items:

[ = 05 Packet Scheduler

[ -a Microsoft Network Adapter Muttiplexor Protocol
[] -2 Microsoft LLDP Protocol Driver

[ -a Link-Layer Topology Discovery Mapper 140 Driver
[ - Link-Layer Topology Discovery Responder

[ -a Intemet Protocol Version & (TCP/IPvE)

<. Intemet Protocol Version 4 (TCP/IPvd) 3@

< >

Install... | | Uninstall Properties Bb

Description

Allows your computer to access resources on a Microsoft
network.

OK || Cancel
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Write down (or screen capture) the existing settings so you can revert to them after we change
the switch IP address. For our example, the PC starting IP address is 10.11.47.123, the subnet
mask is 255.255.255.0 and there is no default gateway.

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, yvou need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

1P address: | 1011 .47 123

Subnet mask: | 255.255.255. 0 |

Default gateway: | . . . |

Obtain DNS server address automatically
(@) Use the following DNS server addresses:

Preferred DMS server: |

Alternate DMS server: |

[Jvalidate settings upon exit
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4a. Select the “Use the following IP address:” radio button, and enter 192.168.0.4 for the IP
address and 255.255.255.0 for the subnet mask.

NOTE 1: Neither the Network Address nor the Broadcast Address for your subnet are valid host addresses.
‘E For our example where the Subnet Mask is 255.255.255.0 and the first three octets of the switch address are

192.168.0, neither the PC nor the switch may be assigned 192.168.0.0 or 192.168.0.255 as their IP Address.
NOTE 2: No other device connected on this network may share the same address as the switch or the PC (or
any other device).

4b. Click OK on this window, then click OK on the properties window.

Internet Protocol Version 4 (TCP/IPv4) Properties

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: 192 . 168 . 0 . 4 4a
Subnet mask: 255,255 .255. O
Default gateway:

Obtain DNS server address automatically
(®) Use the following DNS server addresses:

Preferred DMS server:

Alternate DNS server:

[validate settings upon exit Advanced...

bl o ][ o

4c. Click CLOSE on the NIC Properties Window.

2'6 I Stride® SE2 Series Industrial Ethernet Switches User Manual 2nd Ed. Rev. H



Chapter 2 - Managed Switch Introduction

5. In your browser (we use Google Chrome for this example) type 192.168.0.1 (the switch’s IP
address) in the address field and Enter.

Mew Tab b4

C | [ 192.168.0.1

6. Enter “admin” for the User Name and Password and click Sign In.

. NOTE: “admin’ is the default User Name. “admin” is the default Password

@ Stride SE2-SW1BMG-2P X W

¢« C | ® 192.1680.1/signin.asp
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This screen will appear.

[ 192.168.0.1/welcomeasp X

& | @ 192.168.0.1/welcome.asp

Basic Info
Item Information
MAC Address 00-1E-CD-1A-61-A8
SN SIWOMATE1200005
IP Address 192.168.0.1
Subnet Mask 1255 255 2550
Gate\Way 192.168.0.1
System Name Switch
Device Model Stride SE2-SW1BMG-2P
Firmware Version FOOO3 (2016-12-10 14:12)
BootRom Version V2119 (2016-7-916:7)

Port Status

Administration Status Link | Speed

Disable —

Enable

Enable -

Enable —

Enable Full-Duplex

Enable -

Enable —

Enahle —

monﬁ.lmm.hum_-i

Enable

Enable

Enahle

Enable

Enable

Enahble —

Enable -

Enable Full-Duplex

Enahble —

Enable -
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7a. Navigate to the Switch Management Settings page.

7b. Enter the desired Network Information (IP address, Subnet Mask, & Gateway) and Device
Information (Project Name, etc).

@ Stride SE2-SW1BMG-2P  x W

¢ C | ® 192.168.0.1/incex.asp

Collapse | Expand Switch Management Settings

® Stride SE2-5W18MG-2P Switch Information
. ~e Port Statistics
- Basic Configuration Network Settings
- e Switch Management Settings 7a 00-1E-CD-1A-61-A8
- w Part Configuration ) Enable
- @ Change Password 1011472 7b
e LLDP
 ARP 255.265.255.0
- QoS Configuration U Disable Defauit Gateway
- Port Trunk (Link Aggregation) 10.11.47 1
- Port Rate Cenfiguration
- o Redundancy
o AD-RING Configuration
» RSTP/STP Configuration

RSTP/STP Transparent Transmission
* / P WestTankFarm
- & AD-RP

- e Multicast L2Switch1
- e Diagnostics 123 Town Road Centerville

« Port Monitor system support phone 123)456-7840]
» Link Check

» Virtual Cable Tester 7(:
- @ SNTP
- Port Security Options
-« Management Security
® S5H Note:

Device Information

» Dotlx The Device Information fields may only contain letters, numbers, underlines and dashes.

» Authentication Method Selection

- & TACACS+ Configuration

- w Browser Access Protocol

~@ VLAN

 VLAN Configuration
» GVRP (802.1Q)
o VLAN Summary

7c. Click Apply.
The management interface will automatically log out.

To log in again, you must change your PC to the new subnet of the switch. For our example,
the initial IP Address on the PC was on the desired subnet, so we'll repeat steps 1-4 using the
previous network information for the PC and the new IP address of the switch to log in again
to begin configuring your switch.

If you're unsure where to start with the configuration options, read the section in this manual
called “Why Do You Need a Managed Switch?” to understand more about the Stride SE2 series
managed switches, their capabilities and how these features may be used.

NOTE: The default settings enable RSTP on all ports and IGMP which will be adequate for many networks
with no further configuration.
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Why Do You Need a Managed Switch?

For many applications, an unmanaged switch will be adequate. In some networks, though, a
managed switch is helpful or required. In this chapter, we'll explain some of the most common
features that make a managed switch preferable.

Enhanced Traffic Filtering

An unmanaged switch will filter out many packets from an end device but there are still many
types of packets that an unmanaged switch cannot determine what to do with and must forward
to all ports. Whenever a device receives a packet that is not specifically targeted to that device,
it must spend resources processing the unintended communication before discarding it. This
delays the processing of communications intended for that device and hurts the determinism
and efficiency of a process.

A managed switch can help with this in several different ways:

*  Multicast Filtering (IGMP): Control systems often see a lot of Multicast packets. These
packets cannot be filtered out by an unmanaged switch. The Stride managed switch can
intelligently ‘learn’ whether certain Multicast packets should be sent to the devices on its
ports and will filter them or not filter them appropriately.

*  VLANSs: A VLAN divides a network in ways that previously required physical separation. It
may be difficult to physically group networks that need separation. Setting up VLANs can
simplify the setup for these situations.
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Troubleshooting
A valuable tool for troubleshooting communications on your Ethernet network is examining the
messages that are passed between devices. With hubs, it was possible to see the messages between
devices because hubs broadcast every packet to all ports. Unmanaged switches won't allow this
since they filter unicast packets to only the intended physical ports. Managed switches can help
with this by utilizing the Port Monitoring feature.

With the Port Monitoring feature you simply specify which ports’ data you want to view and
where to send that data. Plug your PC into the destination port and use Ethernet sniffing
software (such as Wireshark) to see the data being sent back and forth.

Redundancy
The downside of any Ethernet switch is the simple fact that it is another electronic component
in the system that could be subject to failure. There is also a risk that as a network grows and
more switches are added to it, a ‘ring’ may accidentally be created causing the network to go
down. Utilizing the Rapid Spanning Tree or AD-Ring feature of the Stride managed switch can
reduce these risks.

e RSTP: Rapid Spanning Tree Protocol is currently the preferred method to purposely create
a ring that allows multiple, redundant paths on the network but intelligently decides one
path when the network comes up, and assigns alternate paths if some part of the original
path goes down. The manner in which the switch decides the original paths and the time it
takes to change to an alternate path is much, much faster than the original Spanning Tree
Protocol. It is really only useful to enable the older STP if your legacy network requires this
protocol. The RSTP feature is enabled by default.

e AD-Ring: In many control systems, the time it takes for the RSTP algorithm to change
paths upon some network event is too slow. The AD-Ring is proprietary to the Stride SE2
series managed switches which means it will only work in a ring where all switches are SE2
series managed switches. But it has the advantage of changing paths very quickly.
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Security
Network security has become a great concern for facilities. While the network devices themselves
are only one part of a network security strategy, the Stride managed switches have several
security features.

Some security features protect access to switch management and will provide one level of
protection from the switch being accidentally or maliciously reconfigured.

Other security features provide one level of protection for the traffic on your network as it
moves across the switch.

*  Port Control: In the “Port Security Options” setup, you can disable ports that are not
being used. You may also limit the MAC addresses that will be allowed to communicate on
a port. These features help limit unauthorized access to your network.

*  Management Security: You can implement a secure password required to access the switch.
You can also set the browser access to https, increasing your security when accessing the
switch management configuration through the browser.

Better Network Awareness
The ability of the process to know when something is wrong with the network and what is
wrong is a great feature of the Stride managed switches. Your PLC or controlling device can
make ‘smarter’ decisions as to what alarms or fallback behavior to trigger based upon the
diagnostic data that is supplied by the switch.

*  Modbus: If you have a controlling device on the network that has Modbus TCP or UDP
client capability, several diagnostic tags can be read from the switch to indicate the health
of the network and certain configuration tags may be written into the switch.

*  EtherNet/IP: Similar to the Modbus/TCP feature, if you have a controller on the network
that has EtherNet/IP client capability, diagnostic tags can be read from the switch and
configuration settings may be written into the switch.

e SNMP: SNMP stands for Simple Network Management Protocol and is used for just that.
There are many commercial software tools that can query or receive ‘traps’ sent by the
Stride managed switch to ascertain events or health of the switch.

*  DPort and Power Status (Alarm Output): The Stride managed switch has two power
inputs that can be used for redundancy. If one of the power inputs fails, there is a relay
contact that can be configured to report this failure.

*  Spanning Tree Status: The switch can be configured to report when something in the

Spanning Tree has changed,
*  AD-Ring Status: The AD-Ring status can be ascertained from other devices as well.
*  MAC Table: The switch keeps a table of the MAC IDs of devices that are communicating

across it.
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Managed Switch Features

Besides the network settings and the device information described in Chapter 2, the switch has
a variety of features that will be valuable for many networks.

“““ NOTE: All configuration changes except IP address and password must be committed to the
‘E switch by performing SAVE. If not committed by SAVE, changes will be lost on power cycle.
Likewise, changes made by performing RESET DEFAULTS must be committed to the switch by performing SAVE or

else the switch will revert to the last committed changes on power cycle.

o--Em

| ¢

uir e

1| ok

si{GE| @
Lastelese ima {0000 00.00 00:0000

==

The port statistics page provides information that may be useful to troubleshoot or tune your
network.

The Port Statistics table identifies each port and port type:
¢ FE — Fast Ethernet — RJ45 connection
*  FX - 100Base Fx Fiber connection — ST or SC connection depending on model
*  GE - Gigabit Ethernet — RJ45 connection available on some models

*  GX - SFP - Optional SFP transceivers may be purchased separately and installed in
some models.

Bytes and packets sent or received show how busy and efficient your network is.

CRC errors and packets smaller than 64 bytes are symptoms of a problem on a port; start
troubleshooting by checking the integrity of the physical connections on that port. Also check
for a malfunctioning network card or software issues. The port may have been unintentionally
configured for half duplex rather than full duplex and these errors may point to traffic
collisions.
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Switch Management Settings

Switch Management Settings

IP Address
MAC Address 00-1E-CD-00-6D-4A
DHCP Enable
IP Address 192.168.0.1
Subnet Mask 255 255 255.0
Disable Default Gateway
GateWa
Y [192.168.0.1
Device Information
Project Name |PRJNAME
Switch Mame  |SWITCH
Location Switch Location
Contact Contact Info

To control and monitor the switch via the network, it must be configured with basic network
settings, including an IP address and subnet mask. Refer to Chapter 2 to learn how to initially

access your switch.

DHCP Enabled/Disabled: The switch can automatically obtain an IP address from a DHCP
server using the Dynamic Host Configuration Protocol (DHCP). This can speed up initial set
up, as the network administrator does not have to find an open IP address.

NOTE: If DHCP has been enabled, it will be necessary to connect to the console port to ascertain which IP address
has been assigned so that you may be able to access the switch using the web browser.

Gateway: The Gateway address is the address of a router that connects two different networks.If
you prefer to have no address configured for the Gateway, check “Disable Default Gateway”. A
Gateway is required to access switch management from a device that is not on the same subnet
as the switch management IP address.

Stride® SE2 Series Industrial Ethernet Switches User Manual
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Port Configuration
The switch default port settings allow you to connect to the Ethernet Ports without any
configuration. Should there be a need to change the negotiation settings or flow control
settings, you can do this on the Port Configuration page.

Jumbo Frames — Jumbo Frames (1632 bytes) are always enabled on SE2-SW16M and
SE2-SW18MG-2P and these switches do not have a Jumbo Frame enable option. On SE2-
SW8M(-x) models, the user can enable or disable Jumbo Frames on this page. Enabling Jumbo
Frames allows the switch to support 1632 byte frames. When Jumbo Frames are disabled, the
switch supports up to 1522 byte frames.

Administration — Also, to provide a level of network security, you may choose to restrict access
to the switch by administratively disabling unused ports. Ports that are disabled are virtually
non-existent (not visible for switch operation or spanning tree algorithm).

Auto — Auto Negotiation: All copper ports (FE and GE) are capable of auto-negotiation such
that the fastest bandwidth is selected. Choose to enable auto negotiation or use fixed settings.
Network performance can be optimized by disabling auto-negotiation and configuring Speed
and Duplex if network traffic is known.

100Mbps fiber ports are fixed speed only.

aaaaa

— | NOTE: The SFP settings are NOT automatically sensed or negotiated. If a 100 Mbps SFP is installed in the switch,
—— | that port must be manually set on the port configuration page to 100 Mbps.

3 -'1- I Stride® SE2 Series Industrial Ethernet Switches User Manual 2nd Ed. Rev. H



Chapter 3: Managed Switch Basic Features

|
Flow Control: Flow control can also be enabled or disabled. Flow control ensures that the
receiving devices takes in all the data without error. If the transmitting device sends at a faster
rate than the receiving device can manage, then the receiving device will eventually fill its buffer.
No further information can be taken when the buffer is full, so a flow control signal is sent to
the transmitting device to temporarily stop the flow of incoming data.
& x
B Stride SE2-SWBM Switch x W %
C (v ® 1921680.1/portasp * @ ® 80
) Intranet  [Y Beldin Industrial Ethe:  [§ Daptiv  [8] AutomationDirectSID  [Y Item Lookup [Y Direct Wellness @8 AutomationDirect.co IE Tab »
Port Configuration
Jumbo Frame [ Enable
Port | Type Auto Speed Duplex Flow Control
1 FE ¥ Enable ¥ Enable S 10M 100M Hali  Full Con
2 FE ¥ Enable ¥ Enable S 10M 100M Hali  Full Con
3 FE ¥ Enable ¥ Enable S10M 100M Hali  Full on
4 FE ¥ Enable ¥l Enable S1oM 100Mm Hali  Full on
5 FE ¥ Enable ¥ Enable © 10M 100M Half  Full U on
8 FE ¥ Enable ¥ Enable © 10M 100M Half  Full U on
7 FE ¥l Enable ¥ Enable 10M© 100M Half * Full Don
8 FE ¥ Enable ¥ Enable S 40M 100M Half  Full Con
Change Password
The SE2 series switches allow browser management access for user name admin. The default
password is admin. To provide an additional level of security, the password may be changed.
m
c |® 192.168.0.1/modifyPwd.asp ﬁ| :
Change Password
User Mame admin
Old Password
Mew Password
Confirm Password
Mote:
The Password may only contain letters, numbers, underlines and dashes, and max
length is 32 characters.
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Redundancy Settings

Another benefit of using managed switches over unmanaged switches is their redundancy
capabilities. This allows you to have an Ethernet network with extra connections, so if one path
between two points on the network fails, another path can be used to deliver messages. If one
link or switch fails, another link or switch can take over transparently to prevent unnecessary
down time. So why not just physically connect each of the switches in your network in various
loop configurations such that there are always at least two paths going to and from each switch?
That would create a broadcast loop that will bring a network to its knees very quickly.

In an unmanaged Ethernet network there can be only one path between any two ports on the
network. If there is more than one path from one switch to another, broadcast messages (and
in some cases other messages) sent by the network will be forwarded undil traffic completes a
loop by returning on the second path. Since the switches forward all broadcasts and do not keep
track of the messages they have sent, the returning message will be sent around the loop again
and again. A single message circulating forever around a loop at high speed is clearly not a good
thing, so no loops are allowed.

The limitations of having only one path are even simpler to see. If the one and only path fails
for any reason, such as a broken cable or power failure at one of the switches, there are no paths
left and no network traffic can get through. We need a way to add alternate paths without
creating loops. A redundancy protocol such as RSTP, a loop prevention protocol, is used such
that switches can communicate with each other to discover and prevent loops.

There are four methods of accomplishing redundancy in the Stride SE2 series managed
switches:

1. Spanning Tree Protocol (STP)

2. Rapid Spanning Tree Protocol (RSTP)

3. AD-Ring

4. AD-RP
The Spanning Tree Protocols (STP and RSTP) are industry standards and are thus compatible
with other manufacturer’s managed switches for situations where switches from multiple
manufacturers need to coexist and communicate. The recovery time, however, is slower with
the Spanning Tree Protocols than with the proprietary AD-Ring and AD-RP protocols. Unless
network conditions require you to use older ST, or application requirements require you to
have a very fast recovery, you will probably use RSTP. Its merits are discussed more on the
following pages.
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Spanning Tree Protocols
In the diagram below all the links are the same speed, 100 Mbps. The root ports are those
connected directly to the root bridge because they have the lowest path cost (only one hop).
The paths that must go through another bridge (switch) have a higher path cost (two hops)
and are designated as backup ports (decisions made internal to the switch by the Spanning Tree
Protocol). For the most efficient network, the ports connected directly to end stations do not
have RSTP Enabled so that RSTP doesn’t waste time considering them.

Root Designated
Bridge Bridge

End
Station : Path

Failure

Active Path

====Backup Path
(blocked)

Backup path
activated after
root path
failure

®= Root Port
= Backup Port
®

= Edge Port

End
Station

Designated Designated
Bridge Bridge
The Rapid Spanning Tree Protocol provides a standardized means for intelligent switches (also
called bridges) to enable or disable network paths so there are no loops, but there is an alternative

path if it is needed. Why is it called Rapid Spanning Tree Protocol?

*  Rapid: it is faster than the previous (and completely compatible) version called

Spanning Tree Protocol (STP).
*  Spanning;: it spans (connects) all of the stations and switches of the network.
*  Tree: its branches provide only one connection between two points.

In a Spanning Tree network, only one bridge (managed switch) is responsible for forwarding
packets between two adjacent LAN segments to ensure that no loops exist in a LAN. To
ensure that only one bridge is responsible, all other bridges on the network must cooperate
with each other to form a logical spanning tree that defines the pathways that packets should
take from bridge to bridge.
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The logical spanning tree has exactly one bridge that is assigned the role of root. All of the other
bridges need to have exactly one active path to the root. The job of the root bridge is to notify
all bridges connected in the tree that there has been a topology change and restructuring of the
tree is in progress (due to a communications link failure somewhere in the network or a new
switch added in the network). The root bridge is determined by the bridge priority assigned to
it and the MAC address.

By default, it is the bridge with the lowest MAC address that gets assigned the role as “root”,
but a specific bridge can be forced to be the root bridge by changing its bridge priority setting
(a lower number with respect to other bridges means higher priority, set on the Spanning Tree
Settings page).

Every communication path between each bridge (managed switch) on the network has an
associated cost. This “path cost” may be determined by the speed of each segment, because it
costs more time to move data at a slower speed, or the path cost can be manually configured to
encourage or discourage the use of a particular network. For example, you may not want to use
a particular high-speed link except when absolutely necessary because you pay a fee to a service
provider for data using that path, while another path is free (no monetary cost).

The path cost is the cumulative cost of all the hops from the root bridge to a particular port on
the network. A Spanning Tree network always uses the lower cost path available between a port
and the root bridge. When the available network connections change, the network reconfigures
itself as necessary.

See the RSTP examples topic in this section for an example of how the path cost can be
utilized to establish the primary and backup connections.

During the start-up of a Spanning Tree Network, all bridges (managed switches) are transmitting
configuration messages (BPDUs) claiming to be the root. If a switch receives a BPDU that is
“better” than the one it is sending, it will immediately stop claiming itself as the root and
send the “better” root information instead. Assuming the working network segments actually
connect all of the switches, after a certain period of time there will be only one switch that is
sending its own root information and this switch is the root. All other switches transmit the root
bridge’s information at the rate of the root bridge’s “hello time” or when the root bridge’s BPDU
is received on one of their ports.

The factor for determining which switch is the root (has the “best” root information) is the
bridge priority and its tie-breaker, the switch MAC address. If a switch has more than one path
to get messages from the root, other information in the configuration message determines which
path is the best.
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Once the root bridge is determined, all other switches see the root bridge’s information and path
information to the root. If more than one port provides a path to the root the non-root switches
must decide which port to use. They check all of their ports to select the port that is receiving
messages indicating the best path to the root.

The selected port for each bridge is called the root port. It provides the best path to communicate
with the root. The best path is determined first by the lowest total path cost to the root (root
path cost). Each port is assigned a cost (usually based on the speed) for messages received on that
port. The root path cost for a given path is the sum of the individual port costs for that path.
The lowest path cost indicates the shortest, fastest path to the root. If more than one path has
the same cost then the port priority assigned to each port and its tie-breaker, the port number,

pick the best path.

Recovery Time, Hops and Convergence
The typical RSTP recovery time (time to start forwarding messages on the backup port) on a
link-loss failure is <50ms per “hop”. A hop is defined as a link between two switches. A link to
an end station is not considered a hop.

The Max Age setting controls how long RSTP messages may circulate in the network. Since
the largest value allowed for Max Age is 40, the largest RSTP network hop-diameter is also 40.

See the RSTP Examples topic in this section for a more detailed explanation about hops
and recovery time.

The time it takes for all of the switches to have a stable configuration and send network traffic is
called the convergence time. STP was developed when it was acceptable to have a convergence
time of maybe a minute or more, but that is not the case anymore. Due to the increased demand
for better convergence times, Rapid Spanning Tree Protocol was developed, bringing the normal
convergence time for a properly configured network down to a few seconds. The RSTP takes
advantage of the fact that most modern Ethernet links between switches are point-to-point
connections. With a point-to-point link, the switches can quickly decide if the link should be
active or not.

AD-Ring limits the redundant path to a simple ring. For this reason, the recovery time is much
faster than even RSTP.

AD-RP allows one AD-Ring ring to provide redundancy for a second ring.

Pairs of ports that are configured for AD-Ring or AD-RP must be Disabled from participating
in Spanning Tree.

""" NOTE: AD-Ring and AD-RP are proprietary redundancy protocols and will only function properly in a network of all
Stride SE2 series switches.
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RSTP/STP Configuration
By default, RSTP is Enabled on all ports.

The Spanning Tree Settings enable you to choose the redundancy protocol and set parameters
related to that protocol.

2 x
[ Stride SE2-SW18MG-2F X
c ‘ ® 192.168.0.1/rstp.asp 1}| H
RSTP/STP Configuration
Protocol Settings
Protocol Types 5
Spanning Tree Friority 32768 (0-65535)

Hello Time 2 (1-10s)

WMax Age Time 20 (6-40s)

Forward Delay Time 15 (4-30s)

Message-age @c ® Default
Port Settings
Port Type| Protocol PortRole Port Status Port Priority(0-255) Path Cost{1-200000000) Cost Count

1 | FE ¥ Enable Link Down Di 128 2000000 ¥ Yes
2 | FE ¥ Enable Link Down Di 128 2000000 ¥ ves
3 | FE ¥l Enable Link Down Di 128 2000000 [ ves
4 | FE #| Enable Link Down Di: 128 2000000 ¥ ves
5 | FE ¥ Enable Link Down D 128 2000000 ¥ Yes
6 | FE ¥l Enable Link Down Di 128 2000000 ¥ ves
7 | FE ¥l Enable Link Down Di 128 2000000 [ ves
8 | FE ¥ Enable Link Down Di: 128 2000000 ) ves
9 | FE ¥ Enable Link Down Di 128 2000000 ¥ ves
10 | FE ¥l Enable Link Down Di 128 2000000 ¥ ves
11 | FE ¥ Enable Link Down Di: 128 2000000 ¥l ves
12 | FE | Enable Link Down Di: 128 2000000 ) Yes
13 | FE ¥ Enable Link Down Di 128 2000000 ¥ ves
14 | FE ¥l Enable Link Down Di 128 2000000 ¥ ves
15 | FE ¥ Enable Designated Forwarding 128 300000 ) ves
16 | FE ¥ Enable Link Down Di 128 2000000 ¥ Yes
G1| GE ¥ Enable Designated Forwarding 128 200000 ¥ ves
G2 | GE ¥l Enable Link Down Di 128 3000000 [ ves
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Protocol Types Choose the protocol by selecting RSTP (Rapid Spanning Tree Protocol) or
STP (Spanning Tree Protocol). Selecting “Disable” in the Protocol Settings box will globally
disable this advanced feature on this switch. Choosing RSTP or STP will allow the wiring of
redundant networks (such as rings) for automatic failover. RSTP is compatible with STP so in
most cases you should choose RSTP. RSTP/STP use BPDUs (Bridge Protocol Data Units) to
keep bridges informed of the network status.

CAUTION: If VLANS and redundancy (RSTP) are both enabled, situations can arise where the

& physical network is intact but one or more VLANs are being blocked by the redundancy algorithm and
communication over those VLANS fails. The best practice is to make all switch-to-switch connections
members of all VLANs to ensure connectivity at all times. Should you intend to use RSTP and VLANS at the
same time, please see the “VLAN with RSTP” section in this chapter for important information concerning
the setup of your network. Otherwise, communication failures may occur.

Select Disable if you do not require the switch to manage redundant network connections.
All ports will forward network traffic just as an unmanaged switch would. Otherwise RSTP
should usually be selected. RSTP is compatible with switches that only implement ST, an
older version of the protocol. If STP is selected only the original STP format messages will be
generated. Selecting STP reduces the chances of network packets being duplicated or delivered
out of order, but at the expense of much longer reconfiguration time.

Spanning Tree Priority (0 to 65535; Default = 32768): The spanning tree priority (bridge
priority) is used to determine the root bridge in the spanning tree. Lower numbers indicate a
better priority.

By default, the bridge with the lowest bridge priority is selected as the root. In the event of a tie,
the bridge with the lowest priority and lower MAC address is selected.

There are two ways to select a root bridge (switch).

The first is to leave all the spanning tree priority settings at the default setting of 32768. When
all the switches are set at the default priority, the managed switch with the lowest MAC address
is selected as the root. This may be adequate for networks with light or evenly distributed traffic.

The second way to select a root bridge is to customize priority settings of each bridge.
Customizing the spanning tree priority settings allows the network to select a root bridge
that gives the best network performance. The goal is generally to have the network traffic pass
through the network as directly as possible, so the root should be central in the network. If most
messages are between one central server and several clients, the root should probably be a switch
near the server so messages do not take a long path to the root and another long path back to
the server.

Once you decide which switch should be the root, it should be given the best (numerically
lowest) spanning tree priority number in the network.
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Hello Time (1 to 10 seconds; Default = 2): Configuration messages (BPDUs) are sent
periodically to other bridges based on a time period labeled hello time. Decreasing the hello time
gives faster recovery times; increasing the hello time interval decreases the overhead involved.

The hello time must satisfy the following constraints:

2 x (hello time + 1.0 seconds) < max age < 2 x (forward delay - 1.0 seconds)

Max Age Time (6 to 40 seconds; Default = 20): For STP, the max age indicates the maximum
time (in seconds) that the switch will wait for configuration messages (BPDUs) from other
managed switches. If that time expires, the switch assumes that it is no longer connected to the
root of the network. If a link goes down in a way that the switch can detect the loss of link, it
does not wait before reconfiguring the network.

For RSTP, the Maximum Age is not measured in seconds, rather these units are “hops”. RSTP
waits 3 times the Hello Time instead of Max Age before assuming that it is no longer connected
to the root of the network. However, Max Age is used to limit the number of hops Spanning
Tree information may travel from the root bridge before being discarded as invalid.

The maximum age must satisfy the following constraints:

2 x (hello time + 1.0 seconds) < max age < 2 x (forward delay - 1.0 seconds)

Forward Delay Time (4 to 30 seconds; Default = 15): The forward delay is a time (in seconds)
used by all switches in the network. This value is controlled by the root bridge and is used as
a timeout value to allow ports to begin forwarding traffic after network topology changes.
If RSTP cannot negotiate the link status, a port must wait twice the forward delay before
forwarding network traffic. In a properly configured network using RSTP (not STP) this setting
has very little effect. For STP networks, setting the time too short may allow temporary loops
when the network structure changes (switches turn on or off or links are added or broken). A
longer time will prevent temporary loops, but network traffic will be disrupted for a longer time.

The default value for the forward delay is 15 seconds. If you change this setting, the switch will
not allow a value unless it satisfies the following formula:

2 x (hello time + 1.0 seconds) < max age < 2 x (forward delay - 1.0 seconds)
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Message Age Increment: How to modify the Message Age when a BPDU passes through
the switch.

Default = Increments by the greater of (Max Age Time / 16) or one

Compulsory = Increments by one

Spanning Tree may be Enabled on individual ports. By default, RSTP is Enabled on all ports.

Commonly, Edge ports (ports connected directly to an end device and not connected to any
other managed switch) should have RSTP Disabled to minimize the convergence time when the
spanning tree must be renegotiated.

A port that has spanning tree participation Disabled will not be used as part of the managed
network. For example, a single uplink from a managed network of factory devices to a business
network would be configured to be excluded from RSTP use.

A pair of ports configured for AD-Ring or AD-RP must be excluded from Spanning Tree.

A port that is configured as a Monitor Port or a Monitoring Port must be excluded from in
Spanning Tree.

A port configured as a Trunk Port must be excluded from Spanning Tree.
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Port Status

The Port Status is the STP/RSTP State of the Port: The terms used are slightly different between
STP and RSTP.

STP:

*  Blocking = A port in this state does not participate in frame relay. That is, it doesn’t
transmit ordinary network traffic. Once a port is in this state, it prevents frame
duplication caused by multiple paths in an active topology.

* Listening = A port in this state is preparing to participate in frame relay (ordinary
network traffic) by building a description of the network by listening to BPDUs (Bridge
Protocol Data Units, that is, network configuration messages) but not forwarding frames
(ordinary network traffic). The reason for not entering frame relay immediately is to
ensure that there are no temporary loops introduced when the network topology is
changing.

e  Learning = A port in this state is adding network information to the filtering database.

*  Forwarding = A port in the forwarding state is currently participating in frame relay
(ordinary network traffic). BPDUs will include the forwarding port in the computation
of the active topology. BPDUs received are processed according to the Spanning Tree
algorithm and transmitted based on the hello time or BPDU information received.

RSTP:

* Discarding = A port in this state does not participate in frame relay. That is, it doesn’t
transmit ordinary network traffic. Once a port is in this state, it prevents frame
duplication caused by multiple paths in an active topology

*  Learning = A port in this state is preparing to participate in frame relay (ordinary network
traffic) by building a description of the network by listening to BPDUs (Bridge Protocol
Data Units, that is, network configuration messages) but not forwarding frames (ordinary
network traffic). The reason for not entering frame relay immediately is to ensure that
there are no temporary loops introduced when the network topology is changing.

*  Forwarding = A port in the forwarding state is currently participating in frame relay
(ordinary network traffic). BPDUs will include the forwarding port in the computation
of the active topology. BPDUs received are processed according to the Spanning Tree
algorithm and transmitted based on the hello time or BPDU information received.
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Port Priority
Port Priority 0 to 255; Default = 128): Selection of the port to be assigned “root” if two ports
are connected in a loop is based on the port with the lowest port priority. If the root bridge
fails, the bridge with the next lowest priority then becomes the root.

If the switch has more than one port that provides a path to the root bridge and the ports have
the same root path cost, the selection of which port to use is based on the port priority. The
port with the best (numerically lowest) priority will be used. If the port priority is the same, the
switch will use the lowest numbered port.

Path Cost (1 to 200,000,000; Default = 20,000 for 10 / 100 / 1000 ports and 200,000 for
10 / 100 ports): As with any network, there is an associated cost to go from a source location
to a destination location. For RSTT, the root path cost is calculated based on the bandwidth
available for that particular connection to the root bridge. The port with the lowest cost for
delivering messages to the root is used to pass traffic toward the root.

The path cost can be assigned automatically based on the port speed, using the IEEE standard
values of 200,000 for 100Mbps links and 2,000,000 for 10Mbps links, or the value can be
specified in the range 1 to 200,000,000 by UNCHECKING Path Cost Yes.

When Path Cost Yes is CHECKED, the default Path Cost values may not be changed.

See RSTP Examples for an illustration of how the path cost can be utilized to establish the
primary and backup connections.
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RSTP Examples
Example 1: Maximum “Hops” and Switches in a Redundant Ring:

The Max Age setting controls how long RSTP messages may circulate in the network. When
a switch receives a message, it compares the age of the message with the Max Age (also carried
in the message) and if the age has reached the Max Age, the message is discarded. Otherwise,
the age is incremented before the message is forwarded. Therefore, the maximum diameter of
a RSTP network is controlled by Max Age. Since the largest value allowed for Max Age is 40
(hops), the largest RSTP network hop diameter is also 40.

Number of Hops vs. Recovery Time:

The diagram below shows a typical redundant ring network with 6 managed switches and 5
hops between stations.

The overall recovery time when there is a network segment failure is dependent on the number
of hops. The recovery time is typically less than 50ms per hop. Therefore, in the diagram below
of a typical ring with 6 managed switches the overall recovery time would be less than 250ms
(5 hops x <50ms).

Typical Redundant Ring Network with
6 Managed Switches
(Recovery time < 250ms)

Switch Switch

A B
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Example 2: Using Path Costs to Establish Primary & Backup Connections:
The path cost can be used to determine the best connections to use. You can assign a higher
cost to pathways that are more expensive, slower or less desirable in any way. The managed
switches will then add up the path costs to determine the best route back to the root switch. See

the example below.

——\| NOTE: In most networks you may leave the path costs set to the default settings and allow the Switches to

—— | automatically determine the best paths.

This is a
Designated Bridge
with root path

cost of 10.

This is a Designated
Bridge with root
path cost of 20

(10 + 10).

This is the Root
Bridge because it
either has the highest
priority or lowest

bridge ID.

Ethernet
Device

Ethernet
Device
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Supervisory
Computer

This is a
Designated
Bridge with root
path cost of 15.

This is the backup
path since it will
cost 25 (10 + 15)
to reach the root.
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Example 3: Ring Topology with only 1 Managed Switch (Bad idea!)
Implementing a ring topology with a single managed switch and several unmanaged switches is
occasionally considered to try to save money. The topology is legal only if that single managed
switch is a member of each ring. Although it is legal, it is not recommended, as the hypothetical
scenario indicated below will explain.

Hypothetical Scenario:

An integrator wishes to implement a single Ethernet ring topology for the proposed network.
Only one managed switch is used to connect to three or more unmanaged switches in the loop
(Figure below).

Initially, everything is working fine in the network. The managed switch detects the loop by
seeing its own configuration messages and based on STP parameters, chooses one port to be
in the forwarding state, and the other port to be in the blocking state. No loop is formed and
device A can talk to device B.

Managed
Switch Unm.anaged
Switch #1
Port is
forwarding
Device A
Port is
blocking

Connection is not
active because of
blocked port

Device B

Unmanaged Unmanaged
Switch #3 Switch #2

Device C
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Somewhere in the plant, a construction vehicle accidentally cuts the connection between
unmanaged switch #1 and unmanaged switch #2. The managed switch in the network notices
(typically around 6 seconds when connected to an unmanaged switch) that the port in blocking
mode is not receiving configuration messages and transitions through the listening, learning,
and forwarding states (Figure below).

Managed
Switch Unmanaged

Switch #1

Port is
forwarding

Link is
broken

Port is
blocking

Unmanaged Unmanaged
Switch #3 Switch #2

Device C

This would seem to have solved the problem as both ports in the managed switch are in
forwarding mode, but it is not the case. Due to the fact that the other three switches are
unmanaged, they do not have the intelligence to know that there has been a change in the
network topology. Switch #1 still points to switch #2 when device A is trying to talk to device B
(across the broken Ethernet link). The bottleneck has been discovered, as we have to wait until
the MAC table in switch #1 ages out its entries of device A and device B. The same applies for
devices connected to switch #2 (B talking to A) and switch #3 (C talking to A).

As aresult of this “money saving” configuration, the network redundancy performance is traded
off and left at the mercy of the time it takes to age out MAC table entries in switches 1, 2, and 3.
Depending on the model of unmanaged Ethernet switch, entries in the MAC table are usually
aged out in a time period of 5 minutes or more.

This introduces at least 5 minutes of downtime for the plant, which could have a very
detrimental cost with respect to the operation of the plant. By replacing switches 1, 2, and
3 with managed switches, the network convergence time is reduced to less than a second. An
additional benefit is that the network is not limited to only one redundant loop and can have
a “mesh” of connections for a truly redundant network scheme at all points in the network.
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Multicast Filtering (IGMP)

IGMP (Internet Group Management Protocol) allows hosts and routers to work together to
optimize forwarding of multicast traffic on a network. Without IGMP, all multicast packets
must be forwarded to all network segments. With IGMP, multicast traffic is only forwarded to
those network segments which connect interested hosts.

An IGMP snooping switch performs many of the functions of an IGMP router.

When a switch is configured to Enable Auto Query, it will send its own queries to speed network
convergence. When Auto Query is not Enabled on a switch, it processes IGMP protocol
messages sent by hosts and routers to configure efficient forwarding of multicast traffic.

Periodically, routers and IGMP snooping switches with Auto Query enabled send an IGMP
Query on each attached network. (The query interval is generally around 1-2 minutes.) A host
that wishes to be a member of a group sets a timer for a short, random delay when it sees the
Query. If it sees a Report from another host before its timer expires, it cancels the timer and
takes no further action until another Query is seen. If no other Report is seen, a Report is sent
when the timer expires. The router or switch uses the Report to configure multicast forwarding.

The router or switch keeps track of how long it has been since the last Report on each port
for each group. When the group expires, the router or switch stops forwarding multicast data
to that port. Since the query interval is less than the expiration time, data for active groups
continues to be forwarded without interruption.
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IGMP Protocol Settings

The default settings will allow the switch to recognize members of a multicast group and forward
the multicast message to only members of that group.

IGMP Snooping State - IGMP Snooping is Enabled by default. The switch will participate
in IGMP handling.

When IGMP Snooping State is Disabled, the switch will ignore IGMP messages. All multicast
traffic will be sent to all ports.

Auto Query — Also referred to as Active IGMP handling: Enabled by default. Causes the
switch to act as an IGMP router, sending queries when needed and configuring multicast
forwarding according to IGMP membership reports. At least one switch must have Auto Query

Enabled.

When Auto Query is Disabled, the switch will listen to IGMP messages and configure
forwarding of multicast traffic accordingly.

IGMP Cross — When Enabled allow multicast traffic to cross between VLANS

Hemw
" [) Stride SE2-SW1BM-2G S x W
= C | @ 19216802 I w B 0
IGMP Snooping
State ¢ Enable
Auto Query ¥ Enable
The device is query device
IGMP Cross # Enable
Apply
IGMP Member List
MAC VLAN ID Member
. .
Static FDB Multicast

Static FDB Multicast will allow a switch to function in a network with multicast groups.
Although when IGMP is Enabled, the switch will dynamically learn which ports have IGMP
routers attached to them by listening for IGMP Query messages, a Multicast group can be more
permanently configured to force the switch to forward IGMP messages to a configured group
of ports.

The Multicast MAC address must be in the range of 01-00-5E-00-00-00 to 01-00-5E-7F-
FF-FF
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GMRP

GMRP predates the ubiquity of IP protocols. Unless there are conditions specific to your
network that warrant use of GMRE IGMP Snooping is the preferred method of Multicast
traffic management.

The Benefits of Enabling IGMP

Consider an already established control network that has an Ethernet device sending multicast
data to several other Ethernet devices. Between the source of the multicast data, and the
destination Ethernet devices that are interested in the multicast data, multicast packets might
pass through a number of switches or routers.

To make this control network more efficient, the switches or routers should know how to
handle the flow of multicast data by means of IGMP (Internet Group Management Protocol).
Switches or routers that are not capable of supporting IGMP will not know what to do with
the multicast data and forward multicast data out all ports. This will slow down the network.

Take a look at the following diagram, where the IGMP server is the source of the multicast data,
and the IGMP hosts are the devices interested in receiving multicast data. On the network are
two switches, where one has IGMP enabled and the other has IGMP disabled.

We see that the switch with IGMP enabled only forwards multicast data to the interested host
(Ethernet Station 2). The switch with IGMP disabled will not know where to send the multicast
data; thus Ethernet Stations 4 and 6 unnecessarily receive multicast data even though only
Station 5 is the interested host.

Managed _
Switch IGMP enabled

Ethernet Station 1

Ethernet Station 2
(IGMP Host)

Ethernet Station 3

' Multicast Traffic
IGMP
Server

Managed
Switch

- IGMP disabled

Ethernet Station 4

Ethernet Station 5
(IGMP Host)

o0 ’
%
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Port Monitoring

In an unmanaged switch, each port is filtered to only send and receive Ethernet packets to devices
physically connected to that port. This makes it impossible to view the messages occurring
between two other devices from a third device (such as a PC running a tool like “Wireshark”).

The monitoring option is ideal for performing diagnostics by allowing traffic that is being sent
to and received from one or more source ports to be replicated out the monitor port.

Choose a monitor port.
Choose the source ports to be monitored (mirrored).

For each source port choose the data to monitor: choose to monitor messages being received
(Rx), sent (Tx), or messages being received and sent (Rx& Tx)

To view the traffic, connect a PC running network monitoring software (such as Wireshark) to
the Monitor port.

Port monitoring and the following features are mutually exclusive. That is, to configure a port
as a Monitor Port or as a Monitored Port, Disable the following features on those ports:

e Port Trunk

e RSTP/STP

* AD-Ringand AD-RP

*  DHCP Snooping Trust port

H - O X
/ B stride SE2-sW1BMG-2P x \\
C | @ 192.168.0.1/portimg.asp w
Port Moniter
Traffic that is being sent from and received at one or more Monitored ports will be copied to
the Monitor port
Monitor Port NULL ¥
PortlD | Type | Monitored Mode
1 FE RX ™ RX&TX
2 FE RX T RX&TX
3 FE RX T RX&TX
4 FE RX S RX&TX
5 FE RX S RX&TX
8 FE RX ™ RX&TX
v FE RX ™ RX&TX
8 FE RX ™ RX&TX
9 FE RX ™ RX&TX
0 FE RX ™ RX&TX
1 FE RX ™ RX&TX
12 FE RX ™ RX&TX
13 FE RX T RX&TX
14 FE RX S RX&TX
15 FE RX S RX&TX
16 FE RX T RX&TX
Gl GE RX ™ RX&TX
G2 GE RX ™ RX&TX
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Browser Access Protocol (HTTPS)

By default, access to the Switch Management Interface is configured for HTTP (port 80)
A level of security may be gained by configuring access using HTTPS (SSL 3.0, port 443.)

SSL will encrypt data passing to and from the switch management interface, including the
password.

[ Stride SE2-SW18MG-2P X

C | ® 192.168.0.1/5slasp

Browser Access Protocol

| Browser Access Protocol | ® HTTP ' HTTPS |

Mote: HTTPS is the recommended browser access protocol. “hitps:/f~
must be added in the browser address when using HTTPS.
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Virtual LANs (VLANSs)

VLANSs can segregate traffic flowing through a switch to improve bandwidth utilization or

security. Segregation is done based on membership in a group of ports (Untagged) or on IEEE
802.1Q tags which include a VLAN ID (Tagged).

An Untagged VLAN limits forwarding traffic coming in a port to the group of ports to which
that port belongs. For example, on a 10-port switch if ports 1, 3, 5, 7, and 9 were placed in
an Untagged VLAN, broadcast frames coming in port 3 would be sent to ports 1, 5, 7, and
9 (which are members of port 3’s VLAN) but not to ports 2, 4, 6, 8 and 10 (which are not
members).

A port may be a member of only one Untagged VLAN.

A tag-based VLAN is more common. A tag-based VLAN limits traffic based on the VLAN ID in
a ‘tag’ associated with the frame. VLAN tags may be explicitly placed in frames by applications
or switching equipment, or implicitly assigned to frames based on the switch port where they
arrive.

VLAN IDs are 12-bits long providing 4096 possible IDs but several IDs are reserved:

* 0 = Indicates that the tag is not being used for VLAN routing but only to carry priority
information. (See QoS topic).

* 1 = Used for switch configuration and management.
* 4095 = Not allowed by the 802.1Q standard.

The default VID for all ports is VLAN 1.
The 802.1Q VID for a Port based VLAN is the VLAN ID for Untagged VLANS.
Max 256 VLANS are supported.

After setting port type and VID, there are several ways to process port-received and port-
transmitted messages:
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Is the Tag on the
PACKET included in the Yes

allowed-tags list for
this PORT?

No
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PVLAN - Private VLANSs

An additional layer of traffic isolation and network security may be added by utilizing the
Private VLAN (PVLAN) feature.

Within any configured VLAN, ports selected as PVLAN may not share traffic with any other
port configured as Private. This feature is typically used where one port in a VLAN is NOT
selected as Private and functions as an Uplink port. All other ports in that VLAN would typically
be marked Private. Traffic may not be shared among the ports in the VLAN, but all traffic from
all ports in that VLAN will be transmitted through the Uplink port to, typically, a router port.

______ NOTE 1: When a PVLAN Tagged port forwards a message with a VLAN tag, the VLAN tag will be removed.
= NOTE 2: Take care when setting the management VLAN ID. If the device you are configuring from cannot work with
‘ VLANSs and the port it is connected to does not have the proper PVID and port type setting the management VLAN may
make the Switch inaccessible and require a local serial connection to reconnect.
NOTE 3: Switch management and configuration is only possible through the port if the PVID is set fo 1 (the default).
Setting the PVID to another value prevents the Switch from being managed/configured via that port (unless the system you
are using to configure the Switch can explicitly tag frames for VLAN 1, the management VLAN).

Example PVLAN configuration settings

Desired communication:

. puen Device 1 <> Device 2 = Yes
Dl : I Device 1 < Device 3 = Yes
Port 3 :]'j Device 2 «» Device 3 = NO

Device 1 Port 1 Port 2 Device 2

On the VLAN Configuration page, Select VLAN 1 in the Edit VLAN section in the middle
of the page, then click the Edit button.

Edit VLAN

Gesd | PAAN | WLAN Grous List
taon—1
L1 | Ampty Dlebe
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Change ports 2 and 3 to “tagged” in the Tag column.
Enable PVLAN on ports 2 and 3 in the PVLAN column.

Click Apply to save these changes and return to the VLAN Configuration page.

VLAN Name :|default
VLAN ID -4

PortiD | Type | Select Tag
1 | FE | v . tagged '® Untagged
2 . FE . 4 . ® tagged Untagged
3 FE L4 ® tagged Untagged
4 . FE | @ | tagged '® Untagged
5 FE 4 tagged '® Untagged
6 . FE | L4 | tagged '® Untagged

Priority | PVLAN
or Enable
urw ] Enable
o ¥ Enable
0 Enable
0r Enable
or Enable

In the Create VLAN section at the top of the page, configure and Add two new VLANS as

shown below:

VLAN Comfigurstion
Creale VLAN
VLAN Name: VianFarDevice2
WLAN 1D f2
[ PodiD | Type [ Seiect | ™ [ Prody | AN |
1 FE o+ ® Tagged ' Uniagged ' ¥ Enaiie
z FE -+ Tagged * Untagged | o - Enaiig
3 | FE | [ Tegged  Uniagged | r Enadis
i | FE | [ Togped - Uniagged | r Enatie
5 FE Togped  Lintsgged ¥ E e
& 1 FE | I Tannesd iintannnd w1 | E rais
VLAN Configuration
Create VLAN
VLAN Name VanForDewiced
WLAM ID 3
[ Perii | Type | Select | Tag | phome | PVLAN
P | El 8 | * Tagged ' Uintapped s ' Enatis
2 | FE | [ Tagged  Untagged b Enatis
k] FE L Tagged '® Uniagped o Enati
4 FE I Tagged  Uniagped I b Enabig
] FE Tagged  Uniapped ¥ | Engtie
& FE Tagged  Untagged d Enabie
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In the Edit VLAN section in the middle of the page, Select the PVLAN option for all three of

the VLANs:
Edit VLAN
Select PVLAN VLAN Group List
& defauit---1
o VianForDevice2-—--2
i VLANForDevice3-——3
[ Edit | | mpely | | Delete |

Click Apply to save these changes.

Navigate to the VLAN Summary page to verify the settings as shown below:

VLAN Summary
VLAN Summary
Index VLAN ID VLAN Name Untag Port Tag port GVRP Aware Port
145678,
1 1 default 9,10,11,12,13,14, 23
15,16
2 2 VianForDevice2 2 1
3 3 VLANForDevice3 1
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VLAN with RSTP

Extra care must be taken when enabling both VLANs and redundancy, or communications
failures may occur.

The example shown in the following diagram depicts the problem with running the Rapid
Spanning Tree Protocol (RSTP) and VLANS at the same time. The IEEE 802.1D based RSTP
is not aware of the VLAN configuration. Therefore, in the example, one of the ports for VLAN
3 is being blocked. This prevents VLAN 3 from being able to forward data to all its members.

Ethernet
Device

N
Q\y‘x

Ethernet
Device

Ethernet
Device

Switch

Switch Switch

Blocked by

RSTP

Switch

Ethernet
Device

Ethernet Ethernet
Device Device

The solution to the problem above is to configure all ports connected between SWITCHES to
carry all VLANGs in the network.
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As seen from the example shown in the following diagram, VLAN 3 can forward to all its
members across another switch and is not affected by the blocked RSTP connection.

Device
A A
T e
Q\y“ |

Ethernet
Device

Ethernet
Device

L
[E ;

Switch

Switch Switch

Tagged for all
VLAN’s (1, 2, & 3)

Switch

Blocked by
RSTP

Ethernet
Device

= 4 Ethernet
- Device

Ethernet Ethernet
Device Device
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VLAN Examples
Shown below are two examples of using VLANs and how they can solve common network
problems found in factory automation. Note that the end devices used in these examples do not
recognize nor originate VLAN tags.
Problem #1: The process requires a PLC, Remote 1/O, Variable Frequency Drive control, HMI
access as well as a PC for Data Logging and a PC for configuration management. The Remote
I/O device and drive communicate via Multicast and Broadcast messaging which an unmanaged
switch cannot filter out. The PLC and the Remote I/O and Drive are remotely located from
each other. Running multiple Ethernet connections would be costly and logistically complex so
the customer wants to utilize existing wiring connections.
*  Configuration and/or diagnostics of all switches can be accomplished by plugging into a port
that participates in the management VLAN1. In our example, we designate these ports “M”.
*  The ports designated “E” in our example are connected to edge devices. These devices neither
recognize nor originate VLAN tags.

*  To provide redundancy in our example network, we created a ring at the ports designated “R”.
These ports must participate in RTSP or an AD-Ring. The ports must also participate in all
VLANS used in our example network, VLAN1, VLAN2, and VLAN3.

Tag-based VLAN example
HMI

Switch 1 Switch 2 Switch 3

Datalogging PC

Heavy Multicast
and Broadcast
Traffic

Drive

PLC/
PAC

Ether
Interface 2

Ether
Interface 1

Configuration / Diagnostic
PC for VLAN Management

= VLAN 2 = PLC (Ethernet Interface 1), Office PC, HMI 17
= VLAN 3 = PLC (Ethernet Interface 2), Remote I/O, Drive Switch Port
Redundant network path, ALL VLANS including VLAN 1 Identification

Solution: Use Stride managed switches, utilizing the VLAN feature to separate the broadcast
and multicast traffic from all the devices except for the PLC. We will also wire the three switches
into a Ring configuration so that we can take advantage of the redundancy feature of the switch.
In this situation, we need to use Tag-based VLANS since the Ethernet packets will be traversing

across multiple switches.
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How to configure this setup
We created 3 VLANS:

* VLAN 1 is the default VLAN and we leave it there and enable it on what we will call a
‘management port’ for each switch. In this way, we can plug our laptop into the management

port of any switch and be able to access the other switches across this VLAN to tweak the
configuration or view the diagnostics.

¢ VLAN 2 will contain one of the Ethernet interfaces of the PLC, the HMI and the Office PC/
Data Logging PC.

* VLAN 3 will contain the other Ethernet interface of the PLC, the Remote I/O drop and the

Drive.

Switch 1 VLAN Configuration:

[ Stride SE2-5WEM Swite: X

C | D 192.168.0.1/lanSummary.asp L
VLAN Surmenary
VLAN Summai
indes | VLAND | | Mame [ Untag Port Tag port BVRF Aware Port
1 1 | dafault 12468
2 | 2 | PFLC_Network 57 8
3 | 3 | HMI_DataLogger 3 | 26

B stride SE2-SWEM Switch X

% i

<« C | ® 19216800 vianasp
'VLAN Configuration
Create VLAN
VLAN Name:|PLC_Network
VLAN 1D 2
ForllD | Type | Select Tag Friority PVLAN
1 FE ] Tagged  Untagged Enable
2 FE @ ® Tagged ) Untagged ) Enable
3 FE =] Tagged  Untagged Enable
4 FE @ Tagged  Untagged Enable
5 FE “ © Tagged ® Untagged Enable
6 FE ] ® Tagged  Untagged [ Enable
7 FE | @ ) Tagged ® Untagged Enable
8 FE 5] Tagged ' Untagged Enable
Edit VLAN
Select PVLAN VLAN Group List
Q@ [m] default—1
[w] PLC_Network—2
[w} RIO_and_Drive—3
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Switch 1 VLAN Configuration (cont'd):

B stride SE2-SWBM Switcr X

(6] |® 192.168.0.1/vlan.asp

|

VLAN Configuration

Create VLAN

VLAN Name:[HMI_DataLogger
VLANID:3

PortlD | Type | Select Tag Priority PVLAN
1 FE ] Tagged  Untagged Enable
2 FE 3] ® Tagged ' Untagged [ Enable
3 FE [« ) Tagged ® Untagged Enable
4 FE 8] Tagged  Untagged Enable
5 FE =] Tagged  Untagged Enable
6 FE @ ® Tagged ' Untagged [ Enable
7 FE ] Tagged  Untagged Enable
] FE ] Tagged  Untagged Enable
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Switch 2 VLAN Configuration:

[ Stride SE2-SW8M Switch

(D 192.168.0.2/vlanSummary.asp

VLAM Summary

VLAN Summary

default 1‘2.3.4‘5.5.
2 2 PLC_Network 7 56
3 3 HMI_DatalLogger 56

[ Stride SE2-SWBM Switch X

c I@ 192.168.0.2/vlan.asp

kid

3

VLAN Configuration

Create VLAN
VLAN Name:|PLC_Network
VLANID ;2

1 FE ()] Tagged  Untagged Enable
2 FE (] Tagged  Untagged Enable
3 FE (] Tagged  Untagged Enable
4 FE (] Tagged  Untagged Enable
5 FE v ® Tagged ' Untagged ") Enable
6 FE v ® Tagged " Untagged [/ Enable
7 FE # ) Tagged ® Untagged Enable
8 FE (] Tagged  Untagged Enable
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Switch 2 VLAN Configuration (cont'd):

&

[ Stride SE2-SW8M Switch X

C | ® 192.168.02/vlanasp

7|

WLAM Configuration

Create VLAN

VLAN Name: HMI_Datalogger
VLAN ID ;3

Port 1D Type Select Tag Priority PVLAN
1 FE @ Tagged  Untagged Enable
2 FE (] Tagged  Untagged Enable
3 FE @ Tagged  Untagged Enable
4 FE (] Tagged  Untagged Enable
5 FE v ® Tagged  Untagged ") Enable
6 FE e ® Tagged ' Untagged I Enable
7 FE @ Tagged  Untagged Enable
8 FE @ Tagged  Untagged Enable
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Switch 3 VLAN Configuration:

[ Stride SE2-SWBM Switch X

C IG) 192.168.0.3/vlanSummary.asp
VLAN Summary
VLAN Summary
1 1 default 134567
2 2 PLC_Network 15
3 3 HMI_DatalLogger 28 15

[ Stride SE2-SW8M Switch X

&« c [G) 192.168.0.3/vlan.asp

VLAN Configuration

Create VLAN

VLAN Name:|PLC_Metwork

VLANID :|2

1 FE rd ® Tagged ' Untagged [ Enable
2 FE (] Tagged  Untagged Enable
3 FE ]} Tagged  Untagged Enable
4 FE (] Tagged  Untagged Enable
5 FE v ® Tagged ' Untagged [~ Enable
6 FE (] Tagged  Untagged Enable

FE ] Tagged  Untagged Enable
8 FE Tagged  Untagged Enable
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Switch 3 VLAN Configuration (cont’d):

[} Stride SE2-SW8M Switch X

& C | ® 192.168.0.3/vlan.asp

VLAN Configuration
Create VLAN
VLAM Name:HMI_Datal ogger
VLAN ID :|3

1 FE s ® Tagged ' Untagged [ Enable
2 FE v ) Tagged ® Untagged Enable
3 FE O Tagged  Untagged Enable
4 FE ] Tagoed ' Untagoed Enable
5 FE s ® Tagged ' Untagged [ Enable
G FE ] Tagoed  Untagged Enable
7 FE O Tagged  Untagged Enable
8 FE ] ) Tagged ® Untagged Enable
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Problem #2: This scenario is very similar to the first. We have the same problem to solve but
the logistics are simpler, in that all of the devices are local and can be wired into the same
switch.

Solution: We will use a Stride managed switch, utilizing the Port-based VLAN feature. The
question could be posed, “Why not just use two unmanaged switches?” While this would work,
the customer wants to use as few components in the system as possible to minimize points
for possible equipment faults and he would like the enhanced diagnostic capabilities that a
managed switch provides.

B stride SE2-SW8M Switch X

(= |® 192.168.0.1/vlanSummary.asp 13r| :

VLAN Summary

VLAN Summary

Index VLAN ID VLAN Name Untag Port Tag port GVRFP Aware Port
1 1 default 47
2 2 HMI_DataLogger 135
3 3 Remote_|O_Drive 268

Port-based VLAN example

Configuration

| Diagnostic VLAN 3
PC for VLAN
Management Remote
_______________________________ 1/0
T Heavy Multicast
and Broadcast ¢
Traffic
Office PC
Drive

PLC/
HMI PAC

Ether
Interface 1
Ether
Interface 2

——— VLAN 1 = Management VLAN
—— VLAN 2 = PLC (Ethernet Interface 1), Office PC, HMI
——— VLAN 3 = PLC (Ethernet Interface 2), Remote I/O, Drive
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B stride SE2-SWBM Switch X W

= l@ 192,168.0.1/vlan.asp

VLAN Configuration

Create VLAN
VLAN Name:|[HMI_DatalLogger
VLAN ID |2

) Tagged ® Untagged Enable

Tagged  Untagged Enable

(o] Tagged ® Untagged Enahble

Tagged  Untagged Enable

(o] Tagged ® Untagged Enahble

Tagged Untagged Enable

Tagged  Untagoed Enable

Tagged Untagged Enable

Edit VLAN

default—1
HMI_DataLogger—2
Remote_|O_Drive—3
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. Stride SE2-SW8M Switch X

C | ® 19216801 /Mlan.asp

VLAMN Configuration

VLAN Mame:
VLANID :

Create VLAN

Remote_[O_Drive

3

Tagged Untagged

Enable

) Tagged ® Untagged

Enable

Tagged  Untagged

Enable

Tagged Untagged

Enable

Tagged Untagged

Enable

) Tagged ® Untagged

Enable

O
7]
O
O
(]
7]
O

Tagged  Untagged

Enable

®

@ Tagged ® Untagged

Enable

Edit VLAN

default—1

HMI_DataLogger—2

Remote_IO_Drive—3
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Alarms

The Stride SE2 series switches provide a variety of configurable alarms.

The Alarm LED on the front of the switch will be ON when the following Alarm conditions
are Enabled and True:

Power Alarm — Note that when Enabled the Power Alarm is True when EITHER Power 1 OR
Power 2 is in the Power-Off state.

Port Alarm — True when a port is Disconnected or there is an abnormal connection.

AD-Ring Alarm — Note that only the MASTER station of an AD-Ring supports the AD-Ring
Alarm.

The alarm status for all ENABLED alarms will be available for SNMP, Modbus TCP and
EtherNet/IP.

All alarms are Disabled by default.
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Advanced Network Behavior Features

In addition to the Basic Managed Switch Features detailed in Chapter 3, the Stride SE2 series
Managed switches include a full list of features that will be valuable to particular networks. This
chapter describes the more advanced network features found in the Stride managed switches.

Traffic Priority (Priority Queuing QoS, Quality of Service)

Without enabling special handling, a network provides a “best effort” service to all applications.
This means that there are no assurances regarding the Quality of Service (QoS) for any particular
application because all packets are treated equally at each switch or router.

However, certain applications require deterministic response from the network to assure proper
operation.

Consider a drilling machine in a plant that is controlled by a computer on a local network.

The depth of the machine’s drill is critical; if the hole is drilled too deep, the material will have
to be thrown out. Under normal conditions, the drill process is running smoothly (controller
and computer are communicating efficiently over the network) but when another user on
the network accesses records from an online database, the large volume of traffic can interfere
with timely communication with the drill. A delay in communications between the drill and
controller causes the drill to go too far and the material has to be thrown away. To prevent this
from happening, we need to provide a certain QoS for all drill controller communications so
delay is avoided.

Traffic priority is shaped based on three principals:

1. Identify the type of traffic. This is encoded in the message headers built by the END
DEVICE. The end device will encode according to either 802.1p or DSCP rules for
creating that header.

2. Manage congestion - Queue traffic then forward it according to the scheduling algorithm
as configured on the QoS configuration page.

3. Avoid congestion — apply rules for dropping traffic to alleviate congestion on the network
as configured on the Port Rate configuration page.

In this section, we'll discuss the QoS options for MANAGING network congestion.

Since the SE2 switches do not assign priority to traffic, we'll simplify our discussion to consider

traffic between switches. That is, traffic at a port that is connected to an end device will have a
- . . ; . .

priority assigned by that end device and we’ll assume the network design has considered the rate

requirements of that device.
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For traffic received at the switch (Ingress), the SE2 managed switches support three types of
queue mapping modes to identify traffic priority: port, DSCP and 802.1p

o If the Ingress Type is Port, the rules for port ingress rate limiting as configured on
the Port Rate configuration page govern traffic priority. Simply put, incoming traffic
is accepted until the “bucket” is full, then is dropped. See the Port Rate configuration
section in this manual for details.

o If the Ingress Type is DSCP, the priority and queue relationship can be configured
according to the ToS/DSCP field in the traffic that is received at that port. The
choice between DSCP and 802.1p depends on the end devices and how those devices
construct the message headers. Configuration of the switch requires understanding of
the requirements and behaviors of the end devices. The priority may be managed across
the switch by configuring the 64 DSCP priorities as they map to the 4 queues (DSCP
Priority table on the switch QoS configuration page).

*  If the Ingress Type is 802.1p, the priority and queue relationship can be configured
and will apply to traffic that arrives at the switch tagged in the DSCP field. Untagged
traffic will be assigned priority and queue according to 802.1p rules. The priority may
be managed across the switch by configuring the 8 priorities as they map to the 4 queues
(802.1p Priority table on the switch QoS configuration page).

For traffic that will be transmitted by the switch (Egress), the SE2 managed switches support
two types of QoS queue scheduling: Weighted Round Robin (WRR) and Strict Priority (SP).

*  Ifthe Egress type is SP, high priority messages will be guaranteed preferential forwarding.
This is especially useful when network traffic includes sensitive signals. Once a message
is added into the high priority queue, the SP mechanism stops traffic from the lower
priority queues and processes the data in the high priority queue. Only when the high
priority queue is empty will the switch return to processing data in the lower priority

»  If the Egress type is WRR, traffic will be scheduled according to the configured weight
ratio; Queue 3 is allotted half the bandwidth, Queue 2 is allotted 1/4 the bandwidth,
Queue 1 and Queue 0 split the remaining quarter. More bandwidth (traffic) is allocated
to the queue with the largest ratio. See the graphic below.

Message 1

Message 2
Message 3
Message 4

—

Message 5

w O b NNR

Message 6
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802.1p Example

The 802.1p configuration requires the end device to insert an Ethernet frame header
containing the priority embedded in an 802.1p tag. It will contain a value of 0 (lowest) — 7
(highest). The 802.1p Priority configuration allows for translation of the 802.1p priority
levels to the switch’s queueing levels.

The DSCP configuration is similar in concept to the 802.1p configuration but uses a different
Ethernet frame header with a priority level ranging from 0 — 63. The DSCP priority table
allows for configuration of the 0 — 63 range of the DSCP header to the 0 — 3 Queue levels of
the switch.

Let’s consider an example network. There is a power plant that is controlled by a central control
system. In addition, because of security concerns, cameras have been mounted and installed at
each location of mechanical control. The mechanical control devices and video cameras at each
site communicate via Ethernet to their own switch. (For reasons of simplicity and clarity, we will
assume that only video and control data reside on the network).

Should any of the mechanical control devices receive delayed control data from the central
control system, the power plant cant generate the maximum energy that it is capable of.
Customers will experience brown outs, and the plant will be looked upon with negative scrutiny.
It is therefore very important that the video traffic created by the cameras not delay critical data.

Managed Managed

Switch Switch
Video A Camera Data Video
(control Data Concentrator
Turbi
e OOOAOOOAO
IPm
Controller
Torque
Converter
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Unless we configure the switch's priority queuing abilities, our switches perform to the best-
effort network model. This means that the network will try to deliver all packets of information,
but will not allocate switch resources according the timeliness of data for specific applications.
Considering our control/video example, there is no guarantee that we can get the response time
needed for control data if the video cameras are sending data at the same time. Our switches,
though, are capable of prioritizing network traffic even if the devices (video cameras and control
systems) do not support configuration of Quality of Service parameters

In our network, the control traffic is highest priority and the video traffic is low priority. In a
more general network (commercial or enterprise rather than industrial control,) video traffic
is usually given a high priority (4 or 5.) We'll adjust this by configuring the 802.1 priority-to-
queue mapping. We'll map Priority 4 and 5 to the lowest priority queue, Queue 0.

For our example, the devices creating communication traffic do not have an assigned priority,
that is, the control devices don't add a priority tag to the packets. So that traffic has Priority 0.
By default in our switches, Priority 0 maps to the lowest priority queue. We will change this to
map Priority 0 to the highest queue, Queue 3.
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4-6

B Stride SE2-SW8BM Switch: X

QoS Configuration

(o] ‘ @ 192.168.0.1/portFirst.asp

[3~]

0 0 v| 16 EE 32 2. ¥ 48 |
1 [ 17 1 v| 33 2' ¥ 49 3]
2 0 v 18 1 ¥ 34 2 v 50 3 v|
3 [ 19 1 v| 35 2w 51 3 v|
4 0 v 20 |1 ] 36 2. % 52 3 v
5 0w 21 11 «|| 37 2 v 53 3 v
[ 0 v 22 1 v|[] 38 2 v 54 3 v
7 0 v 23 1 v 39 2. ¥ 55 3 v|
8 [ 24 1 40 2 v 56 gron |
9 0 v||[ 25 [ 1~ 41 2 v 57 3 v]|
10 [ 2% [[1~ 42 2 58 [ 3 =]
" Biw 27 1 > 43 2 ¥ 59 [ 3.x]
12 0 v 28 1 v | 44 2 ¥ 60 3 v
13 0w 29 1 v 45 P 61 3 v
14 [ 30 1 v | 46 2 v 62 3. %]
15 0 v 3 1 v|[] 47 2. ¥ 63 3 v|

Queue: 0--LOWEST, 1--SECLOW, 2-SECHIGH, 3--HIGHEST
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Port Trunk - Link Aggregation

The Stride SE2 series switches include a port trunk (link aggregation) feature that allows
multiple ports on a switch to share traffic and provide instant fail over recovery in case one port

fails.
The total bandwidth of the Trunk Group is the combined bandwidth of the ports in the group.

Port4 [\

Pot6 | |

Pots | |

When Switch A transmits to Switch B, Switch A will conduct a flow allocation algorithm
to select one member port to transmit the messages. If the connection on one port in the
group fails, the traffic borne by the port is reallocated to the other connected port(s) by the
recalculated flow algorithm, XOR or HASH.

The allocation algorithms are not configurable. Typically, one would expect the XOR option
to result in all traffic from a specific source (for example PLC1) to a specific destination (for
example Remote IO 2) to always be allocated to the same port. In a network where two devices
have significantly more traffic between them than other traffic on the network, the HASH
option may provide more balanced traffic allocation. Neither method will result in a perfectly
even distribution of traffic across the ports.

1. Port trunk and the following features are mutually exclusive. That is, to configure a port
to participate in a Trunk Group, Disable the following features:

*  Port Monitoring
e RSTP/STP
* AD-Ringand AD-RP
*  DHCP Snooping Trust port
« IGMP
* GVRP
e Port static multi-cast, Port static unicast
2. Gigabit ports may not be configured to participate in a Trunk Group.

3. A port may join only one Trunk Group.
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4-8

. Stride SE2-SWBM Switch X

c [G) 192.168.0.1/portAgg.asp ﬁ]
PortTrunk (Link Aggregation)
e Ty e
1 2 3 4 5 & 7 8
FE FE FE FE FE FE FE FE
=] =] [m] ] ] @ 3] @
D Stnde SE2-SW18MG-2P X
c [@ 192.168.0.26/portAgg.asp ﬁ] H

Port Trunk (Link Aggregation)

U XOR  ® HASH

12| 3|4|5|6| 78|89 |10|11|12(13|14|15|16|G1|G2
FE|FE|FE|FE|FE|FE|FE|FE| FE|FE|FE|FE|FE|FE | FE | FE | GE | GE
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Port Rate

In addition to QoS, Port Rate limiting may be used to manage network traffic flow. Ingress
ports limit the rate of selected message types and Egress ports limit the rate of all messages.

Rate limitation can be configured to apply to the following types of messages on Ingress ports:

Unknown Unicast Frame (UUF): messages whose destination MAC has not been learned and
has not been statically added to the FDB.

Unknown Multicast Frame (UMF): messages whose destination MAC has not been learned by
IGMP Snooping or GMRP and has not been added to the Static FDB Multicast table.

Broadcast Frame (BF): messages with the destination MAC FF: FF: FF: FF: FF: FE

Multicast Frame (MF): messages whose destination MAC has been learned by IGMP or GMRP,
or has been statically added to the Static FDB Multicast table.

Unicast Frame (UF): Messages whose destination MAC address has been learned or has been
added to the FDB.

Imagine switch traffic as tokens that are added to a bucket in the switch. Tokens are added to the
bucket at a certain rate and the bucket has a certain capacity. If the number of tokens exceeds
the capacity of the bucket, the bucket will overflow and the mechanism will stop accumulating
tokens.

Each token allows sending a certain number of bits. When a message is transmitted, a number
of tokens equal to the length of the message are removed from the bucket. If there aren’t enough
tokens in the bucket, the message may be held until there are sufficient tokens or the message
may be dropped.

Port rate configuration uses token buckets to control flow. If Port Rate is set for a port, the
messages at this port will be processed by the token bucket method before forwarding. If there
are sufficient tokens, the messages will be transmitted, or else they will be dropped.

Stride® SE2 Series Industrial Ethernet Switches User Manual 2nd Ed. Rev. H I "|'-9
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AD-Ring

By default, RSTP is Enabled on all ports. When configuring a pair of ports to participate in an
AD-Ring, RSTP must be Disabled on those ports.

Like RSTP, an AD-Ring increases network reliability by providing an alternate path for message
flow in the event of a network segment failure. When a ring port detects a communications
break, it quickly notifies the other switches in the ring. Messages are automatically rerouted
through the alternate ring path within milliseconds.

RSTP/STP (Rapid Spanning Tree Protocol) is more flexible than a ring configuration, but
recovery times for spanning trees may be in the hundreds of milliseconds. The AD-Ring
protocol exchanges topological flexibility for recovery times in the tens of milliseconds.

There are two types of AD-Rings: port-based (AD-Port-Ring) and VLAN-based (AD-VLAN-
Ring).

AD-Port-Ring: specifies a port to forward or block packets.

AD-VLAN-Ring: specifies a port to forward or block the packets of a specific VLAN. This
allows multiple VLANs on a tangent port, that is, one port is part of different redundant rings
based on different VLANS.

AD-Port-Ring and AD-VLAN-Ring cannot be used together.

Concepts

aster station: A ring has only one master station. The master station forwards -Rin
Master station: A ring h ly ter station. Th ter station fi ds AD-Ring
packets and detects the current status of the ring.

Master port: On the master station, the first port whose link status changes to up is called the
master port. It is in forwarding state.

Slave port: On the master station, the port whose link status changes to up if a failure is detected
is called the slave port. When the ring is closed, the slave port is in blocking state. When a ring
is open due to a link or port failure, the status of the slave port changes to forwarding.

Slave station: A ring can include multiple slave stations. Slave stations listen to and forward
AD-Ring packets and report fault information to the master station.

Backup port: The port for communication between AD-Rings is called a backup port.

Master backup port: When a ring has two backup ports, the backup port with the larger MAC
address is the master backup port. It is in forwarding state.

Slave backup port: When a ring has two backup ports, the backup port with the smaller MAC
address is the Slave backup port. It is in blocking state.

Forwarding state: If a port is in forwarding state, the port can both receive and send data.

Blocking state: If a port is in blocking state, it can only receive data, but not send data.
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Implementation of AD-Ring
The master port on the master station periodically forwards AD-Ring packets to detect ring
status. If the slave port of the master station receives the packets, the ring is closed; otherwise,
the ring is open.
When a ring is closed, the master port of the master station is in forwarding state, the slave port
in blocking state, and all ring ports of slave stations are in forwarding state.

A ring may be open in the following cases:

*  The master port of the master station fails. The statuses of the slave port on the master
station and all ring ports of slave stations change to forwarding.

*  The slave port of the master station fails. The statuses of the master port on the master
station and all ring ports of slave stations change to forwarding.

*  Another port or link fails. The statuses of the two ports of the master station and all up
ports of slave stations change to forwarding,.

AD-Ring configurations must meet the following conditions:
*  All switches in the same ring must have the same Domain ID.
*  Each ring can have only one master station and multiple slave stations
*  Two ports must be configured on each switch for a ring
*  For two connected rings, backup ports can be configured only in one ring
* A maximum of two backup ports can be configured in one ring.

*  On aswitch, only one backup port can be configured for one ring

CAUTION: Port trunk and ring are mutually exclusive. The ports added to a trunk group cannot be
. configured as a ring port, and a ring port cannot be added to a trunk group.
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Implementation of AD-Ring+

AD-Ring+ can provide backup for two AD-rings, as shown below. One backup port is
configured on Switch C and on Switch D. Which port performs as the master backup port
depends on the MAC addresses of the two ports. If the master backup port or its link fails, the

slave backup port will forward packets, preventing loops and ensuring normal communication
between redundant rings.

See the example at the end of this section for details on configuring this example network.

Port 3 Port 3

AD-Ring+
Backup Port

Port 2

Ring-1 Ring-2

Port 2

Port 3 e Port 3
AD-Ring+

Backup Port

SE2
Switch D
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Implementation of AD-VLAN-Ring
AD-VLAN-Ring allows the packets of different VLANS to be forwarded in different paths. Each
forwarding path for a VLAN forms an AD-VLAN-Ring. Different AD-VLAN-Rings can have
different master stations. As shown below, two AD-VLAN-Rings are configured.

Ring links of AD-VLAN-Ring10: AB-BC-CD-DE-EA.
Ring links of AD-VLAN-Ring20: FB-BC-CD-DE-EE

The two rings are tangent at link BC, CD, and DE. Switch C and Switch D share the same
ports in the two rings, but use different logical links based on VLAN.

VLAN 10
VLAN 10 VLAN 20
AD-Ring VLAN 10
VLAN 20
VLAN 20 VLAN 10
VLAN 20
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AD-Ring Example
As shown below, Switch A, B, C, and D form Ring 1; Switch E, E G, and H form Ring 2; CE
and DF are the backup links of Ring 1 and Ring 2.

Port 1 Port 3 Port3 ., qPort1 Port 1

SE2

Switch C

Backup Port

Port 2 Port 2

Ring-1 Ring-2
Port 2 Port 2
Port 1 Port 3 s Port 3 Port 1 Port 1

AD-Ring+
Backup Port
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Configuration on Switch A:

* ADUNG-PORT 0 AD-RING-VLAN

Eratés
[rea “Lsap Stk 1 Cretsson fwen
' Nerma
] [=r]
3 termal et |
] Harmas |
5 Hermat et |
s Vermas |
Herma |
0 Hema

® ADRING-PORT ) ADRINGVLAN
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Configuration on Switches C and D:

Sehwct Redundancy Mede. 1 * ADRINGPORT ) AD-RINGVLAN
s Enable

BT

AD-RING List
I Dormain 10| Stabon Type | Ring Porti1 2) | Primasy Port | AD-RING+ Stahis | Backup Port | Loop Changes | Ring Stals

[est] [foseT]

Configuration on Switches E and F:

Norma

a
5| asaman

| e

binamas [

ADLRING

AD-RING

Muner % e

T r
AD - FMNG
¥ Enatie
[ 3 |
AD-RING List e
[Select Domain i0 | Sukon Type | fing For1 2} | Frimary Port | AD-Fifie Saans | Backup Port| Loop Changes | fing Sime.
5] |kl
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Configuration on Switches G:

P AD-RHGPORT S AD-RINGVLAN
= Enatie

Configuration on Switches H:

S ADRNGPORT | ADRINGALAN
= Ensbls
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AD-RP

AD-RP is an IEC62439-6 compliant redundant ring protocol. It adopts a distributed ring
network protection solution for Stride SE2 series switches. When a link fails, the network can
recover within 20ms to guarantee stable and reliable communication.

One switch may participate in multiple AD-RP rings.

—— | NOTE: By default, RSTP is Enabled on all ports. When configuring a pair of ports to participate in AD-RP,
— | RSTP must be Disabled on those ports.

Concept
INIT: the initial state of the switch

Root: there is one and only one root in the ring network. The root is elected by switches in
the network and changes with network topology. The root periodically sends out an Announce
message and other devices forward this message to guarantee topology stability.

B-Root: The switch in which a ring port is Link-down, or a ring port deteriorates (which means
the number of CRC messages exceeds the threshold)

Normal: Except Root and B-Root, the rest are Normal switches in a normal communication
ring network

Backup port: the communication ports between AD-RP rings. Two or more backup ports can
be configured. All backup ports must be in the same AD-RP ring. The backup port that links up
first is the master backup port and is in Forward state, and other backup ports are slave backup
ports and are in Block State.
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Implementation

AD-RP protocol determines switch roles by forwarding Announce messages to guarantee a
loop-free redundant network.

AD-RP configuration must meet the following conditions:
*  All switches in a ring must have a same domain ID

e There is one and only one Root in a ring, but there may be multiple B-Roots or
Normals.

*  There are only two ring ports in each switch in a ring
*  For two connected rings, backup ports can only be set in one ring
* A ring allows multiple backup ports

*  Each switch in a ring can only set one backup port

In the initial state, all switch are in INIT state

2. In the ring network, switches compare the Announce message forwarded between them,
and then elect Switch A to be Root due to its optimum configuration. The ring port 1 in
Root that links up first is the Forwarding port, while the ring port 2 is blocked. Other
switches are B-Root or Normal. The two ring ports in B-Root/Normal are both in Forward
state.
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3. If the link between switches C and D fails, for example, immediately switch A will change
from Root to Normal AND either switch C or D will be elected the new Root. Ports 6 and 7
will be blocked. If D is root, then C will be B-Root.

& CAUTION: Link state changes affect the status of all ring ports.

AD-RP protocol can provide backup between two AD-RP rings; each switch can have a
Backup Port configured. The master backup port is the forwarding port, and the other backup
ports are blocked. If the master backup port/link fails, the system will select a slave backup
port to forward data, guaranteeing the normal communication between redundant rings.

Port 1 Port 1 Port 3 Port 3 Port 1 Port 1

SE2
Switch E

SE2
Switch C

AD-Ring+
Backup Port

Port 2 Port 2 Port 2
Ring-1 Ring-2
Port 2 Port 2 Port 2
Port 1 Port 1 Port 3 Port 3 Port 1 Port 1 SE2
e Se2 Switch H
Switch D AD-Ring+ Switch F Master
Backup Port
. . .
Switch A and Switch B configuration:
Salact Radundaney Mods * ADRP-PORT ) AD-AP-VLAN

- ) ADRP Setting

Redundsncy | ADRP
" somanip | 1

Domam Nams. Ring

DHP Mads Disabie

Home Port F

Rl Perlly 128 o

CRE Theeshold 100 5535
C megrent | 1
 mmghenz | 3
 Basupkon =
_ PimanPon | Dasstie

Apphy
AD-RP Lst
[(Seaet  Demain® | RolSmus | Riegromis | Gachipron | RimpSmms | preayren |
far| [Dewe
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Switch C and Switch D configuration:

ADE

Bulect Redundancy Made ® AD-RF-FORT AD-RPVLAN
ADRP Setting
AD-RE
1
Ring
Dinstle
128 0-29%
100 25-65535)
1
3
Disatie
Apphy
ADRP L
Saladl | Demainin RelaSmmn | RisgPon1d) Rackup Port RingStas | Primary Pont

Ede Delete

Switch E, E, G, H configuration:

ADE

alect Redundancy Mode ® AD-RFFORT AD-RPVLAN

ADRP Setting
ADRE

3
Ring
Dinabde

128 0-28%
100 "

ADRP Lt
Salsd | Demainin Rolnsmus | RingPomid) | BackupPon

Ede Delete

RingSie | Pramary Pen
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RSTP/STP Transparent Transmission

AD-Ring and AD-RP are proprietary redundancy solutions and as such can’t coexist with
RSTP/STP on a network. But to accommodate traffic to/from an AD-Ring or AD-RP, the
Stride SE2 series switches provide an RSTP/STP Transparent Transmission feature that will
transmit RSTP/STP BPDUs across the ports participating in AD-Ring or AD-RP.

Switches A, B, C, and D form an AD-Ring. When RSTP/STP Transparent Transmission is
enabled on Switch A and B ports, Switches E and F can receive RSTP BPDUs from each other,
detect loops, and calculate spanning trees.
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Link Check

The Link Check feature verifies that ports participating in a redundancy protocol (RSTP/STP,
AD-Ring or AD-RP) transmit data normally. Note that only ports configured to participate in
a redundancy protocol may enable Link Check.

When Link Check is enabled on a port, the status may be monitored using Modbus TCE,
EtherNet/IP or SNMP.

Status:

Normal Link: Link Check is enabled and the port is transmitting/receiving data properly.
Receive Fault: Link Check is enabled and the port is NOT transmitting/receiving data properly.
Disable: Link Check is not enabled on this port.

Virtual Cable Check

The Virtual Cable Tester uses Time Domain Reflectometry to detect twisted pair status. It
transmits a pulse signal along the cable and detects the reflection of the pulse signal. If a failure
has occurred in the cable, the pulse will be reflected back to the switch port and the user interface
will display the distance to the failure in the Distance to Fault column, shown in meters.

The following types of cable faults can be detected and displayed in the status column:
Short: short circuit, two or more wires are shorted.
Open: open circuit, there may be broken wires in the cable.

Imped: impedance mismatch. The characteristic impedance of Cat5e cable is 100 ohms.
The impedance of the terminators at both ends of the cable must be 100 ohms to avoid wave
reflection and data errors.
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Port Security

Port Security is a MAC-address-based security mechanism for network access control. This
mechanism compares the source MAC address of received messages to the list of allowable MAC
addresses. A message with a source MAC addresses that isn’t included in the Allowable MAC
address table is dropped.

The switch supports 32 allowable MAC addresses on each port.

Port CRC Protect

The switch can be configured to protect itself from expending effort tending traffic on a port
that’s experiencing problems. CRC errors are symptoms of a problem with traffic. This may
result from a problem with the integrity of the physical condition (failing cable or connector).

*  a malfunctioning Network Interface Controller
*  software problems on a connected device
*  port configured for Half Duplex rather than Full Duplex communications

*  other network problems

Loop Detect

If a port is not configured to participate in a redundancy protocol, loop detect protects the
network from failing due to unintended loops. When loop detect is enabled on a port, the
switch will disable that port if traffic indicating a loop in the network is detected. When auto
recover is enabled, the switch will re-enable the port and check for loops after a pause.

MAC Address Forwarding Database

Ordinarily the switch will automatically learn the MAC addresses of connected devices by
examining the messages it receives. These automatically learned addresses will be deleted from
the MAC table if no messages have been received from or transmitted to them for a duration
defined by the MAC Aging Time. The MAC Aging Time may be configured between 15 and
3600 seconds, but it must be a multiple of 15.

"I"Z"I' I Stride® SE2 Series Industrial Ethernet Switches User Manual 2nd Ed. Rev. H



Chapter 4: Advanced Network Behavior Features

DHCP Server

As networks grew in scale and complexity, DHCP (Dynamic Host Configuration Protocol) was
developed as a mechanism to automatically assign IP addresses and subnet masks to devices as
they connect to the network.

DHCP employs a client-server communication model. The client sends a configuration request
to the server, and then the server replies with configuration parameters such as IP address and
subnet mask.

A Stride SE2 series switch may be configured to be the DHCP server to a network.

& CAUTION: Remember that in DHCP, messages are transmitted as broadcasts, so the DHCP client and
the Stride SE2 series switch acting as the DHCP server must be in the same network segment.

O--Em

/ [} stride SE2-SW8M Switch X \D

C | ® 192.168.0.1/dhcp.asp i
DHCP Server Configuration
Configuration Options Configuration Information
DHCF server Enable
DHCP server mode ® Common-Mode Port-Mode

DHCF server IP-pool name

[The domain name for the IP-Pool

The starting IP address of the IP-Pool
[The ending IP address of the IP-Pool
IThe subnet mask of the network-address

The default lease time ofthe IP address Infinite: 0 Days|1 Hours|0 Minutes
IThe maximum lease time of the IP address 1 Days|0 Hours|0 Winutes
IP Address 1]
Default Gatewayi(s)
IP Address 2]
DMNS1:

IThe DNS server for the [P-Pool's subnet

DNS52:

DHCP supports two types of IP address allocation mechanisms, Port-Mode and Common
-Mode.

Port Mode: the network administrator statically binds a fixed IP address to a port. This is
helpful for clients such as a router port configured as a Gateway.

Common Mode: DHCP server dynamically allocates an IP address to a client. The IP address
can be allocated to a client permanently or with a limited lease period. When the lease expires,
the client needs to request a new IP address.
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The DHCP server selects an IP address from an address pool and allocates it together with other
parameters to the client. The IP address allocation sequence is as follows:
1. The IP address statically bound to the client MAC address or the port ID connecting to

the server.

2. The IP address that is recorded in the DHCP server that was previously allocated to the
client.
3. The IP address that is specified in the request message sent from the client.

4. The first allocable IP address found in the address pool.

Port Desired IP Configuration
When DHCP Server is Enabled, and Port-Mode is selected as the Server Mode, the Port Desired
IP table setting statically assigns an IP address to a port. When a port receives a request message
from a client, the IP address bound to the port will be allocated to the client. This IP allocation
mode has the highest priority and the lease period is 1000 days 23 hours and 59 minutes.

& Caution: The IP address assigned to a port and the DHCP server must be in same segment.

- —

_/ [ Stride SE2-SW8M Switch X \D
C | ® 192.168.0.1/dhcpPortlp.asp r

Port Desired IP

Fort Type IP
FE

FE
FE
FE
FE
FE
FE
FE

(== I = S N I TS Y T Y

If a subnet mask and Default Gateway(s) are entered in the DHCP Server Configuration table,
these values will be assigned to devices requesting host configuration from the switch.

The DNS-server for the IP-Pool’s subnet

When an address is provided as a name, the name needs to be resolved to an IP address. A
DNS server will accomplish this. DHCP address pool can configure max two DNS addresses.
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DHCP Snooping

DHCP snooping is a feature to prevent unexpected DHCP servers from providing IP addresses
to DHCP clients. Unacceptable DHCP messages will be dropped at Untrusted ports.

Trusted port: a port that connects with the valid DHCP server directly or indirectly. Trusted
port normally forwards the request messages of DHCP clients and the response messages of
DHCRP servers to guarantee that DHCP clients can obtain valid IP addresses.

Untrusted port: any port that is not connected to a known DHCP server. Untrusted ports will
not forward DHCP requests and responses.

Note 1: A switch configured to perform DHCP snooping may not be configured as a DHCP server.
Note 2: A switch configured to perform DHCP snooping may not be configured to obtain its IP address by DHCP
Note 3: A switch configured to perform DHCP snooping may not be configured to participate in a Trunk Group.

Oo--Em
C | ® 192.168.0.1/dhcpsnooping.asp g

DHCP Snooping

DHCP Snooping Enable

Trust-Port Settings

Port Type Protocol
1 FE Trust ® Untrust
2 FE Trust * Untrust
3 FE Trust Untrust
4 FE Trust * Untrust
5 FE Trust Untrust
6 FE Trust ® Untrust
7 FE Trust * Untrust
8 FE Trust ® Untrust
Option82 Configuration
Option&2 Enable
Client Palicy Drop Replace * Keep
Server Policy Drop Keep
Remote-ID Type String MAC
Remote-ID Content 00-1E-CD-1A-61-2D
=

Client Policy: when the DHCP Snooping device receives a packet
containing Cption 82 from DHCP client, it will handle the packet
according to the client policy:

1. Keep option 82 and forward the packet

2. Drop the packet

3. Forward the packet after replacing the Option 82

Server policy: when DHCP Snooping device receives a packet without
option 82 from DHCP server, it will handle the packet according to the
server policy:

1. Drop the packet

2. Forward the packet.
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Option 82 Configuration

Option 82 (Relay Agent Information Entry) allows DHCP traffic from switches that are not
directly connected to a DHCP server to successfully negotiate network settings across a more
complicated network while maintaining the security that DHCP snooping provides.

Client Policy: when the DHCP Snooping device receives a packet containing Option 82 from
DHCP dlient, it will handle the packet according to the client policy:

1. Keep option 82 and forward the packet
2. Drop the packet
3.  Forward the packet after replacing the Option 82.

Server policy: when DHCP Snooping device receives a packet without option 82 from DHCP
server, it will handle the packet according to the server policy:

1. Drop the packet
2. Keep the packet and forward it.

The Option 82 field on Stride SE2 series switches includes two sub-options: sub-option 1
(Circuit ID) and sub-option 2 (Remote ID). The formats of two sub-options are shown below:

Sub-option 1 contains the VLAN ID and number of the port that receives the request message
from the DHCP client. The format of the sub-option 1 field within the message is:

Sub-opfion type Length (0x04) VLAN ID Port Number
(0x01)
One byte One byte Two bytes Two bytes
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VLAN ID: On a DHCP Snooping device, the VLAN ID of the port that receives the request

message from the DHCP client

Port number: On a DHCP Snooping device, the number of the port that receives the request

message from the DHCP client

The content of Sub-option 2 includes the MAC address of the DHCP Snooping device that
receives the request message from the DHCP client, or the character string configured by users,

as shown in below

Sub-option type (0x02) Length (0x06) MAC Address
One byte One byte 6 bytes

Sub-option type (0x02) Length (0x10) Character string
One byte One byte 16 bytes

Sub-option type: 2

Length: the number of bytes that Sub-option 2 content occupies. The MAC address occupies 6
bytes and character string occupies 16 bytes.

MAC address: the MAC address of the DHCP Snooping device that receives the request

message from the DHCP client.

Character string: 1-16 characters. This character string is configured. on the DHCP Snooping

page.
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Switch Management and Network Information

LLDP

ARP

SNTP

Chapters 3 and 4 detail features that affect the traffic across the switch. Stride managed switches
also have many features that assist in maintaining the network itself. This chapter describes
these network management features.

Link Layer Discovery Protocol provides a standard network discovery method. Network
information is shared among connected devices and saved to respond to queries from network
management system devices.

Information can only be displayed when both this switch and neighbor devices have LLDP
enabled.

The switch management interface maintains an ARP table listing hosts that have accessed the
switch management interface.

In general, the switch will learn ARP entries automatically without need of static entry
configuration.

Max 512 total ARP entries are supported, with no more than 256 static entries. When the
number of ARP entries exceeds 512, any new entry will replace the oldest dynamic entry.

IP addresses configured as static entries must be on the same subnet as the switch’s IP address.

Simple Network Time Protocol calibrates time by requests and responses between servers and
clients. The switch will be a client to calibrate time according to the messages from the server.
Up to four time servers may be configured on the switch but only a single time server is in an
active state, any other configured servers will be inactive. The switch sends a request to all
configured servers and the first to respond is assigned as the active server.
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SSH Server

SSH (Secure Shell) encrypts switch management messages to prevent information disclosure.
SSH encrypts only Command Line interface communications, not browser based switch
management communication.

A Local Key Value may be generated by the switch and copied to the devices that will be allowed
to access switch management functions. O, the key may be generated by the connecting device
and copied into the switch, typically using a key generation application such as PuTTYgen.

If the key will be generated by the switch and copied to the devices allowed to access switch
management:

1. Disable SSH

2. Click the Set SSH Server button
3. Enable SSH
4

Configure:

Authentication Retry — the number of unsuccessful login attempts that will be allowed
before disabling access to the switch management interface.

*  Time Out - the number of minutes of inactivity before terminal sessions automatically
logout to prevent unauthorized access. The default is 5 minutes.

5. Copy the Local Key Value to the devices that are allowed to access switch management.

6. Add SSH Users on the SSH User Manager page (see below)

If the key will be generated by the connected device:
1. Enter a Name for the new key on the Key Configuration page.

2. Copy the key from the connected device to the Key Value field on the Key
Configuration page

3. The key now appears in the Public Key List on the User Manager page.
4. Add SSH Users assigned to that key on the User Manager page.

Adding SSH Users on the User Manager page:
1. Enter a User name (login name)
2. Select either

*  Password — Enter the Password that this User will type to login from a connected
device

*  Public Key — Select a key from the Public Key List of keys configured on the Key
Configuration page.

3. Click Add to add this new user.
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Typical configuration examples

The Host works as the SSH client to request a local connection with Switch, as shown below.

SSH client

192.168.1.23

Host

SSH USER with Authentication Type “Password”
1.0n the SSH Server configuration page:

a) Disable SSH.
b) Click the Set SSH Server button to create a new Key Value.
c) Enable SSH.
d) Click Apply
2. On the SSH User Manager page:

a) Enter user name ddd.

b) Choose the authentication type of “Password”.

¢) Enter password 444.

S5H User Manager

User Mame ddd
Authentication | Public Key
Tipe (*) Password LIS
| Add | | Help
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3. Establish the connection with the SSH server.

a) Open the terminal application, PuTTY.exe in our example.

b) Enter the switch management IP address in the Host Name field, 192.168.1.2 is the
default, we are using 192.168.1.2 in this example.

¢) Enter port 22 and select SSH connection type.

Category:

=R S_ession

. Keyboard
. Bell
- Features
= Window

- Appearance
- Behaviour
- Tranglation
- Selection
- Colours
=+ Connection

Basic options for your PuTTY session

Specify the destination you want to connect to
Host Mame for IP address) Port

19216212 3p | 23p

Connection type:
(JRaw () Telnet () Flogin @ 5SH () Seral

Load, save or delete a stored session
Saved Sessions

Default Settings

Close window an exit:
() Mways () Never

4
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4. Click <Open> button and the following warning message appears.

a.)Click “Yes”.

PuTTY Security Alert

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsad key fingerprint is:

ssh-rsa 1040 24:4b:df:08:0b: 34:c1:b%ibf: 52:6cedid Viefied: 35
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit Mo.

If you do not trust this host, hit Cancel to abandon the
connection,

4a Yes Mo Cancel Help

5. Input the user name “ddd” and the password “444” to enter the switch configuration
interface, as shown below.

192.168.1.2 - PuTTY = B
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SSH user with authentication type “Public Key”
1. On the SSH Server configuration page:
¢ Disable SSH.
¢ Click the Set SSH Server button to create a new Key Value.
e Enable SSH.
¢ Click Apply
2. On the device that will access switch management:
a.  Run PuTTYGen.exe
b.  Click <Generate> button to generate the client key pair:

File Key Conversions Help

Key
No key.

Actions
Generate a public/private key pair Generate ! D

Load an existing private key file Load

Save the generated key Save public key Save private key

Parameters

Type of key to generate:
() 55H-1 (RSA) (®) 55H-2 RSA () 55H-2 DSA

Mumber of bits in a generated key:
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File Key Conversions Help
Key

Please generate some randomness by moving the mouse over the blank area.

Actions

Generate a public/private key pair Generate
Load an existing private key file Load

Save the generated key Save public key Save private key

Parameters

Type of key to generate:
S5H-1 (RSA) ® 55H-2 RSA SE5H-2 DSA

MNumber of bits in a generated key: 2048
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c. Click <Save private key> to save the private key,

d. Copy the public key to the switch SSH Key Configuration page in the Key Value

box. Enter Key Name 111.

NOTE: Typically, PuTTYgen requires random mouse movement while the key is being generated

File Key Conversions Help

Key
Public key for pasting into DpenSSH authaorized_keys file:

Fii rldu"‘a’Mw IEda EwC )gl ['ﬁl'& N"'a'DThEi:-

.Ec-k WQO4BHZEY

Key fingerprint: |55h-rsa 2048 cbfce/ehalfa:al99:81:4c:2b: Vo 94.6F:48:20

Key comment: rsakey-20170128

Key passphrase: |

Corfim passphrase: |

Actions
Generate a public/private key pair

Load an exsting private key file

Load

Save the generated key Save public key | | Save private key 2B

Parameters

Type of key to generate:

() SSH-1 (RSA) (®) SS5H-2 RSA (C155H-2 DSA

MNumber of bits in a generated key:

3. On the switch SSH User Manager page:
a. Enter the SSH user name aaa.
b. Select authentication type “Public Key”.
c. Select key name 111.

Stride® SE2 Series Industrial Ethernet Switches User Manual
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4. Establish the connection with the SSH server.

a. Open the terminal application, PuTTY.exe in our example.

b. Enter the switch management IP address in the Host Name field, 192.168.0.1 is the
default, we're using 192.168.1.2 in our example.

c. Enter port 22 and select SSH connection type.

d. Click the Auth option in the navigation tree on the left of the PuTTY window.

,l_‘i PuITY Configuration

Categony:
Keyboard
Bell
Features
(=1 wind o
Appearance
Behaviour
Tranzlation
Selection
Calours
(= Connection
Data
Fromy
Telnet
Rlogin
= 55H
Kex

TTY

=11

Tunnels

Bugs
Serial

Gald 44

s

Bazic options for your PUTTY session

Specify the destination pau want ko connect ba

Host Mame [or IP addresg] Pot
1921681.2 4 2 4Ag
Connection type:

(O Baw (O Telet (O Rlogn & 55H O Senal

Load, save or delete a stored session
Saved Sessions

Default Settings

Delete

o ID'_
o

1< [}
m (=5

Cloze window on exit:

O aways O Mever (%) Only on clean exit

[ Open ] [ LCancel
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e. Browse to the private file saved in the step 2c.

f. Click <Open> button;
e PUTTY Configuration ? “

Cateqory

Bell ~ Options controling S5H authentication
- Features

5 Window [] Bypass authentication entirely {SSH-2 only)
- Appearance Display pre-authentication banner (SSH-2 only)
_?_e'ahnasw;';;; Authentication methods
. Selection Attempt authentication using Pageant
. Colours [] Attempt TIS or CryptoCard auth (SSH-1)

—- Connection [+] Attempt "keyboard-interactive" auth (SSH-2)
- Dat
Prc::.f Authertication parameters

- Telnet [] Allow agent forwarding
[ ] Allow attempted changes of usemame in S5H-2
Private key file for authentication:

CiUsershSEZ switch CLI key for aaa ppl| | Browse. ..

4e

W

About Help Open 4i Cancel

g. Input the user name to enter the switch configuration interface

ey " 110811"
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RMON Statistics

RMON (Remote Network Monitoring) allows network management devices to actively monitor
and manage network devices. Network management devices may use RMON to read statistical
information from the switch, for example, traffic information per port. The switch may use
RMON to send alarms to the network management device, for example, traffic exceeding a
configured threshold. The switch can automatically record alarm events in an RMON log, or
send a Trap message to the management device.

RMON Group

The Stride SE2 series switches support statistics group, history group, event group and alarm
group of public MIB. Each group supports max 32 entries.

CAUTION: If a sampled value of an alarm variable exceeds the threshold multiple times in the same
direction, only the first time can trigger an alarm event. That is, in order to capture multiple occasions
of a rising condition, an alarm event must be configured for the falling condition to reset the alarm.
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Syslog

The system log file, Syslog, records the switch system information and operation information
for troubleshooting. It includes a System log and Running log. Syslog is enabled by default and
Runlog is disabled by default.

System log contains:
*  Task suspension log
*  Reboot caused by task suspension
*  Reboot caused by pressing <Reset> button on switch front panel
*  Reboot caused by Reboot command
*  Reboot caused by clicking <Reboot> button on Web interface
*  System reboot

Running log contains:
*  Port state change
*  Power state change
*  Reboot caused by Reboot command
*  Reboot caused by clicking <Reboot> button on Web interface

Max 1024 logs are supported. When the number exceeds 1024, a new entry will overwrite the
oldest entry.

Save in Flash — when enabled, the logs can be viewed on the switch management interface.
Send to Server — when enabled, switch logs can be uploaded to server in real time.

Remote-server IP — Configure the IP address of server to upload logs
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SNMP

SNMP (Simple Network Management Protocol) allows the network administrator to check
device information, modify device parameters, monitor device status and locate network faults.

Implementation
SNMP protocol adopts manager/agent mode, so SNMP network contains NMS and Agent.

¢ NMS (Network Management Station) is a workstation running the SNMP-supported
client network management software, playing a core role in SNMP network
management.

*  Agentis a program in the managed device, the SE2 switch in our case. It is responsible
for receiving, processing requests from NMS. When an alarm happens, Agent will
automatically inform the NMS.

NMS manages the SNMP network, while Agent is managed by SNMP network. The
management information exchange between NMS and Agent is through SNMP protocol.
SNMP provides 5 basic operations:

*  Get-Request

*  Get-Response

*  Get-Next-Request
*  Set-Request

o Trap

Explanation
SNMP Agent in Stride SE2 series switches, supports SNMPv2 and SNMPv3 versions. SNMPv2
is compatible with SNMPv1.

SNMPv1 adopts Community Name Authentication. The community name works as a password
and is used to restrict SNMP NMS accessing SNMP Agent. If the community name of the
SNMP message cannot pass device authentication, this message will be dropped.

SNMPv2 also adopts Community Name Authentication. It not only is compatible with
SNMPv1, but also expands the functions of SNMPv1.

NMS and Agent must support the same SNMP version. Agent can be configured with multiple
versions at the same time, and use different versions to communicate with different Network
Management Station.
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MIB Introduction
Any managed resource can be viewed as an object called a managed object.

An MIB (Management Information Base) is a collection of all managed objects. It defines the
hierarchical relationships between managed objects and defines a series of attributes of objects,
such as object name, access rights, data types, and so on. Each Agent has its own MIB. NMS
can read or write objects in the MIB according to its rights.

MIB defines a tree structure and each tree node is a managed object. Each tree node contains an
OID (Object Identifier) that can indicate the node position in the MIB tree structure. As this
figure shows, the OID of the managed object A is 1.2.1.1.

Root

Node (1) Hode (2]

Node (1) Hode (2)

Obinct (1) Hode (1) Object (2)

ObjectAl(l])
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SNMPv3

Introduction

SNMPv3 provides a USM (User-Based Security Model) authentication mechanism. User
can configure authentication and encryption functions. Authentication is used to verify the
legitimacy of the message sender to avoid access by unauthorized users. Messages between NMS
and Agent are encrypted. The combination of authentication and encryption improves the
communication security between SNMP NMS and SNMP Agent.

Implementation

SNMPv3 has four configuration tables each of which can configure 16 entries. These tables
codetermine whether the specified users based on context group can access MIB information.

User table is used to create users. Each user can use different security policies to realize user
authentication, encryption and other security functions.

Access table can access MIB node information by matching group name, context name, and by
setting security model, security level.

Group table is a collection of multiple users. Access rights are subject to a user group, the access
rights of a group are applicable for all users in the group.

Context tables are readable character strings to identify users. It has nothing to do with the
specific security model.
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Modbus TCP

Industrial applications may be able to more easily and more effectively use Modbus TCP or
EtherNet/IP to manage the network, rather than SNMP or RMON. Modbus addresses defined
in the SE2 series managed switches may be accessed to read the conditions of the switch, similar
to RMON and SNMP. The switch may generate alerts written to the Modbus master. The
master may also write to the switch to change some configuration settings.

The Modbus TCP server listening port is 502.

Client devices may read status of Modbus registers as follows:

Item Description Protocol Address Modbus Address
1 Device information 0x0000-0x0fff 400001-404096
2 Port Information 0x1000-0x2fff 404097412288
3 Alarm Information 0x3000-0x3fff 412289-416384
4 AD-RING Information 0x4000-0x4fff 416385-420480
5 AD-RP Information 0x5000-0x5fff 420481-424576
6 RSTP Information 0x6000-0x6fff 424577-428672

Refer to Appendix E for details on the Modbus TCP switch management features.
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EtherNet/IP

Industrial applications may be able to more easily and more effectively use Modbus TCP or
EtherNet/IP to manage the network, rather than SNMP or RMON. EtherNet/IP addresses
defined in the SE2 series managed switches may be accessed to read the conditions of the
switch, similar to RMON and SNMP. The switch may generate alerts written to the EtherNet/
IP master.

The master may also write to the switch to change the status. These addresses are detailed in

Appendix D.

The SE2 managed switches support EtherNet/IP in the following ways:

Class 1 Implicit I/O Messaging Server/Adapter

Class 3 Explicit Messaging Server/Adapter

Unconnected Explicit Messaging Server/Adapter

Refer to Appendix D for details on the EtherNet/IP switch management feature.

Firmware Update

Occasionally a new firmware version will become available to add features and/or fix bugs.
The firmware .bin file may be accessed from a folder on the connected PC or from an FTP
server on the network.

When the firmware is in a folder on the connected PC, you may simply Browse to that folder,

highlight the new firmware .bin file and Click the Update button.

When the firmware is available from an FTP or TFTP server, carefully enter the full file name
including the .bin extension.

Take care to avoid interrupting power to the switch and the source device during the firmware
update process.

When the firmware update completes successfully, reboot the switch and check the switch
Basic Information page to ensure the new version is reflected in the basic information table.
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Configuration Upload and Download

—— | /fnot committed by SAVE, changes will be lost on power cycle.

—— Likewise, changes made by performing LOAD DEFAULTS must be committed to the switch by performing SAVE or else the
switch will revert to the last committed changes on power cycle.

Z: NOTE: All configuration changes except IP address and password must be committed to the switch by performing SAVE.

It is always helpful to backup the work of configuring a switch in the event you must replace
the switch, or in case the configuration is unintentionally changed.

The configuration file may be saved to the connected PC or to an FTP/TFTP server.

A saved configuration file may be written into the switch from a connected PC or from a
FTP/TFTP server on the network. After a configuration file is written into the switch, SAVE
must be performed to commit the configuration to the switch.

Load Default

—— | NOTE: All configuration changes except IP address and password must be committed fo the switch by performing SAVE. If
—— | not committed by SAVE, changes will be lost on power cycle Likewise, changes made by performing LOAD DEFAULTS must
—— be committed to the switch by performing SAVE or else the switch will revert to the last committed changes on power cycle.

Besides the software Load Default feature, the Stride SE2 series switches may Load Default by
pressing the RESET button on the face of the switch for longer than 5 seconds until all LEDs
start to flash. When the button performs the Load Default, the previous configuration will not
be accessible afterward.

Reboot

== NOTE: All configuration changes except IP address and password must be committed to the switch by performing SAVE.  If
—— | not committed by SAVE, changes will be lost on power cycle. Likewise, changes made by performing LOAD DEFAULTS must
— | becommitted to the switch by performing SAVE or else the switch will revert to the last committed changes on power cycle.

If changes have been made to the configuration or a software Load Default was performed
unintentionally, the switch can revert to the previous configuration by performing Reboot.

Besides the software Reboot feature, the SE2 series switches have a Reboot button on the face of
the switch. Reboot can be performed by pressing the Default button on the face of the switch
for 1 to 5 seconds. If held for more than 5 seconds, it will reset configuration back to default.
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Default Settings

Stride SE2 Series Managed Switch Default Settings

Configuration Parameter Default Settings
Main Settings
User Name admin
Password admin
DHCP Disabled
IP Address 192.168.0.1
Subnet Mask 255.255.255.0
System Settings Gateway 192.168.0.1
Project Name PRINAME
Switch Name Switch
Location Switch Location
Contact Contact Info
Port Admin Enabled (all ports)
Port Settings Auto Speed and Duplex Enabled (all ports)
Flow Control Off
Jumbo Frame Enabled
Redundancy Settings
Redundancy RSTP enabled (all ports)
Spanning Tree Priority 32768
Hello Time 2
RSTP Max Age Time 20
Forward Delay Time 15
Message Age Increment Default = Increments by the greater of
(Max Age Time / 16) or one
Port Priority 128
Path Cost Auto (all ports)
RTSP Transparent Disabled (all ports)
No Domain ID assigned
Proprietary Redundancy AD-Ring No ports assigned as AD-Ring ports
Protocols AD-Ring+ Disabled
No Domain ID assigned
AD-RP No ports assigned as AD-RP Ring ports
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Stride SE2 Series Managed Switch Default Settings (cont’d)

Configuration Parameter Default Settings
Traffic Filtering Settings
IGMP Enabled (all ports)
Multicast Filtering IGMP Auto Query Enabled (all ports)
QoS 802.1P (all ports)
QoS Egress Type SP (Stict Prioriy) (all ports)
VLAN VLAN All ports and switch management participate in VLAN1
GVRP Disabled
MAC Aging Time 300 sec
Switch Management Settings
ARP Aging Time 20 min
Port Trunk (Link Aggregation) HASH
Mode No port selected for Link Aggregation
SSH Disabled
Dot1x Disabled
TACACS+ Disabled
Browser Access Protocol HTTP
DHCP Server Disabled
DHCP Snooping Disabled
Network Management Settings
LLDP Disabled
Syslog Enabled
RunLog Disabled
Save in Flash Disabled
Send to Server Disabled
Remote Server IP Address 0.0.0.0
Network Monitoring SNMP Disabled
SNMP Trap Enabled
SNMP Trap Port ID 162
EtherNet/IP Disabled
Modbus TCP Disabled
Link Check No ports enabled
RMON None Configured
Network Time Protocol SNTP Disabled
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Stride SE2 Series Managed Switch Default Settings (cont’d)

Configuration Parameter

Default Settings

Network Management Settings (continued)

Network Security Port Security No ports enabled
Port Monitor No ports monitored

Network Troubleshooting Alarm No alarms enabled

Settings Port CRC Project No ports enabled
Loop Detect No ports enabled

A"‘I‘ I Stride® SE2 Series Industrial Ethernet Switches User Manual

2nd Ed. Rev. H



ConsoLE PORT AccEss & APPENDIX

CL1 CoMMANDS

In this Appendix...

CONSOIE POt ACCESS: . .ceuunieerenieeerteieeerreneeeeraneeeersnneeeerssssssesssssesesssssessesssssssesssnnesessen B-2
SEOIIAL ACCESS ..ottt e e et e e e et e e e e et e e e seaaeeeesbaeessaaaneeeeeas B-2
TEINET ACCESS vttt e et e e e et e e e saae e e e raaaeeeesataeeessaaeeeeeannes B-6

VIEW TYPES ceeviiiiiiiiiitiiiiiiiitttce ettt e e s seiarat e e e s s s ssaet e e s s sssssssasaasessesssssssaessssans B-8

CLI COMMANGAS...orriiiiiiieiiieeiiieeeereeeeeertanererraneeeesrssneeessssessesssssesesssssessesssssssesssssesessen B-9
[} oo [ et uTo] o IR B-9

(@ @] 2 0] 0 -1 Lo PO B-9



- Strfde Appendix B: Console Port Access & CLI Commands

Console Port Access:
Serial Access

There are a variety of ways to access a switch.

*  Web browser via Ethernet connection at a switch port,

*  Command Prompt via Ethernet connection at a switch port,

*  Telnet via USB connection
This manual details switch management by the web browser. The USB console port offers
alternative access to the switch management and this appendix details how to connect through
the USB port. The user can access a switch by its USB Console port and PuTTY or Windows

Hyper Terminal or other software that supports serial port connection. The following example
shows how to use the Console port and PuTTY to access the switch.

1. Install the mini USB serial port driver “Mini USB_driver.exe”. The driver may be
downloaded from the AutomationDirect downloads page.

2. Use a mini USB cable to connect the PC USB and the switch Console port

3. Open PuTTY on your PC. Click the Serial option at the bottom of the Navigation
Tree on the left.

i PUTTY Configuration ?
Category:
= Sgssion Basic options for your PUTTY session
i TE"“ I_.oglging Specify the destination you want to connect to
= Termina
- Keybaard Host Mame (or IP address) Port
- el [ 2
- Features C_onnection type: ) ) )
=~ Window (_JRaw () Telnet (_)Rlogin ®SSH () Seral
FDDEEI!EHCE Load, save or delete a stored session
- Behaviour
.. Translation Saved Sessions
- Selection
-~ Colours Defautt Settin
gs
[=)- Connection Load
. Data o
- Promy
- Telnet Delete
- Rlogin
-554
@ Close window on exit: }
() Mways (I Mever (8 Only on clean exit
About Help Open Cancel
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4. For the Serial Line, enter the COM port assigned to your switch. The COM port number is
shown in Windows Device Manager under “Ports (Com & LPT)’. The settings for the serial
line are:

Baud - 115200
Data bits - 8
Stop bits - 1
Parity - None

Flow control - None

Then Click the Session selection at the top of the Navigation tree on the left.

- Terminal
- Keyboard
- Bell
- Fegtures
= Window

- Appearance
- Behawiour
- Translation
- Selection
- Colours
[=- Connection

Options controlling local seral lines

Select a seral line

Serial line to connect to

Configure the serial line
Speed baud)

Data bits
Stop bits
Parity

Flow control
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5. Click on the Serial radio button in the top pane, and verify the Serial line COM port
number and Speed are correct. Then click the Open button at the bottom of the window.

Categary:

Basic options for your PuTTY session

Specify the destination you want to connect to
Seral line Speed

=~ Terminal

- Keyboard

- Bl (COMS |[115200 |

- Featuras Connection type:
=- Window {(JRaw () Telnet ( JRlogin (J55H (@) Seral
- Sppearance

- Behaviour
- Translation Saved Sessions

Load, save or delete a stored session

- Selection |
-~ Colours Default Settings
= Connection
- Data
- Proxy
- Telnet
- Rlogin
+- 55H
- Serial

Close window on et

() Mways (O Mever (@ Only on clean exit

6. Hit Enter on your keyboard to move to the Password request. Then carefully enter the
password, admin is the default.
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COMG - PuTTY = B

COMG - PuTTY
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Telnet Access
For a switch connected to the PC by an Ethernet cable, and the switch’s IP Address is known,
PuTTY or another terminal emulator application may be used to access switch management.

1. Open PuTTY and Select the Telnet Radio button, then enter the switch IP address and

Click Open.
) PUTTY Configuration ?
Category:
= Sgssion Basic options for your PuTTY session
 Ten I_.oglging Specify the destination you want to connect to
T Tml‘é;:board Host Mame {or I address) Port
- Bel |'sz.168.0.1 pe
- Features Connection, ) ) )
= Window (O Raw 'L () Rlogin (JSSH () Senial
Appea!ance Load, save or delete a stored session
- Behaviour
. Translation Saved Sessions
- Selection
-~ Colours Default Settings Load
= Connection
.. Data Save
- Proxy
. Telnet Delete
- Rlogin
+- 55H
""" Seral Close window on exit: )
(O Mways ()Never  (® Only on clean exit
About Help Cancel

NOTE: The switch default IP address is 192.168.0.1. If the IP address is unknown, you must use the Serial Access
to connect to the switch, login and enter the “show interface” command.

R COMS6 - PuTTY = =
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2. Carefully enter the user name, admin, and the password, admin.

| &P 192.168.0.1 - PuTTY - o IEM|
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View Types

When logging into CLI (Command Line Interface) by Console port or Telnet, a user can
navigate to different views as shown below.

View Switching

View Prompt View Type View Function Comma_n : f.or L
Switching
® Show currently used
commands Input “enable” to enter the
SWITCH> User View * Show IP address management view
® Show software version
® Show switch configuration
information
¢ Upl?ad/d?wnlfolad * Input “configure terminal”
coniguration fiie to switch from the
* Upload/download log record | ~ Management view to the
SWITCH # Management View « Restore defaut configuration view,
configuration ® Input “exit’ to return to the
user view
® Save current configuration
® Software update
® Reboot switch
SWITCH (config) # Configuration View %%r:jfluglg:;e all switch functional {ﬂgur; ;%xég :r; ;}rﬁn etoW retumn to

wy»

When a switch is configured by command line, “?” can be used to get command help. In the
help information, there are different parameter descriptions, for example, <1, 255> means a
number range; <H.H.H.H> means an IP address; <H:H:H:H:H:H> means a MAC address;
word<1,31> means a string range. In addition, INSERT DOWN ARROW SYMBOL and
INSERT UP ARROW SYMBOL can be used to scroll through the last used 10 commands.
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CLI Commands

Introduction
The command-line interface (CLI) largely behaves as a text-based Cisco-type CLIL

When logged in to the switch CLI, entering the question mark character will return the list of
available commands.

Type a command followed by a space and the question mark character to see the list of expected
arguments for that command.

From the exec mode prompt (Switch#) type configure terminal to access commands to change
the configuration of the switch and its interfaces. In configuration mode, remember to commit
changes to save them to the switch configuration file.

Exit moves back thru the modes of access in the CLI

CLI Commands
Global Commands

The following global commands are available anywhere in the CLI:

commit Commit the set of changes to the switch and cause the changes to take operational effect
defaults Restore factory defaults

quit CLl is exited. Uncommitted changes are discarded without prompting.

reset Reset the Switch.

help Print a help message.
prompt Enable/disable the prompt (usage: “prompt enabled” or “prompt disabled”)

When restoring factory defaults, network settings may be maintained by adding a “savenw” option. In other
words:

defaults
restores all values, but
defaults savenw

restores all defaults except the current settings for DHCP, IP address, etc...
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Troubleshooting Fiber Connections

1. If you are using a 100Mbps SFP in a Stride switch, you must manually change the port speed
on the Port Configuration page of the Switch Setup interface. Note that if matchingl00Mbps
SEPs are installed and connected by a proper mode-type patch cable but the Port Configuration
has not been changed from the default 1000Mbps (Gigabit speed), the Port Status and RSTP
Port Status pages will not indicate the port speed mismatch. That is, the browser interface will
not alert the user to this speed mismatch.

*  Verify the type of SFP. In the configuration shown below, port G1 is a 100Mbps SFP.
*  Verify the port number.

*  Verify the Port Speed Setting on the Basic Configuration - Port Configuration page.

|--
/ B Stride SE2-5WBM-2P 51 x

C 1} | ® 192.168.0.1/port.asp #

Port Configuration

Jumbo Frame #|Enable
Port Type Admini i Auto Speed Duplex Flow Control
1 FE ¥ Enable ¥ Enable 10M 100M Half  Full Cn

2 FE ¥ Enable #| Enable 10M 100M Half  Full On

3 FE ¥ Enable #| Enable 10M 100M Half * Full On

4 FE ¥ Enable ¥ Enable 10M 100M Half ~ Full on

5 FE ¥ Enable ¥ Enable 10M 100M Half ~ Full on

6 FE ¥ Enable ¥ Enable 10M 100M Half ~ Full On
Gi GX ¥ Enable Enable ©100M ' 1000M ® Full on
G2 GX ¥ Enable ¥ Enable 100M ' 1000M ® Full on

2. Make sure that the speeds of both ends of a link match: a 100Mbps SFP on one switch
must connect to a 100Mbps connection on the other switch or end device. Fiber ports do not
negotiate speed.

3. Ensure that the cable type you are using matches the transceiver type. That is, Multimode
cable requires Multimode transceivers, and Single-mode cable requires Single-mode transceivers.
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4. Additionally, it is important that 62.5um is used with 62.5um and 50um used with 50um.
If the fiber cores are not aligned correctly significant attenuation will occur.

5. Make sure that all of your connectors are clean. Even a little bit of dust, dirt or grease on a
connector face can significantly degrade a fiber signal. This includes the main fiber optic link
as well as any patch cables that you may be using. When cleaning, it is important to use lint
free swabs or wipes, preferably of a clean room quality. These can be used dry or wet (with 99%
isopropyl alcohol solutions).

*  Make certain that you are not cleaning an active fiber, as the laser can cause permanent
damage to your eyes should you look into the end face.

* Additionally, it is not necessary to scrub the end face, rather to just gently wipe it clean
and then double-check the link. If additional cleaning is required simply repeat this
process.

6. Make sure that all connectors are plugged completely into their proper ports. Again, if end
faces are not lined up correctly with transceivers and/or mated fiber ends, the system may fail
due to excess attenuation.

7. Make sure that the transmit cable at the near end is the receive cable at the far end. There
needs to be a crossover for a fiber link to work correctly. Be sure to factor in all patch cord that
may be used.

——\| NOTE: The physical connectors on the ends of a fiber cable do NOT need to match: a link may use an LC connector

——\| ononeendand an SC connector on the other.
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Troubleshooting AD-Ring

1. Typically a switch will be protected by either AD-Ring or RSTP. If AD-Ring is configured
on a switch, disable RSTP.

*  On the Redundancy — RSTP/STP Configuration page, set Protocol Types to “Disable.

B Stride SE2-SW8M Switc: X W\

C O | ® 12218801 /rstp.zsp ¥ |
RSTP/STP Configuration
Protocol Settings
Protocol Types ® Disable ' RSTP ) STP
Spanning Tree Priority 32768 (0-65535)
Hello Time 2 (1-10s)
Max Age Time 20 (6-40s)
Forward Delay Time 15 (4-30s)
Message-age Increment Compulsion  * Default
Port Settings
PortType| Protocol Port Role Port Status Port Priority(0~255) Path Cost(1~200000000} Cost Count
1| FE Enable NonStp Forwarding 128 2000000 “ Yes
2 |FE Enable Nonstp Forwarding 128 2000000 “ Yes
3| FE Enable Nonstp Forwarding 128 200000 e
4|FE Enable Nonstp Forwarding 128 2000000 “ Yes
5| FE Enable Nonstp Discarding 128 2000000 e
6 | FE Enable Nonstp Discarding 128 2000000 “ Yes
T|FE Enable Nonstp Fonwarding 128 2000000 e
8 | FE Enable Nonstp Forwarding 128 2000000 I ves
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2. Tt is possible for AD-Ring and RSTP to coexist on a switch. If a switch participates in both
an AD-Ring and a spanning tree, exclude the AD-Ring ports from Spanning tree:

*  On the Redundancy — RSTP/STP Configuration page, check the boxes to exclude the Real-
Time Ring ports from Spanning Tree. Ports 5 & 6 are excluded because they are part of AD-Ring

AD-1-1.

B Stride SE2-SWBM Switer X Wy %

C 0 | ® 192.1680./rstp.asp
RSTP/STP Configuration
Protocol Settings
Protocol Types ‘ ) Disable @ RSTP () STP
Spanning Tree Priority [32768 [f] (0-65535)
Hello Time 2 (1-10s)
Max Age Time 20 (6-403)
Forward Delay Time 15 (4-30s)
Message-age Increment ' Compulsion  ® Default
Port Settings
PorType| Protocol Port Role Port Status Port Priority(0~255) Path Cost(1~200000000) Cost Count
1| FE ¥ Enable Link Down Discarding 128 2000000 ¥ Yes
2 |FE (¥ Enable Link Down Discarding 128 2000000 #l Yes
3| FE ¥ Enable Designated Forwarding 128 200000 [l Yes
4 | FE ¥ Enable Link Down Discarding 128 2000000 # Yas
5 | FE ") Enable NonStp Discarding 128 3000000 < Yes
6 | FE [ Enable NonStp Discarding 128 3000000 ¥ Yes
7| FE ¥ Enable Link Down Discarding 128 2000000 # Yes
8 | FE ¥ Enable Link Down Discarding 128 2000000 [l Yes
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C-6

. Stride SE2-SW8M Switch X

C (1 | ® 1921880.1/Ring 2sp |
AD-RING
® AD-RING-PORT ' AD-RING-VLAN |
[ Enable |
Loop Connection Check List
1 Normal
2 Normal
3 Normal m
4 Normal [ Reset |
5 Ring Port m
6 Ring Port
7 Normal
ki Normal m
AD-RING
AD-RING
® Master ) Slave
L1 -
L1
Disable ¥
AD-RING+
|| Enable
[
AD-RING List
Q AD-11 master 56 5 Disable - 0 RING-CPEN
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Troubleshooting VLANs

The most common VLAN is the Tag-based VLAN. The port that is used to access the browser
based switch management must participate in VLAN1. All ports participate in VLAN1 by

default.

H Stride SE2-5WBM Switch X

c 0 |® 192.168.0.1/vlan.asp

#|

v

WLAN Configuration -
Create VLAN
VLAN Name;| |
VLANID | |
PortID Type | Select Tag Priority PVLAN
1 FE (]} Tagoged  Untagged Enable
2 FE )] Tagged  Untagged Enable
3 FE o Tagged  Untagged Enable
4 FE (]} Tagged  Untagged Enable
5 FE (]} Tagged  Untagged Enable
6 FE (]} Tagged  Untagged Enable
7 FE ] Tagged  Untagged Enable
8 FE o Tagged  Untagged Enable
Edit VLAN
[ select | PvAN | VLAN Group List
\ [5) | o \ default—1

Port Default VLAN ID

FortID

VLAN ID

-

[E 0 S BT Y Y
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Installing Switch Firmware

Switch firmware is written from the browser or CLI. SE2 series switches do not maintain
multiple versions of firmware.

B stride SE2-5WaM Switch X

c 0O | @ Not secure | 192.168.0.1/up.asp 1'.‘(|

Firmware Update

Firmware Upload from your local drive
| | Choose File | SE2-SWBM-F....grade.bin

Firmware Upload from an FTP/TFTP Server
Update Mode ® Ftp Mode ) Tfp Mode
Server IP Address| [B]

File Name

User Name

W%‘
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EtherNet/IP Switch Management

The Stride SE2 managed switch supports EtherNet/IP (Ethernet Industrial Protocol) in the
following ways:

e Class 1 Implicit (I/0) Messaging Server/Adapter
*  Class 3 Explicit Messaging Server/Adapter
¢ Unconnected Explicit Messaging Server/Adapter
The EtherNet/IP server is disabled by default in the Managed Switch.

@ Stride SE2-SW16M Swite X W

& C | @ 192.1680.1/indexasp

Collapse | Expand Ethernet IP

Stride SE2-SW16M Switch Information IE @
o Port Statistics

& Baslc Confiquration ~ Ethernet P '® Disable ) EtherNet/IP Read/Write ' EtherNetIP Read only |

Mote that Alarms are disabled by default. Enable any desired alarms on the Alarm page.
e« QoS Configuration
 Port Trunk (Link Aggregation)
w Port Rate Configuration

+- @ Redundancy

- o Multicast

- @ Diagnostics
e SNTP

- @ Port Security Options

- @ Management Security

- VLAN

- o RMON
® MAC Address FDB

- o Alarm

H--» SNMP
» Modbus TCP
» Ethernet IP

t- e DHCP

- » Device Management
e End User License Agreement
« Save Configuration

NOTE: The configuration must be saved (selection is available on left hand side at the bottom) or it will be lost upon
the next power cycle.

D'z Stride® SE2 Series Industrial Ethernet Switches User Manual 2nd Ed. Rev. H



Appendix D: Ethernet/IP -

Implicit (I/0) Messaging

The Stride SE2 managed switch supports both Unicast and Multicast Implicit (I/O) Messaging.

The required parameters are shown below:

Assembly Instance

Connection Points Size
Input 101 (0x65) 156 bytes
Output 102 (0x66) 20 bytes
Config 0 0

The Configuration is not required in the path. If it is included, use 0 for the Attribute and 0

size.

The Run/Idle (4 byte) header is required and is not included in the Output size specified above.
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Input Data is defined as the data that is ‘Produced’ by the Stride managed switch and is read

(Consumed) by the EtherNet/IP Master/Scanner device.

Input Data

Bmmomet (in%;(tees) Name Details
Input Data
0 2 Port Status: Ports 1-8
2 2 Port Status: Ports 9-16 2 bits per port
4 2 Port Status: Ports 17-24 Diabled = 00
6 2 Port Status: Ports 25-32 Up=01
8 2 Port Status: Ports 3340 Down =10
10 2 Port Status: Ports 4148 For example, Port 1 is the most significant
2 2 Port Status: Ports 49-56 bit and Port 8 is the least significant bit.
14 2 Port Status: Ports 57-64
16 1 Alarm Status of Port 1
17 1 Alarm Status of Port 2 Diabled = 0x00
18 1 Alarm Status of Port 3 Normal = 0x01
19-79 1 Alarm Status of Port 4-64 Alarm = 0x02
80 1 AD-Ring Alarm Status Ring 1
Diabled = 0x00
81 1 AD-RP Ring Alarm Status Ring 1 hmnm?l:o%(g
None = 0x03
80143 2 AD-Ring Alarm and AD-RP Ring Same format as previous 2 bytes but for
Alarm Status for Rings 2-32 Rings 2-32
144 2 IP Address Conflict Alarm Status Diabled = 0x00
145 1 MAC Address Conflict Alarm N/;’IZI‘;'_ 0%21
Diabled = 0x00
146 1 Power Alarm Status POW':?T::;”?(:OZ)XOZ
Power 2 Alarm = 0x03
147 9 Reserved
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Output Data is defined as the data that is ‘Produced’ or written from the EtherNet/IP Master/
Scanner device and is received (Consumed) by the Stride managed switch.

Output Data

Byte Offset Size ;
Number | (in Bytes) Name Details
Output Data
Bits 4-31: Reserved
Bits 2-3: ROO
(Ready for Ownership of Outputs)
Bit 1:CO0
4 Runidle Header (Claim Output Ownership)
Bit 0: Run/Idle (Run = 1, Idle = 0)
This header is typically sent by the
Operating System
0 2 Port Enable: Ports 1-8
2 2 Port Enable: Ports 9-16
4 2 Port Enable: Ports 17-24
6 2 Port Enable: Ports 25-32 2 bits per port:
8 2 Port Enable: Ports 33-40 Enable = 01
Disable = 10
10 2 Port Enable: Ports 41-48 No change = 00
12 2 Port Enable: Ports 49-56 No change = 11
14 2 Port Enable: Ports 57-64
16 2 Reserved
18 2 Reserved

Stride® SE2 Series Industrial Ethernet Switches User Manual

2nd Ed. Rev. H I D'5




. St rfd e Appendix D: Ethernet/IP

Explicit Messaging

Explicit messaging allows for much more information to be accessed in the managed switch but

does require more configuration.

There are 2 different services that the managed switch supports:

Set Single Attribute Service

Service 16 (0x10): Set Single Attribute
Class 4

Instance 104 (0x68)
Attribute 3

Size 22 bytes

Get Single Attribute Service

Service 14 (0xOe): Get Single Attribute
Class 4

Instance 103 (0x67)
Attribute 3

Size 260 bytes

The first two bytes of the data sent in the “Set Single Attribute Service” determine the meaning
of the remaining 20 bytes of the write block and also what type of data is sent in the response to

the “Get Single Attribute Service”.
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The first two bytes of the data sent in the “Set Single Attribute Service” can be either of the
following:

*  Byte 0 =01 Byte 1 = 00: Determines that the rest of the sent data is the same format
as the I/O Messaging Output data. The data sent in the response to the “Get Single
Attribute Service” will be the same as the I/O Messaging Input data.

*  Byte 0 = 00 Byte 1 = 00: Allows access to many other pieces of data in the managed
switch. These bytes should be followed by pointer values explained in the table below.

Address Matrix

00 01 02 03 04 05 o> N
Port Status and
00 alarm (Same as I/O - - - - - - _
Messaging)
01 (Device Inf B Mg | Device | Mig | GoMEt | oper | _
(Device Info) Name Type | Address |\ mber Info

02 (Port Info) - Port1 | Port2 | Port3 Port4 | Port5 | > | PortN
03 (AD-Ring Info) Ring Mode Ring1 | Ring2 | Ring3 | Ring4 | Ring5 | **> | RingN
04 (AD-RP Ring Info) Ring Mode Ring1 | Ring2 | Ring3 | Ring4 | Ring5 | *> | RingN
05 (RSTP Ring Info) | Root Bridge Status | Ring1 | Ring2 | Ring3 | Ring4 | Ring5 | **> | RingN
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When Byte 0 = 00 and Byte 1 = 00, Byte 2 should be the value in the Row such as 01 for Device
Info or 02 for Port Info and Byte 3 should be the value in the Column header to choose the
specific piece of data from the Info type.
For example:
*  To retrieve the Manufacturer Address, Bytes 0 — 3 should contain the following (in
respective order) = 00 00 01 03

*  To retrieve the Information for RSTP Ring 4, Bytes 0 — 3 should contain the
following = 00 00 05 04

= NOTE: The first four bytes of “Set Attribute Single Service” message determine the response of the “Get
‘ Attribute Single Service” message. The “Set Attribute Single Service” response is always the same and
does not contain the information in the switch.

To Enable/Disable Ports and retrieve Port status (same as /O Messaging):

EtherNet/IP Stride 2
Client Managed Switch

Data
Set Attribute Single Response: Success or Error (No )

t H es
gle 55, Ee qu
Ge Artﬂbl.[te S[n I Me | HE t

(same as I/O messaging Input)

: info
Get Attribute Single Response: Port status |
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To retrieve extended data: Example: Device Info (Other):

EtherMNet/IP Stride 2
Client Managed Switch

Set Attribute Single Messs

success or Error {No Data)

set Attribute Single Response:

GEE q
-“',E 53 (=M ﬁ uest

ponse: Device Info (Other such as product Type, |

single Res
Get Attribute °T8 Firmware Version, etc...)

=

The tables on the following pages detail the format of the data returned by the various
information areas outlined in the table above.
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Device Information

Byte Offset Size Data Name Details
Number (in Bytes) Type
Device Information: Manufacturer Name (Set Attribute Single = 0x00 00 01 01)
Query Successful = 0x0000
0 2 INT16 Query Status Query Failure = Oxff
Example:
A = 0x41
‘u”=0x75
"t = 0x74
2 258 ASCII Mfg Name ‘0" = Ox6f
“m” = 0x6d
“a” = 0x61
1" =0x74
efe.......
Device Information: Device Type (Set Attribute Single = 0x00 00 01 02)
Query Successful = 0x0000
0 2 INT16 Query Status Query Failure = Oxfif
Example:
8" = 0x53
2 258 ASCII Model Number ¥ = 0xd5
efc.....
Device Information: Manufacturer Address (Set Attribute Single = 0x00 00 01 03)
Query Successful = 0x0000
0 2 INT16 Query Status Query Failure = Oxfif
Example:
. “3"=0x33
2 258 ASCII Location "5 = 0x35
efc.....
Device Information: Contact Phone Number (Set Attribute Single = 0x00 00 01 04)
Query Successful = 0x0000
0 2 INT16 Query Status Query Failure = Oxfif
Example:
2 258 ASCII | Contact Phone Number =0t
(" = 0x28
efc.....
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Device Information (cont’d)

Byte Offset Size Data Name Details
Number | (in Bytes) | Type
Device Information: Other Info (Set Attribute Single = 0x00 00 01 05)
Query Successful = 0x0000
0 2 INT16 Query Status Query Failure = Oxff
Example:
“8"= 0x53
‘t" = O0x74
“r'=0x72
‘"= 0x69
2 40 ASCII Model Number “d” = 0x64
“e” = 0x65
‘8" = 0x53
“E" = 0x45
2" =0x32
efc.....
42 30 ASCII Serial Number
72 22 ASCII Bootrom Version ASCII formatted as shown in “Model Number” ex. above
94 18 ASCII Current Firmware Version
Switch Management Interface 192.168.0.1 (0xc0a80001)
12 4 INT32 P Address
116 2 INT16 Device MAC Address Number
00-1E-CD-00-00-01
Word 0 HI byte = 0x00
Word 0 LO byte = Ox1e
18 6 INT16 Device Full MAC Address Word 1 HI byte = Oxcd
Word 1 LO byte = 0x00
Word 2 HI byte = 0x00
Word 2 HI byte = 0x00
Power Off = 0x00
124 1 INT Power 1 Status Power On - 0x01
Power Off = 0x00
125 1 INT Power 2 Status Power On - 0x01
None = -x-2
126 2 INT16 CPU occupancy rate (long term)
128 2 INT16 CPU occupancy rate (short term)
130 4 INT32 Total Memory (bytes)
134 4 INT32 Free memory (bytes)
138 4 INT32 Device running time (minutes)
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Port Information

Byte Offset Size Data Name Details
Number (in bytes) | Type
Port Information (Set Attribute Single = 0x00 00 02 01 - Number of ports on switch)
Query Successful = 0x0000
0 2 INT16 Query Status Query Failure = Ot
2 64 ASCII Port Description “FE” or “GE”
Up/Down/Disable
Disable = 0x00
66 1 INT Port Status Up = 0:01
Down = 0x02
10/100/1000/10000M
10M = 0x00
67 1 INT Port Rate 100M = 0x01
1000M = 0x02
10000M = 0x03
Half/Full
68 1 INT Port Duplex Half = 0x00
Full = 0x01
On/Off
69 1 INT Port Flow Control Status Off = 0x00
On = 0x01
70 8 INT64 Port Received Packets
78 8 INT64 Port Received Bytes
86 8 INT64 Port Sent Packets
94 8 INT64 Port Sent Bytes
102 8 INT64 Port Received Unicast Packets
110 8 INT64 Port Received Multicast Packets
18 8 INT64 Port Received Broadcast Packets
126 8 INT64 Port Sent Unicast Packets
134 8 INT64 Port Sent Multicast Packets
142 8 INT64 Port Sent Broadcast Packets
150 8 INT64 Port Received Pause Frames
158 8 INT64 Port Sent Pause Frames
166 8 INT64 Port received CRC Error Packets
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AD-RING Information

Byte Offset Size Data Name Details
Number (in bytes) | Type
AD-RING Information: Ring Mode (Set Attribute Single = 0x00 00 03 00)
Query Successful = 0x0000
0 2 INT16 Query Status Query Failure = Oxfif
Port/VLAN
2 2 INT16 Ring Working Mode Port = 0x0000
VLAN = 0x0001
AD-RING Information: Ring Info (Set Attribute Single = 0x00 00 03 01-20 (32))
Query Successful = 0x0000
0 2 INT16 Query Status Query Failure = Oxfif
2 2 INT16 Ring ID
Master/Normal
4 2 INT16 Station Role Master = 0x0000
Normal = 0x0001
Enable/Disable
6 2 INT16 Ring Enable Status Disable = 0x0000
Enable = 0x0001
Open/Close/Alarm
) Open = 0x000
8 2 INT16 Ring Status Close = 0x001
Alarm = 0x0002
Down/Forward/Block
. Down = 0x000
10 2 INT16 Port 1 Status of the Ring Forward = 0x0001
Block = 0x002
Down/Forward/Block
. Down = 0x000
12 2 INT16 Port 2 Status of the Ring Forward = 0x0001
Block = 0x002
14 2 INT16 Ring Switching Times
Disable = 0x000
16 2 INT16 AD-RING+ Status Enable = 0x0001
None = ox000
18 2 INT16 Backup Port Status Forward = 0x0001
Block = 0x0002
20 4 INT32 Backup Port 1 Status: IP 192.168.0.1 (0xc0 1e cd 00 00 01)
24 6 INT16 Backup Port 1 Status: MAC 00-1e-cd-00-00-01 (0x00 1e cd 00 00 01)
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AD-RING Information (cont’d)

Byte Offset Size Data Name Details
Number | (in bytes) | Type
None = 0x000
30 2 INT16 Backup Port 1 Status Forward = 0x0001
Block = 0x0002
32 4 INT32 Backup Port 2 Status: IP 192.168.0.0 (0x00 1e cd 00 00 01)
36 6 INT16 Backup Port Status: MAC 00-1e-cd-00-00-01 (0x00 1e cd 00 00 01)
None = 0x000
42 2 INT16 Backup Port 2 Status Forward = 0x0001
Block = 0x0002
44 8 INT16 Ring Port 1 Info
52 8 INT16 Ring Port 2 Info
60 8 INT16 Backup Port
68 2 INT16 Main Port 0 = disable, non-zero = port number
70 32 INT16 VLAN List
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AD-RP RING Information

Byte Offset Size Data Name Details
Number (in bytes) | Type
AD-RP RING Information: Ring Mode (Set Attribute Single = 0x00 00 04 00)
Query Successful = 0x0000
0 2 INT16 Query Status Query Failure = Ot
Port or VLAN
2 2 INT16 Ring Working Mode Port = 0x0000
VLAN = 0x0001
AD-RP RING Information: Ring Info (Set Attribute Single = 0x00 00 04 01-20 (32))
Query Successful = 0x0000
0 2 INT16 Query Status Query Failure = Oxfff
2 2 INT16 Ring ID
Init = 0x0000
) Root = 0x0001
4 2 INT16 Station Role B-Root = 0x0002
Normal = 0x0003
6 2 INT16 Station Priority
’ Disable = 0x0000
8 2 INT16 Ring Protocol Enable Status Enable = 0x0001
Init = 0x0000
. Open = 0x0001
10 2 INT16 Ring Status Close = 0x0002
None = 0x0003
12 2 INT16 Ring Port 1 Link Status
. . Down = 0x0000
14 2 INT16 Ring Port 2 Link Status Up = 0x0001
16 2 INT16 Backup Port Link Status
18 2 INT16 Ring Port 1 Block Status Forwarding = 0x0000
] Blocked = 0x0001
20 2 INT16 Ring Port 2 Block Status Linkdown = 0x0002
24 8 INT16 Ring Port 1 Info
32 8 INT16 Ring Port 2 Info Ring Number
40 8 INT16 Backup Port
None = 0x0000
48 2 INT16 Priority Port Ring Port 1 = 0x0001
Ring Port 2 = 0x0002
50 2 INT16 CRC Threshold
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AD-RP RING Information (cont’d)

Byte Offset Size Data
Number (in bytes) | Type

Name Details

Disable = 0x0000
52 2 INT16 DHP Mode Normal Node = 0x0001
Home Node = 0x0002

None - 0x0000
Ring Port 1 = 0x0001

54 2 INT16 Home Port Ring Port 2 = 0x0002
Ring Port 1-2 = 0x0003
0 or the IP address.
% 4 INT16 Boot IP Ex: 192.168.0.1 (0xc0 28 00 01)
60 2 Protocol VLAN All OXFF if none
62 32 INT16 Protected VLAN 16 VLAN, All OxFF if none
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RSTP Information

Byte Offset Size Data Name Details
Number (in bytes) | Type
RSTP Information: Root Bridge Status (Set Attribute Single = 0x00 00 05 00)
Query Successful = 0x0000
0 2 INT16 Query Status Query Failure = Oxfif
Disable = 0x0000
2 2 INT16 Protocol Enable Status Enable = 0x0001
Combination of priority and MAC address
_ Example:
4 8 INT16 Root Bridge ID Priority = 0x8000
MAC = 00-1e-cd-00-00-01
Root Bridge ID = 0x8000001ecd000001
12 8 INT16 Bridge ID Combination of priority and MAC address
20 2 INT16 Spanning Tree Priority
2 2 INT16 Hello Time
24 2 INT16 Max Age Time
26 2 INT16 Forward Delay Time
Compulsion = 0x0001
28 2 INT16 Message-age Increment Default = 0x0002
RSTP Information: Ring Info (Set Attribute Single = 0x00 00 05 01-20 (32))
Query Successful = 0x0000
0 2 INT16 Query Status Query Failure = Oxfif
Disable = 0x0000
2 2 INT16 Port Protocol Enable Status Enable = 0x0001
4 2 INT16 Port Priority Init = 0x0000
6 4 INT32 Routing Cost
) . Disable = 0x0000
10 2 INT16 Cost Automatic Calculation Status Enable = 0x0001
Designated = 0x0000
Root = 0x0001
Alternate = 0x0002
12 2 INT16 Port Role Backup = 0x0003
Edge = 0x0004
RSTP disable = 0x0005
Linkdown - 0x0006
Forwarding = 0x0001
14 2 INT16 Port Status Blocked = 0x0002
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Examples

Productivity 2000 I/0 Messaging

Input Data
Etheerfet/ Chient Properties E-!I B
7l ise Sruchare | SerSi 2 - J'
Dwrvics M | SridaSwi2 TCP Connscted | TOPConnected
Exbeermest Powt  CPUFETH-ExE = Adapher Mamme | AcdacheiNarms
TP Address | 192.168.0.100 Wendor [0 Vemdor I
TOP Port Murmisser 44518 TERMIP Error | Teplpfiver
Cheeser urmrsad CBP Segsion after M) | sees
Swuip Brybe Order
e | e o)
Enalbls e Erabie . Connection Onlne | Magl ]
Ganersl Stabus | Magl
Ervatie Riouting St Nurrber o Extonded Status | Strowi2_Extstat v [n]

Shabus Desoription | Mog | StastusDes:
T-30{INPUT) | O->T (OUTPUIT) | CONFIS DATA |
Targek To Criginabor (INPUT) Dista
Debrery Option  Mukicast »
BF1 Time (meac) 250
Bsparbby Instance|Connection Point 101 {D=i5
Duabype: [nbeger, 8 Bt Unsigresd, LD Array
Dats fisry SuSWIZ_Input Dsta v | [ |
Message Size (bytes): 156
hiursber of Elemenks 156

| Lo [ coal [ 1o ]
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Output Data

Etheriet/I? Chent Properes

Device Nams |StrideSwi2
Ethernet Port | CPU-ETH-Ext =

[P Address | 152.168.0.100
TCP Pert Mumbser 44816
Cloge unused CIF Session afber
S Byt Ordar
T‘ M5G1 [1fa]

Enable |MsglErsbis

| Erisble Routing Skt Mumber

o | Irschicke Suatus Header

| Monkor

Stride® SE2 Series Industrial Ethernet Switches User Manual

o | Use Struchurs  Sirowilz

- | ]
TCP Conrcted | TCFCormscted
Acdapber Mame | Aodspher e

Vendor 10 | vendaor |

TCP{IP Error |Topiplince

| sols

Connection Orline Mgl ConnCrine
General Stabus | Mgl GenStatus
i} Extendsd Stabus SrSwlZ_ExtStat ! L

Shatue Dedoriphion  Mogl StatusDese

- TSO(NPUTY ©->T (OUTFUT) | CORFIG DATA |
Crignator To Target (OUTPUT) Data

R Time (risec) 50
Assambly Trstance/Connection Pork 02
Datatype: Erbeger, § Bt Unsigned, 10 Array
Data Aray |SrSWIZ_Output_Data = | [ )

Message Soe (bytes): 20
Hhurbeer of Elemerts 0

{ 06 )
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Configuration Data (None)

EthesMet P Chent Prapertiad

o | Lise Struchiure | SIFSWLE

Deervice Mame Sl S 2 TCF Connsched | TOFC

rieche

Etherned Port (CPUSETH-Ext =

P Address 1921420100 Wander [ | Vendor Il
TP Port NumEssr +HE18 TCP{IP Exvde | Teplof
Clerk s CIP Sasgkon alter E
Seap Byte Order
L% | s
Enable (Mgl Enabie Connection Online | Megl Conndnine
General Status | Mgl GenStabus
Enable Routing  Sok Nurnbar | Extended Status  Srowld_Extiial
St Desaripbion Mol SEaburless
T30 (IPUT) | O->T [OUTPUT) © COMFIG DATA
Configeston Duts
Enable Configurabon Duta
Fussembhy IratancefConmechon Foird 0
ot gy
Duskia S s il T
PMassage Sire (bytesh 0
urnbes of Ehements .
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Productivity 2000 Explicit Messaging

Set Single Attribute Service

Etherhet/BR Exphicit heirnge (EM5G)

Device Mot | Sridesilz = |
Conrmction  Lkconnached MSG -
Seevioe | AsyiSet Sghe Rltrkabe -

Service ID L6 {010 )
Clas ID 4 {0l )
Lize Alhrigs g [T 3 {0=3)
Intancs 1D M | DS )
o [TRELIT
s Inpus
Ciaftsbype
sty ST iy
s Soe
N tee Elmires)
O T {CTPUT)
Enastds Cafpuit

Data Ay RrEWIE_Sal Dt

Heagane Sow (bybes): 22
Mussber Elamants 2

| Shiows Irestruction Comment:

| onitor

4| Use Bruchore | STWIZ_SelSing

InProgeesd  [RPregress
Complete  Comlele
SmorEs Do
Erfge Ervcx
Timeoukd | Timeoak

T e —
Rariponss Shing s

Datatype: [mbager, B Unsignead, 10 Aray
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Get Single Attribute Service

Etherdiet/TP Explicit Metsage (EM5G) g

=
7| Use Structine | SErSWLE_GetSng v | [
Devich Matrar | SiridesWiz = Ir Progress [rProgress | [
Correckion Lbonnacted HSG = Complebe Complite - |
Sarvice | AdsyiGet Sngs Altrbate = Success Tuccess w | [l
Service 1D 14 {eeE ) Error Eerow -
Clags 1D 4 {0xd ) Timeout  Timeout = o
Uss Mitributn D 3 (03] Evception [ o
. Evtfiasgards
Instarce 1D 103 {0t )
T-20 (BPUT)

Enabls Input

Duttatypee: Drdeger, B B Unsigned, 1D Array
Dk Arvay |12 GR DatE v | [an |
Me=cags Sow (bytes): 250
Nrmber Elemerts 260
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Do-more Explicit Messaging

Set Single Attribute Service

Ix=] 2] [-]
EIPMSG Sond EtherletP Message
Device [ @EIPClient = Creats Data Block |
1P Address = - o
& Fixgd =2 168 [1] | ™ Req is Sting Structure S50
™ Variable 2] ™ Reqis Numenc Data Block
TCP Faat Numbss 44818 ¥ [Rq Start StiSVWSell
Path Riegy Muimbses of BYTEs k29
Cloes =
Insiance il
 Use At be—— -«
Senice : o ]
* Specific Sendce  [Set Attribute (16, Bx10) | =
* Gnutc Snics C—
=R T Ganeral Status Code
= Ownce on Leading Edge = B i
G O TR M e
& Candtar [ b minm secs msra | =
=
On Success: 7 Se bt © JMP o Stage [CO 9
™ On Success Counles | [:l

D6
Onmec  © Sute C MPraSage [T
I On Eme Countr
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Get Single Attribute Service

]
EIPMSG Send Etherhlet P Massage
Duvice [ @ntEIFChent B Create Data Block |
IP Addvass
# Fiuad [ w8 0 100 ¥ |©
™ Vanable &
TCP Port Humbar SISWSatd
Path
Class Dd ™ P 3
i * Res is Sting Stnactns 550
Liee hEr & Ras is Numanc Data Block
Serice Res Start SlrSWEHD
@ Spechc Seice  [GuAuods (0 006) ] | puatonghineviEs
I Ganeric Senvice [ Ries Max Length in BYTES E
S ™ Genoral Status Code
* Once on Leading Edge r "
™ Continous on Powsr Flow at Interval oy E=
£ Const hih minm secs msms | e
r 00 Gl
On Success: @ Setbit T JMP 1o Stage [CO ¥ [
™ On Sucesss Countat & L]
On Error F Satbt © JMP Lo Stage [C1 g
I On Eror Counter [FH]
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Appendix D: Ethernet/IP -

CompactLogix I/O Messaging

7 Module Properties Report: Local (ETHERNET-MODULE 1.001) 3|
| General | Connecton | Modde o -
Type: ETHERNET-MODULE Genenc Ethemet Moculs
Wierdar e Bradiey
Pareri: Lawnd .
Mo Siiga SV 12 Connection Farameters
PAaseribly
Descnption: . sl e
gt m 15 = ma)
T Oupu e ® {Bbe)
Coormen Fomat: | Diata - SINT
jory: 100 0 d
Address / Host Name Corliguration (Bt}
& P Address 152 _ 168 . 0 2
Hiost Name:
Status: Offire [ ok ][ caxa : e
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CompactLogix Explicit Messaging
Set Single Attribute Service

Message Configuration - StrideSW1.2
Confiuraton” | Commuscation | Tog

Message Type [ciP Ganere '!']
Servict [cep Abtribate Single w| GSourceEement:  SUSWIZSEDME .
Tipe: L !
Source ength: 2 3 (Bytes)
; Class: 4 [Hex]
Irstance: 104 Attribute: 3 (Hex) IE
() Enable () Enable Waling o St 2 Done Done Length: 0
) Emee Code Bxtended Eror Code Timed Ot *
Error Path
Error Tend e
| oKk || Cocel || sy || Heo |
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Get Single Attribute Service

'

Mezzage Configuration - StrideSWl2

Canfiguration™ ;Cun-.li:nm[hi

Message Type |CIP Genese

SEMCE |
Tyt | Get Attribute Single

. Qoss: 4 (e pcsnation SrSW1GetData
[nstance: 103 Attate: 3 (Hex) ement E
) Enable ) Enable Waling ) Stat i Done Do Length: 0
) Emor Coda Exdendad Emor Coda: || Tined Ond +
Ervor Path:
Eror Teat o
[ ok || Cocel || ooy || Hew |
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» St rfd e Appendix E: Modbus TCP

MODBUS TCP Definition

Port Definition

The MODBUS TCP server listening port is the standard value of 502.

Communication Process

MODBUS information communication process is described below:

1. Client sends request to the switch;

2. The Switch (Server) receives the request and responds with a good response followed
by the data requested or an exception response (high bit of Function Code set on)
followed by the error code.

Client

Server

E'Z I Stride® SE2 Series Industrial Ethernet Switches User Manual
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Appendix E: Modbus TCP

Information Frame Definition
MODBUS Frame definition is described below:

TransID| Trans ID Length Of Length OF
Hi Lo 0 ] Application | Application
Message Hl | Message LO

1 )

Applicati
Header (6 bytes) pplication
Message
Num of Num of
. i Start Add Start Add
Request: UnitID Fu(;'loc;;on 2 HI resgeta L0 ress Registers Registers
HI LO
. N Function Data Length Data Data Data Data
Good Response:| UnitiD Code (Bytes) H 0 il o
Function Error
Exception Response: UnitID Code Code
{Hi bit set)

L

01: Unsupported Function
02: Address doesn’t exist
03: Bad Value

04: Server Failure

06: Server Busy

The Header is 6 bytes. Typically, the Transaction ID is incremented by 1 on every
transaction by the Client device. The Server responds with the same value back.

The Unit ID is 1 byte.

The Function code is 1 byte and only Function Codes 3 and 4 are supported by the
switch.

Maximum read size is 124 registers.
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Function Code Definition

Function Code

ltem Function Code Detail Comments
1 0x03 Holding Register Read Register
2 0x04 Input Register Read Register

Addresses are READ ONLY except where identified R/W in the tables that follow.

Example

Read the 4th register on server with Unit ID 01.
00 00 00 00 00 06 01 03 00 04 00 01— reads the value from 4th register address
00 00 00 00 00 05 01 03 02 00 05 — the response is 1 register (2 bytes) with a value of 5.

Read the value of the 4th and 5th register address from server with Unit ID 01.

00 00 00 00 00 06 01 03 00 04 00 02— Reads starting register 04 with a size of 2
00 00 00 00 00 07 01 03 04 00 05 00 04—The response to these 2 registers are 5 and 4.
00 00 00 00 00 03 01 83 0 — An example Exception Response. Unsupported Function Code

€ITOor.
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Appendix E: Modbus TCP -

Switch MODBUS MAP
Addressing is described in 2 different ways

e Protocol Address
e Modbus Address

Protocol Addressing is more clear when writing the protocol itself or working with a Modbus
master device that presents the data in a manner very closely tied to the protocol fields. As
shown in the information of the previous section, the Modbus protocol request contains the
Function code and the offset address from 0 in hexadecimal numbering.

Modbus Addressing makes more sense for devices that present the Modbus registers in a
Modicon PLC style addressing where the high digit indicates the data type (4 for Holding
Registers and 3 for Input Registers) followed by the offset from 1 in decimal numbering.

The tables below show only the Holding Register format (4xxxxx) for use with Function Code
3 but you could also substitute the upper 4 for 3 when doing Function Code 4 (reading Input

Registers).

Register Address Allocation

Item

Description

Protocol Address

Modbus Address

1

Device Information

0x0000 — OxOfff

400001 - 404096

Port Information

0x1000 — Ox2fff

404097 - 412288

Alarm Information

0x3000 - Ox3fff

412289 - 416384

AD-Ring Information

0x4000 — Ox4fff

416385 — 420480

AD-RP Ring Information

0x5000 — Ox5fff

420481 - 424576

2
3
4
5
6

RSTP Ring Information

0x6000 — Ox6fff

424577 - 428672

Addresses are READ ONLY except where identified R/W in the tables that follow.
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Register Information

Device Information

Modbus Protocol ; :
Al Al Size | Data Type Data Name Register Sample
Word 0 HI byte = ‘A
Word 0 LO byte ='u
Word 1 Hl byte =t
400001-400255 | 0x0000-0x00ff 255 ASCII Manufacturer Name Word 1 LO byte = ‘o'
Word 2 Hl byte =‘'m’
Word 2 LO byte =a'...
400257-400512 | 0x0100-0x01ff 255 ASCII Device type Industrial Ethernet Switch
400513400768 | 0x0200-0x02F | 255 ASCII Manufacturer address | 3°0° Hutchinson Koad, Cumming, GA
400769-401024 | 0x0300-0x03ff 255 ASCII Contact phone number
401025-401044 | 0x0400-0x0413 20 ASCII Product type
401057-401071 | 0x0420-0x042¢ 15 ASCII Serial number
401089-401099 |0x0440-0x044a 1 ASCII Bootrom version
401121401129 | 0x0460-0x0468 9 ASCI FW version
401153401156 | 0x0480-0x0483 4 ASCII Reserved for future use
401281-401300 | 0x0500-0x0513 20 ASCII Reserved for future use
192.168.0.1
. : Word 0 HI byte = 192(0xC0)
401537-401538 | 0x0600-0x0601 2 INT16 | Switch T;?r?fgfgaﬁ?g;"‘e”ace Word 0 LO byte = 168(0xA8)
Word 1 HI byte = 0(0x00)
Word 1 LO byte = 1(0x01)
00-1E-CD-00-00-01
Word 0 HI byte = 0x00
Word 0 LO byte = 0x1E
401539401541 | 0x0602-0x0604 3 INT16 Device MAC address Word 1 Hl byte = 0xCD
Word 1 LO byte — 0x00
Word 2 HI byte = 0x00
Word 2 LO byte = 0x01
401542 0x0605 1 INT16 Reserved for future use
401 1 INT1 P 1 0x0000 = None
01543 0x0606 6 ower 1 status 0X0001 = Power ON
401544 0x0607 1 INT16 Power 2 status 0x0002 = Power OFF
401545 0x0608 1 INT16 CPU usage (long term)
401546 0x0609 1 INT16 CPU usage (short term)
401547-401548 | 0x060a-0x060b 2 INT32 Total memory (in bytes)
401549401550 | 0x060c—0c060d 2 INT32 Available memory (in bytes)
Device operating time
401551401552 | 0x060e—0x060f 2 INT32 (minutes)

Addresses are READ ONLY except where noted.
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Information - Port 1 details

. Offset from .
Modbus Register T Size .
Address Address Begér;gtl:r;(g of (in words) Data Type Data Name Register Sample
Port 1 Port Type Either “FE” (fast Ethernet)
404097404128 | 0x1000 0 32 ASCII o “OL (Gigebet Ethemel
's Sjplgown/disable
Port 1 Status X0000 = disable
404129 0x1020 32 1 INT16 R, 00007 2 op
0x0002 = down
10/100/1000/10000M
0X0000 = 10
404130 0x1021 33 1 INT16 Port 1 Speed 0X0001 = 100
0x0002 = 1000
0x0003 = 10000
halffful
404131 0x1022 34 1 INT16 Port 1 Duplex 0x0000 = half
0x0001 = ful
on/off
404132 0x1023 35 1 INT16 Port 1 Flow Contro 0X0000 = off
0x0001 = on
404133404136 | 0x1024 36 4 INT64 Port 1 Received Packets -
404137-404140 | 0x1028 40 4 INT64 Port 1 Received Bytes -
404141404144 | 0x102C 4 4 INT64 Port 1 Sent Packets -
404145404148 | 0x1030 48 4 INTe4 Port 1 Sent Bytes -
404149404152 | 0x1034 52 4 INT64 Port 1 Received Unicast -
404153404156 | 0x1038 56 4 IINTe4 Port 1 Received Mulicast -
404157-404160 | 0x103C 60 4 INTe4 Port 1 Received Broadcast -
404161404164 | 0x1040 64 4 INTG4 | Port1 Sent Unicast Packets -
404165404168 | 0x1044 68 4 INTG4 | Port1 Sent Multicast Packets -
404169404172 0x1048 72 4 INT64 Port 1 Sent Broadcast Packets -
40M173-404176 | Ox104C 76 4 INTe4 | Port 1 Received Pause Frame -
404177-404180 0x1050 80 4 INT64 Port 1 Sent Pause Frame -
404181-404184 | Ox1054 84 4 NTe4 | PortTReceived CRC Error -

Addresses are READ ONLY except Port Status.
* Note that the only values to write to Port Status are:
0x0000 to Disable the port,
0x0001 to Enable the port.
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Addresses are READ ONLY except Port Status.
* Note that the only values to write to Port Status are:
0x0000 to Disable the port,
0x0001 to Enable the port.

Starting Modbus Address Starting Protocol Address Port Number
Port 2 information.

Use“Staning Address from this table and

404255-404352 0xi0g0 e Por Ditals (b o b proviots.

page to identify the address for each Port

Information element.

404353 0x1100 3
404481 0x1180 4
404609 0x1200 5
404737 0x1280 6
404865 0x1300 7
404993 0x1380 8
405121 0x1400 9
405249 0x1480 10
405377 0x1500 11
405505 0x1580 12
405633 0x1600 13
405761 0x1680 14
405889 0x1700 15
406017 0x1780 16
406145 0x1800 17
406273 0x1880 18
406401 0x1900 19
406528 0x1980 20
406657 0x1a00 21
406785 0x1a80 22
406913 0x1b00 23
407041 0x1b80 24
407169 0x1c00 25
407297 0x1c80 26
407425 0x1d00 27
407553 0x1d80 28
407681 0x1e00 29
407809 0x1e80 30
407937 0x1f00 31
408065 0x1f80 32
| | |
% % v
412161 0xdf80 64
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Port Status
Addresses are READ ONLY except where noted.
The value in the register is INT 16:
Port Disabled = 0x0000
Port activity normal = 0x0001
Port alarm condition = 0x0002
Protocol Address Modbus Address Port Number

0x3000 412289 1
0x3010 412305 2
0x3020 402321 3
0x3030 412337 4
0x3040 412353 5
0x3050 412369 6
0x3060 412385 7
0x3070 412401 8
0x380 412417 9
0x390 412433 10
0x30a0 412449 1
0x30b0 412465 12
0x30c0 412481 13
0x30d0 412497 14
0x30e0 412513 15
0x30f0 412529 16
0x3100 412545 17
0x3110 412561 18
0x3120 412577 19
0x3130 412593 20
0x3140 412609 21
0x3150 412625 22
0x3160 412641 23
0x3170 412657 24
0x3180 412673 25
0x3190 412689 26
0x31a0 412705 27
0x31b0 412721 28
0x31c0 412737 29
0x31d0 412753 30
0x31e0 412769 31
0x31f0 412785 32

I | |

Vv Vv \
0x33f0 413297 64
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AD-Ring Status

Each ring status includes two words. The first word is the AD-Ring number status and the second

word is the AD-RP Ring number status.

Addresses are READ ONLY except where noted.

The value in the register is INT 16:
Ring Disabled - 0x000
Ring activity Normal = 0x0001
Ring alarm condition = 0x0002

AD-RP is not configured = 0x0003

(Applies to second word, AD-RP ring status only)

Protocol Address Modbus Address Ring Number
0x3400 413313 AD-Ring 1
0x3401 413314 AD-RP Ring 1

0x3402-0x3403 413315413316 2
0x3404-0x3405 413317413318 3
0x3406-0x3407 413319413320 4
(0x3408-0x3409 413321-413322 5
0x340a-0x340b 413323-413324 6
0x340c-0x340d 413325-413326 7
0x340e-0x340f 413327-413328 8
0x3410-0x3411 413329-413330 9
0x3412-0x3413 413331413332 10
0x3414-0x3415 413333-413334 "
0x3416-0x3417 413335413336 12
0x3418-0x3419 413337413338 13
0x341a-0x341b 413339413340 14
0x341c-0x341d 413341413342 15
0x341e-0x341f 4133434133344 17

| | |

\Y \Y \Y
0x343e—0x343f 413375-413376 32
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Alarm Information

Addresses are READ ONLY except where noted.

Protocol Address Modbus Address Alarm Values

Disabled = 0x0000
0x3501 413570 IP address conflict Normal = 0x0001
Alarm = 0x0002

Disabled = 0x0000
0x3502 413571 MAC address conflict Normal = 0x0001
Alarm = 0x0002

Disabled = 0x0000
Normal = 0x0001
Power 1 Alarm = 0x0002
Power 2 Alarm = 0x0003

0x3505 413574 Power Alarm
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AD-Ring - Ring 1 details

Addresses are READ ONLY except where noted.

Offset from .
Protocol Modbus - Size Data ;
Address Address BegIIBIIILI::r'I(g of (in Words) | Type Name Details
Down/Forward/Block
Down = 0x0000
0x4008 416393 8 1 INT16 AD-RING + STATUS Forvard = 0x0001
Block=0x0002
None = 0x0000
0x4009 416394 9 1 INT16 Backup Port Status Forward = 0x0001
Block = 0x0002
Backup Port Status: Ex: 192.168.0.1
0x400a — Ox400b | 416395-416396 10 2 INT16 Backup Port 1 IP (000 e a4 00 00 01)
Backup Port Status: Ex: 00-1e-cd-00-00-01
0x400c - 0x400e | 416397-416399 12 3 INT16 Backup Port 1 MAG (000 e od 00 00 01)
. None = 0x0000
0x400F 416400 15 1 INT16 ;i‘f(:“p;o"r[‘fgéujs Forward = 0x0001
P Block = 0x0002
Backup Port Status: Ex: 192.168.0.1
0x4010 — 0x4011 | 416401-416402 16 2 INT16 Backup Port 2 IP (000 e a4 00 00 01)
Backup Port Status: Ex: 00-1e-cd-00-00-01
0x4012 - 0x4014 | 416403-416405 18 3 INT16 Backup Port 2 MAC (000 e 0d 00 00 01)
. None = 0x0000
0xd4015 416406 21 1 INT16 Dackup Por ZStSatt:tsu S Forward = 0x0001
P Block = 0x0002
0x4016 — 0x4019 | 416407-146410 2 4 AsCII Ring Port 1 Status
0x401a— 0x401d | 416411-416414 26 4 ASCII Ring Port 2 Status Retums Porft numtber in ASCII
ormal
0x401e — 0x4021 | 416415-416418 30 4 ASCII Backup Port
Returns 0 if port is disabled,
0x4022 416419 34 1 INT16 Master Port Retums Port number if anabled
If VLAN is disabled,
0x4023— 04032 | 416420416435 3% 16 INT16 VLAN list retums all Oxf,

returns VLAN numbers if
enabled
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AD-Ring (cont'd)
Starting Protocol Address | Starting Modbus Address Ring Number
Ring 2 information. Use Starting Address from this table
041 416450 Dl o the roves g ¢ ey e adcoes
for each Ring Information element.
0x4081 416514 Ring 3
0x40c1 416578 Ring 4
0x4101 416642 Ring 5
0x4141 416706 Ring 6
0x4181 416770 Ring 7
0Ox41c1 416834 Ring 8
0x4201 416898 Ring 9
0x4241 416962 Ring 10
0x4281 417026 Ring 11
0x42c1 417090 Ring 12
0x4301 417154 Ring 13
0x4341 417218 Ring 14
0x4381 417282 Ring 15
0x43c1 417346 Ring 16
| | |
v v \
0x47c1 418370 Ring 32
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AD-RP Ring - Ring 1 details

Addresses are READ ONLY except where noted.

Offset from

Protocol Modbus r: Size Data :
Address Address Bengr;ggllg of (in Words) | Type L Detalls
Port/VLAN
0x5000 420481 0 1 INT16 Ring Working Mode Port = 0x000
VLAN = 0x0001
0x5001 420482 1 1 INT16 Ring ID -
Init = 0x0000
Root = 0x0001
0x5002 420483 2 1 INT16 Node Status B-Root = 0x0002
Normal = 0x0003
0x5003 420484 3 1 INT16 Node Priority -
; Enable/Disable
0X5004 420485 4 1 INT16 | Ring Protocol Enable Disable = 00000
Enable = 0x0001
Init = 0x0000
0x5005 420486 5 1 INT16 Ring Status Qpen = 00001
None = 0x0003
: . Forwarding = 0x0000
0x5006 420487 6 1 INT16  |Ring Port 1 Blocking Status Blocking = 0x0001
0X5007 420488 7 1 INT16 | Ring Port 1 Link Status Dﬁ‘gnjo%ggﬁ)o
: . Forwarding = 0x0000
0x5008 420489 8 1 INT16  |Ring Port 2 Blocking Status Blocking = 0x0001
0x5009 420490 9 1 INT16 | Ring Port 2 Link Status R
Backup Port Blocking Forwarding = 0x0000
0x500a 420491 10 1 INT16 Status Blocking = 0x0001
- Down = 0x0000
0x500b 420492 1" 1 INT16 | Backup Port Link Status Up = 0x0001
0x500c - 0x500f | 420493420496 12 4 ASCII Ring Port 1 Information
0x5010 - 0x5013 | 420497-420500 16 4 ASCIl | Ring Port 2 Information | Retums P”}(}’:#}g‘tber in ASCII
0x5014 - 0x5017 | 420501420504 20 4 ASCII Backup Port
None = 0x0000
0x5018 420505 24 1 INT16 Port Priority Ring Port 1 = 0x0001
Ring Port 2 = 0x0002
0x5019 420506 25 1 INT16 CRC Gap -
None = 0x0000
0x501a 420507 26 1 INT16 DHP Mode Normal mode = 0x0001
Home node = 0x0002
None = 0x0000
Ring Port 1 = 0x0001
0x501b 420508 27 1 INT16 Home Port Ring Port 2 = 0x0002
Ring Port 1-2 = 0x0003
Returns 0 if switch is Root,
0x501c - 0x501d | 420509420510 28 2 INT32 Root IP otherwise returns IP in 32 bit
format
0x501e 420511 30 1 INT16 Reserved for future use Reserved
If VLAN isn’t enabled, returns
XfF.
0x501f - 0x502e | 420512-420527 31 16 INT16 Protected VLAN Otherwise returns VLAN
numbers.
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Appendix E: Modbus TCP

AD-RP Ring (contd)
Starting Protocol Address Starting Modbus Address Ring Number
Ring 2 information. Use Starting Address from this table
X504t 420546 Dt el on he roves g o ey e aacoe
for each Ring Information element.
0x5081 420610 Ring 3
0x50c1 420674 Ring 4
0x5101 420738 Ring 5
0x5141 420802 Ring 6
0x5181 420866 Ring 7
0x51c1 420930 Ring 8
0x5201 420994 Ring 9
0x5241 421058 Ring 10
0x5281 421122 Ring 11
0x52c1 421186 Ring 12
0x5301 421250 Ring 13
0x5341 421314 Ring 14
0x5381 421378 Ring 15
0x53c1 421442 Ring 16
I | I
v % %
0x57c1 422466 Ring 32
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RSTP Settings

Addresses are READ ONLY except where noted.

Offset from

Protocol Modbus Er: Size ;
Address Address Beginning of (in Words) Data Type Name Details
Block
. Disable= 0x000
0x6000 424577 N/A 1 INT16 RSTP Ring Enable Status Enablec 00001
0x6001-0x6004 424578424581 N/A 4 INT16 Root ID Priority combined with MAC
Ex:
) Priority = 0x8000
0x6005-0x6008 424582-424585 N/A 4 INT16 Bridge ID MAC = 00-1e-cd-00-00-01
Result = 0x800000ecd000001
0x6009 424586 N/A 1 INT16 Spanning-tree Priority -
0x600a 424587 N/A 1 INT16 Hello Time -
0x600b 424588 N/A 1 INT16 Max Age Time -
0x600c 424589 N/A 1 INT16 Forward Delay Time -
0x600d 424590 NIA 1 INT16 Message-age Increment Compusion = 0x0000

Default = 0x0001

RSTP - Port 1 details

Addresses are READ ONLY except where noted.

Offset from .
Protocol Modbus o Size .
Address Address | Beginning of | i, yorgs) |Data Type Name Dele
Disable= 0x000
0x600e 424591 0 1 INT16 Port Enable Status Enable= 0x0001
0x600f 424592 1 1 INT16 Port Priority -
0x6010-0x6011 424593-424594 2 2 INT32 Path Cost -
. Disable= 0x000
0x6012 424595 4 1 INT16 Automatic Cost Status Enable= 0x0001
Disabled Port = 0x000
Alternate Port = 0x0001
Backup Port = 0x0002
0x6013 424596 5 1 INT16 Ring Port Pole Root Port = 0x0003
Designated Port = 0x0004
Master Port = 0x0005
Non Stp Port = 0x0006
. Forwarding = 0x0001
0x6014 424597 6 1 INT16 Ring Port Status Blocked = 0x0002
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Appendix E: Modbus TCP

RSTP Settings (cont'd)

Starting Protocol Address |Starting Modbus Address Ring Number
Port 2 information. Use Starting Address from this table
Ox6016 424599 Por Deis 1 on e proviows pege o ety e
address for each Port Information element.
0x601e 424607 Port 3
0x6026 424615 Port 4
0x602e 424623 Port 5
0x6036 424631 Port 6
0x603e 424639 Port 7
0x6046 424647 Port 8
0x604e 424655 Port 9
0x6056 424663 Port 10
0x605e 424671 Port 11
0x6066 424679 Port 12
0x606e 424687 Port 13
0x6076 424695 Port 14
0x607e 424703 Port 15
0x6086 424711 Port 16
0x608e 424719 Port 17
0x6096 424727 Port 18
0x609e 424735 Port 19
0x60a6 424743 Port 20
0x60ae 424751 Port 21
0x60b6 424759 Port 22
0x60be 424767 Port 23
0x60c6 424775 Port 24
0x60ce 424783 Port 25
0x60d6 424791 Port 26
0x60de 424799 Port 27
0x60e6 424807 Port 28
0x60ee 424815 Port 29
0x60f6 424823 Port 30
0x60fe 424831 Port 31
0x6106 424839 Port 32
| I I
v v v
0x6206 425095 Port 64
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Security Considerations for Control Systems Networks

Manufacturers are realizing that to stay competitive, their Automation and Control Systems
need to be more integrated within their plant. The systems often need to be integrated with
upstream Enterprise Data Systems, and even further integrated to allow information to be
accessible across multiple plants, or even through the Internet. This convergence of the IT
world with the Automation World creates challenges in maintaining secure systems and
protecting your investments in processes, personnel, data and intellectual property.

While Automation Networks and Systems have built-in password protection schemes, this
is only one very small step in securing your systems. Automation Control System Networks
need to incorporate data protection and security measures that are at least as robust as a
typical business computer system. We recommend that users of PLCs, HMI products and
SCADA systems perform your own network security analysis to determine the proper level
of security required for you application. However, the Department of Homeland Security’s
National Cybersecurity and Communications Integration Center (NCCIC) and Industrial
Control Systems Cyber Emergency Response Team (ICS-CERT) has provided direction
related to network security and safety under an approach described as “Defense in Depth”,
which is published at https://www.us-cert.gov/sites/default/files/recommended practices/
NCCIC ICS-CERT Defense in Depth 2016 S508C.pdf.

This comprehensive security strategy involves physical protection methods, as well as process
and policy methods. This approach creates multiple layers and levels of security for industrial
automation systems. Such safeguards include the location of control system networks behind
firewalls, their isolation from business networks, the use of intrusion detection systems, and
the use of secure methods for remote access such as Virtual Private Networks (VPNs). Further,
users should minimize network exposure for all control system devices and such control
systems and these systems should not directly face the internet. Following these procedures
should significantly reduce your risks both from external sources as well as internal sources,
and provide a more secure system.

It is the user’s responsibility to protect such systems, just as you would protect your computer
and business systems. AutomationDirect recommends using one or more of these resources in
putting together a secure system:

* ICS-CERT’s Control Systems recommended practices at the following web address:
https://ics-cert.us-cert.gov/Recommended-Practices

* Special Publication 800-82 of the National Institute of Standards and Technology — Guide to
Industrial Control Systems (ICS) Security
https://csre.nist.gov/publications/detail/sp/800-82/rev-2/final

* ISA99, Industrial Automation and Control Systems Security
http://www.isa.org/MSTemplate.cfm?Microsite]D=988&CommitteelD=6821
(please note this is a summary and these standards have to be purchased from ISA )

The above set of resources provides a comprehensive approach to securing a control system
network and reducing risk and exposure from security breaches. Given the nature of any
system that accesses the internet, it is incumbent upon each user to assess the needs and
requirements of Security Considerations for Control Systems Networks their application, and
take steps to mitigate the particular security risks inherent in their control system.
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