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- Chapter 5: Troubleshooting

Diagnostic LEDs

All Protos X Bus Couplers have LED lights which can be used to troubleshoot errors. For
instance, the 1/0 BUS Diagnostics LEDs will indicate the status of the bus terminals and
their connections. The green LED will light up in order to indicate a fault-free operation.
The red LED will blink with two different frequencies to indicate an error. The error is
encoded in the blinks as follows:

Blink Code

Fast Blinking Error Code Start
First Slow Sequence Error Code
Second Slow Sequence Error Code Argument
Error Code Start Error Type Error Location

Below is an example of an I/O Error showing Error Code 6 (Bus Coupler Error) and Error
Argument 4 (DIP Switch incorrect for Boot IP) from Terminal Bus Coupler PX-TCP2.

Flashes quickly Flashes at .5 sec Flashes at.5 sec |

multiple timesto | | rate the number | rate the number of |
signify WO Error | | for the Error Code i | the Error Argument

| P { i i

Below is an example of an I/O Error showing Error Code 4 (I/0O Bus Data Error) and Error
Argument 1 (Break behind bus terminal n, in this case number 1) from Terminal Bus
Coupler PX-TCP2.

é Flashes quickly || Flashesat5sec | Flashes at .5 sec
i multiple times to | ! rate the number { rate the number
signify I/0 Error i i for the Error Code of the Error
| |
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PX-TCP2 Diagnostics LEDs

@switch
Diagnostics

Ethermnet
TCPAP

Ethernet (b)
Diagnostics

o

/0O Bus

Diagnostics mg;
- kr

PX-TCF2

a. Power Supply Diagnostic LEDs

LED Meaning
Left LED = OFF No Bus Coupler power
Right LED = OFF No 24VDC Terminal Bus Power
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b. Ethernet Diagnostics LEDs

LED ON OFF
ON/Flashing = data received )
coM The LED flashes slowly if DHCP or BootP | No datareceived

is active but the Bus Coupler has not yet
received an IP Address

The LED flashes rapidly (5 times, only
when switching ON); the Bus Coupler is

ERROR addressed with ARP No error
The settings on the DIP Switch are not
valid
Watchdog error or no
WDG Watchdog is active (No error) communication (start

communication or reset WD error)

c. /O Bus Diagnostics LEDs

LED Meaning
1/0 RUN ON or Flashing: 1/0 Bus Running
/0 ERR Flashing: See error codes below
Error Code P
Error Code Argument Description Remedy
« Check Power Supply for over-voltage
. peaks
Persistent, « Imol tEMC
continuous EMC Problems mplement EMC measures
blinking « If 1/0 Bus Error is present, it can be
localized by a restart of the Coupler
(switching it OFF and then ON again)
0 EEPROM Checksum Error « Contact ADC Returns Department at
(800) 633-0405
« Insert fewer Bus Terminals, the
1Pulse 1 Code Buffer Overflow programmed configuration has too many
entriesin the table
« Contact ADC Returns Department at
2 Unknown Data type (800) 633-0405
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Error .
Error Code ki Description Remedy
Argument
P d Configuration h
0 amﬂfgg& en?rr;/ 1uration a1, check programmed configuration for
2 Pulses correctness
n(n>0) (Ta)?le comparison (Bus Terminal |« Incorrect table entry
n
 No Bus Terminal inserted
« One of the Bus Terminals is defective;
remove half of the Bus Terminals
3 Pulses 0 1/0 Bus Command Error attached and check whether the error
is still present with the remaining Bus
Terminals. Repeat until the defective Bus
Terminal is located
0 1/0 Bus Data Error, break behind |, Check whether the n+1 Bus Terminal is
4 Pulses the Bus Coupler correctly connected ; replace if necessary
) . « Check whether the Bus End Terminal
n Break behind Bus Terminal (n) PX-901 is connected
1/0 Bus Error in register
5 Pulses n communication with Bus Exchange the nth Bus Terminal
Terminal (n)
0 Error at installation
1 : Interna'l Data Error « Exchange Bus Coupler
* DIPSwitch changed aftera |, perform a hardware reset on the Bus
software reset Coupler (switch OFF and ON again)
6 Pulses 2 Other device with this IP Address |« Change the IP Address
in the network « Set 1-8 to ON or OFF, see BootIP
4 DIP Switch incorrect for BootlP  |e Perform a hardware reset on the Bus
Coupler (switch OFF and ON again)
8 Internal Data Error
16 Errorin IP socket
th P Start the Bus Coupler again, if the Error
14 Pulses n zorrgcl:lts Terminalsisnolonger ooy again, then exchange the Bus
Terminal
Check the number of terminals for Bus
15 Pulses n Number of Bus Terminalsisno  |Coupler assembly to make sure the
longer correct maximum number of terminals has not
been exceeded
Check the amount of bytes consumed
16 Pulses n Length of the I/O Bus dataisno  |by terminals to make sure the 512 bytes
longer correct Input and 512 bytes output has not been
exceeded

d. Switch Diagnostics LEDs

LED ON Flashing OFF
LINK/ACT Link is OK Communication 0K No Link
10/100 Baud |100 MBaud - 10 MBaud
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PX-TCP1 Diagnostics LEDs
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a. Us/Up LEDs

LED (Power LEDs)  \Meaning
Power LED Us OFF: No Bus Coupler 24VDC

Power LED Up OFF: No Terminal Power Bus 24VDC

b. 1/0 Bus Diagnostics LEDs

LED (I/0 Bus) Meaning
I/0 Bus RUN ON or Flashing: I/0 Bus Running
I/0 Bus ERR Flashing: See error codes on following page
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Error Code L
Error Code Description Remedy
Argument
« Check Power Supply for over-voltage peaks
Flashing « Implement EMC measures
- Continuously | EMC Problems « If1/0 Bus Error is present, it can be localized
by a restart of the Coupler (switching it OFF
and then ON again)
0 EEPROM Checksum Error « Contact ADC Returns Department at (800)
633-0405
« Insert fewer Bus Terminals, the programmed
1Pulse 1 Code Buffer Overflow configuration has too many entries in the
table
« Contact ADC Returns Department at (800)
2 Unknown Data type 633-0405
2 Pulses - Reserve -
* No Bus Terminal inserted
« One of the Bus Terminals is defective; remove
half of the Bus Terminals attached and check
3 Pulses 0 1/0 Bus Command Error whether the error is still present with the
remaining Bus Terminals. Repeat until the
defective Bus Terminal is located
0 1/0 Bus Data Error, break behind the Bus |, Check whether the n+1 Bus Terminal is
4 Pulses Coupler correctly connected ; replace if necessary
: ) « Check whether the Bus End Terminal PX-901
n Break behind Bus Terminal (n) is connected
1/0 Bus Error in register communication th .
5 Pulses n with Bus Terminal () Exchange the nth Bus Terminal
0 Error at installation
1 Internal Data E « Exchange Bus Coupler
6 Pulses nternal Data trror + Perform a hardware reset on the Bus Coupler
2 DIP Switch changed after a software reset (switch OFF and ON again)
Warning: The set cycle time was exceeded. This
. indication (flashing LEDs) can only be cleared by
7 Pulses 0 Cycle Time was exceeded booting the Bus Coupler again
Remedy: Increase the cycle time
9 Pulses 0 Checksum Error in Flash program « Transmit program to the Coupler again
1 Incorrect or faulty library implemented | Remove the faulty library
Bust Terminal n is not consistent with the | Check the nth Bus Terminal. The boot project
10 Pulses n configuration that existed when the boot | must be deleted if the insertion of an nth Bus
project was created Terminal is intentional
th : Start the Bus Coupler again, if the Error occurs
14 Pulses n nth Bus Terminals has the wrong format again, then exchange the Bus Terminal
P Check the number of terminals for Bus Coupler
15 Pulses n ygr':gt‘lr of Bus Terminals is no longer assembly to make sure the maximum number of
terminals has not been exceeded
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c. WD/COM/Error LEDs

LED (Ethernet) Meaning

WDG ON: Watchdog Active (No error)
COM ON or Flashing: communication with controller
ERROR Flashing: DHCP or BootP active, waiting for an IP Address
ON: Hard real time is switched ON at TC. No ADS communication is possible
RTE atthe same time . All TCP, UDP and ICMP telegrams (€.g., ping) will not be
answered
ON: LINK availabl
LINK/ACT aval av'e

Flashing: LINK available and communicating
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PX-EIP1 Diagnostics LEDs
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a. Us/Up LEDs

LED (Power LEDs) Meaning
Power LED Us OFF: No Bus Coupler 24VDC

Power LED Up OFF: No Terminal Power Bus 24VDC

b. 1/0O Bus Diagnostics LEDs

LED (I/0 Bus) Meaning
/0 Bus RUN ON or Flashing: 1/0 Bus Running
/0 Bus ERR Flashing: See error codes on following page
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Error Code L
Error Code Description Remedy
Argument
« Check Power Supply for over-voltage peaks
Flashing « Implement EMC measures
- Continuously | EMC Problems « If1/0 Bus Error is present, it can be localized
by a restart of the Coupler (switching it OFF
and then ON again)
0 EEPROM Checksum Error « Contact ADC Returns Department at (800)
633-0405
« Insert fewer Bus Terminals, the programmed
1Pulse 1 Code Buffer Overflow configuration has too many entries in the
table
« Contact ADC Returns Department at (800)
2 Unknown Data type 633-0405
2 Pulses - Reserved -
* No Bus Terminal inserted
« One of the Bus Terminals is defective; remove
half of the Bus Terminals attached and check
3 Pulses 0 1/0 Bus Command Error whether the error is still present with the
remaining Bus Terminals. Repeat until the
defective Bus Terminal is located
0 1/0 Bus Data Error, break behind the Bus |, Check whether the n+1 Bus Terminal is
4 Pulses Coupler correctly connected ; replace if necessary
: ) « Check whether the Bus End Terminal PX-901
n Break behind Bus Terminal (n) is connected
1/0 Bus Error in register communication th .
5 Pulses n with Bus Terminal () Exchange the nth Bus Terminal
0 Error at installation
1 Internal Data E « Exchange Bus Coupler
6 Pulses nternal Data trror + Perform a hardware reset on the Bus Coupler
2 DIP Switch changed after a software reset (switch OFF and ON again)
Warning: The set cycle time was exceeded. This
. indication (flashing LEDs) can only be cleared by
7 Pulses 0 Cycle Time was exceeded booting the Bus Coupler again
Remedy: Increase the cycle time
9 Pulses 0 Checksum Error in Flash program « Transmit program to the Coupler again
1 Incorrect or faulty library implemented | Remove the faulty library
Bust Terminal n is not consistent with the | Check the nth Bus Terminal. The boot project
10 Pulses n configuration that existed when the boot | must be deleted if the insertion of an nth Bus
project was created Terminal is intentional
th : Start the Bus Coupler again, if the Error occurs
14 Pulses n nth Bus Terminals has the wrong format again, then exchange the Bus Terminal
P Check the number of terminals for Bus Coupler
15 Pulses n ygr':gt‘lr of Bus Terminals is no longer assembly to make sure the maximum number of
terminals has not been exceeded
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PX-EIP1 Diagnostics LEDs

c. 1/0 EtherNet Diagnostic LEDs

LED (I/0 Bus) |Meaning
EIP Error ON: See Error Codes
ON: EIP communication with Client.
EIP Run Flashing: No EIP communication with Client
DIAG Error Flashing: See Error Codes
DIAG RUN ON: Diagnostics running with no errors
ON: Link available
LINK/ACT Flashing: LINK available and communicating

Ethernet/IP Diagnose  |EIPE (red) |EIPR (green) Configuration DIAGE (red) EIPR (green)
IP Address OK off 055 Diagnose Error Argument |Error Code
No IP Address off off OK off On
(LIS Dot ) In Data Too Less  |Flashing® 1
Online Off On

In Data Too Big Flashing* 2
Offline PLC Stop off 0.1s

Out Data Too Less |Flashing* 3
TimeOut 05s off
T —— Out Data Too Big  |Flashing* 4

ress Conflict On Off

Wrong Assembly .

Instance Flashing 5

Second Master Flashing* 6
Example

Data Length in too big 5 bytes

 Start Error Code: Red LED is flashing, fast green LED Off.

» Red LED is ON, green LED shows you the Error Code flashing two times (1sec)
* Red LED OFF, green LED Off

« Red LED flashing 5 times (1sec), error argument, green LED Off

DIAG E L1
DIAGR___{[1[L.

'Error Code’

Error Argument
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PX-MOD Diagnostics LEDs

a. Us/Up LEDs

WD

okf
Fl
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Up
/O RUN |

/O ERR|

LED (Power LEDs)

Meaning

Power LED Us

OFF: No Bus Coupler 24VDC

Power LED Up

OFF: No Terminal Power Bus 24VDC
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b. 1/0 Bus Diagnostics LEDs

LED (/0 Bus) Meaning
1/0 RUN ON or Flashing: I/0 Bus Running
/O ERR ’I;?gging: See error codes on following

Error Code iy
Error Code Argument Description Remedy
) « Check Power Supply for over-voltage peaks
Persistent, « Implement EMC measures
continuous EMC Problems « If 1/0 Bus Error is present, it can be localized
blinking by a restart of the Coupler (switching it OFF
and then ON again)
0 EEPROM Checksum Error « Contact ADC Returns Department at (800)
633-0405
« Insert fewer Bus Terminals, the programmed
1Pulse 1 Code Buffer Overflow configuration has too many entries in the table
Contact ADC Returns Department at (800)
2 Unknown Data type 633-0405
0 Programmed Configuration has an « Check programmed configuration for
2 Pulses incorrect entry correctness
n(n>0) Table comparison (Bus Terminal (n)) * Incorrect table entry
* No Bus Terminal inserted
« One of the Bus Terminals is defective; remove
half of the Bus Terminals attached and check
3 Pulses 0 1/0 Bus Command Error whether the error is still present with the
remaining Bus Terminals. Repeat until the
defective Bus Terminal is located
0 1/0 Bus Data Error, break behind the Bus |, Check whether the n+1 Bus Terminal is
4 Pulses Coupler correctly connected ; replace if necessary
) . « Check whether the Bus End Terminal PX-901
n Break behind Bus Terminal (n) is connected
5 Pulses n Kg: g: : ;_Lor:ri]rilnraelg(ins)ter communication Exchange the nth Bus Terminal
th . Start the Bus Coupler again, if the Error occurs
14 Pulses n n' Bus Terminals has the wrong format again, then exchange the Bus Terminal
L Check the number of terminals for Bus Coupler
15 Pulses n ygr'rrg:r of Bus Terminals is no longer assembly to make sure the maximum number of
terminals has not been exceeded
. Check the amount of bytes consumed by
16 Pulses n :;gpr%g; of the l/0 Bus data is no longer terminals to make sure the 512 bytes Input and
512 bytes output has not been exceeded
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c¢. WD/TX/RX LEDs

LED (Modbus) |Meaning

wD ON: Watchdog is good

RX ON: data is being received

X ON: data is being transmitted

Error ON: Data Error, communications with the Master Device has been lost

Bus Coupler Diagnostics Additional Notes

1. The number of pulses (n) indicates the position of the last Bus Terminal before the fault.

Passive Bus Terminals, such as the power feed terminal, are not included in the count.

In the case of some Errors, rectification does not cause the Bus Coupler to leave the
blink sequence. The Bus Coupler stays in the Stop state. The Bus Coupler can only be

restarted either by switching the power supply OFF and ON again, or by a software
reset.

Hot Swap NOT Permitted: Always remove power from the system before inserting
or removing bus terminals or couplers as failure to do so could cause malfunction or
damage to the terminals, couplers or other connected devices.

The occurrence of a fault in the course of operation does not immediately trigger the
display of Error Codes by the LEDs. The Bus Coupler must be requested to diagnose
the Bus Terminals. The diagnostic request is generated after switching ON.
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Fieldbus Errors

The Protos X PX-TCP1, PX-TCP2, and PX-MOD Bus Couplers have built-in watchdog timer
functions for end user applications. The watchdog timer functionality provides controlled
output handling in the event of communication loss. When the watchdog timer is enabled
by any Modbus Write message, the outputs will stay active as long as there are incoming
Modbus read or write messages (If 0x1122 set to 1). Or as long as there are incoming
Modbus write messages (If 0x1122 set to 0). In the event that the incoming Modbus
messages are interrupted for a period longer than the watchdog timer value setting, the
outputs will turn OFF. At this point, the end user must re-establish communications to the
Bus Coupler and send a watchdog reset command to the device in order to re-enable the
outputs. Alternately cycle power to the Bus Coupler, or use the PX-CFGSW to reboot the
coupler.

The watchdog timer can be disabled under Tools> Options when connected with the
PX-CFGSW. However if communication is lost, the bus terminal outputs will remain in their
last state and will not update until communication is re-established.

The end user application interfaces with the watchdog timer functionality through pre-
defined Modbus TCP registers. The specific registers and Modbus addresses are shown

below.
Address | Address | Modicon Modbus Tvoe Descriotion Notes
(Hex) (Dec) Addressing p P
. Watchdog Timer Default Value = 1000
0x1120 4384 44385 Read/Write Value, (ms) Disable Timer = 0
. Watchdog Reset Reset Command: Write OXBECF
0x1121 4385 44386 Read/Write Register then write OXAFFE
Read/Write message
0x1122 4386 44387 Read/Write | Watchdog Type Watchdog = 1(default)
Write message Watchdog =0
Bit 15 = Fieldbus Error
0x100C 4108 44109 ReadOnly | BusCoupler Status Watchdog time elapsed
Watchdog, current | Time elapsed since last Modbus
0x1020 4128 44129 Read Only time (ms) Message after Watchdog is active

The Watchdog Timer Value is stored in the Read/Write Modbus address 0x1120 (4384
dec.) in the coupler. The value can be read at any time using a Modbus Read message.
However the value can only be written to prior to the Watchdog being made active by

a Modbus Write message to one of the configured output addresses and it can only be
written to if the Bus Coupler is not in a watchdog fault state. If a Modbus Write message
is attempted during either of these states a Modbus fault 02 lllegal Data Address will be
returned from the Bus Coupler. The watchdog timer value can also be changed using the
Protos X Configuration software.

NOTE: If you only have Inputs, the Watchdog settings do not matter since without an Output to
write to, the Watchdog cannot be enabled.
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Reset the watchdog timer and clear the error condition in order to change the watchdog
timer value. Read the Bus Coupler status register (bit 15 of register 0x100C) in order to
see if the Bus Coupler watchdog timer has elapsed. Bit 15 will clear after a successful
Watchdog Reset Command write sequence. The Watchdog Reset Command consists of
writing the value OXBECF (48847 dec.) to address 0x1121 and then writing the value OXAFFE
(45054 dec.) to address 0x1121. See timing chart below.

During the watchdog timer elapsed state, Modbus writes to the Bus Coupler will fail with
Modbus Exception Error Code 4 (SLAVE DEVICE ERROR).

) EWatchdog )
Watchdog Timeout Watchdog |
Active | Time 1 i Acive
Watchdog LED
Modbus Read/Write Message | | I | | I I | | I
* *
Watchdog Error I
Watchdog Reset
*Watoh.dog will only be activated/enabled by a Modbus write (discrete waichd
or holding register) message. sreos
Reset Codes
sent Via
Modbus
Write

The Watchdog type determines how you want the Watchdog fault to work. If there

is a 1" in this register a Modbus Write message will initiate the Watchdog timer and
the Watchdog will become active. In this mode, any read or write message will keep
the Watchdog active as long as they happen before the Watchdog timeout value has
been exceeded. If there is a “0" in this register a Modbus Write message will initiate the
Watchdog timer and another Modbus Write must be performed before the Watchdog
timeout value has been exceeded to keep the coupler from having a Watchdog Fault.

To monitor the current time elapsed in the Watchdog timer a Modbus Read message can
be used to get the value in Modbus register 0x1020 (4128 dec.). This value will show how
much time has elapsed since a Modbus message has reset the Watchdog Timer last. If
this time reaches or exceeds the value in the Watchdog Timer Value a Watchdog Fault will
occur.

The PX-MOD will not allow Modbus Read or Write messages to the /O data if the bus
coupler is in the Watchdog timeout condition. The PX-TCP1 and PX-TCP2 will allow
Modbus Reads of inputs, but Modbus Writes to Outputs will fail if the bus coupler is in the
Watchdog timeout condition.
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Watchdog Enable/Act

Timeout Value can be checked
by reading address 0x1120 from
the Bus Coupler.

Watchdog type can be checked
by reading address 0x1122 from
the Bus Coupler.

Are Reads or Writes

faster than the Watchdog
timeout value?

System functioning
normally

to the Bus Coupler occurring

ivate

The Watchdog will not occur
and the outputs will not turn OFF if
communications with the Master
device fails.

Has the Watchdog
been enabled and a timeout
value > 0 been entered
in the config SW

Has there been a NO
successful Modbus write
command to the
Bus Coupler?
Is the Bus Coupler =0

Modbus register 0x1122
equal to “1” or “0”

‘Are the Writes to the
Bus Coupler occurring
faster than the Watchdog
timeout value?

System functioning
normally

System Watchdog
timeout occurs

Writes to Outputs will fail.

When the Watchdog occurs the PX-MOD will not allow Modbus Reads or
Writes to Inputs or Outputs. When a Watchdog occurs, the PX-TCP1 and PX-TCP2
bus couplers will still allow Modbus Reads from Inputs to work, but all Modbus

written to with all bus coupler models.

Bus coupler registers can continue to be read from or
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Resetting Watchdog Errors

Modbus master device reads Modbus read
only register 0x100C from the bus coupler

and checks bit 16 of the word to see if it is

ON (=1 or Decimal word value 32768).

Is Bit 16
ON

Write the value 0XBECF
(Decimal 48847) to Modbus

register 0x1122 (Decimal 4386)

When using Decimal register use Unsigned
Integer data types to read and write to bus
YES coupler registers. When writing to the bus
coupler, make sure to write to a single register
so data is only written to the target register.

Write the value OXAFFE

(Decimal 45054) to Modbus
register 0x1121 (Decimal 4385)
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Resetting Watchdog Errors, continued

DirectLOGIC PLC Ladder Example

THIS INFORMATION PROVIDED BY AUTOMATIONDIRECT.COM TECHMICAL

SUPPORT IS PROVIDED "AS 18" WITHOUT A GUARAMNTEE OF ANY KIND.

These documents are provided by our technical support department to assist others. We
do not guarantee that the data is suitable for your paricular application, nor do we
assume any responsibility for them in your application.

This Project shows how to use the status register of the Protos X bus coupler to detect
when a Modbus Watchdog error has occurred and how to programatically reset it from
ladder logic. In this project the Protos X Assembly cosists of the following hardware:

1) PX-TCP2 Modbus TCP Bus Coupler

2)PX-412 2 Channel Analog Output Terminal

3)PX-272-1 2 Channel Solid State Relay Terminal

4)P¥-144 4 Channel Digital Input Terminal

5)PX-332-K 2 Channel Thermocouple Type K Module

6) PX-901 Bus End Terminal

Your hardware does not have to match this, but you should use appropriate Modbus
addresses and function codes for your hardware configuration.

3 { nop

Metwork #1 uses the He-ECOM100 in Slot 1. This would be the only slotin 05, first slotin
06, and second slotin 205/405 models.

It will use the range of V-memory from V400 - V502 as the working status, workspace and
buffer. These locations must not be used anywhere else.

Make sure Dipswitch 7 is turned ON in the ECOM100.

The Modbus converter spreadsheet from ADC Tech Support site will be extremely useful
to convert Modbus addresses into the octal-based addressing required in the instructions.

MNOTE: MetEdit 3 MUST be used to setup the ECOM100 "Peer-to-Peer Config” table in
the ECOMA100. This is what determines if the communications are ModbusTCP or ECOM.

ECOM100 Config
2 ECOM100 1B710
ECOM100 # K1
Slot K1
Status V400
Workspace V401
Msg Buffer (65 WORDs) V402 - V502
On the first PLC scan, setthe Comm Success & Comm Error count registers to 0.
Alzo SETS C106, which is the enable logic to the ECxX boxes.
_FirstScan LD
SPO
3 Ze—d] "l Ko
ouT
RXMWX Ok Count
V505
ouT
RXAWX Fail Count
V5086
)
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Resetting Watchdog Errors - DirectLOGIC PLC Ladder Example, continued

Once the ECRX and ECWx |IBoxes are enabled, the ECOM100 IBox will automatically
sequence them, no manual control of the port busy bits is required

This example uses C106 with a SET on First Scan, it could be changed to whatever logic
the user desires such as SP1.

4 { nop )
The ECRX will read from Slave ID ™17, and will target address V100714 which is the

Modbus equvalent address 44108 (Holding Register). This is the Status word of the Bus

Coupler.

itwill get 2 bytes ( 1 register) and place the data in V2000. This data will be in decimal
format. The DataView window at left has V2000 set for Decimal format

Mote that Workspace V location must be unigue.

” e ECONM100 RX Network Read
—'| 4} ECRX IB-740
ECOM100# K1
Workspace V503
Slave ID K1
From Slave Element (Src) V10014
Mumber Of Bytes K2
To Master Element (Dest) V2000
Success C100
Error c101
Bit #15 of register V2000 will be mointored to see when a watchdog fault has occured. If
Bit 15 is true it will initiate two ECWX Modbus write instructoins which will send resst
codes to V10441(Modbus address 404388). The first write instruction sends a Hex code
of 0xBECF.
o WD Fail Bit 15 ECWXECDM‘IUU WX Network wmelEl—?M
{:,‘106 B2000.15
8 —Ik I
ECOM100 # K1
Workspace V510
Slave 1D K1
From Master Element (Src) V2501
Number Of Bytes K2
To Slave Element (Dest) V10441
Success C106
Error c107
The second ECWX Modbus write instruction will be initaited upon the completion of the
first ECWX and only if the watchdog fail bitis set The second Modbus write instruction
will send a Hex value of 0xAFFE to V10441(Modbus address 404386)
- WO Fail Bit 15 - EmECDMmU WX Netwaork wme|5.741
C106 B2000.15 c110
7 = I Ik
ECOM100 # K1
Workspace V511
Slave 1D K1
From Master Element (Src) V2502
MNumber Of Bytes K2
To Slave Element (Dest) V10441
Success c110
Error C111
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Chapter 5: Troubleshooting.

Resetting Watchdog Errors - DirectLOGIC PLC Ladder Example, continued

The ECWX will write to Slave ID ™1, and will target address V4010 which is the Modbus
equivalent of 42057 third Holding Register.

It will write 2 bytes (1 registers) from the PLC addresses V2500 . This address will be
displayed as decimal in dataview, but it will represent the binary value of the bits ofthe
word. Ifthe value is "1" then bit "1" will be true, if the value is "2" bit "2 will be true, if the
value is "3" then bits "1 and "2" will be true. Any decimal value that have bits "1" or "2"
will turn on the outputs of the terminal.

Mote that Workspace location must be unigue.

e ECOM100 WX Network Write

_I = ECWX 1B-741
ECOM100# K1
Workspace V504
Slave ID K1
From Master Element (Src) V2500
Mumber Of Bytes K2
To Slave Element (Dest) V4010
Success c102
Error c103

The ECRX will read from Slave ID "1", and will target address TAS (V2005) which is the
Modbus equvalent address 40006 (Holding Register).

It will get 2 bytes ( 1 registers) and place the data in V2001. This data will be in decimal
format. The DataView window at left has V2001 (CH1 Temp) set for Decimal format.Since
the value iz coming from a temperature module and the data is in Celcius format it needs
to be converted to Fahrenheit. So it must be changed to the Real format to display
decimal places. To do this we load V2001 into the accumualtor, perform a Binary to Real
conversion and then output the converted value to V2002 - V2003, We then use a Math
Real instruction to run the Celcius to Fahrenheit conversin formula on the data and put it
into V2004 - V2005.

Mote that Workspace V location must be unigue.

c‘“‘iﬁ ECOM100 RX Network Read
—'I I ECRX IB-740
ECOM100 # K1
Workspace V507
Slave ID K1
From Slave Element (Src) TAS
Mumber Of Bytes K2
To Master Element (Dest) V2001
Success C104
Error Cc105
LD
CH1 Temp
V2001
BTOR
ouTD
V2002
Math - Real
= MATHR 1B-541
Result 70.34
Expression ((R9/R5)*V2002*R0.1)+
R32
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- Chapter 5: Troubleshooting

Resetting Watchdog Errors - DirectLOGIC PLC Ladder Example,

continued

MOTE: If trying to read Modbus Input Registers { Function Code 4 or 30001 addressing),
the # of ;ytes must be increased by 1 to the next odd number. This is how the
DirectLogic and ECOM100 recognize the Modbus address is an Input Register.

{ nop )

10

The next 2 rungs will count the Success and Errors of the IBOX's. Y505 and V506 will

contain the total count of each, respectively.
INCB

SP1_ECRX_7_0Ok
C100

1 17l

RXMWK Ok Count
V505

SP1_ECWX_7_Ok
c102

[Tl

0S_MNetRX_7_0Ok
C104

Count failed ECRX and ECWX transactions.

INCB

SP1_ECRX_7_Fail
c101

12 AR

RHMWWK Fail Count
V506

SP1_ECWX_7_Fail
C103

Tl

0S_NetRX_Fail
C108

AR,

c107
[Tl

c111
LTl

{ enp )

13
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Chapter 5: Troubleshooting.

Resetting Watchdog Errors, continued - CLICK Ladder Example

A | 0 0 = U 00 | | D K I AF
THIS INFORMATION PROVIDED BY AUTOMATIONDIRECT. COM TECHNICAL SUPPORT IS PROVIDED "AS IS™ WITHOUT A GUARAN OF ANY KIND
These documents are provided by our technical support department to assist others. We do not guarantee that the data is suitable for your particular application, nor do we assume an
responsibility for them in your application
This Project shows how to use the status register of the Protos X bus coupler to detect when a Modbus Watchdog error has occurred and how to programatically reset it from ladder
\ﬂg: In this project the Protos X A 5 of the following hardw
Modbus RTU Bus Coupler
2 Channel Analog Output Terminal
1 2 Channel Solid State Relay Terminal
4 Channel Digital Input Terminal
2K 2 Channel Thermocouple Type K Module
1 Bus End Terminal
Your hardware does not have to match this, but you should use appropriate Modbus addresses and function codes for your hardware configuration
NOP )
Rung two uses a counter triggered by a 100ms clock pulse to interlock com instructions in the Click plc.
[Counter T
_100ms_Clock Modbus_Com_
BSCs Interiock
i tPoint ms BCT1
17 =i
[Compite
Modbus_Interlock_Count
Current BCTD1
Modbus_Com_Interlock
BCT1
g .
&
The Modbus Read instruction will read the bus rw"\ﬁv \ta\u: Modbus 4109 decimal(0x100D Hex) each time it is polled and save the data into DH1 register. lick is not
based addressing s we are reading from 4
[Receive (Port 3) MODBUS|
Modbus_Interlo Siave ID 1|Rd_status_Receiving
ck_Count [Modbus Function Code 04) ECc20
mcm1 ms Slave Addr 304109)
1=} INO. of Master Addresses 1[Recsiving
s
[ 2 OFFl Ry_Status_Suce
Coupler_Status_Word
[Master —
RA_Status_Err
3
Rd_Status_Err_Code
[@oD1]
Rung 4 unpacks the DH1 word into Bits C50 to C65. The bit address C65 can then be used to identify a watchdog error. When C65 is true a watchdog error has occurad.
[Copy Unpack]
Modbus_Interlo
k_Count Coupler_Status_Word
mcTo1 ms src HDH1
1|
1=F
Stat_Word_U Stat_Word_U
npack_Bil0 npack_Bit15
IDes
Copy the appropriate reset values into DH10 and DH11 for the reset write commands
[Copy Single]
_Aways_ON
-]
|} ——src B BECFh
WD_Reset_Code_1
IDes HDH10
[Copy Single]
—Src. B AFFER
WD_Reset_Code_2
Des B DH11
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- Chapter 5: Troubleshooting
Resetting Watchdog Errors, continued - CLICK Ladder Example, continued

In Rung 5 if C65 (bit 15 of the bus coupler status word) is true and the couner value = 0 then the Click will initiate two Modbus write commands. The first instruction will write a value of
48847 decimal(0XBECF Hex) to Modbus register 404386 decimal(0x1122 Hex). The Click is not using Zero based addressing so we are reading from 404386. Be sure you know what
your master device uses. Also make sure you only write to a single register sa you do not over write other registers. Also make sure you use Unsigned Integer 16 bit data types in your
fogic for decimal values

Send (Port3) 1I0DBUS
Slave ID 1| WD_RST_Reg_Write
Modbus_Interlo \ Modbus Function Code 06| Send
ck_Count e Siave Addr 404385 HC30

®@cTot mo ‘o5
11

(] WD_Reset_Code_1  [S#nn0
g 1=l 11 T [Master HDHI0

WD_RST_Reg_Write
_1_8ucc
BEC31

e
WD_RST_Reg_Wiite
_1_Em

BC32

e

WD_RST_Reg_Wite

_1_Er_Cd
E—[l DD2]
The second instruction in rung 6 triggered off of the success of Send instruction in rung & will write a value of 45064 decimal(OXAFFE Hex) to Modbus register 404386 decimal(0x1122
Hex). This will reset the watchdog eror. The Click is not using Zero based addressing so we are reading from 404386 Be sure you know what your master device uses. Also make sure
you only write to a single register so you do not over write other registers. Alsa make sure you use Unsigned Integer 16 bit data types in your logic for decimal values
Send (Port3) MODBUS|
Slave ID 1| WD_RST_Reg_Write
[Modbus Function Code 06
Siave Addr 404385|

WD_RST_Reg_Write_1_Succ
mea1 WD_Reset Code_2  [Seném
DRy WD_RST_Reg_Wiite
I

7 {1 —{Master

EC34
[Sucoess.
WD_RST_Reg_Write
_2_Err
BC3s
Eror

WD_RST_Reg_Wiite

This rung can be used to check Modbus communication to the Protos X bus coupler. In Rung 7 we are writing to the word of a discrete output module that resides on the Protos X
bus coupler. If you have a bus coupler with difierent /O you will have to identify the Modbus addresses and use a diflerent address than is used in this instruction. By enabling the
‘Modbus _Wiite" contact and changing the value in the "DS10" you can manipulate the physical outputs. For the watchdog function of the bus controller to become active a
modbus write command must be made to the bus coupler. After the modbus write message makes the watchdog active, and both the MWX and MRX are stopped the watchdog
would fail and all outputs would be tumed off. In this project however, the MRX for the status read will keep the watchdog active. Ta simulate a watchdog fail you can unplug the
RS485 cable from the bus controller until the WD LED goes off on the PX-MOD.

Send (Port3) 110DBUS]
Siave 1 e_
Modbus_interio Modbus Function Code 06| Wite_output_Sena
SR Lnpack Stave Addr 402051 BC40
m2 B
i L moes Output Word =
1=r IMaster mos10 WB_
Wite_Output_Succ
BC41
=
MB_ Wite_Output_Err
BC42
ror
We_
|Wite_Output_Err_Cod
e
[o@o<]
3
In this rung we are reading the temp value of a PX-332-K thermocouple terminal. When the Modbus inerlock count is = 4 and the C65 watchdog error is false the Click will execute
2 MRX command to get the value from the bus coupler. The Modbus read command can be used to keep the watchdog active once it has been initiated by the Modbus write
instruction. After the Modbus write message makes the watchdog active, and both the MVX and MRX are stopped the watchdog would fail and all outputs would be tumed off. In
this project however, the MRX for the status read will kesp the watchdog active. To simulate a watchdog fail you can unplug the RS485 cable from the bus controller until the WD
LED goes off on the PX-MOD.
Receive (Port:3) MODBUS|
Siave ID 1 e_
IModbus Function Code 03| Read_Analog_In_Se
Modbus_interlo Slave Addr 400001 nd
LN NO. of Master Addresses 1 BCH3
L m4 Bcss sy fadi
g 1=1 — Analog_THM_Value -
Mazter Wos1 Read_Analog_In_Suc
c
BC44
=
e_
Read_Analog_In_Err
BC45
ror
e_
Read_Analog_In_Er_
cd
——{@pps]
rcose
The Protos X temperature terminals only read in Celcius. In the MATH instruction below there is an example for converting from Celcius to Fahrenheit
Math
((9/5*(DS1*.1)))+32 Temp_In_Fahrenheit
10 Result ]
1 END )
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Chapter 5: Troubleshooting.

Resetting Watchdog Errors, continued - CLICK Ladder Example,

continued

A N O 000 00 050 = C OG0 0 010 |

The second instruction in rung 6 triggered off of the success of Send instruction in rung 5 will write a value of 45054 decimal(0xAFFE Hex) to
Modbus register 4386 decimal(0x1122 Hex). This will reset the watchdog error. The PX-MOD Modbus addressing is not set zero based so
all the Modbus addresses are offset by one. If the coupler is zero based the you will write the same values to Modbus register 4385 decimal
(0x1121 Hex)

Send (Port:3)

Slave ID

Modbus Function Code
Slave Addr

MODBUS|

1

06

WD_RST_Reg_Write_1_Succ 380

‘WD_Reset Code_2
HDH11

ITI

Master

WD_RST_Reg_Write
_2 Send
B C33

Sanding
WD_RST_Reg_Write
2 Scc
EC34

Sucoess

WD_RST_Reg_Write

—O

Emor

WD_RST_Reg_Write
_2 Er.Cd

—|Ermb @DD3]

This rung can be used to check Modbus communication to the Protos X bus coupler. In Rung 7 we are writing to the word of a discrate
output madule that resides on the Protos X bus coupler If you have a bus coupler with different I/O you will have to identify the Modbus
addresses and use a different address than is used in this instruction. By enabling the "Modbus _Wnite" contact and changing the value in
the "DS10" you can manipulate the physical outputs. For the watchdog function of the bus controller to become active a modbus write
command must be made to the bus coupler. After the modbus write message makes the watchdog active, and both the MWX and MRX are
stopped the watchdog would fail and all outputs would be turned off. In this project however, the MRX for the status read will keep the
watchdog active. To simulate a watchdog fail you can unplug the RS485 cable from the bus controller until the WD LED goes off on the PX-
MMOD

Send (Port3) MIODBUS
Siave ID 1
WModbus_Interla Modbus Function Code 06
ck_Count Stauwarﬂ#m“k Slave Addr 402051
mems 1—| we Bee Cutput_Word
=1 I Master mos10

MB_
Wite_COutput_Send
0

Sending

MB_
Wite_Qutput_Succ
EC41

Success

MB_ Wite_Output_Err
B C42

Emor

MB_
Wite_Output_Err_Cod

e
—4Em B DD4]
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- Chapter 5: Troubleshooting

Resetting Watchdog Errors, continued - CLICK Ladder Example

A [ B c D E F G H T
In this rung we are reading the temp value of a PX-332-K thermocouple terminal. When the Modbus inerlock count is = 4 and the C65
watchdog error is false the Click will execute a MRX command to get the value from the bus coupler. The Modbus read command can
be used to keep the watchdog active once it has been initiated by the Modbus write instruction. After the Modbus write message
makes the watchdog active, and both the MWX and MRX are stopped the watchdog would fail and all cutputs would be turned off In
this project however, the MRX for the status read will keep the watchdog active. To simulate a watchdog fail you can unplug the RS485
cable from the bus controller until the WD LED goes off on the PX-MOD
Receive (Port3) MODBUS]
Slave ID 1 MB_
Modbus Function Code 03| Read_Analog_In_Se
Modbus_Interlo Slave Addr 400001 nd
ck_Count Slat*"wéﬁ;g”p“k NO. of Master Addresses 1 EC43
= (Word Swa OFFj
B CTD . m4 Bces P Receiving
: 1=T f Analog_THM Value
Master 2
Read_Analog_In_Suc
e
[l C44
Suosess
MB_
Read_Analog_In_Err
B C45
Ermor
MB_
Read_Analog_In_Er_
Cd
—|ﬂ DD5,
EnCode 1
The Protos X temperature terminals only read in Celcius. In the MATH instruction below there is an example for converting from Celcius
to Fahrenheit
Math
((9/5*(DS1*.1)))+32 Temp_In_Fahrenheit
——E DF4
9 Result
10 END )
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Chapter 5: Troubleshooting.

Resetting Watchdog Errors, continued - Do-more Ladder Example

THIS INFORMATION PROVIDED BY AUTOMATICMNDIRECT.COM TECHMICAL

SUPPORT IS PROVIDED "AS 15" WITHOUT AGUARANTEE OF ANY KIND

These documents are provided by our technical support department to assist others. We
do not guarantee that the data is suitable for your particular application, nor do we
assume any responsibility for them in your application

This Project shows how to use the status register of the Protos X bus coupler to detect
when a Modbus Watchdog error has occurred and how to programatically reset it from
ladder logic. In this project the Protos X Assembly cosists of the following hardware:

1) PX-TCP2 Modbus TCP Bus Coupler

2)PX-412 2 Channel Analog Qutput Terminal

3) PX-272-1 2 Channel Solid State Relay Terminal

4)PX-144 4 Channel Digital Input Terminal

5) P¥-332-K 2 Channel Thermocouple Type K Module

6) PX-801 Bus End Terminal

Your hardware does not have to match this, but you should use appropriate Modbus
addresses and function codes for your hardware configuration.

The Modbus Read instruction will continually read the bus coupler status Modbus register
4109 decimal(0x100D Hex and save the data into V2000 register. Bit# 15 of word

W2000 will represent the watchdog error. Ifthis bit is true a watchdog error has occurred
The PX-TCP2 Modbus addressing is not setto zero based so all the Modbus addresses
are offset by one. Ifthe coupler is setzero based and your controller supports it then you
will read from Modbus register 4108 decimal(0x100C Hex).

—

nop )

MRX
Device
IP Address
TCP Port Number
UnitlD
Function Code

From Modbus Offset Address
Number of Modbus Registers
To Do-more Memaory Address
Continuous at Interval

On Success, Set bit

On Error, Set bit

Modbus Network Read

3 - Read Holding Registers
Modbus Address 4 + offsetvalue entered below

@IntModTCPClient
10.1.32.16

502

255

4109

1
V2000
0.100s
C1

c2

In this logic if V2000:15 (bit 15 of the bus coupler status word) is true then the Do More
will initiate two Modbus write commands. The first instruction will write a value of 43847
decimal(0xBECF Hex) to Modbus register 4386 decimal(0x1122 Hex). The second
instruction will write a value of 45054 decimal(0xAFFE Hex) to Modbus register 4386
decimal(0x1122 Hex). This will reset the watchdog error. The PX-TCP2 Modbus
addressing is not setzero based so all the Modbus addresses are offset by one. If the
coupler is zero based the you will write the same values to Modbus register 4385 decimal
(0x1121 Hex)

V2000:15

— F > WX Modbus Network Write
Device @IntModTCPClient
IP Address 10.1.32.16
TCP Port Number 502
UnitID 255
Function Code f - Write Single Register

Modbus Address 4... + offsetvalue entered below
To Modbus Offset Address 4386
Constant OxBECF
0On Success, Set bit c5
On Error, Set bit CB

— > MWK

Device

IP Address

TCP Port Number
UnitiD

Function Code

To Modbus Offset Address
Constant

On Success, Set bit

On Error, Set bit

Modbus Address 4...

Modbus Network Write
@IntModTCPClient
10.1.32.16

502

255

6 - Write Single Register
+ offsetvalue entered below
4386

OxAFFE

c7

fo2:]
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- Chapter 5: Troubleshooting

Resetting Watchdog Errors, continued - Do-more Ladder Example, continued

5_28 I Protos X Installation and 1/O Manual, 1st Edition, Rev. |

In this rung we are reading the temp value of a PX-332-K thermocouple terminal. When
the Modbus Read contact is true the Do More will execute a MRX command to get the
value from the bus coupler. The Modbus read command can be used fo keep the
watchdog active once it has been initiated by the Modbus write instruction. After the
Modbus write message makes the watchdog active, and both the MWX and MRX are
stopped the watchdog would fail and all outputs would be turned off. In this project
however, the MRX for the status read will keep the watchdog active. To simulate a
‘watchdog fail you can unplug the Ethernet cable from the bus controller until the WD LED
goes off on the PX-TCP2. { On PX-TCP-1 a red LED will illuminate when a WD failure
happens.)
The Protos X temperature terminals only read in Celcius. In the MATH instruction below
there is an example for converting from Celcius to Fahrenheit
Modbus_Read
]CW‘ MR- Modbus Network Read
4
. Device @IntModTCPClient
IP Address 1013216
TCP Port Number 502
UnitIo 255
Function Code 3-Read Holding Registers
Modbus Address 4... + offsetvalue entered below
From Modbus Offset Address 6
Number of Modbus Registers 1
To Do-more Memory Address V2002
Continuous at Interval 0.100s
0On Success, Set bit ci5
0On Error, Set bit C16
——IMATH — Calculate Expression
Result R2004
Expression V2002*0.1
| MATH — Calculate Expression
Result R2006
Expression ((TOREAL(9)/ TOREAL(S))* R2004) + 32
This rung can be used to check Modbus communication to the Protos X bus coupler In
this example we are writing to the word of a discrete output module that resides on the
Protos X bus coupler. If you have a bus coupler with /O you will have to identify the
Modbus addresses and use a different address than is used in this instruction. By enabling
the "Modbus _Write” contact and changing the value in the "Output_Werd" you can
manipulate the physical outputs. For the watchdog function of the bus controller to
become active a modbus write command must be made to the bus coupler. After the
modbus write message makes the watchdog active, and both the MWX and MRX are
stopped the watchdog would fail and all outputs would be turned off. In this project
however, the MRX for the status read will keep the waichdog active. To simulate a
watchdog fail you can unplug the Ethernet cable from the bus contraller until the WD LED
goes off on the PX-TCP2. { On PX-TCP-1 a red LED will illuminate when a WD failure
happens.)
Modbus_Write
’ 1 MWX——————————— Modbus Network Write
5 —
> Device @InthodTCPClient
1P Address 10.1.32.16
TCP Port Number 502
UnitID 255
Function Code 15 - Write Multiple Coils
Modbus Address 0... + offsetvalue entered below
To Modbus Offset Address i
Number of Modbus Coils 2
From Do-more Memory Address Qutput_1
Do-more Range Qutput_1 - Qutput_2
Continuous at Interval 0.100s
On Success, Set bit c3
On Error, Set bit c4
{ e )
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Chapter 5: Troubleshooting.

Resetting Watchdog Errors - P3000 Ladder Example

21

1 2 3 £ 5 [ 7 a 9 i 11

[THIS INFORMATION PROVIDED BY AUTOMATIONDIRECT.COM TECHNICAL SUPPORT IS PROVIDED "AS 1S"
WITHOUT A GUARANTEE OF ANY KIND.
[These documents are provided by our technical support department to assist others. We do not guarantee that

khe data is suitable for your particular application, nor do we assume any responsibility for them in your
hApplication.

[This Project shows how to use the status register of the Protos X bus coupler to detect when a Modbus
Watchdog error has occurred and how to programatically reset it from ladder logic. In this project the Protos X
jpssembly cosists of the following hardware:

1) PX-TCP2 Modbus TCP Bus Coupler

) PX-412 2 Channel Analog Output Terminal

3) PX-272-1 2 Channel Solid State Relay Terminal

H) PX-144 4 Channel Digital Input Terminal

5) PX-332-K 2 Channel Thermocouple Type K Module

6] Px-901 Bus End Terminal

i¥our hardware does not have to match this, but you should use appropriate Modbus addresses and function
odes for your hardware configuration,
I| I| { wnMOP 3}
The Modbus Read instruction will continually read the bus coupler status Modbus register 4109 decimal{0x1000
Hex and unpack the data into bits. Bit # 15 will represent the watchdog error. If this bit is true a watchdog error
has occurred, The PX-TCP2 Modbus addressing is not set to zero based so all the Modbus addresses are offset by
pne. If the coupler is set to zero based and the controller messaging it supports zero based then you will read
From Modbus register 4108 decimal{0x100C Hex).

PX-TCPZ Status Fapistir

MODEIUS READ

Ethernet Port CPUFETH-Ext In Progress Read_i.InProgress
IP Address 10.1.32.16 Complete Read_1.Complete
TCP Port Mumber 502 Success Read_1.Success
Slave Mode Mumber 255 Errar Read_1.Error
Autarnatic Palling 500 /0 Timeout Read_1.Timeout
Don't Skip Execution Exceplion
Enshle uford Swap Response String Read_1ExcResponse

Mo 32 Bit b 16 Bit Mapping
Slawe Madbus Starting Address 4109
Modbus Decimal Addressing
Madbus Function Code
31 Read Holding Registers
Tag Marne Mapping
Mon-Array Tag
PH_TCP2_ Satuz

Tn paek bits from P3-TCP-2 Status Register

UNPACK BITS

Input PX_TCPZ_Satus  Eit Mumber  Cutput
P¥_1

z Px_z

2 P¥_2

4 P¥_4

5 PY 5

3 PH_E

Enable 7 PX_7

] P¥ 8

3 (]

0 PE_10

11 P¥_11

2 PE 12

13 PE_13

14 P¥_14

15 PX_15

16 PX_16
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- Chapter 5: Troubleshooting

Resetting Watchdog Errors - P3000 Ladder Example, continued

1z 3 4 &5 & 7 & 3 1 1

[N this logic if PX-16(bit 15 of the bus coupler status word]) is true then the P3000 will initiate two Modbus write
kommands. The first instruction will write a value of 48847 decimal(OXBECF Hex) to Modbus register 4386
Hecimal(0x1122 Hex). The second instruction will write a value of 45054 decimal(OxAFFE Hex) to Modbus register
386 decimal{0x1122 Hex). This will reset the watchdog error. The PX-TCP2 Modbus addressing is not set to
Fero based so all the Modbus addresses are offset by one. If the coupler is set to zero based and the controller
Imessaging it supports zero based then you will read from Modbus register 4385 decimal{0x1121 Hex)

Reset_1 - MODEUS WRITE
Etherret Part CPU-ETH-Ext In Progress InProgress
IP Addresz 10.1.32.16 Caomplete Complete

TCP Port Murnber 502 Success Success
Slave Mode Mumber 255 Error Error
Mo Automnatic Polling Tirnecut Timeout
PX_16 Dan't Skip Execution Exception
11 Erable|, Ne Weord Swap Response String ExcResponse

TI'~4'1a|:v 322 Bit Data bo 16 Bit

Slawe Modbus Starting Address 4386

Modbus Decimal Addressing

Modbus Function Code

Bt Wirite Single Register

Tag Mame Mapping

Mon-frray Tag

watchdog reset
Reset_2 - MODBUS WRITE

Ethernet Part CPU-ETH-Ext In Progress InProgress

IP Address 10.1.32.16 Complete Complete

TCP Port Mumber 502 Success Success
Slave Mode Mumber 255 Error Error
Mo Automatic Polling Tirnecut Timeout
Dran't Skip Execution Exception
[ Enable Ma Wiard Swap Response String ExcResponse
|21 TMap 32 Bit Duata to 16 Bit

Slave Madbus Starting Address 4396
Madbus Decimal Addressing
Madbus Funclion Cade

&1 Wirite Single Register

Tsg Mame Mapping

Mon-Array Tag

watchdog reset 1
This rung can be used to check Modbus communication to the Protos X bus coupler, In this example we are
writing to the word of a discrete output module that resides on the Protos X bus coupler. If your I/0
Lonfiguration is different you will have to identify the Modbus addresses and use a different address than is used
n this example. By enabling the "Modbus _Write" contact and changing the value in the "Output_Word" you can
Imanipulate the physical outputs. For the watchdog function of the bus controller to become active a Modbus
write message must be sent to the bus coupler. After the Modbus write message makes the watchdog active,
hnd both the MWX and MRX are stopped the watchdog would fail and all outputs would be turned off, In this
broject however, the MRX for the status read will keep the watchdog active, To simulate a watchdog fail you can
Linplug the Ethernet cable from the bus controller until the WD LED goes off on the PX-TCP2, { On PX-TCP-1 a
Fed LED will iluminate when a WD failure happens.)

MODBUS WRITE

Iodbus_ Write

Enable

Ethernet Port CPU-ETH-Ext
IP Address 10.1.32.16
TCP Port Murnber 502
Slawve Mode Mumber 255
Automatic Poling 100 F0
Con't Skip Execution
iard Swap
Mo 32 Eit Data to 16 Eit Mapping

Slave Modbus Starting Address 1
Modbus Decimal Addressing
Modbus Function Code

15: Force Multiple Coils

Tag Mame Mapping

Mon-Array Tag
Cutput_Bit_1
Cutput_Bit 2

In Progress rite_1.InProgress
Complete Wirite_1.Cormplete

Success Wribe_1.Success

Etror ‘irite_1.Error

Tirneout Wirite_1.Timeout

Exception

Responze String Wirite_1ExcResponse
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Resetting Watchdog Errors - 3000 Ladder Example, continued

[n this rung we are reading the temp value of a PX-332-K thermocouple terminal. When the Modbus Read
contact is true the P3000 will execute a MRX command to get the value from the bus coupler. The Modbus read
command can be used to keep the watchdog active once it has been initiated by the Modbus write instruction.
sfter the Modbus write message makes the watchdog active, and both the MW and MR are stopped the
batchdog would fail and all outputs would be turned off. In this project however, the MRX for the status read will
j.eep the watchdog active. To simulate a watchdog fail you can unplug the ethernet cable from the bus controller
Lintil the WD LED goes off on the PX-TCP2, { On PX-TCP-1 a red LED will illuminate when a WD failure happens.)

Read_2 - MODELS READ

Ethernet Port CPU-ETH-Ext In Progress InProgress
IF Address 10.1.32.16 Complete Complete
TCP Port Mumber 502 Success Success
Slave Mode Mumber 255 Error Error
Automatic Polling 100 /0 Tirmeout Tirmeout
Iodbus_Read Daon't Skip Execution Exception
Enable Wiard Swap Response String ExcResponze

Mo 22 Bit to 16 Eit Mapping

Slave Modbus Starting Address &
Madbus Decirnal Addressing
Modbus Function Code

3t Read Holding Registers
Tag Mame Mapping

Mon-Array Tag
Ternp _Channel 1

[The Protos ¥ temperature terminals only read in Celcius. In the MATH instruction below there is an example for
converting from Celcius to Fahrenheit.

TATH
Enable| Result Temp_Fahrenheit

Farmula

(5/5*(Temo Channal 1 *.1))+32

{ ENO D
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Protos X Configuration Software Troubleshooting

If the Protos X configuration software has been started, a connect has been attempted,
and the dialog box displaying the hardware configuration does not display, use the
troubleshooting steps below.

Confirm Power Supply to USB Device

Make sure the PX-USB-232 serial cable green LEDs are illuminated as shown below.

Power IN

Bus Coupler Serial
Interface Power b

a. The USB Power IN LED should be green if the USB device is in a good USB port
being powered by the PC.

b. The Bus Coupler Serial Interface Power LED should be green if the Bus Coupler is
powered up and the connection is good.

Verify the PX-USB-232 Driver Installation
Ensure that the PX-USB-232 USB Driver was installed properly. To verify the installation
follow these steps:

1. Go to the Device Manager on your PC and verify the USB Device is in the list under
Ports. If there are multiple devices listed and if not sure which one is the device, unplug
the PX-USB-232 and see if any of the listed devices go away. If so, plug the PX-USB-232
device back in and verify it shows up under the Ports list.

2. If the driver does not show up under the Ports list look elsewhere in the Device
Manager. If the driver for this device did not install correctly it will usually show up
under Other Devices or Universal Serial Bus Controllers with an exclamation point
beside it as shown below.

P Ve VL W L IR Y PR PP

i> ¥ Network adapters

- v sldarmgEment Technology - SOL (COM3)
T3 Koyo USB-Serial Comm Port (COML1)

b D Processors

> -% Sound, video and game controllers

A% Storage controllers
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If the driver shows up in the Device Manager with the exclamation symbol, or
anywhere other than the Ports level, you have two options. You can uninstall and
reinstall the software, making sure any antivirus software is disabled and the UAC
on your PC is set to "Never Notify” (Win 7 and 8), or you must manually update the
driver for the USB device.

To update the USB driver:
a. Go to Device Manager and find the device as explained in the preceding steps.

b. Select and Right Click on the device. This will open the drop down menu shown
below.

4 -|lf5 Other devices /
“otlffy USB Seri=tDact
‘T'? Ports (C.OM | Update Driver Software... |

e,

f? Commy Disable
T ItelR | ninstall 13)
: f? Koya US
b O Processors Scan for hardware changes

és S.| Sound, vidg

¥ 1 -€F Storage con
f [> 48 Systemn devices

Properties

¢. From the drop down menu, select “Update Driver Software”. A window will open
with the choices shown below.

A A A L o PN fn P,

1
%\/' | Update Driver Software - USB Serial Port

wwumnw-]

How do you want to search for driver software?

: % Search automatically for updated driver software

Windows will search your computer and the Internet for the latest driver software |
foryour device, unless you've disabled this feature in your device installation :
settings.

= Browse my computer for driver software /

Locate and install driver software manually.

o P P 4 AP A kb

Coaie Sl S R e "‘*

d. From this window, click on “Browse my computer for driver software”. This will
open a window where you can select the location of the Driver software.
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i L i L I e L el T L]
‘@ Il Update Driver Software - USB Serial Port

Browse for driver software on your computer

Search for driver software in this location:

C:\Program Files (x86)\AutomationDirect\Protos i Utility] - Browse...

Include subfolders

= Let me pick from a list of device drivers on my computer
This list will show installed driver software compatible with the device, and all driver
software in the same category as the device,

e Prtiull mep -y A

e. Use the Browse box to go to the location shown on the graphic above: C:\
Program Files (x86)\AutomationDirect\Protos X Utility or the directory where the

software was installed to.
f. Click on "Next” and the driver should install. Once installation is complete the
following dialog will display:

U I Update Driver Software - USE Serial Port (COM10) }

Windows has successfully updated your driver software

Windows has finished installing the driver software for this device:

USE Serial Port

4. If the Driver Update was successful, go back to your Device Manger in the Control
Panel and check that the device is properly installed. The device should be under
the Ports section as shown on the following page (COM number might be different).
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l

& i -E¥ Metwork adapters
% 4 7% Ports (COM & LPT)
)
i

1? Communications Port (COML)
f? Intel(R) Active Management Technology - SOL (COM3)
? Koyo USB-5erial Comm Port (COMI11)

- L7 USB Serial Port (COM10)
o o} Processors \

I -% Sound, video and game controllers
I 43 Storage controllers

Cannot Connect After Verifying Previous Steps
If you still cannot connect, the dialog box shown below should display.

Ermor [&J

| l Could not read from the Protos X device. Make sure the device is connected.

In this case try the following steps:

1. Click on "OK" to close the error window and confirm that the COM Port matches the
one identified in the Device Manager. For example, in the graphic on Step 4 above,
COM10 is displayed. Go to the Options window (see below), and verify the selected
COM Port matches the COM Port (COM10) shown in the Device Manager.

Options @
Serial Port Settings
COM Port
|iUSB, Serisl Port {COMIT FTDL oo ']l
Baud 19200
Datzbits |8
Parity Ewen
Stophits 1
COM Type R5232
Timeout 500
Multipoint [s]
General Settings
[ Zero Based Modbus Addressing
Enable Modbus Watchdog
15| mSecs
[ OK. ] [ Cancel ] [ Help ]
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2. If the connection still fails, make sure the PX-USB-232 serial cable is connected to
the Protos X Bus Coupler and the power to the Coupler is ON.

Bus Coupler
Power ON LED

Ethemnet
TCPIP

@ com
L

‘ ERROR

® vos

/O Bus

Diagnostics m;;

PX-TCF2

PX-USB-232
Connected Here

3. On the Bus Coupler the green I/O Run LED should be blinking quickly and the red
I/O Error LED should NOT be flashing. If the red LED is flashing, verify that the Bus
End Terminal is in place.
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