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Appendix C: MQTT Broker Examples
=

Introduction

The Stride MQTT Gateway can integrate your Modbus data into an IToT system using any MQTT broker.
It is compatible with popular public IloT platforms such as Amazon AWS, IBM Watson IoT, ThingsBoard
and others. You can also set up you own MQTT broker using Mosquitto or other MQTT software.

The steps to set up the Stride MQTT Gateway are essentially identical regardless of which MQTT Broker
you plan to use, but a given broker may require specific settings for the MQTT connection, topic syntax or
message structure. Please check the requirements of your chosen system prior to configuring the gateway.

To demonstrate the MQTT setup, including both the gateway and MQTT broker, we will present two

examples; one using a public Mosquitto testing server, and one using ThingsBoard.io.
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Example using Mosquitto

Mosquitto is primarily an MQTT broker software intended to be installed on your own server. A public
test server is available, however, and can provide a quick verification that all parts of the IIoT system are
functioning properly.

This example is designed to verify the MQTT functionality and the network path. Be sure that a valid
Default Gateway is specified (LAN IP address of the router) and accessible DNS addresses are being used to
be able to access the Broker Address URL. If in doubt on the DNS addresses, use Google’s DNS addresses
of 8.8.8.8 and 8.8.4.4.

[o test the MQT'T connection using “test.mosquitto.org’, use the settings as shown below in the “MQTT”
& q 2 &
section of the setup.

There are a few different port options depending upon if encryption is being used or not, but for the sake of
simplicity port 1883 (unencrypted) is being used in this example.

@ MOQTT over WebSockets X @ sGW-MQ1611 X +

< C A Notsecure | 17231.44.2 or ¢

S5 Apps m StrideLinx

SGW-MQ1611

HW: 2.1.1 FW: 1.7.1

CHANNELS DEVICES MQTT
Broker Address * Broker Port*
test mosquitto.org 1883 (]
Clientld” Keep Alive (s)*
test1 60 Clean session
Username Password

Enable TLS/SSL

Payload structure EDIT

Messages queue EDIT

Diagnostic messages EDIT

WIIIUG

Log

SAVE
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Setup a valid Channel under the “Channels” setup tab. In this case, Modbus RTU is being used back to a PC
running Modbus Slave (available at https://www.modbustools.com) with the USB-485M converter.

- O b8
@ sGw-MQi611 x  +

& > C @ Notsecure | 172.31.44.2 or

i Apps Bl Strideling

Channel 1

MName Communication protocol

Channel 1 Modbus RTU

Baud Rate Data bits Stop bits
19200 v 8 1

Timeout (ms)

1000

Queue delay (ms) Device delay (ms)

20 1000

REMOVE
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Create a device in the “Devices” tab to specify a Modbus address and a MQT'T topic.

In this example, we are targeting Modbus RTU device 1, requesting Modbus address 400001 (Function
Code 3, offset 0) and Publishing that to the “myTopic” Topic at test. mosquitto.org on a 1 second interval.

myDevice

Generic
Name * Channel

myDevice Channel 1 Modbus RTU =

Address (Unit ID) "
1

[] Block sampling

B [ro

Topic (PUB) Z
myTopic » [] Retain

Every (s)
At a fixed frequency » o

REMOVE
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Once this setup has been saved to the gateway, we can go to the “test.mosquitto.org/ws.html” URL to check
and see if our gateway is publishing data to the Broker.

At the test. mosquitto.org/ws.html website, click on the “Connect” button and you should see a “CONNACK
0” text at the bottom if the access was successful.

To see the values being published by the gateway, type in the “myTopic” Topic name in the “Subscribe/
Unsubscribe” Topic field and click on the “Subscribe” button.

You should see the value in 400001 being published at a 1 second interval at the bottom of the screen.

= O X
@ MOTT over WebSockets x +

& C A Notsecure | testmosquitto.org/ws.htm w

foapps B Strideling

MQTT over WebSockets

This is a very early/incomplete/broken example of MQTT over Websockets for test. mosquitto.org. Play around with the buttons below, but don't
be surprised if it breaks or isn't very pretty. If you want to develop your own websockets/matt app, use the url ws://test. mosquitto.org/mqtt , use
subprotocol "mgtt" (preferred) or "magttv3.1" (legacy) and binary data. Then just treat the websocket as a normal socket connection and
read/write MQTT packets.

Usage

Click Connect, then use the Publish and/or Subscribe buttons. You should see text appear below. If you've got another mgtt client available, try
subscribe to a topic here then use your other client to send a massage to that topic.

Broker
Connect || Disconnect
Publish
Topic:
Payload:
Publish
Subscribe/Unsubscribe

Topic: \myTopic

Subscribe || Unsubscribe
CONMNACK O
PUBLISH myTopic {"valua":7443}
PUBLISH myTopic {"valua":7445}
PUBLISH myTopic {"valua":7447}
PUBLISH myTopic {"valua":7447}

PUBLISH myTopic {"valua":7867}

If the PUBLISH messages are showing up on the screen, the MQTT functionality and network path are
correctly configured.

Note that the public test server at test.mosquitto.org may occasionally be down. The most obvious indication
of this is the lack a “CONNACK 0” message when you click on the “Connect” button. If this occurs, please
wait for the server to become available again later.
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Example using ThingsBoard.io

ThingsBoard is an open-source IoT platform that provides device management, data collection, processing
and visualization for your IoT solution. They offer multiple tiers of service. We'll use a demo of their
Community Edition to demonstrate a full-fledged IoT solution including data visualization.

To begin, go to https://thingsboard.io and click on the “TRY IT NOW” button at the top. When presented
with the screen shown below, choose the “LIVE DEMO” button.

Setup an account and activate it.

#F ThingsBoard Installations

Apps [l Strideling

%ThingsBoard

| sistemitest json o~

X % ThingsBoard | Devices x| +

& c & https://thingsboard.io/installations/

TRY IT NOW

ThingBoard Community Edition

Open-source loT platform for device
management, data collection, processing and
visualization.

LEARN MORE
DEPLOYMENT OPTIONS

LIVE DEMO

Devices & Assets management™®
Provision, monitor and control your loT entities.

Data collection & Visualization #
Collect and store telemetry data. Visualize your data with
flexible dashboards.

Rule Engine™®
Define data processing rules and trigger reactions using

powerful rule engine components.

Microservices

SOLUTIONS CUSTOMERS USECASES PARTNERS ABOUTUS

ThingBoard Professional Edition

Advanced loT Platform distribution based on
latest stable open-source version with value
added features.

LEARN MORE
DEPLOYMENT OPTIONS

FREE TRIAL

White-labeling™®
Multi-tenant configurable white-labeling.

Platform Integrations &
Out of the box integrations with popular loT platforms and
connectivity providers.

Entity Groups®
Custom entity groups (devices, assets, etc.) with
customizable actions and configurable columns.

Advanced RBAC for loTZ

Show all x
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After the account has been created, go to https://demo.thingsboard.io.

Sign in and go to the “DEVICES” tab on the left hand side. Click on the red + button on the bottom right

hand side to create a new Device.

#F ThingsBoard Installations X

< c

i Apps [ Strideline

#F ThingsBoard | Devices x +

@ htips://demo.thingsboard.io/devices

- - hristopher (=
Ff@ ThingsBoard [sn Devices Qo @ e
A HOME
G EERLT [ Arduino UNO Demo Device L) DHT11 Demo Device L) DHT22 Demo Device
22 CUSTOMERS DEFAULT DEFAULT DEFAULT
Demo device that is used in sample applications for v applications that
E ASSETS Arduino UNO ure and humidity .
(30 DEVICES < B @ 7 < A @ 8
B ENTITY VIEWS
B$ WIDGETS LIBRARY L] ESP8266 Demo Device L LinkIt One Demo Device [ Raspberry Pi Demo Device
N DASHBOARDS DEFAULT . DEFAULT . DEFAULT )
Derv ce that is used in sample applications for Jellrc- that is used in sample applications for D :e‘ tha‘.l s used in Raspberry Pi GPIO
ESP! Linklt [ 5 e ap| tio
@ AUDIT LOGS nple application
< B8 9 3 < 8,9 & < B8 9 ¥

0 sistemitest.,jsan ~

Show all X

Enter in a unique name and choose the “default” Device type.

The description is optional.

Add Device

Name* I
Site A

Device type

default X
D Is gateway

Description

Pump Site A
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Click on the Device that was just created. There are 2 important buttons on this next screen:
“COPY DEVICE ID” and “COPY ACCESS TOKEN”. Click on the “COPY DEVICE ID” and then paste
(CTRL-V) into the “ClientID” field of the MQT'T setup tab in the MQTT gateway setup (field 3 in the
screen capture below). Click on the “COPY ACCESS TOKEN” button and then paste this value into the
“Username” field of the MQT'T setup tab in the MQTT gateway setup (field 4 in the screen capture below).

. . hristophe is
7%, ThingsBoard (5 Devices Qo @

A HOME

SITEA

Device details

¢-> RULE CHAINS [ Arduino UNO Demo Device

&4 CUSTOMERS DEFAULT

De ice that is used in samplz spplications for DETAILS ATTRIBUTES LATEST TELEMETRY ALARMS EVENTS >
By ASSETS o [
= MAKE DEVICE PUBLIC [l ASSIGN TO CUSTOMER [l MANAGE CREDENTIALS [l DELETE DEVICE
0 oevess ST R o= I s ocustoues R e s R o e oec
= ENTITY VIEWS '| 1 copvpEvicE D |u COPY ACCESS TOKEN |
B¢ WIDGETS LIBRARY LJ ESP8266 Demo Device _—
B5 DASHBOARDS DEFAULT
Deme device that is used in sample applications for
ESP8266
@) AuDIT LOGS
_ Device type
< A9 1 et h x
Site A O
DEFAULT
escription
B @ W |

Switch to the setup of the MQTT gateway. The items are described below.

SGW-MQ1611

HH: 2.1.1 FH: 1.7.1

CHANNELS DEVICES

MQTT
Broker Address Broker Pori ™
‘1 demo thingsboard io 2 1883 [ ]
Clientld * Keep Alive (s)*
-3 5295a250-8230-11e9-a0d4-777cc84329e8 60 Clean session
=
Usemname
4 IEDSi3xwsBhuZOvbpSzO Password
" )
=

Enable TLS/SSL

Payload structure EDIT

Messages queue EDIT

Diagnostic messages EDIT

IJ“III-@

Log
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Broker Address should be: demo.thingsboard.io
Port number can be a few different options. For unencrypted connection, choose 1883.
This is the value that comes from the “COPY DEVICE ID” button of the thingsboard Device

setup.

4. 'This is the value that comes from the “COPY ACCESS TOKEN” button of the thingsboard

Device setup.

5. Leave this field blank for connectivity to thingsboard.

Go to the “Channels” tab of the MQTT Gateway setup and create a new Channel. In this example, we are
performing Modbus RTU communications.

Channel 1

MName Communication protocol

Channel 1 Modbus RTU

Baud Rate Stop bits
19200 1

Timeout (ms)

1000

Queue delay (ms) Device delay (ms)

20 1000

REMOVE
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Go the “Devices” tab of the MQT'T setup page. Create a new Device and choose the Channel just selected.
Choose the Address of your Modbus RTU device. In this example, we are reading Modbus address 400001
(Function Code 3, Offset 0). This example is publishing at a fixed rate of 1 second. The topic MUST be

exactly as shown in the screen capture below: v1/devices/me/telemetry

myDevice

Generic
Name * Channel

myDevice Channel 1 Modbus RTU

Address (Unit ID)
1

[] Block sampling

400001
30

Topic (PUB) .
v1/devices/me/telemetry » [] Retain

Publish Every (s)
At a fixed frequency v 1

REMOVE
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Save this configuration to the MQTT Gateway and switch back over to the thingsboard dashboard. In the
Device setup, go to the “LATEST TELEMETRY” tab.

If the communications are setup correctly in the MQTT Gateway, there will be an updating value shown here.

#F ThingsBoard Installations X ¥ ThingsBoard | Devices x 4+

< c

i apps [ Strideline

@ https//demo.thingsboard.io/devices

Christopher Ha

% ThingsBOﬁrd [0 Devices Tenant admi

e SITEA
¢-» RULECHAINS UJ Arduino UNO Demo Device Device details

2= CUSTOMERS DEFAULT
evice that is used in sample applications for DETAILS ATTRIBUTES LATEST TELEMETRY ALARMS EVENTS >
B ASSETS
[eO DEVICES
— ETEE Latest telemetry Q
B$ WIDGETS LIBRARY [J ESP8266 Demo Device
Last update time Key Value
B5 DASHBOARDS DEFAULT O
r evice that is used in sample applications for
@ AUDIT LOGS N D 2019-05-30 08:38:25 value 3799
< B 9@ 1
P - R - < >
Site A
DEFAULT
< B 9 i
D sistemitest.json Show all X

Click on the checkbox to the left of the item that is updating then click the “SHOW ON WIDGET” button.
% ThingsBoard [efi Devices

A HOME
SITE A
¢-» RULECHAINS ] Arduino UNO Demo Device Device details

2s CUSTOMERS DEFAULT
Demo device that is used in sample applications for DETAILS ATTRIBUTES LATEST TELEMETRY ALARMS EVENTS

m ASSETS Arduino UNI
[o0 DEVICES < A ¢ 7
I ENTITY VIEWS 1 telemetry unit selected =¢ SHOW ON WIDGET
B$ WIDGETS LIBRARY L] ESP8266 Demo Device
DEFAULT B Lestupdatetime Key * Value

BE DASHBOARDS

) ce that is used in sample applications for
@_)) AUDIT LOGS : E 2019-05-30 10:20:54 value 15988
< B ¢ 1 o
S Page 1+  Rows per page 5 ot < >
Site A
DEFAULT
< B @ 8
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There is a list of widgets to choose from. For this example, we will choose a simple digital gauge as shown

below. Click on the “ADD TO DASHBOARD” option after selecting a Widget.

Christopher Harri

% ThingsBoard [0 Devices { P———

A HOME
SITEA
<> RULECHAINS [J Arduino UNO Demo Device D

2s CUSTOMERS DEFAULT
Demo device that is used in sample applications for DETAILS ATTRIBUTES LATEST TELEMETRY ALARMS EVENTS

Arduino UN

B ASSETS

[e0 DEVICES < B ¢ 8

T ETTETS Current bundle Digital gauges N5 ADD TO DASHBOARD = X
WIDGETS LIBRARY L] ESP8266 Demo Device
DASHBOARDS DEFAULT )

evice that is used in sample applications for

@) AuDIT LOGS

< A 9

Site A
DEFAULT

We will create a new Dashboard called “Site A” and choose the “Open dashboard” option.

Add widget to dashboard

O Select existing dashboard

Select dashboard

(@ Create new dashboard
MNew dashboard title *

Site A Dashboard
N

. Open dashboard “ CANCEL
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The widget is now added to the Dashboard and is displaying the value in the Modbus RT'U device at 40001.
There are many other widgets and many display options available. To edit the dashboard and widgets, click
on the pencil in the bottom right hand corner.

Christopher Harris

%ThingsBoard B Dashboards >  BY Site A Dashboard 23 e A ——

A HOME Site A Dashboard Site ADashboard ~ [ SiteA (O Realtime-lastminute #* [}
¢ RULE CHAINS
22 CUSTOMERS

B ASSETS

[o0 DEVICES

I ENTITY VIEWS
WIDGETS LIBRARY
DASHBOARDS

@) AupIT LOGS

Powered by Thingsboard v.2.3.1

Dashboard after adjusting widget display options:

%ThingsBoard BS Dashboards > B3 Site A Dashboard e e Ei‘:‘::‘l:pj::‘la?:k

A HOME Site A Dashboard Site ADashboard ~ [of SiteA (D Realtime-lastminute ¥ [
¢+ RULE CHAINS

22 CUSTOMERS

By ASSETS

[l DEVICES

58 ENTITY VIEWS

E¢ WIDGETS LIBRARY

BS DASHBOARDS

@) AupiT LOGS

Powered by Thingsboard v.2.3.1

We hope that this brief example helps you see how you can use the platform to build a data dashboard for
your intended use.
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