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»# WARNING

Thank you for purchasing automation equipment from AutomationDirect.com®, doing business as,
AutomationDirect. We want your new automation equipment to operate safely. Anyone who installs or
uses this equipment should read this publication (and any other relevant publications) before installing or
operating the equipment.

To minimize the risk of potential safety problems, you should follow all applicable local and national
codes that regulate the installation and operation of your equipment. These codes vary from area to area
and usually change with time. It is your responsibility to determine which codes should be followed, and
to verify that the equipment, installation, and operation is in compliance with the latest revision of these
codes.

At a minimum, you should follow all applicable sections of the National Fire Code, National Electrical
Code, and the codes of the National Electrical Manufacturer’s Association (NEMA). There may be local
regulatory or government offices that can also help determine which codes and standards are necessary for
safe installation and operation.

Equipment damage or serious injury to personnel can result from the failure to follow all applicable
codes and standards. We do not guarantee the products described in this publication are suitable for
your particular application, nor do we assume any responsibility for your product design, installation, or
operation.

Our products are not fault-tolerant and are not designed, manufactured or intended for use or resale as
on-line control equipment in hazardous environments requiring fail-safe performance, such as in the
operation of nuclear facilities, aircraft navigation or communication systems, air traffic control, direct life
support machines, or weapons systems, in which the failure of the product could lead directly to death,
personal injury, or severe physical or environmental damage (“High Risk Activities”). AutomationDirect
specifically disclaims any expressed or implied warranty of fitness for High Risk Activities.

For additional warranty and safety information, see the Terms and Conditions section of our catalog.
If you have any questions concerning the installation or operation of this equipment, or if you need
additional information, please call us at 770-844-4200.

This publication is based on information that was available at the time it was published. At AutomationDirect
we constantly strive to improve our products and services, so we reserve the right to make changes to the
products and/or publications at any time without notice and without any obligation. This publication may
also discuss features that may not be available in certain revisions of the product.

This publication may contain references to products produced and/or offered by other companies. The
product and company names may be trademarked and are the sole property of their respective owners.
AutomationDirect disclaims any proprietary interest in the marks and names of others.
Copyright 2017, AutomationDirect.com® Incorporated
All Rights Reserved

No part of this manual shall be copied, reproduced, or transmitted in any way without the prior, written
consent of AutomationDirect.com® Incorporated. AutomationDirect retains the exclusive rights to all
information included in this document.



»~ ADVERTENCIA ¥

Gracias por comprar equipo de automatizacién de AutomationDirect.com®. Deseamos que su nuevo equipo de
automatizacién opere de manera segura. Cualquier persona que instale o use este equipo debe leer esta publicacién
(y cualquier otra publicacién pertinente) antes de instalar u operar el equipo.

Para reducir al minimo el riesgo debido a problemas de seguridad, debe seguir todos los cédigos de seguridad locales
o nacionales aplicables que regulan la instalacién y operacién de su equipo. Estos cddigos varian de 4rea en drea y
usualmente cambian con el tiempo. Es su responsabilidad determinar cuales cédigos deben ser seguidos y verificar que
el equipo, instalacién y operacién estén en cumplimiento con la revisién mas reciente de estos cédigos.

Como minimo, debe seguir las secciones aplicables del Cédigo Nacional de Incendio, Cédigo Nacional Eléctrico, y
los cédigos de (NEMA) la Asociacién Nacional de Fabricantes Eléctricos de USA. Puede haber oficinas de normas
locales o del gobierno que pueden ayudar a determinar cuales cédigos y normas son necesarios para una instalacién y
operacién segura.

Si no se siguen todos los cédigos y normas aplicables, puede resultar en dafios al equipo o lesiones serias a personas.
No garantizamos los productos descritos en esta publicacién para ser adecuados para su aplicacién en particular, ni
asumimos ninguna responsabilidad por el disefio de su producto, la instalacién u operacién.

Nuestros productos no son tolerantes a fallas y no han sido disefiados, fabricados o intencionados para uso o reventa
como equipo de control en linea en ambientes peligrosos que requieren una ejecucién sin fallas, tales como operacién
en instalaciones nucleares, sistemas de navegacién aérea, o de comunicacién, control de trifico aéreo, méquinas de
soporte de vida o sistemas de armamentos en las cuales la falla del producto puede resultar directamente en muerte,
heridas personales, o dafios fisicos o ambientales severos (“Actividades de Alto Riesgo”). AutomationDirect.com
especificamente rechaza cualquier garantia ya sea expresada o implicada para actividades de alto riesgo.

Para informacidén adicional acerca de garantfa e informacién de seguridad, vea la seccién de Términos y Condiciones.
Si tiene alguna pregunta sobre instalacién u operacién de este equipo, o si necesita informacién adicional, por favor
lldmenos al ndmero 770-844-4200 en Estados Unidos.

Esta publicacién estd basada en la informacién disponible al momento de la publicacién. En AutomationDirect.com
nos esforzamos constantemente para mejorar nuestros productos y servicios, asi que nos reservamos el derecho de hacer
cambios al producto y/o a las publicaciones en cualquier momento sin notificacién y sin ninguna obligacién. Esta
publicacién también puede discutir caracteristicas que no estén disponibles en ciertas revisiones del producto.

cas Reqis as

Esta publicacién puede contener referencias a productos producidos y/u ofrecidos por otras compaiifas. Los nombres
de las compaiifas y productos pueden tener marcas registradas y son propiedad tnica de sus respectivos duefios.
Automationdirect.com, renuncia cualquier interés propietario en las marcas y nombres de otros.

PROPIEDAD LITERARIA 2017, AUTOMATIONDIRECT.COM® INCORPORATED
Todos los derechos reservados

No se permite copiar, reproducir, o transmitir de ninguna forma ninguna parte de este manual sin previo consentimiento
por escrito de AutomationDirect.com® Incorporated. AutomationDirect.com retiene los derechos exclusivos a toda
la informacién incluida en este documento. Los usuarios de este equipo pueden copiar este documento solamente
para instalar, configurar y mantener el equipo correspondiente. También las instituciones de ensefianza pueden usar
este manual para propésitos educativos.



» AVERTISSEMENT »

Nous vous remercions d’avoir acheté I’équipement d’automatisation de AutomationDirect.com®, en faisant des
affaires comme, AutomationDirect. Nous tenons & ce que votre nouvel équipement d’automatisation fonctionne
en toute sécurité. Toute personne qui installe ou utilise cet équipement doit lire la présente publication (et toutes les
autres publications pertinentes) avant de 'installer ou de l'utiliser.

Afin de réduire au minimum le risque d’éventuels problemes de sécurité, vous devez respecter tous les codes locaux
et nationaux applicables régissant I'installation et le fonctionnement de votre équipement. Ces codes different d’'une
région a l'autre et, habituellement, évoluent au fil du temps. Il vous incombe de déterminer les codes 4 respecter et de
vous assurer que I'équipement, l'installation et le fonctionnement sont conformes aux exigences de la version la plus
récente de ces codes.

Vous devez, 4 tout le moins, respecter toutes les sections applicables du Code national de prévention des incendies,
du Code national de I'électricité et des codes de la National Electrical Manufacturer’s Association (NEMA). Des
organismes de réglementation ou des services gouvernementaux locaux peuvent également vous aider 4 déterminer les
codes ainsi que les normes a respecter pour assurer une installation et un fonctionnement sirs.

L’omission de respecter la totalité des codes et des normes applicables peut entrainer des dommages a 'équipement
ou causer de graves blessures au personnel. Nous ne garantissons pas que les produits décrits dans cette publication
conviennent & votre application particuliére et nous n’assumons aucune responsabilité & 'égard de la conception, de
I'installation ou du fonctionnement de votre produit.

Nos produits ne sont pas insensibles aux défaillances et ne sont ni congus ni fabriqués pour I'utilisation ou la revente en
tant qu’équipement de commande en ligne dans des environnements dangereux nécessitant une sécurité absolue, par
exemple, I'exploitation d’installations nucléaires, les systtmes de navigation aérienne ou de communication, le contrdle
de la circulation aérienne, les équipements de survie ou les systtmes d’armes, pour lesquels la défaillance du produit
peut provoquer la mort, des blessures corporelles ou de graves dommages matériels ou environnementaux («activités 2
risque élevé»). La société AutomationDirect nie toute garantie expresse ou implicite d’aptitude a 'emploi en ce qui a
trait aux activités a risque élevé.

Pour des renseignements additionnels touchant la garantie et la sécurité, veuillez consulter la section Modalités et
conditions de notre documentation. Si vous avez des questions au sujet de linstallation ou du fonctionnement de
cet équipement, ou encore si vous avez besoin de renseignements supplémentaires, n’hésitez pas & nous téléphoner au

770-844-4200.

Cette publication s’appuie sur information qui était disponible au moment de la publication. A la société
AutomationDirect, nous nous efforgons constamment d’améliorer nos produits et services. C’est pourquoi nous nous
réservons le droit d’apporter des modifications aux produits ou aux publications en tout temps, sans préavis ni quelque
obligation que ce soit. La présente publication peut aussi porter sur des caractéristiques susceptibles de ne pas étre
offertes dans certaines versions révisées du produit.

Marques de commerce

La présente publication peut contenir des références & des produits fabriqués ou offerts par d’autres entreprises. Les
désignations des produits et des entreprises peuvent étre des marques de commerce et appartiennent exclusivement a
leurs propriétaires respectifs. AutomationDirect nie tout intérét dans les autres marques et désignations.
Copyright 2017, AutomationDirect.com® Incorporated
Tous droits réservés

Nulle partie de ce manuel ne doit étre copiée, reproduite ou transmise de quelque fagon que ce soit sans le consentement
préalable écrit de la société AutomationDirect.com® Incorporated. AutomationDirect conserve les droits exclusifs
I'égard de tous les renseignements contenus dans le présent document.
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This manual covers the StrideLinx platform available from 2017 through 2021.

For details covering the StrideLinx Cloud 2.0 platform available after April 2021,
please click here to link to that manual.

The StrideLinx Cloud 2.0 manual includes details describing the Activation Code
model of Data Logging, Cloud Notify and other add-on features.

For information on the migration wizard from the original platform to StrideLinx
Cloud 2.0, click here.
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Chapter 1: Hardware

Introduction
The Purpose of This User’s Manual

Thank you for purchasing our StrideLinx™ series Industrial VPN Router. This manual
describes AutomationDirect.com’s StrideLinx industrial VPN routers, their specifications and
included components, and provides you with important information for installation, connectiv-
ity and setup.

Technical Support

We strive to make our manuals the best in the industry. We rely on your feedback to let us know
if we are reaching our goal. If you cannot find the solution to your particular application, or, if
for any reason you need technical assistance, please call us at:

770-844—4200

Our technical support group will work with you to answer your questions. They are available
Monday through Friday from 9:00 a.m. to 6:00 p.m. Eastern Time. We also encourage you to
visit our web site where you can find technical and non-technical information about our prod-
ucts and our company.

https://www.AutomationDirect.com

If you have a comment, question or suggestion about any of our products, services, or manuals,
please let us know.

Conventions Used

‘ When you see the “notepad” icon in the left-hand margin, the paragraph to its immediate right will be a special note.
The word NOTE: in boldface will mark the beginning of the text.

will be a warning or a caution. This information could prevent injury, loss of property, or even death (in

2 When you see the “exclamation mark” icon in the left-hand margin, the paragraph to its immediate right
extreme cases). The words WARNING or CAUTION: in boldface will mark the beginning of the text.
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The StrideLinx series of industrial VPN routers is the hardware component for the StrideLinx
platform. The StrideLinx router makes it convenient to remotely connect to your equipment,
while the built-in firewall keeps your equipment safe from outside threats.

n Product Overview StrideLinx Industrial VPN Router

Beyond remote access, StrideLinx also enables you to customize your platform to send alarms
& notifications, log data locally or to the cloud, and brand the StrideLinx platform as your
own. These options are provided as add-on services so you get exactly what you need at the
best possible price. Datalogging, alarms, and notifications options are not supported by model

SE-SL3001.

Configuration is as easy as inserting a USB memory stick, which contains your configuration
file, into the StrideLinx router’s USB port. Generate the configuration file from the Tools menu
in your StrideLinx platform account.

Product Family

StrideLinx routers are available in variants with the following communication modes:

StrideLinx Industrial VPN Router Models

Part # Ethernet WiFi 4G LTE
SE-SL3001"
v
SE-SL3011
SE-SL3011-WF v v

SE-SL3011-4G (AT&T)
SE-SL3011-4GG (global)’

1. SE-SL3001 does not support data logging or notifications.
2. Certified for AT&T; compatible with T-Mobile and other carriers using the same cellular bands.
3. Refer to specifications tables for supported cellular bands.

What’s in the Box?

In the package you will find the following contents:

v v

¢ StrideLinx router

*  USB stick used for configuration

*  Female 4-pin plug-in connector with
screw connection, model Weidmuller
BL 5.08/04/180 SN BK BX or equivalent

e Product insert

External antennas are required for WiFi and 4G

models. Antennas sold separately. sllifﬁ}‘i" s e

Models that support 4G connections require LTI
a SIM card and cellular service (provided by
others). Detailed instructions are shown in
section “SIM Card Registration” on page 1-14.
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Hardware Overview
The StrideLinx router is created with performance and a multitude of hardware capabilities in
mind.

Factory reset switch ﬁ

SIM slot (4G models only) —S——————x "‘-—:._-,-‘;“;,-..- -
Antenna connector—eee e e

(4G models - 2 connectors :
SE-SL3011-WF - 1 connector) J
Power input
USB Connector

Signal LED
Status LED

Four GbE LAN ports

Internet / WAN port

o
£
£
=

SAFETY NOTICE: The StrideLinx VPN router allows the user to connect to remote industrial controls
& equipment from Ethernet, Wi-Fi, or cellular network connections. The remote user may fully operate
and monitor the local control system and affect the function and control of the application just as the
local operator controls it. Proper Control, Security and Safety Procedures should be considered and
implemented when utilizing the remote access feature. See Appendix C and Appendix E.
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B
Specifications
1
USB USB 2.0 (for configuration only)
Processor MIPS 800 MHz
Digital Input for Local Control Yes

Operating temperature -20°C to +65°C [-4°F to +149°F]
Storage temperature -20°C to +65°C [-4°F to +149°F]
Relative humidity 10 to 95% non-condensing
Operating altitude Maximum 2000m
Storage altitude Maximum 3000m

Environmental Air

For use in Pollution Degree 2 Environment.
No corrosive gases permitted.

EMI FCC CFR47 Part 15, EN55022/CISPR22, Class B
EMS |IEC61000-4-2 (ESD): + 8KV (contact), + 15kV (air)
IEC61000-4-3 (RS): 10V/m (80MHz ~ 2GHz)
IEC61000-4-4 (EFT): Power Port + 4kV; Data Port: + 2kV
IEC61000-4-5 (Surge): Power Port: + 2kV/DM, + 4kV/
CM; Data Port + 2kV
IEC61000-4-6 (CS): 10V (150kHz ~ 80MHz)
RoHS and WEEE RoHS (Pb free) and WEEE compliant
Packaging and Protection Metal case, IP20
Mounting DIN rail
Certification CE, cULus, RoHS, REACH, AT&T (SE-SL3011-4G), FCC
Warranty 2 years
Agency Approvals UL/cUL 60950-1, CE

Power Details

Input Voltage Class 2 LPS Power Supply 12-24 VDG
Maximum Input Power 10W

Maximum Input Current 2A

Internal Voltage Protection 29V max

Reverse Polarity Protection Yes

Isolation 1.5kV
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Ethernet ports

Ethernet Interface
Five GbE (4x LAN, 1x WAN)

Port Type

Shielded RJ45

Auto-Crossover

Yes, allows you to use straight-through or crossover wired cables

Auto-Sensing Operation

Yes, full and half duplex

Auto-Negotiating Speed Yes

Flow Control Automatic

Operating Mode Store and forward wire speed switching, non-blocking
Devices Supported All IEEE 802.3 compliant devices are supported
Protection Built-in 1.5 kV magnetic isolation

Cable Requirements

Twisted pair (Cat5e or better) (shielded recommended)

Max. Cable Distance

Cellular Bands (AT&T)

100 meters

4G LTE Specifications for SE-SL3011-4G Only

LTE-FDD: B2, B4, B12
WCDMA: B2, B4, B5

Cellular Bands (Global)

Speed LTE-FDD: Max. 150 Mbps (DL)/Max. 50 Mbps (UL)
WCDMA: Max. 384 kbps (DL)/Max. 384 kbps (UL)

Antenna Connection Two (2) SMA plugs (male)

Antenna Connector Torque 3-5 Ib-in [0.3-0.6 N-m]

SIM size Standard SIM (2FF)

FCCID XMR201605EC25A

4G LTE Specifications for SE-SL3011-4GG Only

LTE FDD: B1,82,B3,B4,85,87,B8,812,813,818,819,820,825,826,828
LTE TDD: B38,839,B40,841
WCDMA: B1,82,B4,B5,B6,88,819
GSM: B2,B3,B5,88
GPRS: B2,B3,5,88

Speed LTE-FDD: Max. 150 Mbps (DL)/Max. 50 Mbps (UL)
LTE-TDD: Max. 130 Mbps (DL)/Max. 30 Mbps (UL)
WCDMA: Max. 384 kbps (DL)/Max. 384 kbps (UL)

GSM (EDGE): Max. 296 kbps (DL)/Max. 236.8 kbps (UL)
GPRS: Max 107 kbps (DL)/Max. 85.6 kbps (UL)

Antenna Connection Two (2) SMA plugs (male)

Antenna Connector Torque 3-51bin [0.3-0.6 N-m]

SIM size Standard SIM (2FF)

FCCID XMR201903EG25G

WiFi Specifications (P/N SE-SL3011-WF Only)

WiFi IEEE 802.11 Version b/g/n

WiFi Modes Station (Client) Mode and Access Point
Speed 72 Mbps

Antenna Connection RP-SMA plug (male)
Antenna Connector Torque 3-51bin [0.3-0.6 N-m]
FCCID XPYLILYW1
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Dimensions

units: mm [in]
95.0

SIM CARD

SLOT4G g

[@\@SX\XW LI

ANTENNA PORT (MODELS THAT SUPPORT 4G)
ANTENNA PORT (MODELS THAT SUPPORT 4G OR WI-FI)

1.9 100.8 28.0
f————— _— — -—
[0.47] —l [3.97] [1.10]

/USB PORT

i B =
A D
SNAPS TO
STANDARD DIN RAIL—~] 55.5
(35X7.5 MM) B ]'9}
122.9
s e 1R |
[4. 37 i
D RJ45 PORT
|~ TYPICAL
55 5 D
2 19

StrideLinx router dimensions

NOTE: Maintain 25mm [1 inch] clearance around device.

Compatible Accessories

SE-SL3011-4G, SE-SL3011-4GG and SE-SL3011-WF require antennas, purchased separately.
The routers that support 4G have two standard SMA screw antenna connectors for 4G LTE

antennas and the SE-SL3011-WF router contains an RP-SMA screw antenna connector for a
2.4 GHz WiFi antenna.

NOTE: Two antennas will provide best performance, including improved and more predictable throughput and
improved resistance to interference. If only one antenna is connected to a 4G router, it must be connected to the
MAIN antenna connector, closer to the front of the router.

For compatible antennas, see Appendix A or visit www.AutomationDirect.com.
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Installation
Installation and Removal Procedures n

‘ NOTE: These devices are open-type and are meant to be installed in an enclosure which is only accessible with the
use of a tool and suitable for the environment.

Installing and Removing from DIN rail

The StrideLinx router can be easily installed on a standard DIN
rail. (1) Hang the device on the rail and (2) push the unit down
until you feel a click. To remove the unit, (A) pull/rotate the device

up and (B) lift off the rail.

E

O

Installing the SIM Card (for SE-SL3011-4G and SE-SL3011-4GG)
The SIM card slot uses a standard (size 2FF) SIM card.

/!\ WARNING: DO NOT insert or remove the SIM card when power is applied to the router.

To insert, push the SIM card into the slot until you feel a click; this is approximately Imm
inside the device. Release the card and the card will stay in the device. The end of the SIM card
should be aligned with the outside of the enclosure.

To remove, push the SIM card firmly into the slot until you hear a click. Releasing will then
cause the SIM card to partially eject, allowing you to easily take out the card.
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Guidelines for Installing the StrideLinx Router

When designing the layout of your system, always separate the devices that generate high voltage
and high electrical noise from the low-voltage, logic-type devices such as the StrideLinx router.
Also consider the heat-generating devices and locate the electronic-type devices in the cooler
areas of your cabinet. Reducing the exposure to a high-temperature environment will extend the
operating life of the StrideLinx router.

Consider also the routing of the wiring for the devices in the panel. Avoid placing low-voltage
signal wires and communications cables in the same tray with AC power wiring and high-
energy, rapidly-switched DC wiring,.

The StrideLinx router is designed to be cooled using natural convection. For proper cooling,

you must provide a clearance of at least 25 mm [1 inch] above and below the device. Also, allow
at least 25 mm [1 inch] of depth between the front of the device and the inside of the enclosure.

Wiring

A

Wiring Guidelines

WARNING: To minimize the risk of potential safety problems, you should follow all applicable local and
national codes that regulate the installation and operation of your equipment. These codes vary from area
to area and it is your responsibility to determine which codes should be followed, and to verify that the
equipment, installation, and operation are in compliance with the latest revision of these codes.

Equipment damage or serious injury to personnel can result from the failure to follow all applicable
codes and standards. We do not guarantee the products described in this publication are suitable for
your particular application, nor do we assume any responsibility for your product design, installation, or
operation.

If you have any questions concerning the installation or operation of this equipment, or if you need
additional information, please call technical support at 1-800-633-0405 or 770-844-4200.

This publication is based on information that was available at the time it was printed. At
Automationdirect.com® we constantly strive to improve our products and services, so we reserve the right
to make changes to the products and/or publications at any time without notice and without obligation.
This publication may also discuss features that may not be available in certain revisions of the product.

Proper grounding and wiring of all electrical equipment is important to help ensure the
optimum operation of the StrideLinx router and to provide additional electrical noise protec-
tion for your application.

The StrideLinx router comes with a female 4-pin plug-in connector with screw connection
(type: Weidmuller BL 5.08/04/180 SN BK BX).
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Wiring Details Digital Control Signal n

Wire Size Range 18-12 AWG I DI E'_/_+| H

Wire Strip Length 7mm [0.28 in] [} e Shield [

Terminal Screw Torque 0.4N-m[35 Ibin] I V-4 J:—

Max Wire Length 3m [9.84 ft] I v+ [+ ks I -

Min Ground Conductor 16 AWG 12-24 VDC
Power Supply

The StrideLinx router can be powered from the same DC source that is used to power your
other devices. To maintain the UL listing, this must be a Limited Power Supply (LPS) or Class
2 power supply. A DC voltage in the range of 12 to 24 VDC needs to be applied between
the V+ terminal and the V- terminal as shown above. A recommended DC power supply is
AutomationDirect.com part number PSL-24-030.

Digital Input (DI1)

The digital input may be configured to restrict remote access to the router when the input is in
either an ON or OFF state. Instructions for enabling can be found in the “StrideLinx platform”
chapter. The V- from the power supply is used as common ground.

This feature can provide an extra level of security or safety, by allowing remote connections only
when certain conditions are met, such as when an operator is present or safety interlocks are
engaged. The input can be wired directly through a switch, or a series of interlocks, or can be
controlled via PLC for more complex control conditions.

A video providing an overview of using the StrideLinx router’s
Digital Input as a part of your safety lockout procedures is acces-
sible by clicking the thumbnail at the right, or by copying the St[;rde’_fnx
following URL to your browser:
heeps://www.AutomationDirect.com/VID-CM-0034 Dlgltal ]nlet
Digital Input Specifications
Type Optocoupler
DI Voltage Range 0-29VDC
DI OFF State Voltage Range 0-3VDC
DI ON State Voltage Range 7-29VDC
DI ON State Current Range 2-5 mA (typically)
Shield

Connect the Shield pin of the StrideLinx router to the protective earth conductor (PE) with
minimum 16 AWG copper wire.
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Operation
n LED Status Indicators

The StrideLinx router has two LEDs for router status, and one LED per Ethernet port.

Signal LED (SE-SL3011-4G, -4GG & -WF models)

. —— Ethernet
Port LED
(typical)

Color Mode Description

Red Blinking continuously No reception

Red Blinking 2 pulses SIM card invalid, PIN invalid or PUK required
Red Constant Low reception

Purple Constant Medium reception

Blue Constant Good reception

Blue Blinking Initializing

ACTLED

Color Mode Description

Red Constant Booting or not registered

Red Blinking 1 pulse Waiting for internet access

Red Blinking 3 pulses LAN/WAN conflict *

Red Blinking 4 pulses The router was removed from the StrideLinx

platform 2

Red Blinking 5 pulses The router was already registered to the
StrideLinx platform @

Blue Blinking 1 pulse Connecting to StrideLinx platform

Blue Blinking 2 pulses Setting up VPN connection

Blue Constant VPN connection active

1. The network range on the LAN side is in conflict with the settings on the WAN
side. The router cannot reliably access the internet because of this. Changing the
LAN side IP range generally resolves the conflict.

2. If you want to access the device again, you will have to reconfigure it via a USB

stick.

3. This means someone removed the router from the company after registration
without performing a factory reset. Fix this by performing factory reset and
configuring the router.

Ethernet activity LEDs

Color Mode Description
Blue Constant Link up
Blue Blinking Data activity
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Reset to Factory Default

/'\ WARNING: This action cannot be undone. You’ll have to re-register your device on the StrideLinx platform
o and complete the configuration steps before connecting by VPN.

To reset the router:

1. Ifyou want to save the router settings before you reset the router, use the “Save as Template”
feature on the StrideLinx platform.

. Remove the router from the Devices list.
3. Remove the USB flash drive from the router.

‘ NOTE: Be sure to remove the USB stick before pressing the reset button to ensure a previous
configuration file doesn't interfere with the reset to factory default.

4. Revert the router back to factory default settings by pressing and holding the reset button
on top for 15 seconds until the ACT LED lights steady Red. Wait for the StrideLinx router

to restart.
5. Create a configuration file.

Load the new configuration file into the router via a USB flash drive.

The router will now appear as a “new device” in your company.
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SIM Card Registration
n The routers that support 4G connections require SIM card and cell service intended for data

applications. The specifications for each model that supports 4G include information on which
bands and frequencies are supported.

AutomationDirect can only support AT&T connections, as described in the following section.

AT&T SIM Card Registration

29999 NOTE: AutomationDirect recommends that users purchase the AT&T M2M SIM cards intended for data applications
‘ like the StrideLinx router. The following section provides instruction on acquiring an AT&T M2M SIM card.
AutomationDirect can only offer support for AT&T 4G connections using an AT&T M2M SIM card purchased at the
link below.

To begin, open the AT&T marketplace web page at https://marketplace.att.com/data-plans.
“IoT Data Plans” should be selected (1).

Select “View Details” under AT&T IoT Data Plans — LTE North America (2).

Home

Filters Sort _
Showing:1- 3 of 3 results By Name ~ viewas 08 B
SELECTED FILTERS
10T Data Plans &3 AT&T loT Data Plans - LTt AT&T loT Data Plans - LTI AT&T loT Data Plans
International North America LTE-M US

loT Solutions b

Developer Kits
oT Data Plans o S— e S—

Hardware / Devices Featuaned Pradust e Proust Festucsd Broduct

%299 o 299 T $299

Platforms & Services

Add to Cart Add to Cart Add to Cart
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Select Connectivity (data per device per 30 days) (3). Be sure to scroll down in the drop down

window to see all choices — up to 10GB/device (4).
Select Number of SIM Cards (5). n
Select Device “IXON — StrideLinx VPN Router 4G” (6).

Add to Cart & Checkout

ATAT loT Data Plans - LTE Narth America

@ Reumn g Charges @

099

Once you have your SIM cards you must log into your AT&T account and register the SIM
cards — Go to Management — Register SIMs (7).

Find the SIM card ICCID on the card and name it, if desired (8). Click Register SIMs (9).

Oc>

Reglstration

The SIM card is now ready to be installed into the StrideLinx router. Configuration of the 4G
router to use the AT&T APN is covered in the “Registering Your Device” section of Chapter 2.
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T-Mobile SIM Card Registration

n While AutomationDirect does not offer technical support for this setup, the StrideLinx 4G
router can be used with a T-Mobile prepaid 4G data plan.

To do so, first visit a T-Mobile store and purchase an LTE data plan and SIM card for a hotspot

device.

The T-Mobile SIM card must be activated by calling T-Mobile before use in the StrideLinx 4G

router.

Once the SIM card has been activated, install it into the router as described earlier in this
chapter.

Configuration of the 4G router to use the T-Mobile APN is covered in the “Registering Your
Device” section of Chapter 2.
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StrideLinx Router Connectivity Requirements for Local IT

The StrideLinx VPN router allows the user to connect to remote industrial controls equipment
from Ethernet, Wi-Fi, or cellular network connections. The remote user may fully operate and
monitor the local control system and affect the function and control of the application just as
the local operator controls it. Proper Control, Security and Safety Procedures should be consid-
ered and implemented when utilizing the remote access feature. See Appendix C for an overview
of security and safety considerations, and see Appendix E for a more detailed look at StrideLinx
network security.

How does the StrideLinx router connect? (ports, protocols & servers)

The StrideLinx router uses outgoing ports to establish a secure connection to the StrideLinx
Platform. This means there is no need to open any incoming ports in your firewall.

How to grant the StrideLinx router access?

Easy method: automatic updates

You may create an exception in your firewall for the domain name and ports & protocols,
mentioned below, to grant the StrideLinx router the access it needs.

With time, some servers may be removed or added to benefit the service. We try to keep these
changes to a minimum.

If we add a server, we simply add a DNS record. Your firewall will re-check the domain once

the TTL expires. Within an hour your firewall will be up-to-date and allow traffic to the new
IP address.

Likewise, if we remove a server, we will remove its DNS record, and your firewall will block
any traffic to this IP address.

Alternative method: manual updates

You can execute a DNS lookup (nslookup) request at the domain name mentioned below, to
get an IP list of all servers currently required by the StrideLinx solution. You can then create
exceptions to these IP addresses, in combination with the ports and protocols mentioned below,
to grant the StrideLinx router the access it needs.

With time, some servers may be removed or added to benefit the service. We try to keep these
changes to a minimum.

Please keep your firewall rules/exceptions up to date by periodically performing a DNS lookup
and checking for changes to maintain optimal remote service accessibility.
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Servers & domains
n The StrideLinx router connects to different servers: REST API, MQTT, and OpenVPN

servers, which include the following domains:

¢ *ixon.cloud
o *.ixon.net

e *ayayot.com (phonetic IloT)

For your convenience, we provide a domain name that resolves to an always up-to-date IP list
of all current servers:

e whitelist.ixon.cloud.

Ports & protocols
Below is an overview of the ports and protocols that the StrideLinx router utilizes.

StrideLinx Router Ports and Protocols

Direction Port Transport Application
Outbound 443 TCP HTTPS, MQTT/TLS, OpenVPN®
Outbound 84430 TCP HTTPS

Outbound 53) TCP & UDP DNS!

1. The very first packet may be considered unencrypted as the OpenVPN handshake takes place prior to the TLS
handshake. For this reason an exception may he required on firewall rules that block non-SSL traffic over SSL ports.

2. Only used when stealth mode is activated for connectivity via a censored internet connection (e.g. when located in China).
3. DNS requests are often handled by local DNS servers. In those cases the listed DNS port can be ignored.

MAC or IP Address Filtering
Your local network may be configured to only allow internet access to specific devices, based on
the MAC address or IP address. The MAC address can be obtained from the label on the side of
the StrideLinx router or in the Devices Info tab of your StrideLinx account. The IP address can

be set to a static IP address. However, by default the IP address is set to be obtained automati-
cally via DHCP.
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Agency Approvals n

Applicable European Directives
The StrideLinx router is in conformity with the provisions of the following European Directives.

Applicable European Directives

Directive Description

EMC Directive 2014/30/EU Product safety

Radio Equipment Directive 2014/53/EU Use of the radio spectrum

RoHS Directive 2011/65/EU Restriction of hazardous substances

including amendment 2015/863

REACH Directive Regulation and registration of chemicals

WEEE Directive 2012/19 Waste of electronic equipment
Applicable Safety Standards

The StrideLinx router was tested and passed the following standards.

Applicable Safety Standards

Standards Description

EN 55032 Electromagnetic Compatibility of Multimedia Equipment

EN 301 489-1 EMC Standard for Radio Equipment and Services, Part 1: Common technical requirements
EN 301 489-3 EMC Standard for Radio Equipment and Se&ivci%sé,s Part 3: Specific conditions for Short-Range
EN 61000-4-2 Electrostatic discharge immunity test

EN 61000-4-3 Radiated, Radio-frequency, Electromagnetic Field Immunity Test 80-1000 MHz

EN 61000-4-4 Burst Immunity Test

EN 61000-4-5 Surge Immunity Test

EN 61000-4-6 Immunity to Conducted Disturbances, Induced by Radio-frequency Fields

IEC 60950-1 + Amendment 1 and Information Technology Equipment Safety, Part 1: General Requirements - Edition 2
Amendment 2

UL 60950-1 Information Technology Equipment Safety, Part 1: General Requirements - Edition 2
CSA C22.2 No. 60950-1-07 + Information Technology Equipment Safety, Part 1: General Requirements - Edition 2
Amendment 1 and Amendment 2
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FCC Compliance

A

The product described in this User Manual complies with Part 15 of the FCC Rules. The
StrideLinx router is a class B Information Technology Equipment (ITE) device.

Operating is subject to the following conditions:

*  This device may not cause harmful interference, and

*  This device must accept any interference received, including interference that may cause

undesired operation.

WARNING for WiFi and 4G models: The antenna used with this transmitter must be installed with

a separation distance of at least 20cm from all persons and must not be co-located or operated in
conjunction with any other antennas or transmitters. Only an antenna tested with the wireless transmitter
or a similar antenna with equal or lesser gain may be used.

Certifications

The StrideLinx router has been tested and certified for:
¢ CE certification

e  FCC verification

e  cULus listed (UL File #£495151)

o  AT&T certification (SE-SL3011-4G)

® CE FC

LISTED
ITE
E495151

AT&T Network
Ready Device

Model SE-SL3011-4G Only
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This manual covers the StrideLinx platform available from 2017 through 2021.

For details covering the StrideLinx Cloud 2.0 platform available after April 2021,
please click here to link to that manual.

The StrideLinx Cloud 2.0 manual includes details describing the Activation Code
model of Data Logging, Cloud Notify and other add-on features.

For information on the migration wizard from the original platform to StrideLinx
Cloud 2.0, click here.
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Overview

The StrideLinx Platform is a secure and powerful platform based on a worldwide network of
servers. It is focused on delivering and enhancing innovative remote service.

The following example illustrates how a typical StrideLinx setup might be configured.

Company Network
Wired, WiFi
or 4G

Machine Network

trideLinx Platfor
StrideLinx

Client g StrideLinx Router

192.168.140.1

LAN Ports
192.168.140.x

WAN Port
192.168.0.2 PLCs
(machine control)

As shown in the example above the StrideLinx router will isolate a local machine network
(e.g., 192.168.140.x range) from the corporate network (e.g., 192.168.0.x range). To prevent
network routing problems you must make sure the StrideLinx router’s IP address is in a different
subnet than the company network.

Terms of Use

The StrideLinx platform is powered by IXON, B.V., And use of the service requires acceptance
of IXON’s Terms of Use. A copy of the Terms of Use is included in Appendix M for your

convenience.

Data Fair Use Policy

A StrideLinx user may access, program and monitor any device on the local machine network by
VPN. The intended use of the StrideLinx platform is secure remote access to industrial control
equipment for remote service. A monthly allowance of 5GB data traffic per company account
is included, and is sufficient in most cases to accomplish remote service.

When the platform is used for other purposes, the data traffic may exceed the 5GB allowance.
The StrideLinx platform includes optional Data Top-up subscriptions to increase the monthly
limit. See “Add-on Subscriptions and Licenses” in Appendix A for more details.

If the data traffic for a company reaches the monthly limit, further data traffic will be throttled
to 50kbit/sec. This is adequate to access and program a PLC.
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Although data usage is affected by the number of users accessing the platform, we expect the
most significant data usage to be from an IP camera connected on the platform.

Any Cloud Logging subscription data does not count toward the monthly data traffic allowance,
and is not subject to throttling.

Getting started

These steps will get you up and running with the StrideLinx Platform
(heeps://www.StrideLinx.com).

1. Create a User Account

To start using the StrideLinx Platform, you will need a user account. There are two ways of
setting up an account.

*  You can create a user account and a new company by filling out the registration form at
heeps://www.StrideLinx.com.
*  You can join an existing company by being invited by a user already in that company.

In both cases you will receive a confirmation e-mail. Complete your account registration by
following the verification link inside.

‘g NOTE: No e-mail? Be sure to check your spam folder if you haven't received an e-mail in your inbox.

2. Login

Once you have a user account, it’s very easy. Just go to the login page and log in with your
e-mail address and password combination.

NOTE: Forgot your password? You can use the recovery form to request a password recovery e-mail. We will then
send you instructions for setting up a new password.

3. Choose Company

StrideLinx™ Industrial VPN Routers User Manual

If you have just created your user account, it is probably linked with only one company. In that
case your company is automatically chosen and this step will not show up.

However, if your user account is linked to more than one company, you must choose the
company you want to use. During login you will see a list of companies you are linked to.

That’s it! You are now logged in. The next section provides a brief overview of the StrideLinx
platform user interface, and the subsequent section walks you through registering your router
on the StrideLinx Platform.
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User Interface

For convenience we have named the areas of the platform as shown in the following graphic.

E When viewed on a device with a screen width less than 1280 pixels, the first-tier menu is hidden

by default and accessible by clicking on the menu icon (=) in the upper left corner.

Devices = FD4G VPN Router

INFO

C0:D3:91:31:60:25 - 17074991

@ StrideLing VPN router 3.0 4G

]

L @ [0 Vied VPN Raster » VPN address 10.3.08
R Selings Third tier
Suppart & VPN

°

B -

CONNECT

Il cuckvew

StrftbLinge y A Latest events

Registering Your Device

These steps will guide you through the process of registering your StrideLinx router to the
StrideLinx Platform. Videos to walk you through the process of setting up each type of router
(wired, WiFi, and 4G LTE) are accessible by clicking the thumbnails below, or copying the
URL to your browser. All routers can be configured as a wired router by using the Ethernet

WAN port for connectivity.
Complete Setup of Wired Router (any model) Wired VPN Router
hetps://www.AutomationDirect.com/VID-CM-0020 StrfdéLinx )

Configuration

Wireless VPN Router
Complete Setup of Wireless Router (SE-SL3011-WF) '
heeps://www.AutomationDirect.com/VID-CM-0021 H Strfd@
Configuration

4G LTE VPN Router

StrfdéLinx
Configuration

Complete Setup of 4G LTE Router
(SE-SL3011-4G or SE-SL3011-4GG)
heeps://www.AutomationDirect.com/VID-CM-0022
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1. Login
Go to the login page at www.StrideLinx.com and log in with your e-mail address and password. E

A user account is required. If you don’t already have one, you need to create a user account
before you can proceed.

The device you log in from (your PC or laptop) to configure your router must have an available
USB port.

2. Generate a Configuration File
Note that a few details regarding the machine network internet connection will be needed
to complete configuration of a new router. Please read through this section and make sure
the relevant information is available before beginning a new configuration. Once you are
successfully logged in and ready to proceed, choose “Tools” from the navigation menu. Click

on the START CONFIGURATION button to open the configuration file wizard.

Lo
. Configuration file

START CONFIGURATION

Transfer device

TRANSFER DEVICE

‘ VPN client
StrftléLingy RETRY

A dialog box will confirm that the new router will be registered to the company to which you
are currently logged in. Click NEXT to continue.
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Configure the Internet Settings

Select the method by which your router will connect to the internet (i.e., Wired, Wireless, or
Cellular). After the router is configured and activated, a second connection method can be
added for WAN redundancy. The WAN redundancy feature is intended to take advantage of
two independent internet sources and will not failover automatically when the two connection
types access the internet by the same modem/company router.

X Internet

How will the router be connected to the internet?

—_
¢ = @
Wired network Wireless network Cellular network
using ethernet cable using wifi signal using SIM card

PREVIOUS

NOTE: All models can be configured to connect to the internet via wired connection. On the 4G models and WiFi
model, set up your preferred primary internet connection method now; a fallback connection method for WAN
redundancy can be configured through the StrideLinx platform after the initial setup is complete. If a WiFi model is
configured to use a wired WAN connection, its WiFi connection may be configured as a wireless access point.

Configure a Wired WAN Network

The router will be configured by default to have its IP address and DNS server assigned
via DHCP, and to disable the Digital Input control of the VPN. Usually these settings are
appropriate and you may click NEXT and skip ahead to the “Configure LAN IP Address”
subsection. Unlike the network settings for the devices connected behind this router, the
router’s network settings usually function best when configured for DHCP. If your network
conditions require static network settings on the WAN port, though, click SHOW MORE.

Manually Configure WAN IP Address
After clicking SHOW MORE on the WAN setup dialog box, click “Use the following IP address.”
Enter the desired static IP address for the WAN (internet) side of the router (IPv4 only).

The network mask defaults to 255.255.255.0. If this needs to change, click the dropdown
arrow to the right of the network mask and select the correct mask from the list.

Enter the default gateway the router should use to access the internet.

CAUTION: The LAN IP address and WAN IP address need to be on separate subnets.
The address range 10.3.x.x is reserved for communications between the server and the router. Addresses
in this range may not be configured by the user.

‘E NOTE: Configuring a static IP address will also require that you set a custom DNS server.
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Manually Configure DNS Server
After clicking SHOW MORE on the WAN setup dialog box, click “Add a custom DNS

server”. This radio button will already be selected if a static IP address has been entered.

Enter the IP address of the preferred DNS server (IPv4 only). E

Configure Digital Input for Wired Connection

The Digital Input feature allows you to enable or disable the VPN connection based upon
an external digital signal supplied to the router. Electrical details for the Digital Input can be
found in the “Wiring” subsection of the “Hardware” chapter of this manual.

Disabling the VPN connection disables remote programming, but allows remote monitoring
including data logging.

By default, the Digital Input is disabled. When creating the INITIAL configuration file,
the user may choose to enable this feature. To use this feature, click the dropdown arrow to
the right of the Digital Input field and select on option from the dropdown box. Available
options are:

*  Disabled (Digital Input state is ignored. VPN router functions normally.)
*  Disable VPN connection when input is high

*  Disable VPN connection when input is low

Configure Proxy Server

If your network requires the router to connect to the internet through a proxy server, please
click the switch to enable this feature, and enter configuration information as follows.

Enter the IP address of the proxy server (IPv4 only), and enter the proxy server port number.

If authentication is required for the proxy server, click the dropdown arrow to the right
of the Authentication field and select “Basic authentication” then enter a username and
password for the proxy server.

Configure a WiFi WAN Connection

After selecting “Wireless network” as the method to connect to the internet, enter the name
(SSID) of the wireless network and enter the WiFi password if needed, then click NEXT.

The wireless router has its internet-facing IP address and DNS server assigned via DHCP.
The Digital Input control of the VPN is disabled by default. When creating the INITIAL

configuration file, the user may choose to enable this feature. If you wish to enable the Digital
Input, click SHOW MORE in the upper right corner of the dialog box. The available options

are:
*  Disabled (Digital Input state is ignored. VPN router functions normally.)
*  Disable VPN connection when input is high

*  Disable VPN connection when input is low
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Configure a 4G WAN Network

After selecting “Cellular network” as the method to connect to the internet, enter the Access
Point Name (APN) associated with the cellular network to which the SIM card is configured.
The APN should be obtained from the cellular provider. Standard APNs for AT&T and
T-Mobile are as follows:

e AT&T: m2m.com.attz

¢ T-Mobile: fast.t-mobile.com

Enter the PIN code for the SIM card if applicable, then click NEXT.

The mobile router has its internet-facing IP address and DNS server assigned by the mobile
network.

The Digital Input control of the VPN is disabled by default. When creating the INITIAL
configuration file, the user may choose to enable this feature. If you wish to enable the Digital
Input, click SHOW MORE in the upper right corner of the dialog box. The available options

are:
*  Disabled (Digital Input state is ignored. VPN router functions normally.)
*  Disable VPN connection when input is high

e  Disable VPN connection when input is low

Configure LAN IP Address

The VPN router creates a separate subnet on the LAN side. At this stage in the router setup,
only the router’s IP address (IPv4 only) on the LAN subnet needs to be entered. After the router
is connected to the StrideLinx platform, DHCP server, network mask, and internet access
settings can be configured through the platform.

NOTE: The LAN IP address and WAN IP address need to be on separate subnets.

After entering the LAN IP address, click NEXT to continue.
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Download the Configuration File

Click the DOWNLOAD button to download the configuration file (ixrouter.conf) to your
computer. Save the file to the root directory of a USB memory stick after the download is

complete.
We include a USB memory stick with your StrideLinx router, but you can use any USB stick

you prefer.

Click the X beside DONE to close the dialog box after the download is complete.

‘E NOTE: Make sure that the file is named ixrouter.conf and that it is placed in the root directory of the memory stick.

The configuration file can be downloaded and then saved onto the root
directory of an USB-stick. Stick the USB-stick in the USB-port on the router
and power it up to register the device on the platform.

DOWNLOAD

PREVIOUS

wasse  Problems downloading the configuration file? If nothing happens when you click on the download button, make
‘E sure you are using a supported browser and that your browser does not automatically block download prompts. If the
browser directly opens the configuration file in a new page, you can save the configuration file by pressing ctrl + s
and saving the page source as ixrouter.conf.

3. Register Your StrideLinx Router
To register your router on the StrideLinx Platform, you must plug the USB stick with the
configuration file into your StrideLinx router.

Next, make sure the router has the necessary hardware connected to allow internet access as
specified in the configuration file (i.e., WAN port ethernet cable, WiFi antenna, or mobile
network antennas and SIM card).

Finally, boot up the router by attaching the power cable.

The LED on the router will start blinking now, indicating that it’s running the registration
procedure. This usually takes somewhere between 20-30 seconds to complete.

‘ NOTE: It's best practice to remove the config file from the USB after the router has been registered so that on power
up the router boots from the current configuration rather than the initial configuration.
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4, Activate Your StrideLinx Router

Edit

Once your router is registered it will show up as a new device on the devices page. Before you
can start using the device, it must first be activated. You can trigger the activation form by
clicking on the device’s status icon in the list view. From then, activating the router is as simple
as giving it a name and clicking the ACTIVATE button.

Otto Mation Dev'ces

AutomationDirect

. MNew device
[0 Devices C0:D3:91:31:60:07 - 17074976 @

-n Users

|:| Management

‘ Events

Router Info and Set Location
The name, description, category,and physical location of the activated router can now be set by

(1) clicking Devices, (2) selecting the desired router, (3) clicking the INFO tab, and (4) clicking
the Edit (pencil) icon to the right of the device identifier in the third-tier panel.

et s i ~  Devices Q. s+ FEWELVPN Router

II‘II.":}
=x Ui C0:03:91:31:60:07 - 17074976 OI
[*] Mansgement
@ Strideling VPN router 3.0

A Evens @ VPN address 103027 &1

g setings

0 Support 6‘ VPN

B Tools
StridéLink ) A Latestevents

The device name and description may be edited for user convenience in identifying the router.
The device category is discussed later in this chapter.

If a physical location is entered, the StrideLinx platform will use that location to determine
the closest StrideLinx platform server to connect to the router. If no location is entered, the
platform server will be selected based on the WAN IP address of the router.
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Save/Load Config Files for Router Transfer

If you want to connect another StrideLinx router with the same router configuration settings,
device connections and user permissions, you can do so by using the “Save as Template” and
“Load from Template” features accessed from the ellipsis at the top of the device pane:

FD WiFi VPN Router

ACCESS

L Devices

I WiF] VPN Fouter
COOEST V06T - 1I0THZSE

2% Users B Access to device 4
Ma-“é\g‘.”‘\el"‘.
Messages

Tools

O
~]
B Eventlog
Q
[

Suppaort

Otto Mation ~ fice 0 e FD WiFi VPN Router +& Invite

B config detaits

Devices

Fouter
2% Users CODENIATERTR - 17075260

B Access to device

[ Management 9

Messages

¥ Load from templal

B Save astsmplae

B Eventleg
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Config

ure LAN as WiFi Access Point (Hotspot)

A WiFi StrideLinx router can be configured as a WiFi hotspot (access point) after it has been
initially set up and connected to a StrideLinx Platform account. To begin, select Devices from
the first-tier menu (1), select the router to be configured in the second-tier menu (2), select the
CONTFIG tab in the third-tier menu (3), and then click the pencil icon to the right of “LAN”
(4).

0 e - Devices Q FD WiFi vF-'s Douter

LD Devices o CONFIG
e ! +
- LAN 01
) Management O TR mon 2 8!
— P ackdre: wmnes m

A= i et Mebwork mask 385 258 254

o s SHES srvar Erbled nth an acidress range Betwese 1

9 s Soxrce NAT

g wili hotspet

Sutdéling Firewall Fa
LAN 5 waN

Click “Enable WiFi hotspot”to enable the feature and begin setting the hotspot configuration.

X Edit LAN SHOW MORE v

How is the network behind the router configured? This is the router's LAN
side IP address.

10.10.61.4

) {hjEnabIe wifi hotspot

CANCEL CONFIRM
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Enter the Network name (SSID) and password for the WiFi hotspot. If you wish to specify a
WiFi channel for the hotspot, click SHOW MORE and then enter the channel number (1-11).

X Edit wifi hotspot SHOW MD,EE v E

This allows your device to share its local network by creating a wifi network.

Enable wifi hotspot

ADC_17074986

CANCEL

The WiFi hotspot is now enabled. To disable the hotspot, begin the same procedure and
deselect “Enable WiFi hotspot” then click CONFIRM.

Configure Redundant WAN Access

WiFi or cellular router models with internet access available via both the wireless network
connection (WiFi or cellular) AND the wired WAN port may be configured with a primary
internet (WAN) source and a secondary internet (WAN) source. When the router is configured
with both sources, the secondary internet source will become active when the primary source
becomes unavailable. This feature is intended to take advantage of two independent internet
sources and will not failover automatically for WiFi routers when the two connection types
access the internet by the same modem/company router.

To configure redundant WAN access, (1) click Devices, (2) select the router to be configured,
(3) select the Config tab, then (4) click the Edit (pencil) icon in the WAN section of the display.

ot et ~  Devices S, - FD WiFi VRi&Router
CONFIG
Y
<
[T Managemer
Intermt priority Wirsless network 2. Wiad netwark m
ik
R Even L ] Wired network.
£ Settings Wireless network
© Support Cellitas petwork
O Teol
LAN 4
StritELinx 1P address s2168.1400 I
MNetwork mask 285.288 2889
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The Edit WAN screen shows a summary of the current WAN configuration. Settings for
each available WAN connection can be adjusted by clicking on the connection information
in the lower section of the display.(Note that Digital Input can only be set up during initial

configuration.)
E X Edit WAN

o ) internet

Preferred First fallback @

Wired network ON
DHCP
IP address

Gateway address
DNS server

Wireless network ON

SSID MimoSeries

The diagram at the top of the screen indicates the order of preference of each configured WAN
connection from the device to the internet. Click on this diagram to open the Internet Priority
screen.
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< Internet priority

Please choose the order in which the device should try to set up a connection
to the internet.

Device
Preferred Wireless network o =
First fallback Wired network O =
Internet

CANCEL CONFIRM

On the Internet Priority screen, the order of preference can be adjusted by clicking the icon
on the far right (=) of one of the WAN entries and dragging it upward (higher priority) or
downward (lower priority).

Click on the setup (gear) icon to open the Tracking Settings dialog and set up how each WAN
connection tracks its connectivity.
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& Tracking settings

8.8.44
208.67.222.222

208.67.220.22

Tracking interval

o

M
1
3
o
]
]
]

evice will check to see if this network interface is

nterval (in seconds) in which the d
still available

RESTORE DEFAULTS CANCEL CONFIRM

The router will periodically check up to four public IP addresses to determine that the preferred
WAN connection is available. The default IP addresses to track are public DNS servers. Any
public IP address may be entered, but should be an address that is always on and will respond
to ping requests.

The default tracking interval is 5 seconds. The interval can be adjusted between 1 and 60
seconds.

Finally, the new configuration must be pushed to the router. While pushing the new
configuration, the router will disconnect for up to one minute.
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Installing VPN Client Software

Before you can set up a VPN connection to your router, you must install the VPN client

software.
For PC connections, the VPN client is a light-weight application that runs in the background E
on your PC. It creates a virtual Ethernet port on your PC and handles all communication
between your PC, the StrideLinx Platform and your browser.

1. Download Installer

You can find the download for the latest VPN client version for Windows, MacOS and Linux
on the Tools page of the StrideLinx Platform website. The instructions here will focus on the
Windows installer.

2. Run Setup

Double-click the Installer file (VPN_Client-x64_en-US.msi) to open the installation wizard
and follow the installation steps.

3. Run VPN Client

The VPN client will launch automatically after the installation has completed.

4., Confirm Windows TAP Ethernet Driver Installed

Go to your PC network connections and confirm the Windows TAP Ethernet driver is present.
If not, you will need to install a Windows TAP Ethernet driver before proceeding.

& Network Connections - O X
L E » Control Panel » Metwork and Internet » Network Connections v | @ Search Network Connections 0
File Edit View Advanced Tools
Organize == - I:l o
l-lemEA Status Device Name Connectivity Metwork Category Cwner Type

U Ethernet  automationdirect.com Intel(R) Ethernet Connection ... Internet access  Domain network System LAN or High-5Speed Internet
J Ethernet2 Network cable unplugged  TAP-Windows Adapter V9 % Systemn LAN or High-Speed Internet

< >

2 items =

5. Reconnect to StrideLinx Platform

After the VPN client has been installed, refresh the www.StrideLinx.com page in your web
browser.

Support

To help us support you, we sometimes need the log files from the VPN client. On a Windows
PC you can find these at “C:\ProgramData\StrideLinx\VPN Client\Logs”. Usually, the most
recent log file is the most relevant.
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Connect to Your Router by VPN

Once the VPN client is installed and running on your PC, you can set up a connection with your
router by clicking on the CONNECT button in the StrideLinx Platform. The CONNECT

button can be found on the device’s details panel, as shown below.

= Devices > =+ FEWIiFi VPN Router

INFO

Devices

FE WIFI VPN Router
CODEIINAGDT - VI0T4TTE

C0:D3:91:31:60:07 - 17074976 4

[ Management
@ StrideLing VPN router 3.0
A Events ® VPN address 10.3.0.27
0 Senr
& VPN
CONNECT
&
StrfdéLinx A Latestevents

NOTE: Can't click the connect button? Refer to the troubleshooting section of the manual.

When the connection is established the status icon will turn blue.

All traffic to the machine network will now be routed through the StrideLinx Platform and you
will be able to access devices behind the router as if they were connected directly to your PC.

Regarding VPN Connections

1. Keep in mind that a single TAP adapter (PC) is only able to make one VPN connection

at a time.

2. A single user account may be connected via VPN:
a.  TO asingle router at a time
b. FROM a single PC or mobile device at a time

3. Multiple users (each from its own PC or mobile device) may be connected via VPN to a
single router at a time.

a. Typically, the software connecting to the devices behind the router, e.g.
Do-more! Designer or Productivity Suite, restricts user connections to a single user.
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Device Status

The current status of a device is is indicated by the status-icon in the device list-view. It can also
be found inside the info section on the device details page.

Device Status E

lcon Label Description
Offline The device is offline. You can't set up any kind of connection to the device.
Online The device is online. You can now set up a connection to the device.

Connecting The device is busy connecting.

Connected The device is connected through the VPN. Your PC now has access to the device’s machine

. network.
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Connect to Devices Behind the StrideLinx Router

When your PC is connected to a StrideLinx router, a VPN connection is established between
the PC and the machine network behind the StrideLinx router. All devices on the machine
E network behave as though they are located on the PC’s local network.

Alternatively, specific services on the machine network can be configured for access via the
StrideLinx Platform without requiring a VPN connection, as described below.

HTTP/VNC/Data Logging Services and Shortcuts

Once your device is registered and configured, you may want to set up a service that allows you
to access your HTTP/VNC/Data Logging server(s) via the StrideLinx Platform.

Managing Services

Adding a service is quite simple. Select a router and then select “services” in the third-tier panel.
From there you can view and modify all the device’s existing services or add new ones. Shortcuts
to services are displayed on a router’s Info page providing easy access to all of the services for a
specific router.

= Devices FE WiFi VPN Router

SERVICES

FE WiFi VPN Router
C0:D3:91:31:60:07 - 17074976

=

Services let you connect with your devices.

When adding a service you first specify the target of the service you wish to add by entering a
name and IP address. Next, you select the service type (HTTP/VNC/Data Logging), enter any
remaining details (i.e. a password if required), and click ADD.

Please refer to Chapter 3 to configure the many device options from AutomationDirect.com.
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Push Automatically Generated Port Forwarding

When you add a service, a required port forwarding is automatically added to your router’s
CONFIG tab. A dot appears below the CONFIG tab to indicate that changes have been made

that have not yet been synchronized to the router. Please click the CONFIG tab, then click

the ellipsis to the right of the configuration sync message and click “Push config to device” to E
update the router.

> < Thisis a secure VPN—LAN port forward inside the encrypted VPN tunnel so that StrideLinx users can access the
- Q~ HTTP server or VNC server of their control network devices by shortcut services in the StrideLinx platform.

Any change to the router configuration (for example, changes to network settings or WiFi client
settings) will be identified with this dot and must be pushed to the router in the same way.

= Devices o FE WiFi VPN Router

SERVICES

FE WiFi VPN Router
C0:D3:91:31:60:07 - 17074976

Click

HTTP server HTTP 192.168.140.100:80/

= Devices FE WiFi VPN Router

CONFIG

FE WiFi VPN Router
C0:D3:91:31:60:07 - 17074976

This configuration is not in sync with the current

configuration on the device.

WAN

IP address

= Devices o FE WiFi VPN Router

CONFIG

FE WiFi VPN Router
C0:D3:91:31:60:07 - 17074976
This configuration is not in

Push config to device
configuration on the device o . @

& Import config from device

WAN ° Details
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Hypertext Transfer Protocol (HTTP or HTTPS)

With an HTTP(S)-service you can remotely connect to any webserver hosted on your devices.

You can open the HTTP service in a new browser-window by clicking on the “open-in-new”
icon in the top right corner or you can press-and-hold the CTRL key when you click on an
HTTP service to directly open it in a new window.

Virtual Network Computing (VNC)

With StrideLinx Platform you can remotely access your devices with a VNC server from within
your browser. If you have a VINC server running on a computer, make sure you set your server’s
encryption setting, if available, to also accept unencrypted connections.

Our in-browser VNC client has been optimized for use with smartphones or tablets. With two
finger gestures you can pinch-zoom and pan around the screen.

Data Logging

Datalogging and monitoring is available as an add-on service, subscribed to from your StrideLinx
account. Note that model SE-SL3001 does not support data logging.

The setup process requires:

1.

4.
5.

Enter credit card information in the Billing section. (Click your username, then click
“Billing” in the 1st-tier menu.)

Activate the Data logging subscription for the desired router under SUBSCRIPTIONS in
the third-tier panel for that device. Select the desired service level (number of data points

per hour). Note that a 30-day free trial of the data logging service for one router is available
from the SUBSCRIPTIONS panel as well.

After the Data logging service is activated, click the ellipsis in the Data logging box to
expose the menu that includes adding/editing a data report or live data monitor. Selections
to Pause, Upgrade and Deactivate the datalogging subscription are also available here.

Configure your device for Datalogging — select the Protocol and enter the Data Tags.

Configure data reports (log/record historical data) and/or data monitors (display live data)

A more detailed example of setting up data logging is shown in Chapter 4.
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Using StrideLinx on Your Mobile Device
Apps are available on the iTunes App Store and the Google Play Store. Android and iOS

devices can access services set up for connection through the StrideLinx Platform, or may
establish a direct VPN connection through the StrideLinx router. Mobile VPN access requires
router firmware versions v3.13 or newer. After upgrading the router firmware from version
v3.12 or older, power cycle the router or cycle the VPN on and off. To cycle the VPN, go to
Device->Info->VPN & click the 3 ellipses->Edit VPN Access. Turn off the “Use VPN” button,
confirm changes. Do this again, but turn on the “Use VPN” button.

The apps allow access to the following:

*  Connect to devices behind the router, for example, using the C-more Remote Access app.
Router configuration

User permission management

Access token management

Create & monitor data dashboards (note that model SE-SL3001 does not support

data logging)

*  View event logs

NOTE: The StrideLinx app may take an extended time to load, depending on the speed of the available data
connection, when it is not already cached in your device’s memory.

iOS Client

The VPN client for iOS devices is available in the iTunes App Store E
at https://itunes.apple.com/us/app/stride-sitelink/id12764877792mt=8
or by scanning the QR code to the right.

A video walking you through setting up and using the iOS
mobile app to access the StrideLinx Platform data logging is
accessible by clicking the thumbnail at the right, or by copying
the following URL to your browser:

https://www.AutomationDirect.com/VID-CM-0031

StefdéLinx )

iOS App
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Android Client

175
The VPN client for Android devices is available in the Google Play E _-.-l.q-"
Store at hteps://play.google.com/store/apps/details?id=co.ixon. -l-tt'_"

E stridesitelink&hl=us, or by scanning the QR code to the right. -

e IEI

[

A video walking you through setting up and using the Android
mobile app to access the StrideLinx Platform data logging is
accessible by clicking the thumbnail at the right, or by copying
the following URL to your browser:

hetps://www.AutomationDirect.com/VID-CM-0030
Access via Web

Alternatively, mobile devices not connected through a StrideLinx app can access services set up
for connection through the StrideLinx Platform via the web at www.StrideLinx.com. You can
also save the webpage as a WebApp on most devices.

StrtdéLinx )

== Android App

Use as a WebApp

The StrideLinx website can be saved as an app on most mobile devices, allowing access to
StrideLinx from your home screen.

On iOS Devices

*  Open the Safari browser

*  Navigate to www.StrideLinx.com

*  Tap the menu-icon

*  In the menu, tap on the “Add to Home Screen” option
*  Choose “Add”

*  The StrideLinx WebApp will now be accessible from your home screen

On Android Devices
*  Open the Chrome browser

*  Navigate to www.StrideLinx.com

*  Tap the menu-icon (three dots)
* In the menu, tap on the “Add to Home Screen” option
*  Choose “Ok”

*  The StrideLinx WebApp will now be accessible from your home screen
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Reducing Router Bandwidth

Users can reduce the amount of StrideLinx router background data by turning off the router-to-
cloud VPN so that the router operates in standby mode. In order to put the router in standby
mode, log into your StrideLinx account and select the router. Click on the info tab, click the E
ellipses in the VPN section (to the right of the Connect button), and select “Edit VPN Access.”

C0:D3:91:31:6F:2B-17075268
@ StrideLinx VPN router 3.0 [ Firmware 3.5

® Connected VPN address 10.3.0.50 & 1

67 VPN Edit VPN access @

DISCONNECT Stealth mode

Click the “Use VPN” toggle switch shown below to turn the router-to-cloud connection to
standby mode. This will reduce the monthly bandwidth to about 5MB/mo. In order to access
the router (by VPN or through the webserver/VINC server shortcuts) the user will have to turn
this back on. This is a fairly simple step to save data if data consumption is of concern.

X Edit VPN

Lo DT Wired VPN Router

Here you can toggle the option for setting up a VPN connection to this device.
@Jse VPN

By turning off VPN, you can reduce data-usage for this device.

CANCEL CONFIRM
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Organization: Companies, Device Categories & User Groups

Overview
A video providing an overview of the tools for organizing
companies, users and devices within the StrideLinx Platform is User And Company
accessible by clicking the thumbnail at the right, or by copying .
the following URL to your browser: StrfdéLinx
hetps://www.AutomationDirect.com/VID-CM-0038 Organization
Companies

A user account may be a associated with more than one company. The StrideLinx Platform will
display the devices and settings for the currently active company, which can be changed at any
time by selecting “Switch company” in the resultant Ist-tier menu after clicking your username.

Details about the current company, including the company name and location, can be edited
by selecting “My company” from the 1st-tier menu. Click your username to expose the option.
The company is identified by a unique code which is assigned by the StrideLinx system. This
identifier is not configurable and is shown on the My Company page. The “Company name”
is fully editable. It is possible, though not recommended, to configure multiple companies with
the same or similar company names.

Device Categories

Routers can be assigned to device categories. Categories allow you to manage employee or
customer access with an initial setup saving time as additional users or routers are added. Users
or user groups with access to a category will always be able to access all devices within that
category. So if routers are removed from a category or a new router gets added, you don’t have
to update the access rules.

In the example below you see a company with four routers (A, B, C and D) and three device
categories (X, Y and Z) . The lines in between show the connections among them.

Company X Y 4

0—0® © @

A B C D

Routers can only be linked to one company and one category. For example routers A and B are
linked to category X and router C is linked to category Y.
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Routers don’t have to be linked to a category, and categories don’t have to contain any routers.
For example router D is not assigned to any category, and category Z does not contain any
routers.

A category is first created by selecting Management in the first-tier menu, then selecting
DEVICE CATEGORIES in the second-tier menu. Finally, click CREATE A CATEGORY in E

the second-tier panel.

Once a category is created, routers may be assigned to it by (1) clicking Devices, (2) selecting
the desired router, (3) clicking the INFO tab, and (4) clicking the Edit (pencil) icon to the right
of the device identifier in the third-tier panel.

Devices FE WiGL VPN Router

Devices o ) ) INFO

bk et C0:D3:91:31:60:07 - 17074976 OI
[*] Mansgement
@ Strideling VPN router 3.0
A Evens ® VPN address 103027 &1
g setings
@ supeon & VPN
B Tools DISCONMECT
StridéLink ) A Latestevents

A device category can then be selected, along with editing the router name, description, and
location.
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User Groups

Within a company users can have specific access and permissions. User groups make it possible
to better organize users within a company. This improves clarity, but more importantly makes
it easier to set access rules for your company’s devices.

In the following example you see a company with four users (A, B, C and D) with three user
groups (X, Y and Z) . The lines in between show the connections among them.

Company X Y Z

00 00O

A B C D

A user can be linked to more than one user group. For example user B is linked to both groups
X and Y while user C is only linked to group Y.

Users don’t have to be linked to a user group. For example user D is not assigned to any user
group. Users may be members of multiple companies, but user groups are only assigned on a
per-company basis.

A user group is created by selecting Management in the first-tier menu, then selecting USER
GROUPS in the second-tier menu. Finally, click the “Add User Group” button in the lower
right to create a new user group.

To edit the assigned user groups for a user or selection of users, select Management in the first-
tier menu, then select USERS in the second-tier menu. Select one or more users by clicking the
check box beside each name. Finally, you can select the ‘Edit groups’ option. This will open a
dialog with a list of all the available user groups.

For each user you can select user groups by toggling the input checkboxes. By clicking confirm
the changes will get saved.
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Access and Permissions

Users and User groups may be assigned permissions restricted to a single device or a Category
of devices. Access can also be given to a single router from the Devices — Router — Access tab.

X Edit permissions

a Otto Mation

=
[ Connect using HTTP v
M Connect using VNC v
[ cConnect using VPN v
M sccess to all devices D
[ Edit company info D
P ianage devices D
[ Manage users D

CANCEL CONFIRM

)

Each user and user group has their own set of permissions within a company. Based on those
permissions a user is allowed or not allowed to see and use specific modules of the platform. In
combination with access rules you can very easily limit the functionality to the needs of a user.
For example, you might want to give a specific user permission to use the VNC connection, but
not allow him to edit any configuration settings for the router.

Here is a brief description of each permission.

* Connect using HTTP: allows/disallows users to see HT'TP server shortcuts on the router —
Info page.

* Connect using VNC: allows/disallows users to see VNC server shortcuts on the router — Info
page.

* Connect using VPN: allows/disallows user to connect by VPN to a router’s local area network

to access field devices. Disallowing may be useful when you want to prevent a user from
programming field devices.

* Access to all devices: allows access to all routers in a company’s account. If this box is
unchecked no routers will be visible. Access to device categories or specific routers can be
granted so that all devices are not blocked.

* Edit company info: allows/disallows the user to edit the My company page info.

* Manage devices: allows/disallows the user to modify or edit router config settings and shortcuts
to HTTP/VNC servers, data logging tags & reports/monitors. Also allows/disallows data
logging subscriptions to be modified.

* Manage users: allows/disallows user management (inviting other users, setting user permissions).
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Two-

factor Authentication

Two-factor authentication is an additional security feature that requires a second, one-time-use
y q

password, in addition to your configured password, for every login. This protects your account

from access by someone who has learned you login name and password.

These one-time passwords are generated by an authentication app on a smartphone, and are
valid for a short amount of time. The passwords are based on a key shared by the StrideLinx
platform and a time-based encryption algorithm. Thus, access to the enrolled phone device
provides a second authentication of your identity.

Setting Up Two-factor Authentication

1. Download an Authentication Application

To generate a valid one-time password, you need a mobile device with an authentication
application installed on the device. Most commonly a mobile phone is used, but other devices
like a tablet are also an option.

CHOOSING A DEVICE: You need access to your registered device to log in to your account, so choose a device
you keep with you at all times. The authentication apps do not require a data connection to generate a valid one-time
password and will continue to refresh their codes even in airplane mode.

There are a number of free authentication apps available for multiple device operating systems.
Our examples show Google Authenticator.

2. Enable Two-factor Authentication

To enable two-factor authentication on the StrideLinx Platform, click your username at the top
of the first-tier menu, then select “My profile.” find the Login and Security block under My
Profile in the 1st-tier menu after clicking your username.

@ QloMaton My profile

-

B Login and security e‘

&

B Myeo )
B sl O+ My access tokens
Q L Expires o)
I [ unknown device

™ My permissions P

StridéLink ) setive
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Click the ellipsis icon, then click “Two-factor authentication” in the pop-up dialog. A dialog
will appear notifying you that two-factor authentication is currently disabled.

Change e-mail address E

O~ Change password

E Two-factor authentication

Click ENABLE to activate the feature.

X Two-factor authentication

& Otto Mation

X

Two-factor authentication is disabled

Two-factor authentication adds an extra step to the login procedure to
strengthen your security.

ENABLE

In the resulting screen, a QR code is visible at the top of the dialog box. In the installed
authentication app, choose to “Add a new account” or something similar. Google Authenticator
allows you to scan a QR code with the camera of your device.

Point the device’s camera towards the screen so that the entire QR code falls in the window.
After a few seconds, the application will notify that it has registered the QR code and will
prompt you for a name for the account.
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< Register new two-factor device
& Otto Mation
E Use an authenticator-ap)

| CAN'T SCAN A QR CODE

Generate a first one-time password and enter it below.

Device name

Otto Mation's device

20/100

CANCEL

If you can’t scan a QR code on your device you can also manually enter the code needed to
register your device. Click on “I can’t scan a QR code” to display a 16-character code.

Afterward, by clicking on the name you gave this account, a 6-digit code (and often a timer) will
be shown. Every 30 seconds, the timer resets and the code changes. After this time period, the
previous code becomes invalid and the new code becomes valid.

In the dialog box on the website, enter the 6-digit one-time password visible on your device and
enter a descriptive name for the device you registered.

Click on CONFIRM to verify if your device is registered properly and the one-time password
is valid. If the one-time password provided during setup is valid, two-factor authentication is
enabled for your account.
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Problems Registering Your Device?

If, after clicking “Confirm”, a message appears stating that the one-time password is incorrect,
several things may have happened:

*  You made a mistake entering the one-time password

*  You waited too long after entering the one-time password before clicking CONFIRM.
Note that these codes are only valid for a short amount of time.

*  There was a problem in scanning the QR code or entering the 16-character code. In your
app, remove the account. Then you can make a new account and scan the QR code or
enter the code again.

Backup Codes

Once your two-factor authentication setup is completed, you will receive an e-mail which
contains five one-time-use backup codes. If your authentication device becomes unavailable for
any reason, you can still use a backup code to enter your account. After entering your username
and password on www.StrideLinx.com, you can choose to enter a backup code instead of
generating a one-time password. You will be notified by e-mail when a backup code is used.

When you have used your last backup code to log in, new backup codes will be automatically
generated and sent to your e-mail.

...... LOSING YOUR DEVICE: If you have lost your phone, you should disable two-factor authentication by logging in with
— a backup code and following the steps under “Disabling two-factor authentication”. When you re-enable two-factor
‘ authentication, you can register a new device.

If you lose both your device and your backup codes, you will have no way of entering your account!

AAAAAA LOSING YOUR BACKUP CODES: If you have lost your backup codes, you can disable two-factor authentication by
——\| following the steps under “Disabling two-factor authentication”. If you later re-enable two-factor authentication, new
‘ backup codes will be sent to your e-mail address.

If you lose both your device and your backup codes, you will have no way of entering your account!

Logging In
When two-factor authentication is enabled, after entering your username and password as usual,
you will be prompted to generate a one-time password. Open the authentication application
installed on the registered device and choose the correct account to generate a 6-digit code.
If you wish to log in using a backup code, click the device icon to the right of the input for the
one-time password to enter a backup code. Clicking the icon again will revert back to entering
a one-time password.
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=
Disabling Two-factor Authentication
You can disable two-factor authentication by going to “T'wo-factor Authentication” under
“Login and security” on the “My Profile” page. After clicking DISABLE, an e-mail will be sent
to your email address where you can confirm or reject the disabling of two-factor authentication.
You can always re-enable two-factor authentication later with the same or a new device.

User Access Token
A unique security access token is stored and valid for 7 days when a user has successfully logged
in. A user is automatically logged in when returning to www.StrideLinx.com on the same
browser and with the same IP address within that 7-day window. If the IP address has changed
or the user uses a different browser, the user has to log in again.

The Access Token for a device you have previously used to access the StrideLinx Platform may
be removed to prevent automatic login. Browse to the My Profile page:

Otto Ma!

Attt Dirsct ~ My profile

8 Login and security

Two-tactor suthentication

O
A Eeens or My access tokens
0 ser
Dpires

9 s

[ unknown deviee
g

Uriknewn device Lirvx 526 64 Chioeme 60.0.3112 7 days REM: J'||
StrfdéLink 5

M My permissions ra

Note that you cannot remove the access token for the device you are currently using to access
the StrideLinx Platform.

Transfer a Device

unless the destination company has a license for that subscription available. A Cloud Notify license though will
transfer with the router to which it is activated if that router is transferred to another company. Note that model
SE-SL3001 does not support data logging.

‘E NOTE: If a Datalogging or other subscription is assigned to a device, you will not be able to transfer that device

A router is assigned to a single company. To assign a router to a different company, the router
may be reset to default and reconfigured, or, the Transfer device utility will change the company
assignment without changing any other configuration settings.

The Transfer Device utility is found on the Tools page on the Device menu.
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The serial number and Device key for the router must be known. The Device Key is assigned
to the router while you are logged in to the company where the router currently resides.

Note that in the StrideLinx system, the company to which a router is assigned is identified by a
unique code rather than the company name. It is possible to have a duplicate company name.

To Assign a Device Key
When logged in to the original company where the router resides, from the Devices menu list,
(1) select Devices. Then (2) click on the target router in the second tier. (3) Click the ellipsis to
the right of the router name in the third-tier panel, and (4) click “Device key”.

Otia Mation o el Q- FDA4G VPN Router 3

AutomationDirect

* Original company where the device currently resides
CO Devices N —————_—_ERRREEES—————————...,
o FD AG VPH Router
s Users COD3H11:60:25 - 17074591
- Y C0:D3:91:31:60:25 - 17074991
[:| Management 8 NGNS
@ StrideLing VPN router 3.0 4G
A Events ™ ® VPN address 10.3.0.8
3 Settings
@ Ssupport & VPN
n Toals CONNECT
StufdéLinx
I cuickview

& Qodston - Devices Qe FD 4G VPN Router

® ol
+2 Invite

Devices B Config details
T 40 VPN Router :
2= sers CRDTHA020 - 17074991 Oy Device key
o CO:D3:91:31:60:25 - 17074991 &
[*] Mansgement @  FOWIF VPN Router W Load fram template
@ StrideLing VPN router 3.0 4G
R Evenis @ o ] VPN address 10308 B save astemplate
2 serings B s
a

@ Suppon & VPN e
B Tocls CONNECT
StrfdeLinx Il cuckview
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X Device key

No device key

GENERATE

X Device key &

168-MSQ-346 [

Copy 1o clipboard
CLEAR GEMNERATE NEW

Click the GENERATE button, then click the Copy to Clipboard button. Paste this key into
a notepad or word document. On the Device details third-tier panel, copy the device serial
number.

Otta Mation - Devices Qe FD 4G VPN Router

AutomationDirect

Ch Devices L
FID 4G VPN Router
8 \aire CODIN 10025 - 17074951
A C0:D3:91:31:60:25 -|1 7074991 serialto. |
[:‘l Management @  FU IR VEH Router
@ StrideLing VPN router 3.0 4G 9 Atlanta
& Eoa @ D Yred yPH Router B VPN address 10.3.0.8
0 Seting
-
(] ppart & VPN
8 7ok CONNECT
StrfdéLinx
I cuickview
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Now, change to the destination Company. Select Tools on the Devices menu list, then click
the TRANSFER DEVICE in the second-tier menu and paste the serial number and device key.

If a Datalogging or other subscription is assigned to a device, you will not be able to
transfer that device unless the destination company has a license for that subscription
available. Note that model SE-SL3001 does not support data logging.

it NEW company where the device will reside

Configuration file e

START CONFIGURATION

Transfer device 1Y
TRANSFER DEVICE e
U]
VPN client ¥
StrftdGLinx thil t t v ot

X Transfer device

Serial number

CANCEL

The device should now be successfully transferred to the new company. If a message indicates
that the transfer failed, the device may have a data logging or other subscription assigned to it.

The new company must have the same subscription service available to assign to the device, or
the service must be removed from the device prior to transfer.
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This manual covers the StrideLinx platform available from 2017 through 2021.

For details covering the StrideLinx Cloud 2.0 platform available after April 2021,
please click here to link to that manual.

The StrideLinx Cloud 2.0 manual includes details describing the Activation Code
model of Data Logging, Cloud Notify and other add-on features.

For information on the migration wizard from the original platform to StrideLinx
Cloud 2.0, click here.
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Video Examples

Videos examples of remote programming several of our PLC and HMI products are accessible
by clicking the thumbnails below, or copying the URL to your browser.
Remote Program
i] with StFIELinx | n
[CLK

VPN Connection

Remote Programming a CLICK PLC
hteps://www.AutomationDirect.com/VID-CM-0023

Remote Program

LW o st

Productmity...

VPN Connection

Remote Programming a Productivity 2000 PLC
heeps://www.AutomationDirect.com/VID-CM-0024

Remote Program

l mmStrJ’déL:‘nx b
Dosmore

VPN Connection

Remote Programming a Do-more! BRX PLC
heeps://www.AutomationDirect.com/VID-CM-0025

Remote Program

Remote Progra ing a DirectLogic PLC 3
emote 1rogr. mmz.ng . trectlLogic -mStﬁd ™
hetps://www.AutomationDirect.com/VID-CM-0027 Birectiosc

VPN Connection

Remote Program

GmurE'“m StridéLinx

VPN Connection

Remote Programming a C-more® HMI Panel
hteps://www.AutomationDirect.com/VID-CM-0026
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CLICK PLC Connection via Cellular Router SE-SL3011-4G

The cellular StrideLinx VPN router is a valuable option when:
*  There is no existing internet available at the remote site, or

*  The network policies at the remote site prohibit connection of third-party devices. Although
the StrideLinx solution is IT friendly, using only outbound request for connection, it may
be the case that local policies prohibit any such connection.

In such cases, if an AT&T phone can get a signal at the location of the router, your
SE-SL3011-4G router can provide you the remote access you need.

This example will step you through connecting to a CLICK PLC via the cellular router, model
SE-SL3011-4G

""" NOTE: Regarding Ethernet access to a CLICK PLC
‘E If you intend to take advantage of any methods of remote access to the PLC, you need to consider the security
exposure in order to minimize the risks to your process and your PLC.
Security should always be carefully evaluated for each installation. Refer to the “Security Considerations for Control
Systems Networks” section of Appendix B.

Before You Begin

1. Buyan AT&T M2M SIM card and know the APN and PIN
2. Know your CLICK network settings
3. Have your SE-SL3011-4G router, LTE antennas and USB stick available

Setup

Remember that you can’t browse across the VPN to the router’s LAN network, so the CLICK
must be configured and the network settings known before you configure your router.

Configure the CLICK Network Settings

For our example, we’ll configure CLICK as follows:

e IP Address: 192.168.140.19
e Subnet mask: 255.255.255.0

*  Default Gateway: 192.168.140.1 (the router’s LAN IP address) This must be on the same
subnet as the CLICK
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1. In the CLICK software, select Setup > Com Port Setup > Ethernet Port 1 Setup (button)
and enter the IP address, subnet mask and default gateway settings.

Com Port Setup Details
Port: |Portl v | Protocol: Modbus
Metwork Address Configuration Wiring Details
() Use default fixed address
(®) set manually Port1 Ethernet (Mon isolation)

IP Address: | 192 . 168 . 140 . 19
s J55 255 255 . @ & pin female modular (RJ45)

Default Gateway: 192 . 168 . 140 . 1

Configuration as Client (Master)
Timeout{0-30000ms): | 1000 == mg

Retries(0-10): | 2
Server Inactivity Timeout{-3600sec): | 60 =1 sec Note:
This part works with both patch

Configuration as Server (Slave) (straight) and cross cables.,

TCP Port Number{0-65535): | 502 =
Maximum Concurrent Sessions: 3

Client Inactivity Timeout{0-3600sec): | 60| = sec

2. Click OK in the setup dialog and the subsequent dialog.
3. Write the project to the PLC.

Configure Your SE-SL3011-4G Router

1. You must contact AT&T to purchase a SIM card for your router. You may choose the
M2M (data only) SIM card option rather than the typical phone (voice and data). You
will need AT&T access; the M2M SIM card includes a selected amount of data and a valid
length of time (rather than the monthly subscription typical for the phone SIM card)

Steps 2 through 15 are outlined in detail in Chapter 2. If you have already completed router
activation, please proceed to step 16.

Create your StrideLinx account at www.StrideLinx.com, as discussed in Chapter 2.

3. Once you're logged in, Select “Tools” > START CONFIGURATION and confirm the
appropriate company, then click NEXT.

4. Select “Mobile Network Using SIM Card”
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11.
12.

13.
14.

10.

Enter the APN and PIN associated with the SIM card, then click NEXT.

On the WAN information screen, Click SHOW MORE to configure the Digital Input
VPN router access control if desired. Click NEXT when finished.

On the LAN information screen, enter the router port IP address, which must match the
default gateway entered in the CLICK PLC setup (192.168.140.1 in this example).

Download the configuration file. Rename it ixrouter.conf if it has been saved with a suffix.
Copy ixrouter.conf to the root directory of your USB stick.

Install the VPN Client on your PC. (This step must be repeated for any new PC where you
will use your StrideLinx account.)

Mount and wire your SE-SL3011-4G router, and connect the LTE antennas.

With Power DISCONNECTED from the SE-SL3011-4G router, plug the SIM card into
the router.

Insert the USB stick into the router.

Power your router. Wait while the router writes the configuration and then registers itself
to the StrideLinx Server. After the router is successfully registered and connected to the

StrideLinx platform, the Status LED will be on steady blue and the Signal LED will be on
steady blue/violet/red depending on network signal strength.

‘ NOTE: If's best practice to remove the config file from the USB after the router has been registered so that on power
up the router boots from the current configuration rather than the initial configuration.

15.
16.
17.

Activate the router.

Now, your router will appear in the Devices list in your StrideLinx account.
Select the router from the list of devices, then click the CONNECT icon.

Configure the CLICK Software to Access the CLICK PLC via VPN

1.
2.

Open the CLICK software on your PC and select the “Connect to PLC” button.

Select Port Type = Ethernet and select the Outside this LAN radio button, then the Add...
button.

Enter a Link Name and the CLICK IP address defined previously (192.168.140.19 in this
example), then click OK.

Highlight your target CLICK in the devices list, then click the CONNECT button.

You should now be successfully connected to the CLICK PLC from a remote PC through the
VPN.
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BRX PLC Connection via WiFi Router SE-SL3011-WF
The WiFi StrideLinx VPN router is a valuable options when:

*  Client mode - Wired internet access is not available to the equipment panel, or would be
impractical to install.

*  Access point mode - VPN connections to multiple devices is desired without wiring
Ethernet cable to each.

e Client mode - Local operators want to limit access to a machine network by using their
smartphone as a WiFi hotspot. This allows the StrideLinx WiFi router to connect as a
client and establish a VPN connection to the platform on an as-needed basis.

This example will step you through connecting to a BRX PLC via the WiFi router, model
SE-SL3011-WF, in client mode. Internet access will be via the WiFi connection, and the BRX
PLC will be connected to a LAN port on the router. The router’s Ethernet WAN port will be
disabled.

NOTE: Regarding Ethernet access to a BRX PLC
‘E If you intend to take advantage of any methods of remote access to the PLC, you need to consider the security
exposure in order to minimize the risks to your process and your PLC.
Security should always be carefully evaluated for each installation. Refer to the “Security Considerations for Control
Systems Networks” section of Appendix B.

Before You Begin

1. Know your BRX network settings
2. Know the SSID and password for the WiFi access point at your BRX location
3. Have your SE-SL3011-WF router, WiFi antenna and USB stick available

Setup

Remember that you can’t browse across the VPN to the router’s LAN network, so the BRX
PLC must be configured and the network settings known before you configure your router.

Configure the BRX PLC Network Settings
For our example, we’'ll configure BRX PLC as follows:

e TP Address: 192.168.140.19
e Subnet mask: 255.255.255.0

¢ Default Gateway: 192.168.140.1 (the router’s LAN IP address) This must be on the same
subnet as the BRX PLC
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In the Do-more! Designer software, connect to your BRX PLC.

2. Click on the ethernet port in the image of your PLC on the Do-more! Designer dashboard,
select “Edit IP configuration” and enter the IP address, subnet mask and default gateway

settings.
nternal Ethernet Port
=P Address: 192.168.140.2
Subnet mask: 255.255.255.0
Gateway: 192.168.140.1
Setup Mede and P Address x
Module ID: -
|° = D’*ddrewl 192 . 168 . 140 . 2
Mame: | H1-DM1x
I Subnet Mask: | 255 , 255 , 255 , 0

Description: | pa-more PLC

Gateway: I 192 . 168 . 140 . 1

MNOTE: For CPUs without an Ethernet port,
these fields aren't used for configuration, but
are still available as variables in status memory
and can be used for identification.

(o] o |

3. Click OK in the setup dialog.
4. Write the project to the PLC.
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Configure Your SE-SL3011-WF Router

1. Create your StrideLinx account at www.StrideLinx.com, as discussed in Chapter 2.

Steps 2 through 13 are outlined in detail in Chapter 2. If you have already completed router
activation, please proceed to step 14.

2. Once you're logged in, Select “Tools > Start Configuration” and confirm the appropriate
company, then click NEXT.

3. Select “Wireless Network”
Enter the name (SSID) and password for the wireless network, then click NEXT.

5. On the WAN information screen, Click SHOW MORE to configure the Digital Input
VPN router access control if desired. Click NEXT when finished.

6. On the LAN information screen, enter the Default Gateway address (Router port IP
Address), which must match that entered in the BRX PLC setup (e.g., 192.168.140.1).

7. Download the configuration file. Rename it ixrouter.conf if it has been saved with a suffix.

8.  Copy ixrouter.conf to the root directory of your USB stick.

Install the VPN Client on your PC. (This step must be repeated for any new PC where you
will use your StrideLinx account.)

10. Mount and wire your SE-SL3011-WF router, and connect the WiFi antenna.
11. With Power DISCONNECTED from the router, insert the USB stick into the router.

12. Power your router. Wait while the router writes the configuration and then registers itself
to the StrideLinx Server. After the router is successfully registered and connected to the
StrideLinx platform, the Status LED will be on steady blue.

‘ NOTE: It's best practice to remove the config file from the USB after the router has been registered so that on power
up the router boots from the current configuration rather than the initial configuration.

13. Activate the router.

14. Now, your router will appear in the Devices list in your StrideLinx account.
15. Select the router from the list of devices, then click the CONNECT icon.

Configure the Do-more! Designer Software to Access the BRX PLC via VPN

1. Open the BRX Do-more! Designer software on your PC and select “New Link” from the
Links panel on the lower left of the Launchpad tab.

2. Click the “Link Editor...” button.
3. Select the PLC family (Do-more! BRX Series in this example) and PLC Type.

4. Click the “Port” tab, select Ethernet and enter the BRX IP address defined previously
(192.168.140.19 in this example).

5.  Enter a Name and Description for this PLC link, then click ACCEPT.
Double-click the new entry in the Links list to connect to the BRX PLC.

You should now be successfully connected to the BRX PLC from a remote PC through the VPN.
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| |
® (] L] ]
C-more HMI Connection via Wired Router SE-SL3011
The wired StrideLinx VPN router is a valuable options when:
*  Adding a third-party device to the remote network is permitted.
This example will step you through connecting to a C-more HMI via the wired router, model
SE-SL3011. Internet access will be via the wired WAN connection, and the C-more HMI will

be connected to a LAN port on the router.

Lo NOTE: Regarding Ethernet access to a C-more panel
‘E If you intend to take advantage of any methods of remote access to the panel, you need to consider the security
exposure in order to minimize the risks to your process and your C-more panel.
Security should always be carefully evaluated for each installation. Refer to the “Security Considerations for Control
Systems Networks” section of Appendix B.

Before You Begin

1. Know your C-more network settings.
2. Have your SE-SL3011 router and USB stick available.

3. Have an established StrideLinx platform account set up.

Setup

Remember that you can’t browse across the VPN to the router’s LAN network, so the C-more
HMI must be configured and the network settings known before you configure your router.

Configure the C-more HMI Network Settings

For our example, we'll configure C-more HMI as follows:

e IP Address: 192.168.140.19
¢ Subnet mask: 255.255.255.0

*  Default Gateway: 192.168.140.1 (the router’s LAN IP address) This must be on the same
subnet as the C-more HMI
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AN

In the C-more HMI panel setup software, select Setup > Touch Panel Network > Ethernet
Port.

Check Save Settings to Project, and select the Use the following IP address radio button.
Enter the network settings shown at the beginning of this example.

Select OK.

Select SEND project to C-more panel.

Configure Your SE-SL3011 Router

1.

10.
11.

12.
13.

Create your StrideLinx account at www.StrideLinx.com, as discussed in Chapter 2.

Steps 2 through 14 are outlined in detail in Chapter 2. If you have already completed router
activation, please proceed to step 15.

Once you're logged in, Select “Tools > Start Configuration” and select the appropriate
company, then click NEXT.

Select “Wired Network using Ethernet cable”.
Select the appropriate company if applicable, then click NEXT.
On the WAN information screen, click SHOW MORE if DHCP is not appropriate for

your installation; otherwise, continue to step 6.

5.1. Configure the network settings for the C-more location.

5.2. Configure a static DNS server.

5.3. Configure the Digital Input VPN router access control.

5.4. Configure a proxy server and the login credentials, if necessary.
Click NEXT when finished.

On the LAN information screen, enter the router port IP address, which must match the
default gateway entered in the C-more HMI setup (192.168.140.1 in this example).

Download the configuration file. Rename it ixrouter.conf if it has been saved with a suffix.
Copy ixrouter.conf to the root directory of your USB stick.

Install the VPN Client on your PC. (This step must be repeated for any new PC where you
will use your StrideLinx account.)

Mount and wire your SE-SL3011 router, and connect Ethernet cables.
Insert the USB stick into the router.

Power your router. Wait while the router writes the configuration and then registers itself
to the StrideLinx Server. After the router is successfully registered and connected to the
StrideLinx platform, the Status LED will be on steady blue.

‘ NOTE: If's best practice to remove the config file from the USB after the router has been registered so that on power
up the router boots from the current configuration rather than the initial configuration.

14.
15.
16.

StrideLinx™ Industrial VPN Routers User Manual

Activate the router.
Now, your router will appear in the Devices list in your StrideLinx account.
Select the router from the list of devices, then click the CONNECT icon.
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Configure the C-more Programming Software to Access the C-more Panel via VPN
1. Open the C-more software on your PC and select “Read From Panel”.
2. Select the Ethernet radio button and click Browse.
3. Click the Remote Link List tab, then the Add... button.
4

. Enter a Link Name (for identifying the panel in this list only) and the C-more IP address
n defined previously (192.168.140.19 in this example), then click OK.

5. Highlight your target C-more panel in the devices list, then click the CONNECT button.

You should now be successfully connected to the C-more HMI panel from a remote PC through
the VPN.
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This manual covers the StrideLinx platform available from 2017 through 2021.

For details covering the StrideLinx Cloud 2.0 platform available after April 2021,
please click here to link to that manual.

The StrideLinx Cloud 2.0 manual includes details describing the Activation Code
model of Data Logging, Cloud Notify and other add-on features.

For information on the migration wizard from the original platform to StrideLinx
Cloud 2.0, click here.
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Cloud Data Logging

‘é NOTE: Model SE-SL3001 does not support data logging.

Why Cloud Data Logging?

Cloud data logging gathers remote data from your control components. The data is transmitted
in the StrideLinx platform for administrative, monitoring and analytical purposes. Our goal is
to give you an insight in the performance of your machine and/or installation.

How Does the Cloud Data Logger Work?

The Cloud data logger is a completely cloud-based solution. All the values you have programmed
in the PLC can be logged by the StrideLinx logger, easily and securely.

Once the data tags are added to the StrideLinx platform, you are prompted to push the
configuration changes to the router. The router then transfers the data to our server where it
will be stored in our database.

The PLC is not used by using cloud data logging; the router is doing all the work.

The StrideLinx platform has a crucial role in the functioning of the Cloud data logger. All
settings and data points to be logged are set via the StrideLinx platform.

Refer to the following subsection or the video to the right
(https://www.AutomationDirect.com/VID-CM-0032)  for Strfde: Linx >

details to set up Data Reports and Live Monitors for datalogging.

Datalogging

—_— NOTE: This chapter uses Modbus protocol to illustrate data logging configuration. Refer to Appendix G, H, I, J and

——\| Kfor Siemens S7, OPC UA, EtherNet/IP, BACnet, and MELSEC protocols, respectively.

Configure Cloud Data Logging On Your Device
Cloud datalogging setup requires:

1. Set up datalogging subscription.

la. Enter credit card information and subscribe to the Cloud datalogging add-on service
sized to suit your needs.

2. Set up data sources for a specific protocol (Modbus, Siemens §7, OPC UA, etc.)
2a. Configure the address and protocol for the PLC (where the data is located).
2b. Configure the data tags.

3. Test data tags to verify correct configuration

4. Design the data dashboard to display your data.

Each of these steps are detailed as follows.

StrideLinx™ Industrial VPN Routers User Manual 1st Edition, Rev. S I "I"3


https://www.AutomationDirect.com/VID-CM-0032
https://www.AutomationDirect.com/VID-CM-0032

StifdéLinx

Chapter 4: Data Logging

Set Up Datalogging Subscription

Enter credit card information and subscribe to the Cloud datalogging add-on
service sized to suit your needs

Click the account name (1) to toggle the menu list and show the Billing option (2). Click
Billing and click the Edit Billing Info icon (3) to enter credit card information.

Otto Mation - e
Muiomationtirect g Billing

2 My profile

My company
B Mycom a
B siling e
B switch company There is no billing info yet

Billing info is required to activate subscriptions

5] Logow o
StridéLing &

Click on Devices (4), click the desired router (5), click the SUBSCRIPTIONS tab (5), then
click ACTIVATE.

[ - Devices L= SN FD 4G VPN Router

Ch Devices o

&% Users

SUBSCRIPTIONS

o 0 40 VPN Houter —
CRODEFANH020 - V70741 5 o .
" Cloud Logging

[:] Management @ O WIFI VPN Router Plisg wrvd plary cloud based duta logging with reports snd live
dushboards,

M Evens FO Wired VPN Router
‘ ACTIVATE

L Settings o )

€ Ssupport
B Tools

StrfdéLinx
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Select the subscription that will suit your data recording requirements (8). Click PURCHASE
AND ACTIVATE (9).

X Activate data logging

Trial ‘
O 1.000 data points per hour 1 license

Standard - SE-SLO10

$15.00 per month
1.000 data points per hour

©®

O Professional - SE-SL0O11

35.00 th
5.000 data points per hour $ permon

O High-Resolution - SE-SL012

$85.00 per month
20.000 data points per hour

CANCEL PURCHASE AND ACTIVATE

Set Up Data Sources for a Device Using Modbus Protocol

— NOTE: Refer to Appendix G, H, I, J and K for Siemens S7, OPC UA, EtherNet/IP, BACnet, and MELSEC protocols,
——| respectively.

Configure the address and protocol for the PLC from which data will be read
Click on the SERVICES tab (10). Click the +(Add) button (11).

FD 4G VPN Router

10

SERVICES

=

Services let you connect with your devices.

O

ri—

IJLJ
i
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Add a Name and the IP Address of the PLC where the data resides. Click NEXT.

X Add service

Please specify a target for this service.

Select DATA SOURCE.

Please choose a type for this service.

(! S

DATA SOURCE HTTP SERVER VNC SERVER

BACK

Select the Modbus protocol. If the Port must be changed, or a Slave ID must be entered for the
device from which data will be logged, enter those values, then click ADD to continue.

X Add service

Modbus v 502

1 CDAB

BACK ADD
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Configure the data tags

To add a data tag, go to the SERVICES tab for the router, and click the Edit services (pencil)
icon next to the device for which you want to add the data tag.

FD 4G VPN Router

SERVICES

HZDMIE @ n
Edit services
Data logger Modbus 192.168.140.25:502 -

This opens the Edit services dialog. Click the name of the existing device for which you would

like to add a data tag.
X Edit services
H2-DM1E

192.168.140.25

Data lcager

b

+ Add service

CANCEL DONE

——\| NOTE: Itis advisable to enter data tags in small batches, and test the variables periodically to verify the entries. The
‘ entries can be tested by clicking “RUN TEST” in the Configurator, or from the Cloud Logging Web App as described
in the Data Logger Test Utility section. Please refresh your browser if the information on screen appears to not be
updated properly at any time.
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The resulting “Edit service” screen displays the parameters for the data source, plus a count of

existing data tags. Click OPEN CONFIGURATOR to add or edit tags.

< Edit service

Modbus v 502

OPEN CONFIGURATOR

REMOVE CANCEL

Data tags can be entered interactively, or a set of tags can be imported from a previously-
exported CSV file. Export of sets of data tags is discussed later in the “Export Data Tags”
subsection. For this example, select “Add new variable” to manually enter tags.

+1 Add new variable

‘ Import from CSV-file

CANCEL
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A data entry screen opens, with one new data tag ready to be entered. Set the relevant parameters
for the new data tag. Additional data tags can be entered in this round by clicking “+1” in the
lower left corner of the screen. When all the desired tags have been entered click ADD.

+1

~ 3 -Holding registers A

D

CANCEL

Data tag input fields are described in the following two tables. Also see the Modbus address
translation chart in Appendix D for the key to enter addresses for AutomationDirect products.
Refer to Appendix G, H, I, ] and K for details on setting up Siemens S7, OPC UA, EtherNet/
IP, BACnet and MELSEC protocols, respectively.

Data Tag Input Fields

Field Description
Name Give the data tag a logical name.
Address For Modbus protocol, the data tag address is the Modbus address (e.g., 412).

Please see Appendix D for address mapping for AutomationDirect PLCs.
Select a data type See next table for the available data types.
Unit (optional) Here you can assign a value to a unit, for example, gallons or psi.
Factor (optional) This allows you to multiply by a value.

For example, factor 0.01 divides the data value by 100.
If a Factor is set for a widget in a dashboard, that Factor will override the
global Factor configured here in the Data Configurator for the data as
displayed in that widget only.

NOTE: Additional data tag parameters related specifically to data logging (i.e., sampling interval, data retention
policy, and logging only when changed) can be set from the Cloud Logging web app discussed later in this chapter.

StrideLinx™ Industrial VPN Routers User Manual
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Data Types Supported

Bool
Float32
Float64

Int8

Int16

Int32

Int64

Uint8
Uint16
Uint32
Uint64

Once you have added all the data tags you want to log, you will be prompted to push the
configuration to the router.

FD 4G VPN Router

CONFIG

This configuration is not in sync with the current
configuration on the device.

WAN Vg

The Cloud Logging web app can now be used to set up data dashboards and to adjust additional
data tag parameters related specifically to data logging.

Export data tags

Data tag configurations can be exported in CSV format. The CSV file is downloaded to your
local PC, and can later be imported to set up another StrideLinx router.

Select data tags to be exported by clicking the icon for each data tag, or select all data tags at
once from the More Options («ss) menu in the upper right corner of the screen. The selected
data tags can then be deleted, duplicated, or exported from the pop up menu at the bottom of

the screen.
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Cloud Logging Web App

The Cloud Logging web app is found under the SUBSCRIPTIONS tab after selecting a
StrideLinx device. Note that model SE-SL3001 does not support Cloud Logging.

FD 4G VPN Router

SUBSCRIPTIONS

\ Cloud Logging
Plug and play cloud-based data logging with reports and live

dashboards.

OPEN

The web app provides a central location to manage your data logging subscription, data tags,

and data dashboards.
Dashboards
The dashboards tab provides access to add, remove, edit and view both live monitors and data reports.

If a Factor is set for a widget in a dashboard, that Factor will override the Factor set for that
data point in the Data Configurator for the data as displayed in that widget only. That is, the
configuration of the widget changed the display of the data there but any other widget will use
the default of the Configurator setting or the setting within each other widget.

Add a Live Monitor or Historical Data Report

Click the “+” symbol in the lower right corner of the dashboard screen to begin creating a new
Live Monitor or Data Report.

X Cloud Logging

ADC Wired Router ~ Q, Search AZ =
BS  Dashboards
o Status info

CONFIGURATION

CompactLogix MicroLogix OPC-UA

B Tags
Data reporis
’ Triggers —

i\ Test utility

Ll 1
n Send feedback micro repert
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Select “Live Monitor” or “Data Report” to continue. The differences between the two are

explained later in this chapter.

Data report
Historical data

X Add new dashboard

WV

©

Live monitor
Real-time data

Give your dashboard a name and pick the black or white background then click ADD.

< Add live monitor

Name

Real-time seconds

CANCEL

ADD@

Pick a layout template as a starting point.

Create a new

+

yout or select one as a starting point.
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Click on a widget option to display the data.

&Y ok b

VALUE STATUS GAUGE GRAPH

Enter the information requested for the widget type you’ve selected and click CONFIRM.

X Edit widget

Name *

Monitor Seconds

v RTC_Seconds -

CANCEL CONFIRM

Add more widgets if you would like. When finished, click the VIEW button to display the Live
Monitor or Data Report, or click the X to return to the main Cloud Logging page. The new
dashboard is available on the router INFO tab as well as within the Cloud Logging web app.

o Mo et - Devices =+ FD 4G VPN Router

Devices
FD 4G VPN Router

ss  Users C0:D3:91:31:60:25 - 17074991

- C0:D3:91:31:60:25 - 17074991
m Management ® FDYV‘,'FW,PN.RD‘EEZ— 7498

@ StrideLinx VPN router 3.0 4G [ Firmware 3.1

A Events @ e VEH oo ® Online VPN address 10.3.0.37

ﬂ Settings

&

0 Support G‘ VPN

B Tools CONNECT
SteidéLinx I ety
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Live Monsitor

The live monitor displays real-time data. It gives you an insight into how the machine is
operating at the moment.

Widgets

We use widgets to display the data. In our live monitor we have four widget options:

Data Visualization Widgets

Widget

Description

Setup

Value

Shows the current value of the data tag.

When you select the “Value” widget you give the widget a name and
choose the data tag you want to be shown. Click CONFIRM.

agraph.

Status Relevant only to Boolean data, shows true or When you select the “Status” widget you give the widget a name, label

false. and choose the data tag you want to be shown. You may customize the
display (for example True and False). Click CONFIRM.

Gauge Relevant only to numeric data types. Select a When you select the “Gauge” widget you name the widget and select the
range between numbers “X” and “Y”. The gauge | data tag you want to be shown. Enter the numbers for the bottom and
(meter) shows you the current value of the data | top values of the gauge and drag the red bar to the left or the right. Click
tag in comparison to the numbers X and Y. CONFIRM.

Graph Shows the current value of the data tag(s) on When you select the “Graph” widget you name the graph and select the

data tags you want to be shown. Click on the color dot to customize the

display. You can add as many data tags as you wish. Click CONFIRM.

A selection of templates is available to make creating your data dashboard more convenient.
Example of a live monitor:

NOTE: The little dot next to the monitor's name shows the status of the monitor. When the dot is blinking grey/green
the monitor is working (you can hover over the dot and see the date and time when the monitor checks the status).
When the dot is grey, the monitor cannot connect to the PLC or the data tags are not configured properly. If you have
configured a dashboard but no data is displaying, please refresh your browser. If that doesn't solve the issue, check
your tags using the Data Logger Test utility. If one or more tags are configured incorrectly, no data will display.
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Historical data reports show the data that is logged over a period of time selected by you. The
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following is a step-by-step guide on how to configure a data report.

Widgets

We use widgets to display the data. In our data report we have five widget options:

Data Visualization Widgets

Widget

Description

Setup

Value

Shows the value of the data
tag logged, depending on the
configured formula.

When you choose the Value widget you can give a name to the value, select the data
tag and enter the formula.

More information about available formulas can be found in the next table.

Status

Shows a bar indicating status of a
single data tag over time

Indicates status by color. Can be used with a boolean (i.e. true/false) or a threshold
can be set on an integer or float (i.e. if value >= 5.4).

Period

Shows an advanced bar chart in
which the data period is classified
in fixed time intervals

Multiple variables can be stacked or displayed in separate bars. A formula can be set.
More information about available formulas can be found in the next table.

Table

Shows a table of data tags and the
logged value.

When you choose the table widget you can give a name to the widget and select data
tags that the table should contain. Press CONFIRM to add the table to the data report.

Graph

Shows a bar of the data tags and
the logged value.

The graph widget shows a chart where all the data points logged will be shown over
the selected period of time. Enter a name for the chart and select which data tags you
want to show in the chart. Chose a color for the data tags and click CONFIRM.

Formula

You can select one of the following formulas:

Data Report Formulas

Formula

Description

Average

Shows the average value over the time period selected

Min

Shows the minimum logged value in the time period selected

Max

Shows the maximum logged value in the time period selected

Median

The middle number of the logged numbers in the time period selected

Mode

Most common valug in the time period selected

Range

Shows the difference between the minimum and the maximum logged value in the time period selected

Sum

Adds all the logged values in the time period selected

First

Shows the first logged value of the time period selected

Last

Shows the last logged value of the time period selected
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=
Example of a data report:

¥ = s
s

- P % >

21,131.00

ST > ;

1,775960,064.00 S " i [ p— ot

As you can see in the image above, there are three dots located in the top-right of every widget.
If you click on these three dots, you can export the raw data (i.e., the data directly logged from
your PLC into the database, without any scaling factor applied).

‘% NOTE: If you have configured a dashboard but no data is displaying, please refresh your browser. If that doesn’t

solve the issue, check your tags using the Data Logger Test utility. If one or more tags are configured incorrectly, no
data will display.
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Download Logged Data
Data that has been stored as a Data Report may be downloaded and saved locally.
Data is downloaded from the WIDGET configured in a data report. For this reason, a TABLE
widget may be a good choice to log data that you expect to download. Configure the table with
all tags that you expect to save. This may make downloading data more efficient since tags will
be collected together in a single widget, allowing a single download.

While your subscription is active, view the Data Report that records the data you wish to save

locally. Then (1) click on the ellipsis in the Widget that is configured with the desired tags. n

Click on the (2) Export to CSV option. The data file will save to the local path where Windows
ordinarily downloads files. The file will be named (3) export.csv.

DEC 11,2017 — DEC 18,2017 ~ #* EDIT
s , I'd

Graph

60 4

DEC 11,2017 — DEC 18,2017 ~ #* EDIT
s , I'd

Graph Export to CS\J—fHeQg

] i I b

B expartesy e ~ | showall | x
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Status Info

The Status Info tab provides an overview of the usage of the data logging subscription, and
allows the subscription to be upgraded, paused, or deactivated. The Cloug Logging Introduction
button will open a brief slideshow outlining the top-level steps needed to set up data logging.

n Cloud Logging is active
Pause

Current license Deactivate

Beta Pro
5.000 data points per hour

In use with ADC Wired Router

UPGRADE LICENSE

3.875/ 5.000 data points per hour

49 data tags

6 live monitors

2 data reports

Cloud Logging introduction >

006006
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The Tag Configuration tab provides an easy method to add, edit, copy, or export data tags from

all defined data sources.

NOTE: The purpose of the tags export feature is to clone the set of tags in another router.

The Tag Configuration section displays all the data sources defined for the presently selected

tags for that data source, sorted by data type by default. The display can also be switched to a

StrideLinx router in the left-hand column. Selecting a data source will display all defined data n

table view showing a concise overview of the data logging parameters for each tag.

X Cloud Logging

ADC Wired Router ~ Q, search

BS  Dashboards nteger

MYN7_DATA[D]
o Status info o MYN7 DATA [ |

CONFIGURATION
B Tags
SLC 5/05 Legon Interval ~
CompactlLogix L35E
Every 30 seconds
Compacilogix 5380
Siemens $7-1200
Compacilogix

o myTimer.ACC
MicroLogix e

’ Triggers
~\ Test utility ‘“_";B"G‘f"_a'@]

myBoolArray[10]
n Send feedback BoolArray|

AZ B

MYN7_DATA[0]

~ bLyears -

New tags can be added by clicking the “+” icon in the lower right of the screen, which presents
the choice to add a new data tag or import tags from a CSV file. Selecting “Add new data tag”
will open a blank new tag dialog as discussed previously in this chapter. Importing from a CSV

file is discussed in the following subsection.

The configuration of any data tag can be edited by clicking the downward chevron at the right
of the tag. Clicking the ellipsis at the right of a tag will allow the tag to be duplicated, removed

or selected for group operations.
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Tags can be logged on a time interval, when the value changes, or when a trigger condition is
met.

Logging on Time Interval

When Log on Interval is selected, a time interval must be selected. At least one value must be
logged per hour and a maximum of 10 values per second may be logged The logging formula
can be selected to log the last value received, or the minimum, maximum or mean value over
the time interval.

The Retention Policy for the logged data must be set. Valid options are 6 months, 2 years,
5 years, or 7 years.

Logging on Change
When Log on Change is selected, the maximum number of logged values per hour must
be selected. Options range from 5 values per hour to 20,000 values per hour. Select a limit

appropriate for your application and data subscription. Logging only when the value changes or
on value change plus once each hour of unchanged value can be selected.

The Retention Policy for the logged data must be set. Valid options are 6 months, 2 years,
5 years, or 7 years.

Logging on Trigger
To log a batch of variables at the same time, ‘log on change’ is not sufficient. With the Log on
Trigger system you can select a variable to act as a trigger (one-shot). You then associate other

variables to this trigger variable. When that trigger variable changes, all attached variables are
logged once.

When Log on Trigger is selected, the value is logged each time a custom trigger condition is
met. The value will not be logged again until the trigger condition is false and then true again.
The maximum number of logged values per hour must also be selected. Options range from
5 values per hour to 20,000 values per hour. Select a limit appropriate for your application and
data subscription.

Trigger conditions can be created using any variable, and you can use the same trigger in
multiple data tags. Creation of triggers is discussed under “Trigger Configuration” on page
4-21.

The Retention Policy for the logged data must be set. Valid options are 6 months, 2 years,
5 years, or 7 years.
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Tags can also be selected for further operations by clicking the icon at the left side of the tag.
The selected set of tags can then be deleted, duplicated, or exported. Tags are exported as a
comma-delimited text file.

X Cloud Logging

ADC Tech Router ~

== Dashboards

o Status info

CONFIGURATION

B Tags
H2-DM1E
CLICK
P2-550

’ Triggers

\k Test utility

n Send feedback

nteger

OO0

Q, Search

DS100
Test1 int16
3.109

Click Seconds

cTe
3.49162

c1

D

AZ =

Importing Data Tags From CSV File

After clicking “Import from CSV File,” a file open dialog is presented. Select a previously
exported data tag file, which by default is named “export.csv.”

The CSV file will be opened, displaying the configuration data for all data tags in the file.

When ready to import the data tags, click the ADD button in the lower right.

If any data tags conflict with tags already configured on the device, the conflicting tag will be
highlighted on the screen and the import will not be completed. Delete any conflicting data tag
from the import list and click ADD. The new data tags are then added to any existing data tags.

Trigger Configuration

A Trigger allows logging of one or more data tags when a specified condition of another variable

is met.

The Trigger Configuration tab provides an easy method to add, edit, copy, or export trigger
conditions from all defined data sources. To begin, click Triggers
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The Trigger Configuration section displays all the data sources defined for the presently selected
StrideLinx router in the left-hand column. Selecting a data source will display all defined triggers
for that data source. The display can also be switched to a table view showing a concise overview
of the triggers for each data source.

X Cloud Logging

ADC Tech Router ~ Q, Search AZ B

== Dashboards

o Status info C1 Alarm @
CONFIGURATION AEE Condition name
el * C1Alarm
B Tags
; Triggers Condition T 4
Trigger if Equal to v True -
H2-DM1E

CLICK

C1 sensor tripped

Faes0 17/ 500

\\ Test utility

n Send feedback

CT6 High

New triggers can be added by clicking the “+” icon in the lower right of the screen, which
presents the choice to add a new trigger or import triggers from a CSV file. Selecting “Add
new trigger” will open a blank new trigger dialog. Importing from a CSV file is discussed in the
following subsection.

The configuration of any trigger can be edited by clicking the downward chevron at the right of
the trigger. Clicking the ellipsis at the right of a trigger will allow the trigger to be duplicated,
removed or selected for group operations.

For each trigger, select a variable from the list of configured variables in the current data source,
give the trigger a name, and select the condition to be met and threshold value. Optionally, a
description of up to 500 characters can be added.

Importing Data Triggers From CSV File

y-22 |

After clicking “Import from CSV File,” a file open dialog is presented. Select a previously
exported trigger file. The CSV file will be opened, displaying the configuration data for all
triggers in the file. When ready to import the triggers, click the ADD button in the lower right.
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Test Utility

The Data Logger Test Utility will test the configuration of each tag on a selected data source
device and communication with the device. If you have configured a dashboard but no data is
displaying, refresh/reload your browser. If data still does not display, one or more tags may be
configured incorrectly. Please use this utility to verify your tags.

Click START TEST beside the data logger you wish to test.

X Data logger test utility

E I[).zitﬂe.i‘lc_:gger on BRX PLC SoeT TEe

0

E l[).z?t‘é‘kjgger on CLICK PLC START TEST

If an error exists in any of the data tags, the first error encountered by the utility is displayed.

€ Testing data logger on BRX PLC

B lllegal data address

Address Tag name Type Latest value Status
30 MHR1 Int16
40 MIR1 Int16
465500 MIR65500 Int16

If the set of data tags passes the tests, “No errors” is displayed, as shown below. Tags which were
successfully retrieved show a green check mark in the status column, and display the latest value.

< Testing data logger on BRX PLC

No errors

Address Tag name Type Latest value Status
3.0 MHR1 Int16 17 (]
40 MIRT Int16 17 (]

NOTE: To ensure Data Logger Test Utility provides accurate results, please update/refresh your browser prior to
running the test, and make sure you have pushed the latest configuration to your router. The Test Utility displays raw
data; Factor doesn't affect the data shown.
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Pausing, Deactivating, & Terminating Your Datalogging
Subscription

Explanation of the Pause/Resume, Activate/Deactivate and Terminate Options for the
Datalogging Subscriptions.

Activate / Deactivate Datalogging

To begin a datalogging subscription, it must first be activated on the router. Go to Devices
— SUBSCRIPTIONS — Activate. You will be given a choice of datalogging options including
Trial (one free 30-day trial per company account), Standard (1K points per hour), Professional
(5K points per hour), and High-Resolution (20K points per hour). Once you activate your
subscription you may follow the instructions in this chapter to begin datalogging.

To Deactivate datalogging, you return to the same menu and select Deactivate. This will
end your datalogging subscription on this router and permanently delete your data. It is
recommended that you first save the data to your local machine before Deactivating. Once
you have deactivated a router, the datalogging subscription will still be active and available
to activate on another router. You will continue to be charged for its monthly use. If you
wish to terminate the subscription from your company account, please refer to the Terminate
Datalogging section below.

Pause / Resume Datalogging

Once the data logger is configured and you are logging data, you may pause if you temporarily
don’t need to collect data (i.e. during periods of maintenance or scheduled downtime). To
Pause data gathering, click on the ellipses in the Devices — SUBSCRIPTIONS page and select
“Pause”. If you plan to pause the data logging for a long period of time you may wish to push
the changes to the router from the CONFIG tab so that the router will stop collecting data.

Once you are ready to resume data logging, simply select “Resume”. If you had pushed the
pause changes to the router, then you should proceed with pushing these changes as well.

Terminating a Subscription

A

To terminate a subscription, navigate to the Billing — Subscriptions and “Edit Subscriptions”. It
is important to note that even though you may Deactivate a cloud data logging subscription, you
must still terminate it or you will continue to be billed. You cannot terminate an activated data
logging subscription. It must first be deactivated at the router and then can be terminated in the
Billing — Subscriptions settings. You may want to continue the data logging subscription if you
have data stored in the platform that you wish to remain active and available. Terminating your
subscription will permanently erase the stored data. Be sure to save any data before permanently
deleting it.

WARNING: Data is only stored for as long as you maintain your paid subscription. ALL data will be lost
if your subscription lapses or is terminated. Data for a specific device will be lost if a subscription is
removed from that device. Data is also only stored for a maximum of 7 years. If data older than 7 years
is important, please archive your data locally before the 7-year limit is reached.
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This manual covers the StrideLinx platform available from 2017 through 2021.

For details covering the StrideLinx Cloud 2.0 platform available after April 2021,
please click here to link to that manual.

The StrideLinx Cloud 2.0 manual includes details describing the Activation Code
model of Data Logging, Cloud Notify and other add-on features.

For information on the migration wizard from the original platform to StrideLinx
Cloud 2.0, click here.
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Cloud Notify

‘E NOTE: Model SE-SL3001 does not support notifications.

Why Cloud Notify?

Cloud Notify allows you to receive notification of conditions occurring in your equipment. For
instance, you can set alarms to be notified when your machine breaks down, needs maintenance
or when a temperature runs too high. You can categorize notifications as low, medium or high
priority, and receive only those notifications that are of importance to you.

How Does the Cloud Notify License Work?

Cloud Notify is fully managed on the StrideLinx platform. There is no need to program or
manually set up a PLC, router or any other device for notifications. This means you no longer
have to worry about missing a notification due to an expired SIM card, problems with the
internet connection, or SMTP servers.

Cloud Notify and the StrideLinx router work together seamlessly.

Simply add a Cloud Notify license to your router on the StrideLinx 30
platform, configure your triggers and the router will start monitoring D AY
your machine immediately. FREE TRIAL!
Each Cloud Nortify license is assignable to one router, and cannot be
reassigned except that the license will still be active for that router if
the router is transferred to another company. All Cloud Notify settings will be retained. A thirty
day free trial is available prior to purchasing a license.

Configure Cloud Notify On Your Device

Cloud Notify setup requires:
1. Set up Cloud Notify license.
2. Set up alarms for specific data variables in your connected equipment.

3. Select the priority level of alarm notifications to be sent to each user.

Each of these steps are detailed in this chapter.
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Set Up Cloud Notify License

Enter credit card information and subscribe to the Cloud Notify add-on service.

Click the account name (1) to toggle the menu list and show the Billing option (2). Click
Billing and click the Edit Billing Info icon (3) to enter credit card information.

Billing

My profile

[ 13

My company

- %

Switch company There is no billing info yet

= 1 .

Billing info is required to activate subscriptions.

Log eut
StifdéLinx L

&3]

Click on Devices (4), click the desired router (5), click the SUBSCRIPTIONS tab (6), then
click ACTIVATE in the Cloud Notify section(7).

Devices Q. -+ FD4G VPN Router

Devices o mcamel SUBSCRIPTIONS
D 40 VI Houter
2% Users CODTNIAT 028 - 17074591 .
\ Cloud Logging
[j Management FO WiFi VPH Router Gain inmight into your machines with reports and live dushboards.
ACTIVATE

M Evens @ O ied VPN Rouster
L Settings Notify
o s Get notified about impartant machine eventa.

Suppart
B Tools
StrftéLinx
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Set Up Data Sources For Alarm Notifications

Both Data Logging and Cloud Notify use the same data source configuration tool. If data
sources for Data Logging are already set up they can be used for Cloud Notify as well. If the data
source and specific variables to be used to trigger alarms are not yet set up, then follow these
steps. Otherwise, skip to the Cloud Notify Web App subsection later in this chapter.

— NOTE: This chapter uses Modbus protocol to illustrate data source configuration. Refer to Appendix G, H, I, J and K
——\| for Siemens S7, OPC UA, EtherNet/IP, BACnet, and MELSEC protocols, respectively.

Configure the address and protocol for the PLC from which data will be read
Click on the SERVICES tab (10). Click the +(Add) button (11).

FD 4G VPN Router

10

—

SERVICES

J:J—fj P — |

Services let you connect with your devices.

1L

Add a Name and the IP Address of the PLC where the data resides. Click NEXT.

X Add service

Please specify a target for this service

NEXT
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Select DATA SOURCE.

DATA SOURCE

BACK

Please choose a type for this service.

8 S

HTTP SERVER VNC SERVER

Select the Modbus protocol. If the Port must be changed, or a Slave ID must be entered for the
device from which data will be logged, enter those values, then click ADD to continue.

X Add service

Modbus

> 502

CDAB

1
BACK
Configure the data tags

To add a data tag after steps 1 and 2 have been completed, go to the SERVICES tab for the
router, and click the Edit services (pencil) icon next to the device for which you want to add

the data tag.

FD 4G VPN Router

SERVICES

H2-DM1E

Data logger

Modbus

192.168.140.25:502

£
-
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This opens the Edit services dialog. Click the name of the existing device for which you would

like to add a data tag.
X Edit services
H2-DM1E

192.168.140.25 B
==
@': ::%: Data loager @ y

-+ Add service

CANCEL DONE

— | NOTE: Itis advisable to enter data tags in small batches, and test the variables periodically to verify the entries. The
entries can be tested by clicking “RUN TEST” in the Configurator. Please refresh your browser if the information on
screen appears to not be updated properly at any time.

The resulting “Edit service” screen displays the parameters for the data source, plus a count of

existing data tags. Click OPEN CONFIGURATOR to add or edit tags.

& Edit service

Meodbus + 502

1 CDAB '

O

No variables

OPEN CONFIGURATOR

REMOVE CANCEL
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Data tags can be entered interactively, or a set of tags can be imported from a previously-
exported CSV file. Export of sets of data tags is discussed later in the “Export Data Tags”
subsection. For this example, select “Add new variable” to manually enter tags.

+1 Add new variable

B 'mport from CSV-file

B -

A data entry screen opens, with one new data tag ready to be entered. Set the relevant parameters
for the new data tag. Additional data tags can be entered in this round by clicking “+1” in the
lower left corner of the screen. When all the desired tags have been entered click ADD.

~ 3-Holding registers v

n|

+1 CANCEL
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Data tag input fields are described in the following two tables. Also see the Modbus address
translation chart in Appendix D for the key to enter addresses for AutomationDirect products.
Refer to Appendix G, H, I, J and K for details on setting up Siemens S7, OPC UA, EtherNet/
IP, BACnet and MELSEC protocols, respectively.

Data Tag Input Fields

Field Description
Name Give the data tag a logical name.
Address For Modbus protocol, the data tag address is the Modbus address (e.g., 412).

Please see Appendix D for address mapping for AutomationDirect PLCs.

Select a data type See next table for the available data types.
Unit (optional) Here you can assign a value to a unit, for example, gallons or psi.
Factor (optional) This allows you to multiply by a value.

For example, factor 0.01 divides the data value by 100.

Data Types Supported

Bool
Float32
Float64

Int8

Int16

Int32

Int64

Uint8
Uint16
Uint32
Uint64

Once you have added all the data tags you want to monitor, you will be prompted to push the
configuration to the router.

FD 4G VPN Router

CONFIG

This configuration is not in sync with the current
configuration on the device.

WAN Vg

The Cloud Notify web app can now be used to set up alarm notifications using these data tags.
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Export data tags

Data tag configurations can be exported in CSV format. The CSV file is downloaded to your
local PC, and can later be imported to set up another StrideLinx router.

Select data tags to be exported by clicking the icon for each data tag, or select all data tags at
once from the More Options («..) menu in the upper right corner of the screen. The selected
data tags can then be deleted, duplicated, or exported from the pop up menu at the bottom of
the screen.

X Email and Notify test > Do-more in Chris’s office
B —

Just a low priority condition (MC51)
Send medium priority email trigger (MC50)

Shout out to David (MC52)

ON N

Important number (MIR101)

O3

o &

Router Conditions for Alarm Notifications

The router itself may be a data source for events initiating notifications. The router appears on
the Subscriptions > Cloud Notify device list as “Localhost.”

The conditions available to initiate a notification are:
* MQTT Connected (router online, connected to the cloud server)
* MQTT logger connected (data logging and/or cloud notify from the router to the cloud server is active)
¢ VPN connected (the router is connected via VPN to the cloud server)

Notifications based on these conditions may be configured to alert the receiver to activity by
users or data usage on a cellular connection (typically when one of these conditions become
TRUE), or perhaps when a router has lost internet service (when these conditions become

FALSE).
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Formatting the Alarm Notification Email
The format of the timestamp in the heading of the email or message notifications is configured
in My Profile > My localization settings, for each recipient of a message. The Localization setting
controls the format of the time stamp (e.g., MM-DD-YY, DD-MM-YY, etc), and the timezone
sets the offset from UTC. The alarm notification email will display time in the selected time
zone, regardless of the time zone of the recipient email. Leaving timezone set as “Automatically”

will display the time stamp as UTC.

(@ gmoMaron My profile

® My info

My company

Full name Otto Mation
E Bill ing E-mail address oto@automationdirect. com
B3 Licences
I® Switch company
> Logout Language English

Localization English (Unizad

Timezone TGMT-04:00) Eastern Time (US & Canada)

StrfdéLink 5 [in

i companies Va

Edit localization (BMT-05:00) Central Time (US & Canada)

Otto Mation

(GMT-05:00) Bogota

Select a language (GMT-05:00) Lima
English

(BMT-05:00) Quito

(GMT-04:00) Eastern Time (US & Canada)

Automatically English (United States)

English (Zimbabwe)

CANCEL CONFIRM Afrikaans

Bahasa Indonesia

Bahasa Melayu (Malaysia)

StrideLinx™ Industrial VPN Routers User Manual 1st Edition, Rev. S 5 - 1 1



- StifticLinx Chapter 5: Cloud Notify

Cloud Notify Web App

The Cloud Notify web app is found under the SUBSCRIPTIONS tab after selecting a
StrideLinx device. Note that model SE-SL3001 does not support notifications.

FD 4G VPN Router

SUBSCRIPTIONS

B Cloud Notify
Get notified about important machine events.

Main Screen
The web app provides a central location to manage your Cloud Notify alarm notifications and
alarm recipients. To view or change the alarm notifications, (1) select a StrideLinx device with
an active Cloud Notify license, then (2) select a data source on that device. The screen will then
display the current list of configured alarm notifications.

X Cloud Notify
Email and Notify test vo Q, search Az B e

o You reed ta know this number

Click the downward chevron to the right of an alarm to display its details, or click the three dots
to copy, delete, or select the alarm for export.
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Adding Alarms

To add a new alarm, click the “+” icon in the lower right corner.

Alarms can be entered interactively, or can be imported from a previously-exported CSV file.
Export of sets of alarms is discussed later in this subsection. Importing a file will load the alarms

to this screen, as if they had been manually entered. For this example, select “Add new alarm”
to manually enter alarms.

+1 Add new alarm

B !mport from CSV-file

CANCEL

A new alarm dialog will be created, as shown below.

- Low priority alarm M

Trigger alarm if value is v 0

(m

+1 CANCEL

Enter the details for the new alarm. Each field is described in the following table.
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B

Field Description

Variable Select a variable from the current data source.

Alarm Name Give the alarm a logical name.

Severity Select Low, Medium or High priority. Used to filter which alarms notify each user.

Condition Select a comparison condition (e.g., Equal to, Greater than, efc.). Available conditions
are based on variable data type. The current value of the variable is compared to the
value set in Threshold using the selected Condition.

Threshold Enter the threshold value to which the current variable value will be compared.

B Period Atime value and unit may be entered to require the variable to meet the trigger condition

for the given time before the alarm is triggered.

Instructions Enter a message that will be sent when the alarm is triggered. Maximum 150 characters.

The router status can also be used to trigger an alarm. The router status variables are included
in the automatically generated “localhost” data source, as described below.

Localhost Data Source

Variable Description

MQTT connected Router is online and connected to the cloud server

MQTT logger connected Data logging and/or cloud notify from the router to the cloud server is active
VPN connected) Router is connected via VPN to the cloud server

Additional alarms can be created by clicking “+1” or copying the existing entry. When all alarms
have been entered click “ADD” in the lower right of the screen. The web app will return to its
main screen, with the alarms displayed Each alarm’s icon is color coded to indicate its priority.

Export Alarm Configurations

Alarm configurations can be exported in CSV format. The CSV file is downloaded to your local
PC, and can later be imported to set up another device.

Select alarms to be exported by clicking the icon for each alarm, or select all alarms at once from
the More Options (es) menu in the upper right corner of the web app. The selected alarms can
then be deleted, duplicated, or exported from the pop up menu at the bottom of the screen.
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X Cloud Notify

Email and Notify test ~ Q_ Search AZ =

‘ Alarms

E
L Localhost O Email! v
J

L— Do-more in Chris's office

. i
aw  Alarm receivers

Just a message v

n Send feedback

tem a0 @& P

Managing Alarm Recipients
Each user that is a member of this company within the StrideLinx platform can receive alarm
notifications at or above a selected priority. To edit the notification levels for each user, click
Alarm Receivers on the main web app screen.

X Alarm receivers

i (_Dhrlastqpher D08, e Notify high and medium priority ( . .
:. J.L‘Fi.e SfT‘P‘F. iatisnditeet:cim Always notify . .

CANCEL CONFIRM

By default all users are set to receive all alarm notifications. To assign notification levels to
individual users, turn off “Assign automatically,” which will then initially set all users to
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receive no notifications. Select the lowest priority alarm to be received by each user, and click
CONFIRM. The users will receive all alarms at the selected priority or higher.

Each user can fine tune email notifications for specific alarms by creating filters in the Message
Center, as discussed in the “Message Center” subsection later in this chapter.

What Happens When an Alarm is Triggered?

When the trigger condition for an alarm is met, a notification is sent to the relevant group of
users and the alarm is archived in the Message Center on the main StrideLinx platform page.

NOTE: A maximum of 10 notifications will be sent within a 5 minute period for each alarm. Subsequent notifications
will be dropped until the 5 minute window has expired. Notifications will continue for other alarms occurring within the
5 minute period.

B The alarm notification will be sent to the user’s email address as configured on the Users tab
of the StrideLinx platform, and a push notification will be sent to the user’s mobile device if
the iOS or Android mobile app is installed and configured to accept notifications. Email and
push notifications can each be disabled for individual alarms using Message Filtering. The
notification includes:

e the Alarm Name

*  the date and time the alarm was triggered

¢ the name and Device ID of the StrideLinx router
e thealarm’s Instructions message

as well as custom branding elements and the subscribed email address. A sample notification
email is shown below.

A N4

%ﬂ Company Logo (Custom Branding)

[Just a message|of[Email and Notify test f———————VPN Router Name
went off on[38/1/18, 726 PM UTCh———————Date and Time of Alarm

Alarm Name

nstructions: This ow priority alarm. It will go to
and hris. thisis e

million

Alarm Instructions

Device ID FKPESY
Device name Email and Notify tes

VPN Router Name & Device ID

Company Name
Custom URL (Premium Branding)
| f————————Subscribed Email Address

xon
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Message Center
Message Archive

The Message Center collects messages from all companies of which the user is a member, and
can be viewed and searched from the Messages tab on the main StrideLinx platform page. All
messages are viewable regardless of which company is currently connected.

Messages are stored on the StrideLinx platform for six months.

8 ﬂmhm User

LD Devices

[ Mansgement

B Messages 3 e |
B Eventlog

'\ Tools

© Support

- Messages

Just a message of Email and Notify

now this number of E

Just a message of Ema

o Email and Natity

test went off

tify test went of

of Email and Notify test went off on July

'l

13,2018 1:35PM

The archived messages
available for six months.

contain the same information as the email notification and remain

Received on

Message

Device ID

Device name

Company

Event

You need to know this number of Email and Notify test went off on July 13, 2018 1:46 PM

07/13/2018 1:46:29 PM

Instructions: This number has lasted more than a second!

FkPFSYgqoawo7

Email and Notify test

High priority alarm
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To search for specific messages, enter any text in the search box. The entire message is searched,

including all fields, and the results update dynamically as you type. The results may also be
filtered by company name or message priority.

Message Filtering

Message filters can be created to perform actions on messages meeting preset criteria. To create

a filter, click the Settings (gear) icon in the upper right of the Message Center, then click “Add
new filter.” After entering the filter details, click ADD to save the filter.

No filters

+ Add new filter {Ij
< Add new filter

Criteria

Actions
B% Don't send e-mail

=, Mark as read

e Delete

BACK
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Criteria

*  Message body contains — Matching messages must contain this text. All text from all fields
of the message is used in this criteria, as formatted in the message.

*  Message body does not contain — Matching messages must not contain this text. All text
from all fields of the message is used in this criteria, as formatted in the message.

*  Events — Any combination of Low, Medium or High Priority alarms, or Device Transfer,
can be selected to match.

*  Companies — A subset of companies in which the user is a member can be selected.

Actions

* Don’t send e-mail — Allows a user to receive the alarm in the Message Center without
receiving e-mails.

*  Don’t send push notification — Allows a user to receive the alarm in the Message Center
without receiving push notifications to a mobile device.

*  Mark as read — Mark matching messages as read on arrival in the Message Center.

*  Delete — Matching messages are deleted from the Message Center on arrival.

Configuring Your Mobile Device to Receive Push Notifications
The method for configuring push notifications on your device may vary by device manufacturer
and operating system version. We provide here examples for iOS and Android devices, but please
consult the documentation on your device if the following procedures do not match your device.

Push Notification on iOS

When the StrideLinx app is first installed on your iOS device, you may be asked to allow
notifications from the app. If you select “Allow” at this step, your device will be added to the
list of push devices on your StrideLinx account once you log into the app.

———

r o
“StrideLinx VPN"” Would Like
to Send You Motifications

Motifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don't Allow Allow

A GUSLOITIET REWITS

If you didn’t allow notifications initially and want to enable them later, tap Settings on your
device, tap Notifications, select StrideLinx VPN, then toggle “Allow Notifications.” This
settings dialog may also allow you to fine tune how notifications appear on your device.

Your device will now appear in the “My push devices” section of the “My profile” screen in the
StrideLinx platform and will receive push notifications by default.
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Push Notification on Android

When the StrideLinx app is first installed on your Android device, the device may apply your
default settings for app notifications. To check or change these settings, you will typically open
Settings, tap Notifications, then select StrideLinx VPN. From the subsequent screen, you can
allow notifications and set the details of how the StrideLinx app notifications will appear on
your device. The specifics of this screen will be device and OS version dependent.

Your device will now appear in the “My push devices” section of the “My profile” screen in the
StrideLinx platform and will receive push notifications by default.

View the List of Configured Push Devices on the StrideLinx Platform

You can verify that a device is set to receive push notifications by checking the “My push
devices” list on the StrideLinx platform, found by clicking your user name in the upper left,
then clicking “My profile.” A device can be deactivated from receiving any push notifications

by selecting DEACTIVATE on this screen.

My profile
B My profile or My access tokens
gany
pires e
B Biling
[ appis iphens
2 s mpa
[ samsung sm-nsooT
=3
[ unknown device
Lo My push devices
[0 applesasiras
O samsung74.0.3729.187 Androd 7,12 Chrome WebView 74 03719157
e M My permissions rd
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This manual covers the StrideLinx platform available from 2017 through 2021.

For details covering the StrideLinx Cloud 2.0 platform available after April 2021,
please click here to link to that manual.

The StrideLinx Cloud 2.0 manual includes details describing the Activation Code
model of Data Logging, Cloud Notify and other add-on features.

For information on the migration wizard from the original platform to StrideLinx
Cloud 2.0, click here.
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Antennas

The WiFi and 4G LTE variants of the StrideLinx VPN Router require external antennas to
improve signal strength. The 4G LTE antennas use a standard SMA screw antenna connector,
and the WiFi antennas use an RP-SMA screw antenna connector.

Several antenna options are available, as follows.

4G LTE Antennas (for P/N SE-SL3011-4G and SE-SL3011-4GG)

STRIDE 4G LTE antennas are available in three versions, providing direct connection,
magnetic mount, and panel mount options.

Note: Two antennas will provide best performance, including improved and more predictable
throughput and improved resistance to interference. If only one antenna is connected to the
router, it must be connected to the MAIN antenna connector, closer to the front of the router.

\

STRIDE whipftilt LTE STRIDE whip/straight  STRIDE dome LTE antenna,
antenna, connector . LTE antenna, magnetic  1P67, panel mount, 9.8ft/3m
mount. base mount, 9.8ft/3m  cable length.

cable length.

4G LTE Antenna Specifications

SE-ANT110 SE-ANT130* SE-ANT150
Fits SE-SL3011-4G and SE-SL3011-4GG
Antenna Connector SMA (M)
Application LTE, CDMA, GSM, HSPA, UMTS
Impedance 50Q
Antenna Type whip, tilt whip, straight dome
Cable Length N/A 3m[9.8 ] 3m[9.8 ]
Frequency Range 700-960MHz / 1.71-3.8 GHz 700-960MHz / 1.71-3.5 GHz 700-960MHz / 1.71-2.7 GHz
Gain -3.0dBi/ 0.9 dBi -2.50Bi / 0.1dBi 1.2dBi/3.2 dBi
Height 2.84in 13in 1.89in
IP Rating - - IP67
Maximum Power 10w 50W S5W
Mounting Screw Torque NA NA 2.94N-m

* Gains listed are based on the antenna being mounted on a suitable ground plane.
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=
WiFi Antennas, IEEE 802.11 b/g/n 2.4 GHz (for P/N SE-SL3011-WF)
STRIDE WiFi antennas are available in two versions, providing direct connection and panel
mount options.
it
STRIDE whip/straight 2.4 GHz WiFi STRIDE dome 2.4 GHz WiFi antenna,
antenna, IP65, connector mount. IP67, panel mount, 9.8ft/3m cable length.
802.11 b/g/n 2.4 GHz WiFi Antenna Specifications
SE-ANT210 SE-ANT250

Fits SE-SL3011-WF
Antenna Connector RP-SMA (M)
Application 802.11 b/g/n
Impedance 50Q
Antenna Type whip, straight dome
Cable Length NA 3m 9.8 1]
Frequency Range 2.4-25GHz 24-25GHz
Gain 1.8 dBi 1.5 dBi

u Height 12in 1891n
IP Rating IP65 P67
Maximum Power 1w SW
Mounting Screw Torque NA 2.94Nm
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Add-on Subscriptions & Licenses

These subscriptions and licenses provide added services to your StrideLinx remote access. These
are not needed for the basic function of the VPN remote access, but can be added to enhance

the value of the platform to you and your customers.

‘E NOTE: Model SE-SL3001 does not support Cloud Logging subscriptions or Cloud Notify license.

StrideLinx Add-on Subscriptions & Licenses

Part # Description Features
' 99.6% availability, 4-hour max consecutive downtime.
SE-SLo01 Service Level Agreement (SLA) For use with one StrideLinx company.
. Cloud Logging, Standard Unlimited cloud storage for up to 7 years with active subscription,
SE-SLO10 Data logging enabled at 1,000 data unlimited real time and user configurable dashboards,
samples per hour unlimited data reports,
Cloud Logging, Professional unlimited data tags,
SE-SLO11* Data logging enabled at 5,000 data Modbus, EtherNet/IP, Siemens S7 and OPC UA protocol support
samples per hour ) o
For use with one StrideLinx company.
Cloud Logging, High Resolution
SE-SLO12* |  Data logging enabled at 20,000 data Data logging traffic does not affect monthly data usage
samples per hour (5 GB free or Data Top-up subscriptions).
Prioritized push and email notifications for lost device connections and
3 ” - customized trigger conditions.
SE-SL020 Cloud Nofity License Supports Modbus, EtherNet/IP, Siemens S7 and OPC-UA protocols.
For use with one StrideLinx router.
SE-SLO30 Data Top-up, 5GB
Additional monthly data traffic.
SE-SLO31 Data Top-up, 1568 For use with one StrideLinx company.
SE-SL032 Data Top-up, 50GB
3 ) - Includes rebranded StrideLinx platform with custom company domain
SE-SL040 Premium Branding License and contact/support information. For use with one StrideLinx company.

* Model SE-SL3001 does not support Cloud Logging subscriptions or Cloud Notify License.

All add-on subscriptions and licenses are available at www.StrideLinx.com. Log into your

account for all subscription purchases, upgrades, and cancellations.
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To order a subscription, credit card information must be added to your account on the Billing
page. Subscriptions can be purchased from the Billing page by (1) clicking your user name, (2)
clicking Billing, and (3) clicking the “Edit subscription” (pencil) icon under “Subscriptions”.
Cloud data logging subscriptions (and 30-day free trials) may also be added by clicking on a
device and selecting SUBSCRIPTIONS on the third-tier menu.

Billing

Be

@ Info P

-msil address

Invoice address

e I I 4

Payment method

illing periad

B subscriptions 9

&3]

™

Last moified s

StrfdéLinx Cloud Logging 1 licanss 2017-09-25 180852

To terminate a subscription, navigate to Billing—Subscriptions and “Edit Subscriptions”. It is
important to note that even though you may Deactivate a cloud data logging subscription, you
must still terminate it or you will continue to be billed. You cannot terminate an activated data
logging subscription. It must first be deactivated at the router and then can be terminated in
the Billing—Subscriptions settings. You may want to continue the data logging subscription
to easily transfer the datalogging license to other routers in your company. Deactivating or
terminating your subscription will permanently erase the stored data. Be sure to save any data
before permanently deleting it.

All subscriptions can be purchased on a recurring monthly or annual basis. Annual purchases
receive a free month of subscription. Subscriptions are automatically renewed until they are
canceled. There is no prorating or refunds on subscription services.

Add Data top-up and SLA subscriptions from the Subscription Edit link (3) shown in the
previous screenshot.

Service Level Agreement
Odur services are normally provided as is and on a best-effort basis. However, for customers who
u prefer a specific level of service a Service Level Agreement (SLA) is available for an additional fee.
The SLA provides guarantees of 99.6% availability and 4-hour maximum consecutive downtime
per router. Full terms of the agreement are available for download from the Subscription Edit
link discussed previously.

Cloud Logging

The Cloud Logging subscription is a completely cloud-based solution for gathering remote data
from your control components. All the values you have programmed in the PLC can be logged
by the StrideLinx logger, easily and securely. All Cloud Logging subscriptions offer unlimited
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live monitoring and historical data reporting dashboards, with unlimited number of data tags
and unlimited storage for up to 7 years.

Cloud Notify

Cloud Notify allows you to receive notification of conditions occurring in your equipment. For
instance, you can set alarms to be notified when your machine breaks down, needs maintenance
or when a temperature runs too high. You can categorize notifications as low, medium or high
priority, and receive only those notifications that are of importance to you.

Cloud Notify and the StrideLinx router work together seamlessly. Simply add a Cloud Notify
license to a router on the StrideLinx platform, configure your triggers and the router will start
monitoring your machine immediately.

Each Cloud Notify license is assignable to one router, and cannot be reassigned except that

the license will still be active for that router if the router is transferred to another company. All
Cloud Notify settings will be retained.

Data Top-up
The intended use of the StrideLinx platform is secure remote access to industrial control
equipment for remote service. A monthly allowance of 5GB data traffic per company account
is included, and is sufficient in most cases to accomplish remote service.
When the platform is used for other purposes, the data traffic may exceed the 5GB allowance.
The StrideLinx platform includes optional Data Top-up subscriptions to increase the monthly

limit by an additional 5GB (SE-SL030), an additional 15GB (SE-SL031) or an additional
50GB (SE-SL032)

If the data traffic for a company reaches the monthly limit, further data traffic will be throttled
to 50kbit/sec. This is adequate to access and program a PLC.

Although data usage is affected by the number of users accessing the platform, we expect the
most significant data usage to be from an IP camera connected on the platform.

Any Cloud Logging subscription data does not count toward the data traffic allowance and is
not subject to throttling.

Premium Branding
The StrideLinx premium branding license extends the level of customization available on the
StrideLinx platform. The license includes rebranding of the StrideLinx platform with a custom
company domain and contact/support information.

Premium branding can be purchased and activated from the My Company page. u

See Appendix L for more detail on Premium Branding features.
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This manual covers the StrideLinx platform available from 2017 through 2021.

For details covering the StrideLinx Cloud 2.0 platform available after April 2021,
please click here to link to that manual.

The StrideLinx Cloud 2.0 manual includes details describing the Activation Code
model of Data Logging, Cloud Notify and other add-on features.

For information on the migration wizard from the original platform to StrideLinx
Cloud 2.0, click here.
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Troubleshooting Overview ,
Troubleshooting
A video providing a troubleshooting overview is accessible by
clicking the thumbnail at the right, or by copying the following Strj'de: Linx >
URL to your browser:
hetps://www.AutomationDirect.com/VID-CM-0029 VPN Router

My StrideLinx Router Doesn’t Come Online

‘ NOTE: The ACT and SIGNAL LEDs always display the active status of the router. See the LED Status Indicators
section in Chapter 1 to review the status descriptions and help identify the problem.

Internet Connection

Make sure that the StrideLinx router is connected to the internet, via an Ethernet cable, WiFi
signal or 4G cellular signal.

Make sure your cellular 4G SIM card is activated by the carrier.

Connectivity
Make sure that the router can connect to our servers. The connectivity requirements section in
Chapter 1 explains how the StrideLinx router connects to our servers.

Network Settings

Make sure that the router’s LAN and WAN IP addresses are in different subnets. This isn’t
typically a problem if the default WAN DHCP settings are used.

Configuration
Make sure that the StrideLinx router has been configured properly. The name of the
configuration file must be ixrouter.conf and it needs to be placed in the root directory of a USB
stick. Once placed in the router, the ACT light should blink fast (blue) for 20-30 seconds,
indicating that it’s running the registration procedure. If this doesn’t happen and you’ve
followed the instructions, you may try a different USB stick.

‘ NOTE: It's best practice to remove the config file from the USB after the router has been registered so that on power
up the router boots from the current configuration rather than the initial configuration.

Proxy

If the internet connection uses a proxy, you’ll have to configure the StrideLinx router accordingly.
You do this during the creation of your WAN configuration file by clicking SHOW MORE
in the top right of the “WAN” page, as is described in the “Registering your Device” section of n

Chapter 2. Contact the local IT department for details on the proxy server.

Configuring the SE-SL3011-4G or SE-SL3011-4GG Router for a New SIM Card

If you’re reconfiguring your router with a different SIM card than before, make sure that:

1. The router is powered OFF when switching the SIM cards, as removing a SIM card from
a powered device may cause problems.

2. The new SIM card was inserted before starting the router, otherwise it doesn’t recognize
the new SIM card.
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Switching Your WAN Configuration from Wired to WiFi/4G and Vice Versa

The internet connection method can be changed for a WiFi or 4G StrideLinx router from the
StrideLinx platform. Before changing the connection method, make sure the new connection
method is available to the router (e.g., Ethernet cable is connected, WiFi network is available,
SIM card is inserted, antennas are connected). Remember that if the new connection method
to the router is not available, access to the router will be lost and the router will need to be
defaulted and reconfigured

/!\ WARNING: DO NOT insert or remove the SIM card when power is applied to the router.

To begin, select Devices from the first-tier menu (1), select the router to be configured in the
second-tier menu (2), select the CONFIG tab in the third-tier menu (3), and then click the
pencil icon to the right of “WAN” (4).

Devices 0, - FD 4G VPM@ater
3
INF

CONFIG

St!ﬁ‘h@) ..... sk 258395798
An “Edit WAN?” dialog opens, as shown below.

X Edit WAN

Y Wired network OFF
Cellular network ON
APN broadband

Click the desired WAN connection method to turn it on. A configuration dialog for the selected
WAN connection method will open. Enter the relevant configuration parameters as discussed
in the “Configure the Internet Settings” subsection of Chapter 2.

Finally, from the CONFIG tab push the changes to the router.
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Country-wide Censored Internet Accessibility?

If your StrideLinx router is located in China or another country with censored internet
accessibility, you need to turn on the “censoring” option to have your router be able to set
up a2 VPN connection to our StrideLinx servers. You can find this setting on the respective
StrideLinx router’s info page by clicking the ellipsis in the VPN section and selecting “Stealth
mode”, as is depicted below. The configuration change will be automatically pushed to the
router if it is online, or the next time it connects to the StrideLinx Platform.

@ VPN Edit VPN access

CONNECT Stealth mode @

StrideLinx Router Log File

The log file can be obtained by placing a USB stick (without a config file) in the StrideLinx
router and removing it after 10 seconds. If you just rebooted the router it is best to wait at least
3 minutes before removing the USB stick to be sure that the router has gone through all the
necessary steps. With this log file we can further investigate your issue.

I Can’t Connect to the StrideLinx Router

VPN Client
Make sure you have installed the VPN Client. The Installing the VPN Client section of Chapter
2 explains the installation.

Once you've installed the VPN Client, refresh the StrideLinx Platform page to have it re-check
for the VPN Client to see if it’s installed.

Proxy

If you’re behind a proxy the VPN Client will try to automatically detect the necessary settings.
In case the VPN Client is unable to do so, you may have to manually enter the address, port,
login and password in your VPN Client’s settings. Contact your local IT department for this
information.

TAP Adapter
Make sure that the TAP adapter (installed with the VPN Client) isn’t disabled and that an older

version (< version 9) has not been installed 4fter installing the VPN Client. You can check this
in Windows at: Control Panel\Network and Internet\Network Connections.
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VPN Connection

In Windows you can only have one active VPN connection at a time. If you get disconnected
shortly after connecting to your StrideLinx router it is possible you already have a VPN
connection active.

Simplify the connection. For example, connect directly to the internet rather than connecting
through an office VPN, and connect to the internet using a Windows PC rather than a virtual
Windows machine on a Mac.

VPN Client Log File
On a Windows PC you can find the VPN Client log files at “C:\ProgramData\StrideLinx\VPN
Client\Logs”. Usually, the most recent log file is the most relevant. With this log file we can
further investigate your issue.

I Can’t Connect to My Device(s) Behind the StrideLinx Router

VPN Connection

Make sure that you are connected to the StrideLinx router. As a check you can try to ping the
router’s VPN address or LAN-side IP address. If you don’t get a reply, but the website says
you’re connected, close and restart the VPN Client and attempt to connect again.

Simplify the connection. Connect directly to the internet rather than connecting through an
office VPN, for example. Connect to the internet using a Windows PC rather than a virtual
Windows machine on a Mac, for example.

IP Range
Make sure that your device’s IP address is in the same range as the StrideLinx router and that
the subnet mask is the same as the router, which is usually 255.255.255.0.

Default Gateway
Make sure that your device is configured with a default gateway. This setting can also just be
named “gateway” or something along the lines of “use router”. The default gateway needs to be
set to the IP address of the StrideLinx router.

Timeout Setting
Increase the timeout setting to allow sufficient time for the internet connection. For testing, set
this to the maximum timeout. If the problem is not the timeout, a maximum setting will cause
the failure response to take a very long time (over a minute).

Programming Software Does Not Allow Multiple Programming Connections
Most programming software will only allow a single user to be connected to and programming
a device at a time. Make sure no other users are programming the device.

I Don’t Know How to Configure My Device
If you don’t know how to configure your device for connection through the StrideLinx VPN,
you can consult our connection examples in Chapter 3.
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I Am Unable to Configure My Device

If you are unable to configure your device, you can set “no gateway configured” in the LAN
configuration of your StrideLinx router. Go to the StrideLinx Platform, select your router, go to
the CONFIG tab, click on the pencil icon in the top right corner of the LAN settings, and click
SHOW MORE in the newly opened window to change the advanced LAN settings.

= NOTE: The “No gateway configured” setting should only be used as a last resort. In some cases it may cause
‘ unexpected behavior. We recommend to always properly configure your device with a default gateway if you want to
access it remotely.

Check Your Settings

You can check if your device is properly configured by pinging its IP address once you've set up
a VPN connection to your StrideLinx router.

AAAAA NOTE: Pinging a PC? A PC may have firewall rules that block your inbound ping request. Resulting in you not
= receiving a reply and thus not being able to check if you can access the PC remotely. If possible, you could enable
‘E the following inbound firewall rules on that PC:
« AllICMP V4
* File and Printer Sharing (Echo Request - ICMPv4-In).

I Still Can’t Connect to My Device

If you receive a reply in the ping check above, but are still unable to connect to your device, the
issue may reside in the (development) software that you are using to connect. In this case you
can consult our connection examples in Chapter 3 or contact the manufacturer.

I Can’t Connect to My HTTP/VNC Server
Accessibility

Make sure you can reach your device. You can check this by pinging its IP address once you've

set up a VPN connection to your StrideLinx router. If you do not receive a reply, please follow
the steps explained above under “I can’t connect to my device(s) behind the StrideLinx router.”

HTTP/VNC Server

Make sure there is an HTTP or VNC server running on your device. You can check this by
establishing a VPN connection to your StrideLinx router and:

* In case of an HTTP server, type the IP address of your device in your browser.
e In case of a VNC server, connect using a 3rd party VNC viewer (e.g. Real VNC).

Password n
There may be a password set on the device. This can usually be checked on the device itself.
StrideLinx Router Settings

Make sure the router settings are properly configured, including a password if applicable,
if you’re trying to access the HTTP/VNC server directly via www.StrideLinx.com.

The “HTTP/VNC/Data Logging services and shortcuts” section of Chapter 2 explains how
you can add or manage these services.
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Specific Service and Server Settings
A VNC server running on certain devices may require advanced settings, such as encoding type
or color depth. You can configure these settings by clicking SHOW MORE in the top right
corner when configuring a service.

If you have a VNC server running on a computer, make sure you configure your VNC server’s
encryption setting, if available, to also accept unencrypted connections.

Wireless Connectivity

Troubleshooting a StrideLinx router with 4G or WiFi is best accomplished as follows.

1.

The WiFi connection SSID must be alphanumeric; it cannot include special characters,
such as hyphen, apostrophe, etc.

Be sure the issue is WAN connectivity - The ACT LED will be blinking red 1 time for no
internet connectivity. If the ACT LED is anything other than blinking red 1 time, then
the issue is not wireless connectivity.

Check the Signal LED to determine if the router has a good signal. If not, check to make
sure the antenna connectors are properly screwed on to the router and that the cable is not
twisted, pinched, or damaged.

a.  Observe the area around the antenna installation. The magnetic and screw mount
antennas work best when connected to a metal ground plane at least 30 cm?. In
addition, metal located above or on the sides of the antenna will decrease the range.

b. Clear line of sight between the router antenna and the wireless access point will
provide a better connection.

c.  (4G) If asingle antenna is used, ensure the antenna is connected to the MAIN antenna
connector, nearer to the front of the router. If a single antenna is connected properly
to the MAIN connector, add a second antenna to the DIV connector.

If a good signal is shown (purple or blue) on the Signal LED, then
a.  (WiFi) check to make sure the SSID and password are correct.

b.  (4G) check to make sure the SIM card is properly inserted into the router and that the
APN and PIN code have been correctly entered.

c.  (4G) Make sure your cellular 4G SIM card is activated by the carrier.
As a double check, use a smartphone at the router location to check the signal strength.

a.  (WiFi) Open WiFi settings and confirm wireless access point signal strength and
SSID, password.

b. (4G) On an AT&T smartphone, look in the upper left hand corner to determine
network signal strength.

If your smartphone shows a signal the wireless connection to the router should also be adequate.

For the 4G router, diagnose issues with the data plan or SIM card using AT&T’s web site
at heeps://marketplace.att.com/data-plans.

a.  Verify that the monthly 4G data limit has not been exceeded.

b.  Verify that the correct certified device type (i.e., IXON StrideLinx VPN Router 4G)
has been selected for use with the SIM card.

c.  Use AT&T’s diagnostics feature to check for other issues with the data plan.
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C-2

This manual covers the StrideLinx platform available from 2017 through 2021.

For details covering the StrideLinx Cloud 2.0 platform available after April 2021,
please click here to link to that manual.

The StrideLinx Cloud 2.0 manual includes details describing the Activation Code
model of Data Logging, Cloud Notify and other add-on features.

For information on the migration wizard from the original platform to StrideLinx
Cloud 2.0, click here.
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Security Considerations for Control Systems Networks

A video providing an overview of security considerations is
accessible by clicking the thumbnail at the right, or by copying

the following URL to your browser: .
hetps://www.AutomationDirect.com/VID-CM-0028 St rfd CLinx
VPN Router

Security Overview

Manufacturers are realizing that to stay competitive, their Automation and Control Systems
need to be more integrated within their plant. The systems often need to be integrated with
upstream Enterprise Data Systems, and even further integrated to allow information to be
accessible across multiple plants, or even through the Internet. This convergence of the IT
world with the Automation World creates challenges in maintaining secure systems and
protecting your investments in processes, personnel, data and intellectual property.

While Automation Networks and Systems have built-in password protection schemes, this

is only one very small step in securing your systems. Automation Control System Networks
need to incorporate data protection and security measures that are at least as robust as a
typical business computer system. We recommend that users of PLCs, HMI products and
SCADA systems perform your own network security analysis to determine the proper level
of security required for you application. However, the Department of Homeland Security’s
National Cybersecurity and Communications Integration Center (NCCIC) and Industrial
Control Systems Cyber Emergency Response Team (ICS-CERT) has provided direction
related to network security and safety under an approach described as “Defense in Depth”,
which is published at heeps://www.us-cert.gov/sites/default/files/recommended practices/
NCCIC ICS-CERT Defense in Depth 2016 _S508C.pdf.

This comprehensive security strategy involves physical protection methods, as well as process
and policy methods. This approach creates multiple layers and levels of security for industrial
automation systems. Such safeguards include the location of control system networks behind
firewalls, their isolation from business networks, the use of intrusion detection systems,

and the use of secure methods for remote access such as Virtual Private Networks (VPNs).
Further, users should minimize network exposure for all control system devices and such
control systems and these systems should not directly face the internet. Following these
procedures should significantly reduce your risks both from external sources as well as internal
sources, and provide a more secure system.

It is the user’s responsibility to protect such systems, just as you would protect your computer

and business systems. AutomationDirect recommends using one or more of these resources in

putting together a secure system:

e US-CERT’s Control Systems Security Program at the following web address:
hetps://ics-cert.us-cert.gov/Recommended-Practices

Technology — Guide to Industrial Control Systems (ICS) Security
hteps://csre.nist.gov/publications/detail/sp/800-82/rev-2/final

e ISA99, Industrial Automation and Control Systems Security http://www.isa.org/
MSTemplate.cfm?Microsite]D=988&Committee]D=6821 (please note this is a summary
and these standards have to be purchased from ISA)

e Special Publication 800-82 of the National Institute of Standards and n
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This set of resources provides a comprehensive approach to securing a control system network
and reducing risk and exposure from security breaches. Given the nature of any system that
accesses the internet, it is incumbent upon each user to assess the needs and requirements

of their application, and take steps to mitigate the particular security risks inherent in their
control system

Safety Guidelines

NOTE: Products with CE marks perform their required functions safely and adhere to relevant standards as
specified by CE directives provided they are used according to their intended purpose and that the instructions
in this manual are adhered to. The protection provided by the equipment may be impaired if this equipment is
used in a manner not specified in this manual. A listing of our international affiliates is available on our Web site:
https://www.AutomationDirect.com

WARNING: Providing a safe operating environment for personnel and equipment is your responsibility
and should be your primary goal during system planning and installation. Automation systems can fail
and may result in situations that can cause serious injury to personnel or damage to equipment. Do not
rely on the automation system alone to provide a safe operating environment. You should use external
electromechanical devices, such as relays or limit switches, that are independent of the PLC application
to provide protection for any part of the system that may cause personal injury or damage. Every
automation application is different, so there may be special requirements for your particular application.
Make sure you follow all national, state, and local government requirements for the proper installation
and use of your equipment.

Plan for Safety

The best way to provide a safe operating environment is to make personnel and equipment
safety part of the planning process. You should examine every aspect of the system to
determine which areas are critical to operator or machine safety. If you are not familiar with
control system installation practices, or your company does not have established installation
guidelines, you should obtain additional information from the following sources.

* NEMA — The National Electrical Manufacturers Association, located in Washington,
D.C. publishes many different documents that discuss standards for industrial control
systems. You can order these publications directly from NEMA. Some of these include:

ICS 1, General Standards for Industrial Control and Systems
ICS 3, Industrial Systems
ICS 6, Enclosures for Industrial Control Systems

* NEC — The National Electrical Code provides regulations concerning the installation and
use of various types of electrical equipment. Copies of the NEC Handbook can often be
obtained from your local electrical equipment distributor or your local library.

* Local and State Agencies — many local governments and state governments have additional
requirements above and beyond those described in the NEC Handbook. Check with your
local Electrical Inspector or Fire Marshall office for information.
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Digital Input Safety Lockout

A video providing an overview of using the StrideLinx router’s

Digital Input as a part of your safety lockout procedures is .
accessible by clicking the thumbnail at the right, or by copying St[j’d eLinx
the following URL to your browser:

https://www.AutomationDirect.com/VID-CM-0034 Digital Input
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This manual covers the StrideLinx platform available from 2017 through 2021.

For details covering the StrideLinx Cloud 2.0 platform available after April 2021,
please click here to link to that manual.

The StrideLinx Cloud 2.0 manual includes details describing the Activation Code
model of Data Logging, Cloud Notify and other add-on features.

For information on the migration wizard from the original platform to StrideLinx
Cloud 2.0, click here.
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StrideLinx Modbus to AutomationDirect PLC Address Maps

The following tables provide mapping between StrideLinx Modbus addresses and specific

AutomationDirect PLC product line addresses.

CLICK PLCs

Reading Coils (Function Code 1)

Function Code | StrideLinx Modbus Address Data Type CLICK Address
1 8192 l
1 8207 Y16
1 8224 Y101
1 8239 Y116
1 8256 Y201
1 8273 Y216
1 8287 Y301
1 8302 Y316
1 8320 Y401
1 8335 Y416
1 8352 BooL Y501
1 8367 Y516
1 8384 Y601
1 8399 Y616
1 8416 Y701
1 8431 Y716
1 8448 Y801
1 8463 Y816
1 16384 C1
1 18383 €2000
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B
Function Code | StrideLinx Modbus Address Data Type CLICK Address

2 0 X

2 15 X16
D) k) X101

2 47 X116
2 64 X201
2 79 X216
2 96 X301
2 111 X316
2 128 X401
2 143 X416
2 160 X501
2 175 X516
2 192 — X601
2 207 X616
2 224 X701
2 239 X716
2 256 X801
2 271 X816
2 45056 T

2 45555 T500
2 49152 CT

2 49401 CT250
2 61440 SC1

2 62439 SC1000

Function Code | StrideLinx Modbus Address Data Type CLICK Address
4 61440 INT16, UINT16 or S00
4 62439 BOOL* SD1000
4 57344/57345 XDO
4 57360/57361 132 or T2 XD8
n * BOOL: When using BOOL with Input and Holding Registers, a zero value in the register indicates False in the data logger.
Any non-zero value indicates True in the data logger.
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Reading Holding Registers (Function Code 3)

Function Code | StrideLinx Modbus Address Data Type CLICK Address
3 0 DSt
3 4499 DS4500
3 24576 INT16, UINT16 or DH!
3 25075 BOOL DH500
3 45056 D1
3 45555 D500
3 16384/16385 DD
3 18382/18383 DD1000
3 4915249153 CTD1
INT32 or UINT32
3 49650/49651 CTD250
3 57856/57857 Y00
3 57872/87873 YD8
3 28672/28673 DF1
FLOAT3?
3 29670/29671 DF500

* BOOL: When using BOOL with Input and Holding Registers, a zero value in the register indicates False in the data logger.
Any non-zero value indicates True in the data logger.
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[
DirectLogic PLCs
Function Code | StrideLinx Modbus Address Data Type DirectLogic Address
1 0 GY0
1 2047 GY3777
1 2048 Y0
1 3071 Y1777
1 3072 co
1 5119 c3r77
1 5120 oot S0
1 6143 S1777
1 6144 70
1 6399 1377
1 6400 CT0
1 6655 CT377
Function Code | StrideLinx Modbus Address Data Type DirectLogic Address
2 0 GX0
2 2047 GX3777
2 2048 X0
2 3071 oot X777
2 3072 SPO
2 3583 SP777
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Reading Input Registers (Function Code 4)

Function Code | StrideLinx Modbus Address Data Type DirectLogic Address
4 0 INT16, UINT16 or Vo
4 1705 BOOL V41237
4 0/ VONV1
4 12 INT32 or UINT32 VN2
4 17054/17055 V41236/V41237
4 0/ VONV1
4 12 FLOAT32 VN2
4 17054/17055 V41236/V41237

* BOOL: When using BOOL with Input and Holding Registers, a zero value in the register indicates False in the data logger.

Any non-zero value indicates True in the data logger.

Reading Holding Registers (Function Code 3)

Function Code | StrideLinx Modbus Address Data Type DirectLogic Address

3 0 INT16, UINT6 or Vo

3 17055 BOOL V41237

3 oA VON1

3 12 INT32 or UINT32 VIN2

3 17054/17055 V41236/V41237

3 0 VON1

3 12 FLOAT32 VIN2

3 17054/17055 V41236/V41237

* BOOL: When using BOOL with Input and Holding Registers, a zero value in the register indicates False in the data logger.

Any non-zero value indicates True in the data logger.
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Do-more PLCs

Reading Coils (Function Code 1)

Function Code | StrideLinx Modbus Address Data Type Do-more! Address
1 0 MC1
1 1 BOOL MC2
1 65534 MC65535

Reading Input Bits (Function Code 2)

Function Code | StrideLinx Modbus Address Data Type Do-more! Address
2 0 MH
2 1 BOOL MI2
2 65534 MI65535

Code 4)

Reading Input Registers (Function

Function Code | StrideLinx Modbus Address Data Type Do-more! Address**

4 0 MIR1
INT16, UINT16 or

4 1 BOOL* MIR2
4 65534 MIR65535
4 0 -
4 1/2 INT32 or UINT32 MIR2:D
4 65533/65534 MIR65534:D
4 0 -
4 1 FLOAT32 MIR2:RD
4 65533/65534 MIR65534:RD

* BOOL: When using BOOL with Input and Holding Registers, a zero value in the register indicates False in the data logger.
Any non-zero value indicates True in the data logger.

** Double integers (32 bit) can only be used on even number addresses in Do-more! (MIR2, MIR4, etc...).
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Reading Holding Registers (Function Code 3)

Function Code | StrideLinx Modbus Address Data Type Do-more! Address**

3 0 MHR1
INT16, UINT16 or

3 1 BOOL* MHR2
3 65534 MHR65535
3 0 -
3 1/2 INT32 or UINT32 MHR2:D
3 65533/65534 MHR65534:D
3 0 -
3 1/2 FLOAT32 MHR2:RD
3 65533/65534 MHR65534:RD

* BOOL: When using BOOL with Input and Holding Registers, a zero value in the register indicates False in the data logger.
Any non-zero value indicates True in the data logger.

** Double integers (32 bit) can only be used on even number addresses in Do-more! (MIR2, MIR4, etc...).
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Productivity Series PLCs

Reading Coils (Function Code 1)

Function Code | StrideLinx Modbus Address Data Type Productivity Address*
1 0 000001
1 1 BOOL 000002
1 65534 065535

* Modbus addresses must be assigned to the tags in the “Tag Database” area of the Productivity Suite Programming Software.

Reading Input Bits (Function Code 2)

Function Code | StrideLinx Modbus Address Data Type Productivity Address*
2 0 100001
2 1 BOOL 100002
2 65534 165535

* Modbus addresses must be assigned to the tags in the

“Tag Database” area of the Productivity Suite Programming Software.

Reading Input Registers (Function Code 4)

Function Code | StrideLinx Modbus Address Data Type Productivity Address**
4 0 300001
INT16, UINT16 or
4 1 BOOL* 300002
4 65534 365535
4 0 300001/300002
4 1 INT32 or UINT32 300002/300003
4 65534 365535/365536
4 0 300001/300002
4 1 FLOAT32 300002/300003
4 65534 365535/365536

* BOOL: When using BOOL with Input and Holding Registers, a zero value in the register indicates False in the data logger.
Any non-zero value indicates True in the data logger.

** Modbus addresses must be assigned to the tags in the “Tag Database” area of the Productivity Suite Programming Software.
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Reading Holding Registers (Function Code 3)

Function Code | StrideLinx Modbus Address Data Type Productivity Address**
3 0 400001
INT16, UINT16 or
3 1 BOOL* 400002
3 65534 465535
3 0 400001/400002
3 1 INT32 or UINT32 400002/400003
3 65534 465535/465536
3 0 400001/400002
3 1 FLOAT32 400002/400003
3 65534 465535/465536

* BOOL: When using BOOL with Input and Holding Registers, a zero value in the register indicates False in the data logger.
Any non-zero value indicates True in the data logger.

** Modbus addresses must be assigned to the tags in the “Tag Database” area of the Productivity Suite Programming Software
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This manual covers the StrideLinx platform available from 2017 through 2021.

For details covering the StrideLinx Cloud 2.0 platform available after April 2021,
please click here to link to that manual.

The StrideLinx Cloud 2.0 manual includes details describing the Activation Code
model of Data Logging, Cloud Notify and other add-on features.

For information on the migration wizard from the original platform to StrideLinx
Cloud 2.0, click here.
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Introduction: Intended Audience
The StrideLinx Remote Access Solution is designed to offer safe and secure remote access E

to industrial equipment worldwide for efficient remote troubleshooting, programming and
monitoring. As a result, it significantly reduces service costs and machine downtime. The
intended audience of this document is personnel responsible for the administration and security
of the network environment in which the StrideLinx product will reside (i.e., IT dept., network
admins, etc.). The router will generate outbound traffic to create an internet connection;
therefore, the network administrator of your network should be consulted.

The StrideLinx platform and router provide a secure method to access your control devices
remotely, but it is important to note that it is just one part of an overall security strategy. It is
important to evaluate and re-evaluate over time, the conditions of your particular network. A
list of helpful resources is available in Appendix C, “Safety and Security Considerations” or at
http://support.automationdirect.com/docs/securityconsiderations.pdf.

Solution explained

The StrideLinx Remote Access Solution comprises the StrideLinx router, web-based platform,
and VPN client.

StrideLinx Router
The StrideLinx router can easily be connected to the hardware on your machine, allowing you
to access your machine remotely for monitoring, troubleshooting and service purposes. ADC
will offer the router in 3 variants: Ethernet wired, 4G LTE (America — AT&T) and WiFi
(802.11b/g/n). The 4G LTE & WiFi models can also be configured as wired by using the
RJ45 WAN port.

StrideLinx Platform

The StrideLinx platform is a secure web-based platform made up of a worldwide network of
scalable servers. It is focused on delivering and enhancing innovative secure remote access.
The StrideLinx router connects your hardware to the StrideLinx platform via a secure VPN
connection.

StrideLinx Client

The VPN client is a light-weight application that runs in the background on your laptop or PC.
A VPN connection is established when you use the StrideLinx platform to remotely connect to
your devices.

Overview

The remote access solution is made up of two connections — the client to platform (cloud
servers) and the platform (cloud servers) to the router. This first connection is made when the
local VPN router makes a VPN connection to the cloud server immediately upon startup. This
ensures that all traffic between the router and platform is securely encrypted through the VPN
tunnel. Communication for this link is initiated by the local router to the cloud-based server via
an outbound connection through standard ports that are typically open, such as HTTPS. This
usually requires no changes to the corporate IT firewall, thus satisfying I'T security concerns.
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With the router and server connected, the remote user is given two options for the second
connection between them and the cloud servers. The first option is to connect by HTTPS
by simply connecting the mobile device or PC/laptop to the platform using a web browser
(clientless access). No VPN client is required for this mode and allows the user flexibility in
connecting to the platform from any mobile device or PC with a web browser. Capabilities in
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this mode include all standard platform functionality except VPN connection. The user has

access to the router, but not to the LAN devices behind the router. So, programming software

and other tools that require being on the local area network will not work in this mode. Two E
features that are supported in clientless access mode are VNC server & web server access by
creating a shortcut on the Info tab of the router. This shortcut creates a secure port forward

from the LAN port to the VPN tunnel. The shortcut allows users to access all of the features
included on the LAN devices’ VNC or web servers in a secure manner. Clientless access mode

is protected by TLS1.2, but does not pass through the VPN tunnel from the cloud server to

the remote user.

The second option for users to connect is by PC/laptop to the platform by VPN, allowing
full local area network access. This method requires users log in to the platform through a
web browser and have the VPN client installed on their PC. Upon a verified request from the
remote user, the VPN client connects to the cloud server, providing a full VPN connection
from remote user (PC) to the router. Once both connections have been made, all data passing
through this VPN tunnel is secure.

Controls Networlk Security

Remote access
The StrideLinx router is equipped with a built-in firewall that completely separates the WAN
port (company network) from the LAN ports (controls network). The firewall blocks all
communication except for authorized and encrypted data verified by a valid certificate. This
means that only authorized users can access the controls network via our StrideLinx platform.

Local access

Default settings allow for zero communication from the company network to the controls
network (and vice versa). The StrideLinx router is configurable to allow communication from
the controls network to the company network, to the internet, or both. Authorization under
this scenario is by means of the firewall section of the Configuration in the StrideLinx platform.
There are three types of port forwarding supported in the StrideLinx router: LAN—WAN,
WAN—LAN, VPN—LAN.

¢ LAN—>WAN options allow access from the LAN to the corporate network or the internet.
This option is needed if you are accessing an FTP or mail server on the corporate network
or cloud. This option maintains good security practice if the corporate router is in place
with strong security measures.

*  WAN—-LAN options allow access by port forwarding to incoming traffic.

WARNING: This is usually not recommended as it opens specific ports to anyone on the
internet and could make the control network unsecure.

*  VPN—LAN port forwarding provides a secure port forward inside the encrypted VPN
tunnel so that StrideLinx users can access the HTTP server or VNC server of their control
network devices by shortcut services in the StrideLinx platform. This feature allows the
clientless access mode for mobile & PC users as described in the “Solutions Explained”
section above.
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Company Network Security

Connectivity

The StrideLinx router uses an outgoing port to establish a secure connection to our StrideLinx
platform. This means there is no need to open any incoming ports in your firewall. Via this
outgoing port, the StrideLinx router connects to different servers: REST API, MQTT and
OpenVPN servers. The IP addresses of these servers, as well as the number of servers, may
change over time and are thus not pre-defined. What is pre-defined is the domain of these
servers. This is why the StrideLinx router needs to be able to perform DNS requests; otherwise,
the StrideLinx router can’t connect to our servers.

Below is an overview of the outgoing ports and protocols that the StrideLinx router utilizes.

Outgoing Ports and Protocols

Port Protocol Application
443 TCP HTTPS, MQTT/TSL, OpenVPN
53 TCP & UDP DNS

Port 443 is a port that is normally open and also used by other services to set up a secure
connection (i.e. internet banking).

If necessary, the local (plant) IT department can choose to allow internet access based on the
MAC address or IP address of the StrideLinx router. The router WAN IP address can be set to
a static IP address on the wired router configuration; the WiFi router is set to default. However,
by default the WAN IP address is set to be obtained automatically via DHCP.

To communicate with the StrideLinx platform, the StrideLinx router firmware uses the proven
encryption standard SSL / TLS. The required TLS key exchange, crucial for security, is done
in accordance with the industry standard 2048-bit RSA with SHA-256. During the RSA
handshake the public server keys are shared and with built-in Certificate Authorities the server’s
identity is verified. The StrideLinx agent does not use 3rd party Certificate Authorities which
guarantees an up-to-date security for embedded devices. When setting up a VPN tunnel, the
necessary security licenses are downloaded and the Blowfish/AES encrypted VPN tunnel is
set up. Attacks like Man-in-the-middle, spoofing ARP and DNS hijacking will be detected
immediately.

The StrideLinx router remains permanently connected to the platform and sends out ‘keep-alive
heartbeats” on a regular interval. The remote connection between the StrideLinx router and
StrideLinx platform can be managed by the local operator. A digital input allows the user to
enable/disable the VPN connection at the flick of a switch, literally. For instance, this input can
be used by plant personnel to manage access to the router by outside personnel on an as-needed
basis. Alternatively, the connection can be terminated by powering off the StrideLinx router.
Once it is powered again, the StrideLinx router automatically re-establishes the connection with
the StrideLinx platform.
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If the local (plant) IT department does not allow any form of internet connection to third party
hardware, the StrideLinx router with 4G LTE may be used to isolate the controls network from

the corporate I'T network. LTE 4G access requires a standard SIM card (standard size, 2FF) for E
cellular internet access.

Remote access
The StrideLinx router is equipped with a built-in firewall that completely separates the WAN
port (company network) from the LAN ports (controls network). The firewall blocks all
communication except for authorized and encrypted data verified by a valid certificate. This
means that only authorized users can access the controls network via our StrideLinx platform.

Local access

Default settings allow for zero communication from the company network to the controls
network (and vice versa). The StrideLinx router is configurable to allow communication from
the controls network to the company network, to the internet, or both. Authorization under
this scenario is by means of the firewall section of the Configuration in the StrideLinx platform.
There are three types of port forwarding supported in the StrideLinx router: LAN—WAN,
WAN—LAN, VPN—LAN.

e LAN—>WAN options allow access from the LAN to the corporate network or the internet.
This option is needed if you are accessing a FTP or mail server on the corporate network
or cloud. This option maintains good security practice if the corporate router is in place
with strong security measures.

*  WAN—-LAN options allow access by port forwarding to incoming traffic.

WARNING: This is usually not recommended as it opens specific ports to anyone on the
internet and could make the control network unsecure.

*  VPN—LAN port forwarding provides a secure port forward inside the encrypted VPN
tunnel so that StrideLinx users can access the HTTP server or VNC server of their controls
network devices by shortcut services in the StrideLinx platform. This feature allows the
clientless access mode for mobile & PC users as described in the “Solution Explained”
section above.

StrideLinx Platform Security

Servers

Our servers are hosted at one of the world’s largest cloud providers. All servers are certified by
national and international safety standards.

StrideLinx platform
A crucial link within the complete StrideLinx solution is the StrideLinx platform, which acts as
a secure proxy for the data between the StrideLinx router and StrideLinx client. The browser
always checks for the valid SSL certificate on the StrideLinx platform. As a result, the StrideLinx
platform is protected against so called man-in-the-middle attacks.
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Only authorized users can access the controls network via our StrideLinx platform. This requires
you to have an account (login information) as well as having received an invite to the particular
company and being granted access and permission to the registered StrideLinx router(s).

The StrideLinx platform checks for login attempts forced by software to identify a username
and password combination (so called Brute Force Attacks). Such attempts are detected and
blocked by the StrideLinx platform. As an additional safety measure it is possible to set up
2-factor authentication for your account.

All login sessions, connections with the StrideLinx router, changes made to the details or
configuration and reboots of the StrideLinx router are being logged with a timestamp and
designated user (if applicable). All these logs can be viewed on the StrideLinx platform under
“Latest events”: when navigating to “Devices” and selecting a specific StrideLinx router, or
when navigating to “Users” and selecting a specific user.

The StrideLinx platform is the only component in the complete StrideLinx solution in which
ports are exposed to the Internet. However, only VPN connections which carry a valid x.509
certificate receive access. The certificate is downloaded automatically once the user is successfully
logged in and presses “connect” to connect to a specific StrideLinx router.

VPN Client Security

StrideLinx client is a light-weight application that runs in the background on your PC. It creates
a virtual Ethernet port on your PC and handles all communication between your PC and the
StrideLinx platform.

The StrideLinx client uses the proven encryption standard SSL / TLS. The required TLS key
exchange, crucial for security, is done in accordance with the industry standard 2048-bit RSA
with SHA-256. During the RSA handshake the public server keys are shared, with built-in
Certificate Authorities the server’s identity is verified. The StrideLinx client does not use 3rd
party Certificate Authorities which guarantees an up-to-date security. When setting up a VPN
tunnel, the necessary security licenses are downloaded and the Blowfish/AES encrypted VPN
tunnel is set up. Attacks like man-in-the-middle, spoofing ARP and DNS hijacking will be
detected immediately.
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This manual covers the StrideLinx platform available from 2017 through 2021.

For details covering the StrideLinx Cloud 2.0 platform available after April 2021,
please click here to link to that manual.

The StrideLinx Cloud 2.0 manual includes details describing the Activation Code
model of Data Logging, Cloud Notify and other add-on features.

For information on the migration wizard from the original platform to StrideLinx
Cloud 2.0, click here.
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Network Topology

To facilitate description of the capabilities of various AutomationDirect product lines when
connected to a StrideLinx VPN router, the overall topology of a network connecting plant
devices to the StrideLinx platform can be divided into three zones, as illustrated in the two
figures later in this appendix.

The zones are defined as follows.

*  Zone 1 is outside the company network, and includes the StrideLinx platform and secure
connections to it from various devices.

e Zone 2 is the company network, which exists behind a corporate firewall. This zone may
include various computer systems, but is isolated from the plant/controls network by the
internal firewall of the VPN router.

e Zone 3 comprises the devices connected to the VPN router, and thus potentially capable
of secure remote connection.

‘ NOTE: Zone 2 does not participate at all in StrideLinx communications when a 4G cellular connection is used on the
VPN router, since the 4G connection does not traverse the company network.
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Network with StrideLinx VPN router using wired or WiFi network connectivity
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Network with StrideLinx VPN router using 4G cellular network connectivity
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| |
Device Capabilities
The following table describes the capabilities of devices to establish communications connections
across various network zones, as defined earlier.
n Communications Capabilities of Devices Connected to StrideLinx Router

Functionality Zone 1->3 Zone Zone Zone Zone Zone
(StrideLinx App or | 1->3 | 2->376 | 3-526 | 3->1 3-53
Browser w/o VPN) | (VPN)

Generic PLC programming SW
(Windows) N Y Y NA NA Y
Productivity programming SW N Y Y NA NA Y
BRX programming SW N Y Y NA NA Y
C-more programming SW N Y Y NA NA Y
C-more Remote Access (PC) N Y Y NA NA
PxK/C-mare web server Y4 Y Y NA NA
PxK/C-maore FTP access
(into PxK/C-more) N Y Y NA NA Y
BRX/PxK/C-more Email to Server 2 2
(sent from BRX/PxK/C-mare) NA NA NA Y Y NA
PxK/C-maore FTP to PC 2 2
(sent from PxK/C-more) NA NA NA Y Y NA
PxK/CG-mare mobile app ) 3
(connect by WiFi) N Y Y NA NA Y
3rd party PLC or HMI web/VNC server YS Y Y NA NA Y
Windows-based machine control N Y Y NA NA Y
2nd StrideLinx Router
(M2M or site-to-site) NA NA NA NA N NA

1. Connections from Zone 2 to 3 can be made through VPN on a PC but require firewall adjustments (port forwarding) for
other devices. Consideration for security should be made before making firewall adjustments.

2. StrideLinx router firewall must be configured to allow internet access from the LAN side or allow access to corporate
network. This data does not pass through the VPN tunnel.

3. StrideLinx router firewall must be configured to allow access to corporate network in order for the C-more Mobile App to connect.

4. PxK/C-more web server must be configured in StrideLinx platform (services tab) to provide the shortcut on the router
dashhoard page.

5. Web/VNC server capability depends on 3rd parly device capability. Web/VNC server must be configured in StrideLinx
platform (services tab) to provide the shortcut on the router dashboard page.

6. Connections to/from Zone 2 are not applicable when using a 4G cellular connection.

7. NA is used when the device is not located in the starting or ending zone.

8. Router firmware versions v3.13 and newer support connection from the C-more Mobile App across a mobile VPN tunnel
(app versions 2.0.0 and newer).

connectivity functions such as unicast messaging, default gateway support and retry timeout parameters. ADC tech
support can assist with basic networking/connectivity troubleshooting for any device connected to a StrideLinx router,
but only officially supports ADC hardware and programming software tools.

‘E NOTE: The StrideLinx router & platform should operate with any TCP/UDP Ethernet device designed with remote
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This manual covers the StrideLinx platform available from 2017 through 2021.

For details covering the StrideLinx Cloud 2.0 platform available after April 2021,
please click here to link to that manual.

The StrideLinx Cloud 2.0 manual includes details describing the Activation Code
model of Data Logging, Cloud Notify and other add-on features.

For information on the migration wizard from the original platform to StrideLinx
Cloud 2.0, click here.
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Set up data source for a device using Siemens S7 protocol

In order to use the cloud data logging or cloud notification functionality with a Siemens S7
PLC, the communication between the StrideLinx router and the PLC must be configured first.
We will use Siemens TIA Portal software to collect information on the PLC and set required
configuration options, then use the StrideLinx platform to set up data logging.

Prepare the Siemens PLC for remote data logging or notifications

Find the rack and slot numbers

In TIA Portal, click on the CPU and select “Project Information” in the center panel. Make note
of the rack number and slot number to enter into the StrideLinx platform later.
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Find the static IP address

The PLC must have a static IP address in order to be accessed throught the VPN. To find or
set the IP address, select “Ethernet addresses” in the center panel. Make note of the IP address
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and subnet mask. Be sure the subnet mask shown matches the subnet mask of the VPN router.
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Enable external access

In the PLC, make sure you enable the “Permit access with PUT/GET communication from
remote partner (PLC, HMI, OPC, ...)” option.
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The Siemens S7 PLC is now ready to set up data logging or notifications on the StrideLinx
platform.
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Configure the address and protocol for the PLC from which data will be read
On the StrideLinx platform, click on the SERVICES tab (10). Click the +(Add) button (11).

FD 4G VPN Router

10

SERVICES

Services let you connect with your devices.

1L

Add a Name and the IP Address of the PLC where the data resides. Click NEXT.

X Add service

Please specify a target for this service

NEXT
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Select DATA SOURCE.

X Add service
n Please choose a type for this service.

(! SJ

DATA SOURCE HTTP SERVER VNC SERVER

BACK

Select the Siemens S7 protocol. Fill in the rack and slot that were previously recorded for the
PLC. Then click ADD to continue.

X Add service

Siemens $7-300/400/1200/1500 - 102

BACK ADD
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Configure the data tags

To add a data tag, go to the SERVICES tab for the router and click the Edit services (pencil)
icon next to the device for which you want to add the data tag.

ADC Wired Router

SERVICES

Seimens S7 1200 )

10.11.0.45 @
Data logger Siemens $7-300/400/1200/1500 10.11.0.45 1m

This opens the Edit services dialog. Click the name of the existing device for which you would
like to add a data tag.

Seimens 87 1200

10.11.0.45

e Dazfa.lo.c_ﬂelr J\l.:] "—,:9
+  Add service

CANCEL DONE

entries can be tested by clicking “RUN TEST” in the Configurator, or from the Cloud Logging Web App as described
in the Data Logger Test Utility section. Please refresh your browser if the information on screen appears to not be
updated properly at any time.

. NOTE: It is advisable to enter data tags in small batches, and test the variables periodically to verify the entries. The

The resulting “Edit service” screen displays the parameters for the data source, plus a count of

existing data tags. Click OPEN CONFIGURATOR to add or edit tags.
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<€ Edit service

n 0 2

O

6 variables

OPEN CONFIGURATOR

REMOVE

102

CANCEL

Data tags can be entered interactively, or a set of tags can be imported from a previously-
exported CSV file. Export of sets of data tags is discussed later in the “Export Data Tags”
subsection. For this example, select “Add new variable” to manually enter tags.

+1 Add new variable

. Import from CSV-file

CANCEL

A data entry screen opens, with one new data tag ready to be entered. Set the relevant parameters
for the new data tag. The data tag input fields and supported data types are described in the next
two tables, respectively. Subsequent figures illustrate the correct syntax for entering Siemens S7
addresses. Additional data tags can be entered in this round by clicking “+1” in the lower left
corner of the screen. When all the desired tags have been entered click ADD.
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o e ﬂ

+1 CANCEL
Field Description
Name Give the data tag a logical name.
Select a data type See next table for the available data types.
Region Select the type of value that needs to be logged. Values are Qutput Byte (AB),
Input Byte (EB), Data Block (DB) and Markers (MB)
Data Block Define in which data block the data tag is located.
Address Define at which address in the data block the tag is located.
Unit (optional) Here you can assign a value to a unit, for example, gallons or psi.
Factor (optional) This allows you to multiply by a value.
For example, factor 0.01 divides the data value by 100.

Data Types Supported

StrideLinx Siemens S7 Elementary Types Siemens S7 Memory Types

Bool BOOL 1/Q/M/DBX

Float32 REAL |D/QD/MD/DBD

Float64
Int8 BYTE 1B/QB/WB/DBB
Int16 INT IW/QW/MW/DBW
Int32 DINT ID/QD/MD/DBD
Ini64

String CHAR DBB String/DBB Char
Uint8

Uint16 WORD IW/QW/MW/DBW
Uint32 DWORD ID/QD/MD/DBD
Uint64
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The following subsection, “Siemens S7 address notation and lookup,” presents the recommended
method to determine the correct address and syntax for your data tag. After all data is entered,
click ADD to continue.

Once you have added all the data tags you want to log, you will be prompted to push the
configuration to the router.

n FD 4G VPN Router

CONFIG

This configuration is not in sync with the current

configuration on the device.

WAN s

The data tag entries should now be verified using the procedure described in the “Test Utility”
subsections of Chapter 4 and Chapter 5.

NOTE: Additional data tag parameters related specifically to data logging (i.e., sampling interval, data retention
policy, and logging only when changed) can be set from the Cloud Logging web app discussed in Chapter 4.

The Cloud Logging web app can now be used to set up data dashboards and to adjust additional
data tag parameters related specifically to data logging, and the Cloud Notify web app can be

used to set up alarm notifications.

Export data tags

Data tag configurations can be exported in CSV format. The CSV file is downloaded to your
local PC, and can later be imported to set up another StrideLinx router.

Select data tags to be exported by clicking the icon for each data tag, or select all darta tags at
once from the More Options («..) menu in the upper right corner of the screen. The selected
data tags can then be deleted, duplicated, or exported from the pop up menu at the bottom of

the screen.
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Siemens 87 address notation and lookup

The following data within Siemens S7 PLC is addressable for remote access.

Siemens S7 Memory Addressing

Memory Type Range Description | Read/Write Data Type
[* 0.00-65535.7 Bit
IB* (0-65535 Byte
Input Memory RW
W= (0-65535 Word
D> (0-65535 Double Word
Q* 0.00-65535.7 Bit
B~ 0-65535 Byte
Q Output Memory RW
Qw = 0-65535 Word
QD ~ 0-65535 Double Word
M= 0.00-65535.7 Bit
MB * 0-65535 Byte
M Internal Memory RW
MW * (0-65535 Word
MD * 0-65535 Double Word
DBX ™ Bit
DBB * Byte
Data Block
DB 1.0-65535.65535 RW
DBW * Memory Word
DBD * Double Word

* Does not need to be entered. Only displayed.

NOTE: Timers and Counters are System Blocks that are not addressable.

NOTE: Data Blocks must have “Optimized Block Access” DISABLED in SIMATIC STEP 7 software in order to be
accessed remotely.

"Data_block_1 [DB42]

| General |
General -
: Attributes
Information
Time sz | Only stere in load memaory
Compilation = ; .
Protection | Data black write-protected in the device
Attributes '_‘ Optimized block access

Download wath_..

0K Cancel
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Use the Offset column of the Data Block as the byte address for StrideLinx. Even though the
DB is defined as “Int” the offset is still byte not word.

To view the status of the variables in the PLC, connect to the PLC within SIMATIC STEP 7
and add or open an existing Watch Table from the Devices Tree as shown below.

T4 Siemens - Project?

- . it o }
Ij\n{e:t Edit  view 1nsert. gnline  Options  Tool Lln-dfw .ﬂe—\p ) ) TotallyIntegrated Automation

G Y sevepoipat @ X 22X Do H G MEER F soonine (¥ cootfine S (A ¢ ° PORTAL
Devices 7]
e £ 8 5.
L) = 7R B[S 3
Mame Address Display farmat Monitor value Madify value # |3

[IY Device configuration 1 “MatarControl” MOTOR_RFL %DE2 DE/0 DEC_signed £00
%/ Online & diagnostics 2 "MetorControl %0E2D DEC_signed 600 =
~ [ Pragram blo Q 3 "Motorontrol 26DE2 DEX4 O Bool (=] TRUE ‘:
B ~dd new black =4 "MotorControl %DE2 DEXA 1 EBool 3 FaLsE 3-;
e o1 o | ;
[ ] e
) L
=
L4 =
)
[ ] L E
5 @
[ FLC tags ®
B T s
‘g Properties ||"_i.ilnfo y”ﬂ Diagnostics

4 Portal view

Data Block Addressing syntax differs some between what is seen in SIMATIC STEP 7 and in
StrideLinx. To view the Data Block, double click on the specific Data Block you wish to view.
When a specific Data Block is selected, a window like the one shown below will open.

T4 Siemens

Broject  Edm Yiew Inzert  Qnime  Oppon: Tools  Mindow Help Tatally ntagratad Automation
A saveprcjet B X T = xOre: UMD EER Y o M oookine LA x ' PORTAL
)
Devices ,'-,
00 2|PFE B BB ™ i (%]
MatorContrel -
» ) Progect B~ rame Data tyoe Offzet Shart valus Retain Viaible . Comment LJ
W 4 nave devace { 4@ - Stame =
dh Deacez tn 5 2 1.]_- b P Lin [aff=] 00 = =] MOTOR SHEED | |
~ [ PLE_T [€PU 12 cooc) [ I @ I 20 b
I Dewsc s Bacl 40 = =]
% Online & dagnostics i STOF Bool 4 = =]
g Pragram blocks @F
B #dd new block
2 Hain [0B1] [
@ Data_block_7 [DET] L}
@ Dats_blach_8 [DBE] @
@ Merartanmed [D62] L ]
* stemn blacks L
b Ll Technology objects
* [ Exvernal source files - 2 - =
i Bt ]
3 | Ditails view | @ poperties  [finfo | % Diagnastics

5 overvew | - Onlinesdi | werch bl | m Deta_block_ | Morarcom.
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The previous image shows DB2. Inside DB2, there are four variables:

e MOTOR_RPM is addressed at byte0 and is a 16-bit Integer.

e SETPOINT_RPM is addressed at byte2 and is also a 16-bit Integer.

»  START is addressed at byte 4, bit 0 and is a Boolean.

«  STOP is addressed at byte 4, bit 1 and is a Boolcan. ﬂ
If the “Offset” column is not displayed, right-click any column header to Show / Hide Columns.
These four variables would be addressed as follows in StrideLinx:

*  MOTOR_RPM: Type = Int16, Region = DB, Data block = 2, Address = 0

«  SETPOINT_RPM: Type = Int16, Region = DB, Data block = 2, Address = 2

*  START: Type = Boolean, Region = DB, Data block = 2, Address = 4, Bit = 0

«  STOP: Type = Boolean, Region = DB, Data block = 2, Address = 4, Bit = 1
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This manual covers the StrideLinx platform available from 2017 through 2021.

For details covering the StrideLinx Cloud 2.0 platform available after April 2021,
please click here to link to that manual.

The StrideLinx Cloud 2.0 manual includes details describing the Activation Code
model of Data Logging, Cloud Notify and other add-on features.

For information on the migration wizard from the original platform to StrideLinx
Cloud 2.0, click here.
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Appendix H: Set Up Data Source Using OPC UA protocol -

Set up data source for a device using OPC UA protocol

Configure the address and protocol for the PLC from which data will be read
Click on the SERVICES tab (10). Click the +(Add) button (11).

FD 4G VPN Router

10

SERVICES

m

30 [

Services let you connect with your devices.

1L

Add a Name and the IP Address of the PLC where the data resides. Click NEXT.

X Add service

Please specify a target for this service

NEXT
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Select DATA SOURCE.

Please choose a type for this service.

m 0 S

DATA SOURCE HTTP SERVER VNC SERVER

BACK

Select the OPC UA protocol and enter the port number of the OPC Server you are using. If
your PLC is protected with a password, select “Username and password” as the authentication
type and enter the credentials. Then click ADD to continue.

rotocol™ Port*

OPC Unified Architecture v 4840

Authentication type *

Anonymous -
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Configure the data tags

To add a data tag, go to the SERVICES tab for the router and click the Edit services (pencil)
icon next to the device for which you want to add the data tag.

ADC Wired Router

SERVICES

OPC/UA :
10.11.0.45 @
Data logger QPC Unified Architecture 10.11.0.45:4840

This opens the Edit services dialog. Click the name of the existing device for which you would
like to add a data tag.

¥ Edit services

OPC/UA

10.11.0.45

Q Da!:a Io(,j:qeli. 4":] (0]

+  Add service

CANCEL DONE

entries can be tested by clicking “RUN TEST” in the Configurator, or from the Cloud Logging Web App as described
in the Data Logger Test Utility section. Please refresh your browser if the information on screen appears to not be
updated properly at any time.

. NOTE: It is advisable to enter data tags in small batches, and test the variables periodically to verify the entries. The

The resulting “Edit service” screen displays the parameters for the data source, plus a count of

existing data tags. Click OPEN CONFIGURATOR to add or edit tags.
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< Edit service

4840

m Ancnymous -

1 variable

OPEN CONFIGURATOR

REMOVE CANCEL CONFIRM

Data tags can be entered interactively, or a set of tags can be imported from a previously-
exported CSV file. Export of sets of data tags is discussed later in the “Export Data Tags”
subsection. For this example, select “Add new variable” to manually enter tags.

+1 Add new variable

B 'mport from CSV-file

CANCEL

A data entry screen opens, with one new data tag ready to be entered. Set the relevant parameters
for the new data tag. The data tag input fields and supported data types are described in the next
two tables, respectively. Subsequent figures illustrate the correct syntax for entering OPC UA
addresses. Additional data tags can be entered in this round by clicking “+1” in the lower left
corner of the screen. When all the desired tags have been entered click ADD.
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+1

O ®

CANCEL AD

Data Tag Input Fields

Field Description
Name Give the data tag a logical name.
Select a data type See next table for the available data types.
Address See the next subsection, OPC UA Address notation and lookup.
Unit (optional) Here you can assign a value to a unit, for example, gallons or psi.
Factor (optional) This allows you to multiply by a value.

For example, factor 0.01 divides the data value by 100.

Data Types Supported

Bool

Float32

Float64

Int8

Int16

Int32

Int64

Uint8

Uint16

Uint32

Uint64

String
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There are two types of identifiers: string and numeric value. Both require a different data tag
address with cloud data logging or notification.

Addressing a data tag when the identifier type is “Numeric” is as follows: ns=(id);i=(identifier).
For example, a piece of integer numeric data with a numeric identifier of “20001” would be set
up in StrideLinx as shown below.

20001

Int32 ~ ns=2;i=20001

[n|

+1 CANCEL ADD

Addressing a data tag when the identifier type is “String” is as follows: ns=(id);s=(identifier).
Thus, the same piece of numeric data with a string identifier of “MotorSetpoint” would be set
up in StrideLinx as shown below.

MotorSetpoint

Int32 ¥ ns=2;s=MotorSetpoint

[n|

+1 CANCEL ADD

The following subsection, “OPC UA Address notation and lookup,” presents the recommended

method to determine the correct address and syntax for your data tag. After all data is entered,
click ADD to continue.

Once you have added all the data tags you want to log, you will be prompted to push the
configuration to the router.
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FD 4G VPN Router

CONFIG

This configuration is not in sync with the current
configuration on the device.

WAN Vd

The data tag entries should now be verified using the procedure described in the “Test Utility”
subsection of Chapter 4.

NOTE: Additional data tag parameters related specifically to data logging (i.e., sampling interval, data retention
policy, and logging only when changed) can be set from the Cloud Logging web app discussed in Chapter 4.

The Cloud Logging web app can now be used to set up data dashboards and to adjust additional
data tag parameters related specifically to data logging, and the Cloud Notify web app can be
used to set up alarm notifications.

Export data tags

Data tag configurations can be exported in CSV format. The CSV file is downloaded to your
local PC, and can later be imported to set up another StrideLinx router.

Select data tags to be exported by clicking the icon for each data tag, or select all data tags at
once from the More Options («.s) menu in the upper right corner of the screen. The selected
data tags can then be deleted, duplicated, or exported from the pop up menu at the bottom of

the screen.
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OPC UA address notation and lookup

We reccommend the UaExpert client software (available from United Automation) to search
for tags.

After installing and opening the UaExpert software, complete the following actions to set up a
connection with the OPC UA server:

1. Click the right mouse button on “Servers” at the top left.

2. Click “Add Server”.

3. Click “Advanced”.

4. Enter the IP-address and the port of the server and click “Ok”.

After the connection is made with the server, complete the following actions:

5. Find the tag in the “address space” in the bottom left.

6. Select the tag so its details are shown in the attribute window.

[ Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject* - o x

File View Sever Document Settings Help

IPDPE =0 X428 B X <

Project 8 X Data Access View © Atiributes 8 x
v [3 Project = Server Node Id Display Name Value Day 2 C)] (]
~ [ Servers 1 SI0PC-UAEm.. NS2Numericl.. OPC_STIVVIU. 0 UInt22 | [ agribute Value ~
12, 53 OPC-UA EmbeddedSen |2 53 OPC-UAEm.. NS2Numericl2.. OPCSTIV.VITD... 9998 L Noudld
ode odel
~ [1 Documents N Ind )
amespaceindex
[ Dats Access View |dentifierType Numeric
Identifier 20001
< > NedeClass Variable
T—— e BrowseName 2,"OPC_STIV.V1D
§ DisplayName “en-US", “OPC_STI
| No Highight - Description “en-US", "OPC_ST1
3 Reot A WriteMask 0
~ [ Objects UserWriteMask 0
2 Alarm Vv Value
) Dataset SourceTimestamp  07-Feb-06 07:28:15.
% Deviceset SourcePicoseconds 0
& DeviceTopology ServerTimestamp 07-Feb-06 07:28:15.
& Networket ServerPicoseconds 0
e LR StatusCode Good ((:00000000)
@ OPC_STIV.V1_REAL - Data\’_r“)":: zﬁz
@@ OPC_STIV.VI_UDINT v
@ OPC_STIV.V2.DINT <
@ OPC_STIV.V2_REAL References 8 x
@ OPC_STIV.V2_UDINT & [PIEE]rovan - o
“@ ProductionDatal.ActPressu
@ ProductionDatal.ActTempe Reference Target DisplayName
@ ProductionDatal ActualAm HasTypeDefiniti... BaseDataVariableType
@ ProductionDate].GoodPart:
@ ProductionDate].IsAlarm
@3 ProductionData].OverWeig
@ ProductinnNatal.ReiectPart ¥
< by < >

The namespace and identifier are the important attributes here. In this example, the namespace
and identifier are “2” and “20001”, respectively.

Thus, in this example the addressing of the data tag would look like this: ns=2;i=20001.
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This manual covers the StrideLinx platform available from 2017 through 2021.

For details covering the StrideLinx Cloud 2.0 platform available after April 2021,
please click here to link to that manual.

The StrideLinx Cloud 2.0 manual includes details describing the Activation Code
model of Data Logging, Cloud Notify and other add-on features.

For information on the migration wizard from the original platform to StrideLinx
Cloud 2.0, click here.
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Appendix I: Set Up Data Source Using EtherNet/IP protocol

Set up data source for a device using EtherNet/IP protocol

Considerations when defining tags to be read using EtherNet/IP

*  The StrideLinx EtherNet/IP data source driver supports the MicroLogix, ControlLogix,
CompactLogix and Micro800 families. Explicit and Implicit messaging are not supported.

StrideLinx EtherNet/IP data sources can communicate to CompactLogix, ControlLogix
and FlexLogix Ethernet modules and CPU Ethernet port back to version 15.

*  StrideLinx MicroLogix EtherNet/IP driver will communicate to the onboard ethernet ports
of the Micrologix 1100, 1200 and 1400. It will also communicate to the onboard ethernet
port of the SLC 5/05 CPU (Series A, FW Rev OS501, FRN5 and Series B and C) as well
as the ENI Adapter (Series B or newer).

The file number must always be specified in the Address definition for the Micrologix driver.

Each StrideLinx data source service consumes 1 TCP connection but no CIP connection
(Unconnected Messaging is used).

*  To access the tags in the Logix PLCs, the tag attribute “External Access” needs to be set to
Read/Write or Read Only, as shown below.

T Vege Devignes - Stride (5069 L306EAM 111 - [Controller Tags - Sedeicentrelier]] ]
L Bl [d% Wiew Gasech Legic  Comeunicstions Joolk  Windew  Help

BEFH S L@ ]
DOl 1. & Aun
Mo Forcas v, ;ﬂ- 1
Ho Edia 2 r"e:mkm i i
“ fs y BT 7 I T T AT AT s |
= S A Tags . o F
1 30 [ For s Ty [ |l hcmes [ Cormtoes | Sty [Cornmctens +] -5
DINT Fead Ve Ty
 Finact it i
Faad Oy
Hane
s Controber Or... fiy s |[J v Woniter Tags )£ Tags
Select a tag etemnal access RLine Edtion: Classe
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Configure the address and protocol for the PLC from which data will be read
Click on the SERVICES tab (10). Click the +(Add) button (11).

FD 4G VPN Router

10

SERVICES

n Services let you connect with your devices.

Add a Name and the IP Address of the PLC where the data resides. Click NEXT.

X Add service

Please specify a target for this service.

NEXT
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Select DATA SOURCE.

X Add service

Please choose a type for this service.

(| S

DATA SOURCE HTTP SERVER VNC SERVER

BACK

Select the EtherNet/IP protocol. The CPU type (MicroLogix, CompactLogix/ControlLogix/
FlexLogix or Micro800) must be selected. If CompactLogix/ControlLogix/FlexLogix or

Micro800 is selected, then the Rack number and Slot number must be entered. Click ADD
to continue.

Protocol Port
EtherNet/IP ~ 44818
cPU™*

MicroLogix

BACK ADD
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Configure the data tags

To add a data tag, go to the SERVICES tab for the router and click the Edit services (pencil)
icon next to the device for which you want to add the data tag.

ADC Wired Router

SERVICES

MicroLogix 3
10.11.0.50 @
=

Data logger EtherNet/IP 10.11.0.50:44818

This opens the Edit services dialog. Click the name of the existing device for which you would
like to add a data tag.

Name

MicroLogix

P address

10.11.0.50

6 e I SR 1 |
+  Add service

CANCEL DONE

NOTE: It is advisable to enter data tags in small batches, and test the variables periodically to verify the entries. The
entries can be tested by clicking “RUN TEST” in the Configurator, or from the Cloud Logging Web App as described
in the Data Logger Test Utility section. Please refresh your browser if the information on screen appears to not

be updated properly at any time. Possible EtherNet/IP errors and their potential resolutions are listed in the Error
Messages subsection at the end of this appendix.
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The resulting “Edit service” screen displays the parameters for the data source, plus a count of
existing data tags. Click OPEN CONFIGURATOR to add or edit tags.

IIHIIHHHI%iHH%IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Micrologix

D

OPEN CONFIGURATOR

CANCEL

Data tags can be entered interactively, or a set of tags can be imported from a previously-
exported CSV file. Export of sets of data tags is discussed later in the “Export Data Tags”
subsection. For this example, select “Add new variable” to manually enter tags.

+1 Add new variable

n Import from CSV-file

CANCEL

A data entry screen opens, with one new data tag ready to be entered. Set the relevant parameters
for the new data tag. The data tag input fields are described in the next table. Details for data
tag addressing with CompactLogix/ControlLogix/FlexLogix, MicroLogix and Micro800 are
presented in the next subsections. Additional data tags can be entered in this round by clicking
“+1” in the lower left corner of the screen. When all the desired tags have been entered click ADD.
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D

+1 CANCEL

Data Tag Input Fields

Field Description

Name Give the data tag a logical name.

Select a data type See next two subsections for the available data types.

Address Define at which address in the data block the tag is located. See next three

subsections for specific addressing considerations for CompactLogix/
ControlLogix/FlexLogix, MicroLogix and Micro800.

Unit (optional) Here you can assign a value to a unit, for example, gallons or psi.

Factor (optional) This allows you to multiply by a value.
For example, factor 0.01 divides the data value by 100.

After all data is entered, click ADD to continue.
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Once you have added all the data tags you want to log, you will be prompted to push the
configuration to the router.

FD 4G VPN Router

CONFIG

This configuration is not in sync with the current
configuration on the device.

WAN 7

The data tag entries should now be verified using the procedure described in the “Test Utility”
subsections of Chapter 4 and Chapter 5.

NOTE: Additional data tag parameters related specifically to data logging (i.e., sampling interval, data retention
policy, and logging only when changed) can be set from the Cloud Logging web app discussed in Chapter 4.

The Cloud Logging web app can now be used to set up data dashboards and to adjust additional
data tag parameters related specifically to data logging, and the Cloud Notify web app can be
used to set up alarm notifications.

Export data tags

Data tag configurations can be exported in CSV format. The CSV file is downloaded to your
local PC, and can later be imported to set up another StrideLinx router.

Select data tags to be exported by clicking the icon for each data tag, or select all data tags at
once from the More Options («es) menu in the upper right corner of the screen. The selected
data tags can then be deleted, duplicated, or exported from the pop up menu at the bottom of

the screen.
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B
CompactLogix/ControlLogix/FlexLogix addressing
This driver uses symbolic name addressing for access to the PLC tags. Enter the tag name (up to
60 characters) in the Address field. This needs to be the base Atomic address of the tag. StrideLinx
CANNOT access the full structure, only the structure members and simple Atomic tags.
Data Types Supported
StrideLinx EtherNet/IP Data Type EtherNet/IP Tag Types
Bool BOOL
Float32 REAL Atomic (Base) tags
Ini8 SINT Pre—defin_ed Structure tags™
User-defined Structure tags*
It INT prope
Int32 DINT Program Scope tags™*
String STRING

* Only the base tag members of any of these type of tags. See next two screenshots.

** Program scope tags require the following prefix syntax: Program: AAAA.BBBB where AAAA is
the Program name and BBBB is the tag name.

Scope:  [B)Stride w Show: Al Tags - V.
Name =g| & | Alias For Data Type Value € | Force Mask € | Style Des
+| myNewTag DINT 0 Decimal
= -Line1 Fan_Mator { il

I+ Line1.Speed DINT 1] Decimal
| Line.Start BOOL [ Decimal
—Line1.5top BOOL 1] Decimal
(= -Line1.RunTime TIMER Flany Eee)
__+ Line1 BunTime PRE DINT [ Decimal
| '+ Line1.RunTime.ACC | DINT [ Decimal
[~ LineT.RunTime. EN BOOL 1] Decimal
—Line1.RunTime. TT BOOL 1] Decimal
! Line1.RunTime.DN BOOL 0 Decimal
' Line1.Temp REAL 0.0 Float
Line1 Motor Run Time
Int32 Line1.RunTime. ACC
O u
+1 CANCEL ADD
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MicroLogix addressing

There are a few different formats of addressing that StrideLinx supports when connecting to the

MicroLogix and SLC 500 PLCs.
Addressing syntax is: Mf:w/b

Where M = Memory Type
f = File Number
w = Word Number

b = Bit Number

Specific memory types supported for StrideLinx datalogging of MicroLogix and SLC 500 PLCs

are listed in the following table.

Data Types Supported

Memory File Word Bit Description | Flag | Read/Write | StrideLinx
Type Number | Number | Number Type Data Type
S 2: 0-255 Status R Int16
S 2: 0-255 0-15 Status R Boolean
B 3:,9: 70 255: 0-255 Binary RW Int16
B 3:,9:TO 255: 0-255 0-15 Binary RW Boolean
T 4:,9:70 255: 0-255 Timer ACC RIW Int16
C 5:,9: 70 255: 0-255 Counter ACC R/W Int16
N 7:,9: TO 255: 0-255 Integer RW Int16
N 7:,9:T0 255: 0-255 0-15 Integer RW Boolean
F 8: t0 255: 0-255 Float RW Float32
L 9: to 255: 0-255 Long RW Int32
ST 9: to 255: 0-255 String RW String
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B
Micro800 addressing
This driver uses symbolic name addressing for access to the PLC tags. Enter the tag name (up to
60 characters) in the Address field. This needs to be the base Atomic address of the tag. StrideLinx
can only access Global Variables, and only Atomic data types.
StrideLinx Micro800 Data Type* Description
Boolean BOOLEAN Single discrete bit
Int8 SINT Signed integer 8 bit
Int16 INT Signed integer 16 bit
n Uint16 UINT Unsigned integer 16 bit
WORD
Int32 DINT Signed integer 32 bit
Uint32 UDINT Unsigned integer 32 bit
DWORD
Float32 REAL Floating point 32 bit
String STRING String (up to 254 characters)
All of the above Single Dimension Arrays Single dimension arrays of the data types above

* Global Variables only (No Program Local Variables or Function Block Local Variables),
Atomic Data types and single dimension elements of Afomic Data types only
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Error Messages
The following error message may arise during testing of the data source configuration. Possible
causes and remedies are shown for each error.

EtherNet/IP Error List

CompactLogix / ControlLogix / FlexLogix and Micro800

Error Text Cause / Remediation Steps
PLC Timeout No reply of any type from device. Device not existing, powered down or
IP address incorrect.
[TCP connection denied Device exists but does not appear to be an EtherNet/IP device. Wrong
IP address or EtherNet/IP not enabled on product.

[Too much data received. Ensure Structure
lelement is requested.

Error 0x01, EXT STS 0x0311: <Bad rack #> |Rack number does not exist for device. Default is typically 1.
Error 0x01, EXT STS 0x0312: <Bad slot#>  |Slot number incorrect for device. Default is typically 0.
Error 0x04, EXT STS 0x00: <Bad tagname>  [Tagname entered incorrectly or does not exist in device.

Error xxx, EXT STS xxx Manufacturer's error code. Consult documentation of manufacturer for cause
land resolution.

Full structure requested. Tagname should be ELEMENT of structure.

MicroLogix
Error Text Cause / Remediation Steps
PLC Timeout No reply of any type from device. Device not existing, powered down or IP
laddress incorrect.
[TCP connection denied Device exists but does not appear to be an EtherNet/IP device. Wrong IP

laddress or EtherNet/IP not enabled on product.
[Error 0x10, EXT STS 0x00: <Bad tagname>  |Address entered incorrectly or not in project. Correct or add to project.

Error xxx, EXT STS xxx Manufacturer’s error code. Consult documentation of manufacturer for cause
land resolution.

StrideLinx™ Industrial VPN Routers User Manual 1st Edition, Rev. S I I - 13



SET Ur DATA SOURCE USING
BACNET/IP PROTOCOL

In this Appendix...

Set up data source for a device using BACnet/IP protocol
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Appendix J: Set Up Data Source Using BACnet/IP protocol

This manual covers the StrideLinx platform available from 2017 through 2021.

For details covering the StrideLinx Cloud 2.0 platform available after April 2021,
please click here to link to that manual.

The StrideLinx Cloud 2.0 manual includes details describing the Activation Code
model of Data Logging, Cloud Notify and other add-on features.

For information on the migration wizard from the original platform to StrideLinx
Cloud 2.0, click here.
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Appendix J: Set Up Data Source Using BACnet/IP protocol -

Set up data source for a device using BACnet/IP protocol

Configure the address and protocol for the PLC from which data will be read
Click on the SERVICES tab (10). Click the +(Add) button (11).

FD 4G VPN Router

10

SERVICES

m

30 [

Services let you connect with your devices.

1L

Add a Name and the IP Address of the PLC where the data resides. Click NEXT.

X Add service

Please specify a target for this service

NEXT
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Select DATA SOURCE.

Please choose a type for this service.

(! SJ

DATA SOURCE HTTP SERVER VNC SERVER

n o

Select the BACnet/IP protocol and enter the port number of the BACnet device (47808 by
default). Click ADD to continue.

X Add service

[0 FD 4G VPN Router

BACnet/IP - 47308

BACK ADD

]-'1- I StrideLinx™ Industrial VPN Routers User Manual 1st Edition, Rev. S



Appendix J: Set Up Data Source Using BACnet/IP protocol -

Configure the data tags

To add a data tag, go to the SERVICES tab for the router and click the Edit services (pencil)
icon next to the device for which you want to add the data tag.

ADC Wired Router

SERVICES

BACnet/IP

Data source BACNet/IP 192.168.0.200:47808

This opens the Edit services dialog. Click the name of the existing device for which you would
like to add a data tag.

X Edit services
[0 ADC Wired Router
BACnet/IP

192.168.0.200

Data source

—+ Add service

CANCEL DONE

""" NOTE: It is advisable to enter data tags in small batches, and test the variables periodically to verify the entries. The
‘ entries can be tested by clicking “RUN TEST” in the Configurator, or from the Cloud Logging Web App as described
in the Data Logger Test Utility section. Please refresh your browser if the information on screen appears to not
be updated properly at any time. Possible EtherNet/IP errors and their potential resolutions are listed in the Error
Messages subsection at the end of this appendix.
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Appendix J: Set Up Data Source Using BACnet/IP protocol

J-6

The resulting “Edit service” screen displays the parameters for the data source, plus a count of

existing data tags. Click OPEN CONFIGURATOR to add or edit tags.

< Edit service

o ADC Wired Router

BACnet/IP > 47808

No variables
REMOVE CANCEL

Data tags can be entered interactively, or a set of tags can be imported from a previously-
exported CSV file. Export of sets of data tags is discussed later in the “Export Data Tags”
subsection. For this example, select “Add new variable” to manually enter tags.

+1 Add new variable

B 'mport from CSV-file

CANCEL

A data entry screen opens, with one new data tag ready to be entered. Set the relevant parameters
for the new data tag. The data tag input fields are described in the next table. Details for
determining data tag addressing with BACnet/IP is presented in the next subsection. Additional
data tags can be entered in this round by clicking “+1” in the lower left corner of the screen. When
all the desired tags have been entered click ADD.
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D ®

+1 CANCEL ADL

Data Tag Input Fields

Field Description

Name Give the data tag a logical name.

Select a data type See next two subsections for the available data types.
Object Type

BACnet addressing parameters. See “Find BACnet addresses using BACnet

Object Instance Explorer” on page J-9 for help determining parameters.

Property
Unit (optional) Here you can assign a value to a unit, for example, gallons or psi.
Factor (optional) This allows you to multiply by a value.

For example, factor 0.01 divides the data value by 100.

After all data is entered, click ADD to continue.
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Once you have added all the data tags you want to log, you will be prompted to push the
configuration to the router.

FD 4G VPN Router

CONFIG

This configuration is not in sync with the current
configuration on the device.

WAN 7

. NOTE: Additional data tag parameters related specifically to data logging (i.e., sampling interval, data retention

The data tag entries should now be verified using the procedure described in the “Test Utility”
subsections of Chapter 4 and Chapter 5.

policy, and logging only when changed) can be set from the Cloud Logging web app discussed in Chapter 4.

The Cloud Logging web app can now be used to set up data dashboards and to adjust additional
data tag parameters related specifically to data logging, and the Cloud Notify web app can be
used to set up alarm notifications.

Export data tags

Data tag configurations can be exported in CSV format. The CSV file is downloaded to your
local PC, and can later be imported to set up another StrideLinx router.

Select data tags to be exported by clicking the icon for each data tag, or select all data tags at
once from the More Options («ss) menu in the upper right corner of the screen. The selected
data tags can then be deleted, duplicated, or exported from the pop up menu at the bottom of

the screen.
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Find BACnet addresses using BACnet Explorer

The address of a BACnet variable consists of an object type, object instance and object property.
The BACnet Explorer software from Cimetrics, Inc. (https://www.cimetrics.com/products/
bacnet-explorer) is one convenient method to determine the addressing for your variables.

To retrieve BACnet addresses using BACnet Explorer:

*  Connect your PC to the BACnet device, or its network, and open BACnet Explorer
*  Right-click ‘BACnet’ in the device tree (1) and select ‘Explore Everything’ (2).

+ BACnet Explorer

File  Action Tools Help
-0 D Y- £ B

Device Tree | Device Table

BACnet
|Search of Netwarks | Q |Search of Devices Q
0 found Devices Search of Objects Q

- ied BMHE@)
Explore Everything
Add Metwork

*  Select ‘Local’ as broadcast type (1), select ‘Read All’ (2) and press OK.

=
Broadcast: Local T
Network number: ’D—%_‘
Device instance number: any -
Range:from |1 | to [4000000 |
Devices list: [ T -

Clear previous results

() Read Devices anly
) Read Devices with Obiects

@aad Al

v Ok B cancel
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|
e Expand the device tree (1) and selct an object from the list (2).
22 BACnet Explorer
File Action Tools Help
®- ] LU V- L
Device Tree  Device Table
BACnet>Local network>[14] {0,
’Search of Networks [ Q Search of Devices Q
1 found Devices e Q
<-§) BACnet A
=172 Local network
1 =+ [14] {0. XCDABOATEBACDY)
- "FWFCU " (device. 14)
~-a "DefaultComfortSetpoint” (analog-value, 0)
o "UI1_ZoneAirTemp" (analog-value, 1)
" "Analog Value 2" (analog-value, 2)
W3 'EifectiveCooling Setpoint ' (analog-val () 3)
o "UIN_ZoneTemperature” (analog-valud
a4 "UI2_DischargeArTemp" (analog-value,
- "UO1_SupplyFanSpeed” (analog-value, 6)
g "UD2_CoolingValve" (analog-value, 7)
o "UO3_HeatingValve” (analog-value, 8)
+" "Analog Value 9" (analog-value, 9) v

NOTE: If your device is not listed, connect your PC to the BACnet device, or its network, before you open
BACnet Explorer.

e After selecting an object, you’ll see its details to the right. Record the Object Type,
Object Instance and Object Property of all variables that you would like to log. These
values can now be used to define data tags in you StrideLinx data source.

“EffectiveCoolingSetpoint” (analog-value, 3) Object Date loaded: Thursday, 18 Octaber, 2018
Object type sl o v Descrgtion:  [Analog Vakee 3
Object inst > Prsert Voe: [
Froperties: 17

Propedty Name Propedy Vs
descripbon Analog Value 3
event stale ramal
object idertifier {analog-value. 3}
oot name EffectiveCooling Setpoint
ohject type angog value

Object properties out ot service False

preport-vahse n
porty-amay [NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL. NULL. NULL_ NULL, NULL_ 23}
reinquish-defaul 0
statuaflags o
units nounits

NOTE: If the object property is an array, you can choose an index number to read a specific element of the array.
Be aware that the first index in an array is often 0, not 1.
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This manual covers the StrideLinx platform available from 2017 through 2021.
For details covering the StrideLinx Cloud 2.0 platform available after April 2021,

n please click here to link to that manual.

The StrideLinx Cloud 2.0 manual includes details describing the Activation Code
model of Data Logging, Cloud Notify and other add-on features.

For information on the migration wizard from the original platform to StrideLinx
Cloud 2.0, click here.
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Appendix K: Set Up Data Source Using MELSEC protocol -

Set up data source for a device using MELSEC protocol

Supported hardware and firmware

StrideLinx routers support Cloud Logging via MELSEC Communication in firmware 3.17 and
newer, for the following Mitsubishi PLCs:

e MELSEC-L Series: LO2CPU-P*
*  MELSEC-Q Series

e MELSEC iQ-R Series: ROSCPU*
e MELSEC iQ-F Series

* Other CPUs in this series may also be supported, but are unconfirmed.

‘E NOTE: Please first activate Cloud Logging or start the 30 day free trial if you haven't already. n

The first step in Cloud Logging is setting up a data source. This is done by selecting a
communication protocol and defining the variables. This appendix shows you how to do this

for a Mitsubishi PLC in both MELSOFT GX Works2 and GX Works3.
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PLC settings

Depending on the type of Mitsubishi PLC youre using, the setup of the PLC has to be
performed in either GX Works2 or GX Works3:

* L and Q series are set up using GX Works2.
* iQ-F and iQ-R series are set up using GX Works3.

GX Works2

Setting up the CPU Module enables the PLC to communicate with an external device (i.e., your
StrideLinx router). This can be done by following the next steps:

* In the Project Window, open Parameter > PLC Parameter and go to the tab Built-in
Ethernet Port Setting.

*  If you haven’t already, enter an IP address for the CPU Module (1) and a Subnet Mask
Pattern (usually 255.255.255.0).

*  Check the option “Set Open Setting in Ethernet Configuration window” and press

Ethernet Conf (2).
@ Poiameter Seting il
Builtn Etharmat Port Setting
P Addr 1 I ~
1P Address Settrg Set O Seting it
| - 8t Dpen Setang ‘——2
) Ettarnet Configur stion sindow -
Ingust Format | DE
™ = 1 64| 1 -
1_ ———| [P address w2 asa| % )
Subret Mask Paticr |
Defou Aputer 1P Addess | [
Comsuncation Dats Code
% Bnery Cade
ASCI Code
Erustie orire change (VTR MO Protoend]
Disabie drect vwecion o MELSOFT
Dot semgpae i smawch e CFLS (40 Eemrniet pa (] 0n retusark
[P packe ! namsfer sefiing
Set iF i i et Changed )
Py e e i Ackroussdge YT Atagreent o ock | End -
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*  On a new row, select protocol “T'CP”, select open system “MC Protocol” and choose a

Host Station Port Number between 1025-4999 or 5010-65534.

wiem |MCFie |MCRAS |BootFle |frogem |SFC  |Device [LID Assgrment |Mitile CPU Seting  Bultn Ethermet Port Seiting
|
|
P Address Settng i e | e Bk Oven Satinain
Built-in Fihermet Part Open Setting
P Address Port Mo, [nput Format  |DEC -
HostStaton | Destration | Destnation Start Device to Storn
Protocal Dpsen System ™ Part Mo, P ad Part .
3 LOF - MESOFT Connection = -
2 TP v |mCProtacml - - 035
& - - -
‘ - - -
g
J‘ - - -
' - - -
“ - - -
[ - - -
13 - - -
14 - - -
® - - -
(] P Address and Port o, will De deplayed by e selected format.
Ploase enter the vaie sccondng £ 5w seles ted number.
1 [ o9 | _omow |
L e ey | 1 I peCRer T SR ]
Setif it s needed| Safa | changed )
Prnt Windos.... | hr:mh-g-_nj Admowledge 1Y hswgrment | Defmit | Chesk J frd | Concel

NOTE: TCP or UDP?
We support both the TCP and UDP protocols but recommend using TCP as this protocol is less error-prone.

Your PLC is now ready and you can continue setting up your StrideLinx router by selecting a
communication protocol.
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GX Works3
Setting up the CPU Module enables the PLC to communicate with an external device (i.e., your
StrideLinx router). This can be done by following the next steps:

* In the Navigation pane, go to Parameter > CPU (FX5UCPU in the example below) >
Module parameter.

*  Open the Ethernet Port parameters.

o
x RA=n PRREMEER® T2 nnlA G L= ee .
L e e _ :

*  Expand Basic Settings in the Item List and double click External Device Configuration.

*  Expand Setting Item External Device Configuration and open the External Device
Configuration window by double clicking “<Detailed Setting>".

o Sy Bpurics e Wik ke
L CERIE P LI EIPCAE eSS NI 1 LS

14

Rt Teat e
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*  Expand Ethernet Device (General) in the Module List.

*  Dragand drop SLMP Connection into the grey area. This is the MELSEC Communication
Protocol.

e Select protocol “TCP” and choose a Port No. between 1025-4999 or 5010-65534.

*  Save the setting by pressing Close with Reflecting the Setting at the top.
]

Frojmt B4 Fradfesis Coovmt View Oviow Dol Dot Foul Witom Hele
DE2AS e

B ML 34 Wbl ke P

eAa -

B i BAMAEE L S5 S e O

£ Bttt Combapatatom Bl ot Etbeeret )

| Exhernet Combenerten 51 View Clone i Distarcions the Seibuy Cisse s Aetoncting T Semog

G b
S (Rt ; e o |
w W AR G Lo 1u 1 Ethemet Device (General)
= | Serg B M Fork MAChades | MELSOHT Connoction Modu -
- Wt Satam Saeine 5V Coneection Mate
& 80 Eorpermen Hedie (S0 [CECESCN o | 1§ UDP Connection Macde
: My At Comextion Mixkde
[
‘ » ummmmumlmm
:!.,..,.-, 1 Ethemet Device (COGNIX)
: | % COGNEX Vislon Systens
P —
e 5L Caonmaction Hod
el [Speciticabian]
[ > lLoe when specty open method by SLMP
| e
Pt
Apply the new project setting.
[P R—
Bunt M Diies Gt Yow Qe Doy Dot Tl ot e
" .ee® -

- g R qlllul!PP"-'t # SRR ARG
--llu"l:ﬁ-iﬂ-en.‘i-h 15 -~

= [ L

Now all that’s left is to write these settings to the PLC.
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ina L
e ImAERNRE OE SRR B

Expand Parameter, make sure “Module Parameter” is checked, and press Execute.
=

Pract M Fecidecn, Conena Viow O Dubay Dpeaics T Wision e
T I s e R A ARARER R OE SRR A ST

— NOTE: TCP or UDP?
——| We support both the TCP and UDP protocols but recommend using TCP as this protocol is less error-prone.

Your PLC is now ready and you can continue setting up your StrideLinx router by selecting a
communication protocol.
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Select a communication protocol

First, select a communication protocol. This is the protocol that your StrideLinx router uses to
communicate with the PLC.

*  Go to Devices (1) in the main menu, select your StrideLinx router (2) open its Services

tab (3), and press Add service (4).

- Devices

Device 1
CODEHN1ARET - 16056148

Devices %

D Management
o Device
B Messages
Event lo
= 9 Services lat you connect with your devices.
A, Tools
m,
© support *’
g e

&1 xon

e Name the PLC (1), enter the PLC’s IP address (2), and press Next (3).

|DD!vioe1

Please specify a targel for this service

&
B

NEXT

*  Select the Data source service type.

LCB Oevice

Pleaze choose a type for this service.

Ea
DATA SOURCE % HTTP SERVER
s (%)
VNC SERVER WS SFRVER
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B
e Select “MELSEC Communication Protocol” from the drop down list and enter the
following details:
Data Source Settings

Field Description
Port Enter the Port No. that you configured in your PLC.

This is named “Host Station Port Number” in GX Works2.
MELSEC Series The Mitsubishi MELSEC PLC series to which your PLC belongs.

If you're unsure, please consult the Mitsubishi website. “QnUCPU” is Mitsubishi’s
notation for every MELSEC-Q Series PLC with CPU type Q..U..CPU, for
example Q04UDVCPU or Q26UDEHCPU.
Transport protocol Select the same protocol that you configured in your PLC.
Network No. and PC No. If configured in the PLC, enter the correct settings here. If not, leave the default settings.
n Applicable when using a custom MELSEC PLC network.
Request destination module 1/0 No. | If configured in the PLC, enter the correct settings here. If not, leave the default settings.
and Request destination module
station No. Applicable when using a specific /0 module for communication.
Authentication Type The Ethernet connection in the PLC may be password protected. Enter the password or
leave it empty if no password is configured on the PLC.

¢ Press Add to create the data source.
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Add variables (new, import)

Once youve added a Data Source and selected a communication protocol, you can start adding
variables. This is done in the configurator tool, specifically designed to quickly add, duplicate,
import, export, and remove variables.

e Go to Devices in the main menu, select your StrideLinx router, open its Services tab, and
edit the PLC’s services.
e Select Data source and press Open configurator.

*  To add a variable press Add variable.
You can choose to:

*  Manually add new variables
e  Import variables from a file (or device)

Manually add new variables
*  DPress Add new variable.
*  Enter your variable’s name, type, additional information, and press Add]. The table below n
contains explanatory text for each text field. Use GX Works to find these values for each
variable that you want to log.

Data Tag Input Fields

Field Description Example
Name Enter a name for the variables. Temperature
Type The variable’s data type Unsigned word
Device Type The variable’s device type D - Data register
Device No. Address in the PLC memory 100
Factor (optional) Multiplies the value (leave empty if boolean) 0.1

Unit (optional) Displayed text behind the value Celsuis

You can easily duplicate 'O this variable if you're adding variables that are only slightly different.
This way you only have to make small adjustments.

NOTE: After this next step, the config push, the device will temporarily disconnect to reconfigure its network
settings and will automatically reconnect. This may take a minute.

*  Press Push changes in the config tab to complete the setup.

Device

CONFIG

This configuration is not in sync with the current

configuration on the device.

StrideLinx™ Industrial VPN Routers User Manual

1st Edition, Rev. S I K-11



- StufdeLinx Appendix K: Set Up Data Source Using MELSEC protocol

Import variables from a file (or device)
You can easily copy variables from one device to another by exporting the variables and then
importing them in your new device.
When you press Import from CSV-file, you'll see a browse window.

*  Selecta CSV file to import and press Open.
*  When the file has been read, press Add to add all variables to your data source.

‘ NOTE: After this next step, the config push, the device will temporarily disconnect to reconfigure its network
settings and will automatically reconnect. This may take a minute.

*  Finally, press Push changes in the config tab to complete the setup.

CONFIG

This configuration is not in sync with the current
configuration on the device.

Now that you've added the variables, you can test if they’re configured propetly.
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Test variables

The test utility is used to check if all the added variables are set correctly. It shows the status

of every variable and displays the variables’ latest values if everything is configured correctly. If
not, it will show an error message.

hd In the conﬁgurator, press Run test.

X

MELSEC Communicatio...

A connection will now be set up to stream the data directly to your computer, using:
e Port: 443

*  Transport Protocol: ~ TCP

e Application Protocol: WebSocket

Unexpected result?

If the test utility shows unexpected values, please check if the addresses and data types of all
variables are entered correctly.

If you get no data at all, please also check that the above listed port and protocols are not being
blocked by your computer’s or company’s firewall.
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Connecting StrideLinx to Q series Ethernet module
QJ71E71-100 with MELSEC Protocol

< Edit service

a o B
2050

Q (other CPU types) v TCP =
o’ (& Pc No.* |

0 FF

] . ) h

Request destination module 1/0 No 9 Request dastination module station No. e

03FF 0

None ¥

O

5 variables

OPEN CONFIGURATOR

REMOVE CANCEL

a. Choose the MELSEC Communication Protocol

The port number needs to match the “Host station Port No.” field in the “Open settings”
dialog described later in this document. NOTE: the value configured in StrideLinx
platform is in decimal format but the value in the Mitsubishi programming software is in
Hex format. So in the example above, using a value of 2050 here should be 0802 in the
Mitsubishi programming software.

Choose the “Q (other CPU types)” option.

Choose TCP transport protocol.

Use a value of 0 for the “Network Number”.

Leave the default value of FF for the “PC number”.

Leave the default value of 03FF for the “Request destination module I/0 No”.

a o

=l

Use a value of 0 for the “Request destination module station No”.
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Module setup in the Mitsubishi programming software:

=58 (Unset project)

[]-- Program

[]--@ Device comment

[—]-- Parameter
p Ara

Device memory

MAIN

-.|El] Device init

Double click on the “Network param” option on the left-hand side tree under the
“Parameter” section of the project. This will generate a new dialog box.

Metwork parameter %

MELSECMET /Ethernet

MELSECHET / MINI

cCLink ‘

| Cancel ]

Select the “MELSECNET/Ethernet” option in the “Network parameter” dialog.

Module 1
Metwork type Ethernet -
Starting [0 Mo,
MHebwork Mo

Total stations

Group Mo,
Station Mo,
rade On line

Open settings
Router relay parameter
Station Mo.<->IF infarmation
FTF Parameters
E-mail zettings

Interpt settings

*  Configure the settings as shown in the dialog above.
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*  Next, click on the “Operational settings” button to open a new dialog.

Ethernet operations >
Communication data code Initial timing
(* Binary code Do nat wait for OPEM [ Communications
impossible at STOP time )
7 ASCH code = Abvaaps wait for OFEM [ Communication
pozzsible at STOP bime |
IP address Send frame setting
Input format | DEC. > + Ethemety2.0)
IPaddess | 10 11 0] 1%{|| ~ \eeeaons
[¥ Enable Wwiite at BUN time TCP Existence confirmation setting
* Use the Keeptlive
" Use the Ping
End Cancel |

*  Configure the options as shown above.

*  IP address: choose a unique IP address that is compatible with the subnet of the LAN side
of your StrideLinx router.

*  Click on the “End” button after setting up this dialog.

Fined buffer Paiti Evich .H { stati | Tranemission | Transmission
Protocol Open spstem Fixed buffer | communication ity “'ﬁ en?e 'D:,S tsrslon target device IP | target device
procedure ) Saniimeton QIO address Port Mo,
1 JTCP  « |Unpassive + |Receive  |Procedure exist » |Dizable  « |Naoconfim - 0802]
3 = = - = = =
4 - - - - - -
5 = - - - - -
= = = - = - =
7 = = = = = =
a = - - - - -
g = = - = - =
10 - - = - - -
11 = = - = - =
12 = - - - - -
13 - - = - - -
14 - - - - - -
15 = - - - - -
18 = = - = = =
End | Cancel |

*  Now click on the “Open settings” button in the “MELSECNET/Ethernet” dialog to
display the settings above.
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*  Configure your ethernet module to match the settings above. NOTE: the “Host station
Port No.” must match the setup in the StrideLinx router. The value shown here is in hex
format while the value in the StrideLinx router is in decimal format.

e Click on the “End” button and write these values to your PLC. A power cycle may be
required on the PLC for these settings to take effect.
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Appendix L: Custom Branding

L-2

This manual covers the StrideLinx platform available from 2017 through 2021.

For details covering the StrideLinx Cloud 2.0 platform available after April 2021,
please click here to link to that manual.

The StrideLinx Cloud 2.0 manual includes details describing the Activation Code
model of Data Logging, Cloud Notify and other add-on features.

For information on the migration wizard from the original platform to StrideLinx
Cloud 2.0, click here.
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Appendix L: Custom Branding -

Custom branding

We understand how important branding and customer loyalty is. This is why you have the
option to white label the StrideLinx platform, applying your custom brand, and essentially
making it your very own IoT platform.

We distinguish between two levels of custom branding: basic and premium branding. Basic
branding enables you to apply your corporate identity (company logo, color scheme, etc.) to
the StrideLinx platform. Additionally, premium branding enables you to customize the login
page, set a custom URL and support/contact information, making it possible for you to market
our service as your own.

There are a variety of emails sent from the platform to users: invitation, link to change
password, alert that password has changed, status of subscriptions, and other emails. With the
basic service, all emails will come from “StrideLinx@AutomationDirect.com”. Invite emails will
all come from the company name you have entered, as an alias. That is, the email will be from
“YourCompany <StrideLinx@AutomationDirect.com>.

When you have purchased the Premium Branding license, all emails will come from the
company name you have configured as an alias.

Basic branding

Basic branding is by default included in your company account and enables you to set your
own company name, branding name, logo, favicon, Apple touch icon, and color scheme. These
changes apply to all pages of the StrideLinx platform as well as e-mails sent from the platform.

-] - ] X

Favicon e / < Company Branding name
&« C | @ Secure | httpsy//stridelinx.com/ag.. @ r| @

Color scheme
Company name

[0 Devices

- Users

|j Management

Messages
Event log

8
‘\ Tools
(7

Support

Apple touch icon

*
. e

Logo v
Company
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L-4

Set up your branding

The company name is first set when a company account is created. If necessary, it can be
changed as follows:

Go to the account menu (1), select “My company” (2) and click the pencil icon (3) in the “Info”
section to edit the company name.

My company

Billing Company name

e

8 ® Info

O Mycompany % company 0 anassseTaoess [
8 Camgpany

e Wedsriand

Switch company Location

Parset eampany

5] Logout
Bl Mo pending invites
Ba Sub-companies +
8 Branding ra
StifdELine

Setting up your own branding name, logo, favicon, Apple touch icon, and color scheme can be
done as follows:

Go to the account menu (1), select “My company” (2) and click the pencil icon (3) in the
“Branding” section.

My company

® Info s

2] ]

@ Mycompany % companytD anamssTean e [
B #illing .

o

Company name ampany

Switch company Location

Parset eampany

L]

Log out

Bl Mo pending invites

Ba Sub-companies +

& Branding

&P

StefELine
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Here you can edit the branding name, primary/accent color, and upload a logo, favicon, and
Apple touch icon. The Apple touch icon is the icon you see on your Apple device when you
bookmark a web page to your home screen, as depicted in the image at the beginning of this
section.

‘E NOTE: Images up to 10MB can be uploaded. The following formats are supported: .jpg, .jpeg, .png, .bmp, .tiff, .ico.

X Edit branding

Enter name =mp-

Upload icon s

I

I

I

o o Set color

CANCEL CONF

Changes will be applied when you click “Confirm” (1).
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Premium branding

Premium branding enables additional branding options, essentially making it your very own IoT
platform. You can set your own custom StrideLinx platform URL, for which we’ll automatically
generate the necessary SSL certificate. Additionally, you'll also be able to set your own contact
or support information, making it easier for your customers to contact you.

% Company x

Custom URL eesfessssdiie- & Scoure | hitps//insight.company.com auv &

cusom suvor: | S Company

u Customer service

Mail us

Callus
N oo

lg Support .

Website
® ..
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Activation

First, purchase and activate the premium branding feature . Go to the account menu (1), click
“My company” (2) and click “Activate” (3) in the “Premium branding” section.

My company
B My profile
B My compeny B3 Sub-companies +
Billing % "
8 4 # Branding rd
IB@ switch company
Name Your Company
2] Logowt 7
PO
Laga w
Company
Favicon
Golors ®

A popup appears with additional information regarding premium branding. Click “Purchase
and activate” and then “Confirm” to activate premium branding for your company.

Custom domain name

After youve purchased and activated premium branding, a new section “Custom domain name”
will appear. Here you can set your own custom StrideLinx platform URL, or “domain”, for
which we'll automatically generate the necessary SSL certificate.

Go to the account menu (1), click “My company” (2) and click the pencil icon (3) in the
“Custom domain name” section.

() -~ My company

B My profiie # Branding 7
B Mycompany Harme Your Company
B siling .

Lega L4
|2  Sswitch company Company
5] Logout Favicon oy

Colers .

O Custom domain name

@ Custom support
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Enter your desired domain name (1). This needs to be a subdomain (i.e. insight.yourcompany.
com, not just yourcompany.com).

You or your hosting provider will have to add a CNAME record to your DNS. Exact details
about this record will be provided in the pop-up screen.

Wait 24 hours, then click “Validate” (2) to check if the CNAME record is added propetly (3).

‘E NOTE: After you enter the CNAME request with your hosting provider it will take some time for the change to

propagate through the DNS network. It may take up to 24 hours for the Validate button here to confirm the entry.

/'\ WARNING: Validation response “Domain has no CNAME specified” means that the CNAME record has not

yet been created. Check the CNAME record for typing errors or contact your hosting provider.

L-8

Click “Confirm” (4) to finish the setup.

X Custom domain name

1. Enter domain name —p

Setting up a CNAME

Before you can continue, yo

Validate CNAME

VALIDATE

3. Validation response= |

CANCEL
&
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Custom contact details

The support page, accessible via “Support” from the main menu, displays StrideLinx’s contact
information by default. After you've purchased and activated premium branding, you can set
your own contact or support information, making it easier for your customers to contact you.

Go to the account menu (1), click “My company” (2) and click the pencil icon (3) in the
“Custom support” section.

- My company

B My profiie # Branding 7
B Mycompany Harme Your Company
B silling .
Lega L4
|2  Sswitch company Company
5] Logout Favicon i
Celors .
O Custom domain name 7’
.
.v‘. c
ustom support
Company @ PP

You can add as many links as you prefer. You can edit the icon, link text, link subtext, and URL.

NOTE: Telephone numbers should be prefaced with “tel:”, e-mails with “mailto.”, and webpages with “http.//",
“hitps://”, or “//” to resolve http/https automatically.

X Cuslom support

Mail us supportifcompany com mailto support@company.com X

» to delete
=to move

Call us +31 612345678 1el0031612345678 X

WWW.COMPAany.com HWWW.COMpany.com b4

CANCEL CONFIRM

Click “Confirm” to save your changes.
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You can view your custom contact information by clicking “Support” in the main menu.

= Support

Customer service
iy >
N ciein >
B i »
© Jebste o >
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This manual covers the StrideLinx platform available from 2017 through 2021.

For details covering the StrideLinx Cloud 2.0 platform available after April 2021,
please click here to link to that manual.

The StrideLinx Cloud 2.0 manual includes details describing the Activation Code
model of Data Logging, Cloud Notify and other add-on features.

For information on the migration wizard from the original platform to StrideLinx
Cloud 2.0, click here.
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Appendix M: Terms of Use -

IXON B.V. Terms of Use

These terms of use regulate the use of the services provided by IXON B.V,, a
Dutch limited liability company with its principal place of business in Overloon,
the Netherlands, and registered with the Dutch Chamber of Commerce under file
number 62729918, hereinafter referred to as “IXON”.

IXON engages in and has experience, know-how and expertise in design and
development of cloud based virtual private networks (VPN) solutions for industries,
including programmable hardware. IXON’s services typically comprise of three
main components, specifically: a hardware component, a software component and a
cloud based component. IXON’s current services are described in detail on IXON’s
website.

1. Definitions

1. User: the legal entity to which IXON has made available the use of
its services or the end user, who has been granted a right of use by the
aforementioned legal entity and who uses or wishes to use the Service.

2. Agreement: any agreement between IXON and User concerning (the
purchase of) a Service.

3. Service: service(s) and/or hardware provided by IXON, such as
[Xplatform, [Xrouter, [Xclient, [Xagent or any related services and the
future services that have not been brought into fruition at the inception of
These Terms.

4. These Terms: this document containing the terms of use.

Website: The websites of IXON or its reseller, where User is able
to make use of the Service (for example: www.ixon.co and/or any
subdomains and extensions).

6. Personal Data: any information relating to an identified or identifiable
natural person, as stated in the Dutch Personal Data Protection Act.
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2. Applicability and order of precedence

1.

These Terms shall be considered accepted by User either by signing
These Terms as part of a separate Agreement, accepting an offer to which
These Terms have been attached, by agreeing to These Terms when
creating an account for the Service or by making use of the Service.

These Terms, including any other terms and conditions made available

on the Website or through other channels, apply to every offer of IXON
and to every use made of the Service and form an integral part of every
Agreement.

Terms and conditions applied by User that deviate from or that are not
included in These Terms are only binding for IXON if and in so far as
they have been explicitly accepted in writing by IXON.

3. Service and restrictions

1.

IXON hereby grants User a non-exclusive, non-transferable, limited right
to access and use its Service, under the conditions of These Terms and
for the duration of the Agreement. Use of the Service is subject to a fair
use policy. This fair use policy is available on the Website and can be
provided on request.

The use of the Service is at User’s own expense and risk. User is
responsible for meeting the technical and functional requirements of
the Service and using the electronic communication facilities that are
necessary to be able to access and use the Service.

Any use of the Service, including the transmission, distribution and
making available thereof, and any other (legal) act relating to the Service,
by or on behalf of User is for User’s own risk and responsibility. IXON is
not liable and/or responsible for the use of the Service by User.

User is at all times obliged to ensure that its use of the Service
corresponds to These Terms and does not violate applicable law and/or
the Agreement or infringe upon third party rights. User shall indemnify
and hold IXON and its resellers harmless for any and all damages
resulting from not complying with the aforementioned restrictions.
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5. Notwithstanding any other provisions of These Terms, and any of the
User’s legal obligations, the use of the Service may not, at IXON’s sole
discretion:

1. include software such as viruses or trojans that can damage or
erase, make unavailable or make inaccessible any computers or
data of IXON, (other) Users or third parties;

2. bypass technical security measures of the computer systems of
IXON, (other) Users or third parties;

3. involve unreasonable or disproportionate use of the infrastructure
of IXON’s or third parties’ computer systems (the Website
contains more information about specific bandwidth usage and
increased bandwidth subscriptions);

6. In addition to the restrictions stated in the previous paragraph, the User is
not allowed to make any other changes to the Service or to remove, alter
or destroy any form of copyright notice, proprietary markings, trademarks
or confidential legends placed upon or contained within the Service.

7. Furthermore, the User will not translate, disassemble, reverse engineer,
decompile or otherwise attempt to reconstruct or discover any source
code or underlying ideas or algorithms of, or embodied in, the Service.
Excluded from the restrictions in this article are the rights that are
explicitly granted to the User by IXON or applicable law.

4. Installation and configuration

1. Any Service is installed and configured by the User. Any installation and
use of the Service is contingent upon the User (at its own costs and effort)
providing or having the necessary requirements for use of the Service,
such as: (i) adequate internet access, (ii) a personal computer, (iii)
adequate user rights on its personal computer, (iv) sufficient knowledge
of its own industrial equipment.

5. User data (privacy and Personal Data)

1. If the User processes Personal Data using the Service, the User will be
subject to the applicable privacy and data protection legislation, such
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as the General Data Protection Regulation. In respect thereof, the User
guarantees that it will only process Personal Data in a manner that is fully
compliant with applicable law.

The User, upon using the Service, agrees to the data processing
agreement as specified in Annex I of these Terms.

The User indemnifies IXON and its resellers against claims of third
parties whose Personal Data is processed by the User in any way that
does not correspond with applicable law.

IXON will use its best efforts to provide an appropriate level of security
concerning the risks involved in the usage of the Service in processing
Personal Data and the nature thereof.

6. Payment

1.

Any prices communicated by IXON are exclusive of turnover tax
(VAT) and other levies imposed by the government. User must make all
payments in the currency stated by IXON or its resellers.

IXON may require immediate payment via credit card or bank transfer.
IXON may send any invoices electronically, including through email.

If User doesn’t pay an invoice within the stated or agreed upon payment
term then IXON is entitled to limit or block access to the Service until
all outstanding invoices (including interest etc.) have been paid in full.
IXON is not liable for any damage resulting from such limitation or
blocking of access.

If User fails to pay the amount due after a demand for payment or a
notice of default has been issued, IXON shall be entitled to refer the debt
for collection, in which case User must pay all judicial and extrajudicial
costs, including all costs charged by external experts. The foregoing shall
be without prejudice to the other legal and contractual rights of IXON.

IXON is entitled to suspend its obligations in part if invoices are not paid
within the agreed upon period or period that is stated on an invoice. If
User doesn’t fully pay the amounts owed within a reasonable time after
IXON has suspended its obligations in part, then IXON is entitled to fully
suspend all its obligations.
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7. Availability, maintenance and support

1. IXON will use its best efforts to provide User with a reasonable level of
support. If User purchases Services to be used by its employees or certain
end users, then User will provide these employees or end users with
primary support. In such case IXON will use its best efforts to provide a
reasonable level of secondary support.

2. IXON will use its best efforts to realize uninterrupted availability of the
Service and its servers, but offers no guarantees in this respect unless
explicitly agreed upon, for example: in a service level agreement.

3. IXON may choose to change its hosting providers in order to optimize the
balance between cost and quality. IXON will use its best efforts to make
such changes without requiring the User to perform any reconfiguration
of equipment.

4. IXON is entitled to stop its Service temporarily for maintenance,
modification or improvement of the Service. IXON will use its best
efforts to manage this period of inactivity in a manner which will m
result in the least possible inconvenience to its clients (according to
IXON’s statistics). IXON will use its best efforts to notify User of any
unavailability of the Service in advance.

8. Employees and end users

1. If User purchases Services to be used by its employees or certain end
users, the User will make sure that such employees or end user will
accept These Terms and comply with These Terms fully.

2. Aforementioned User will be fully liable towards IXON for any acts or
omissions of such employees or end users.

9. Intellectual property

1. Nothing in These Terms shall be interpreted or construed so as to transfer
any right, title, or interest in any intellectual property of IXON to User.

2. IXON or its licensors retain all rights, titles and interests to the
intellectual property developed by IXON, including: copyrights, patents,
know-how, trade secrets and other information or proprietary rights
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3. All rights pertaining to the data that User processes trough the Service,
remain vested in User.

10. Liability

1. Unless explicitly agreed upon otherwise in writing by IXON, the liability
of IXON for direct damages sustained by User on any ground whatsoever
will not exceed the purchase price that the User paid to IXON or its
resellers.

2. Direct damages only include:

1. reasonable costs for determining the cause and extent of the
damages;

2. reasonable costs to repair any shortcomings in the Service;
3. reasonable costs for the prevention or restriction of damages.

3. Liability on the part of IXON and its resellers for any other damages is

m explicitly excluded.
4. Any limitations of liability will not be applicable:
1. in the event that the damages are a result of deliberate
recklessness or fraud on the side of IXON;

2. insofar the liability cannot be limited or excluded by applicable
law.

5. IXON shall only be liable due to an attributable failure in the
performance of an Agreement if User declares IXON to be in default
in writing without delay and grants IXON a reasonable term to remedy
the failure, and IXON culpably fails to remedy the failure within the
reasonable term. The notice of default must describe the breach as
comprehensively and in as much detail as possible in order to give IXON
the opportunity to respond adequately.

6. For there to be any right to compensation, User must always report
the damages to IXON in writing as soon as possible after the loss
has occurred. Each claim for compensation from User to IXON shall
be barred by the mere expiry of a period of 12 months following the
inception of the claim.
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11. Force majeure

1. IXON shall not be liable whatsoever if IXON is prevented from or
delayed in performing its obligations under an Agreement, or from
carrying on its business, by acts, events, omissions or accidents beyond
its reasonable control, i.e. by force majeure. On the part of IXON,
this can include, among other things: (i) force majeure on the part
of suppliers of IXON, (i1) the failure to properly fulfill obligations
on the part of suppliers that were prescribed to IXON by User, (iii)
defects in items, equipment, software or materials of third parties, (iv)
government measures, (v) power failures, (vi) internet, data network or
telecommunication facilities failures, (vii) network attacks, and (viii) war.

12. Term and amendments
1. These Terms will remain in force for as long as User uses a Service.
2. IXON reserves the right to amend or supplement These Terms.

3. Amendments will also apply to Agreements concluded prior to the m
amendment. An amendment will not take effect until 30 days after IXON
has informed User about the amendment. Among other ways, IXON
may inform User about the amendment: through email (newsletter), by
traditional mail or by disclosing the amendment on its Website.

4. If User refuses to accept an amendment to These Terms, it may terminate
the Agreement and stop using the Service by the date on which the
amendment would take effect. Use of the Service after the date of effect,
shall constitute acceptance of the amendments to These Terms.

13. Miscellaneous
1. These Terms and Agreements with IXON are governed by Dutch law.

2. Insofar as the rules of mandatory law do not prescribe otherwise,
any disagreements between the parties concerning the fulfilment,
the interpretation or the judicial implication of an Agreement will be
submitted to the competent Dutch court for the district where IXON has
its registered office.
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3. If any provision in These Terms is null and void or is declared void, the
remainder of These Terms will remain in full effect. This does not absolve
the User from abiding by These Terms. IXON and User shall in this
case consult each other for the purpose of agreeing to new provisions to
replace the null and void or voided provisions. These provisions shall be
as similar to the null and void or voided provisions as is legally possible.

4. Information from IXON’s records shall count as conclusive evidence with
respect to the performance delivered by IXON and the amounts owed by
User for delivery of this performance, without prejudice to the Users right
to produce evidence to the contrary.

5. Changes to management or legal form will not affect an Agreement.
IXON may transfer an Agreement or any rights and obligations resulting
from an Agreement or These Terms to third parties.

M - 10 I StrideLinx™ Industrial VPN Routers User Manual 1st Edition, Rev. S



Appendix M: Terms of Use -

Annex I
« THE PARTIES

o IXON B.V., a Dutch company registered with the Dutch Chamber
of Commerce under number 17128312, having its registered place
of business at Vlieringsbeekseweg 52a, 5825AV in Overloon (The
Netherlands), in this matter duly represented by W. Hofmans, hereinafter
called:“Processor”;

o The User of the Service, hereinafter called: the “Controller”
hereinafter collectively referred to as ‘Parties’ and individually as ‘Party’,

HAVING REGARD TO THE FACT THAT

* Processor provides an industrial ‘Internet of Things’ platform, that enables
users (often machine builders) to provide remote services for their industrial

machines;
» Controller wishes to use the aforementioned platform and has concluded an m
agreement with Processor on this date;

* by using the platform, Processor will process certain personal information of
Controller, its employees or its customers;

» Parties must comply with the relevant privacy legislation, such as: the
Dutch Personal Data Protection Act (Dutch translation: Wet bescherming
persoonsgegevens, hereinafter: ‘“Wbp’), and from the 25th of May 2018 the
General Data Protection Regulation (hereinafter:*GDPR’);

» Parties therefore conclude this data processing agreement (hereinafter: ‘Data
Processing Agreement’);

*  With personal data, data within the meaning of article 1 (a) of the Wbp is
being meant;

* Controller is hereby deemed to be the responsible party within the meaning
of article 1 (d) of the Wbp;

* Processor is hereby deemed to be the Processor within the meaning of article
1 (e) of the Wbp;
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» Parties, having regard also to the provisions of article 14 (5) of the Wbp,
wish to lay down their rights and duties in writing in this Data Processing
Agreement;

* where, within the meaning of this Data Processing Agreement, the Wbp
is referred to, from the 25th of May 2018 onwards, the corresponding
provisions of the GDPR are meant.

HAVE AGREED AS FOLLOWS,

1. Processing objectives

1. Processor undertakes to process personal data on behalf of Controller
in accordance with the conditions laid down in this Data Processing
Agreement. The processing will be executed within the framework of
the Agreement, and for all such purposes related thereto and as may be
agreed to subsequently.

m 2. The personal data processed by Processor, and the categories of data

subjects to whom the personal data relates, are specified in Annex 1.
Processor shall refrain from making use of the personal data for any other
purpose than as specified by Controller. Controller will inform Processor
of any such purposes which are not contemplated in this Data Processing
Agreement.

3. Processor will not take any independent decisions about the processing
of personal data for other purposes, including but not limited to the
provision of personal data to third parties and the retention periods of
the data. The control over the personal data processed under this Data
Processing Agreement and/or other agreements between the Parties rests
with Controller.

4. All personal data processed on behalf of Controller shall remain the
property of Controller and/or the relevant data subjects.

2. Processor’s obligations

1. With regard to the processing mentioned in the previous article, Processor
shall use its best efforts to ensure compliance with applicable laws and
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regulations governing the protection of personal data, under which the
Wbp and the GDPR.

2. Processor shall inform Controller, at its request, about the measures
Processor has taken in relation to its obligations under the Data
Processing Agreement.

3. The obligations of Processor arising from the Data Processing Agreement
also apply to those processing personal data under the authority of
Processor, including but not limited to employees.

3. Transfer of personal data

1. Processor may process the relevant personal data in countries within
the European Union. Transfer of personal data to countries outside the
European Union is only allowed in accordance with applicable laws.

2. On request, Processor will inform Controller about the countries in which
the relevant personal data is processed.

4. Allocation of responsibility m

1. The authorized processing shall be carried out within a(semi-)automated
environment under control of Processor. Processor is only responsible for
the processing of personal data under the Data Processing Agreement,
with due consideration of the instructions provided by Controller and
carried out under the responsibility of Controller.

2. For any other processing of personal data, which does not fall within
the scope of this Data Processing Agreement, including but not limited
to the collecting of personal data by Controller, processing for purposes
that have not been disclosed by Controller, Processor cannot be held
responsible. The responsibility of these types of processing lies with
Controller.

5. Engaging of third parties or subcontractors

1. Controller hereby permits Processor to engage third parties in the
processing of personal data under the Agreement. On request, Processor
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will inform Controller of any third parties it engages in the performance
of the Data Processing Agreement.

Data Processor will use its best efforts to make sure that any such third
party is bound by similar obligations as agreed upon between Controller
and Processor.

6. Security

1.

Processor will use its best efforts to take appropriate technical and
organizational measures with respect to the processing of the personal
data against loss or against any form of unlawful processing (such as
unauthorized disclosure, damage, alteration or transfer of personal data).
These measures should, taking into account the state of technology and
the costs of implementation, provide a suitable protection level, taking
into account the risks associated with the processing and the nature of the
information to be protected.

Controller will only make personal data available to the Processor for
processing if it is assured that the necessary security measures have been
taken.

7. Data breaches

1.

For the purpose of this Data Processing Agreement, a “Data Breach” shall
mean: a security incident that leads to a considerable likelihood of serious
adverse effects or that has serious adverse effects on the protection of
personal data as meant in article 34a of the Wbp.

In the event of a Data Breach, Processor shall, to the best of its ability,
notify Controller thereof without undue delay, no later than 48 hours after
discovery of the Data Breach.

In the event of a Data Breach, Controller shall determine whether or not
to inform the Autoriteit Persoonsgegevens and/or the data subjects. If
there is any (legal) obligation or requirement for the Processor to assist
Controller, Processor will assist Controller in informing the Autoriteit
Persoonsgegevens and/or the data subjects.
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4. The duty of Processor to report a Data Breach includes, in any event, the
duty to report the fact that a Data Breach has occurred and the following
details (if available):

= information about the first point of contact regarding the
notification;

= the date at which the Data Breach has occurred (the period in
which a Data Breach occurred suffices in case the Processor is
unable to determine the exact date at which the breach occurred);

= the date and time at which the breach has become known by the
Processor or by the third party enabled by Processor;

» the (suspected) cause of the breach;
= the (currently known and or anticipated) consequences thereof;

= whether the personal data has been encrypted, hashed or in any
manner has been made incomprehensible or inaccessible to

unauthorized individuals; m
= the proposed and or taken measures to end the breach and to limit
its consequences.

8. Handling requests from data subjects

1. Where a data subject submits a request to Processor to exercise one of its
legal (privacy) rights, Processor will forward this request to Controller.
Controller will then deal with this request. Processor may notify the data
subject hereof.

9. Non-disclosure and confidentiality

1. All personal data from Controller processed by Processor within the
framework of this Data Processing Agreement is subject to a duty of
confidentiality vis-a-vis third parties.

2. This duty of confidentiality will not apply in the event that Controller

* has expressly authorized the furnishing of such information to
third parties,
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= where the furnishing of the information to third parties is
reasonably necessary with a view on the nature of the instructions
and the implementation of this Data Processing Agreement,or

= if'there is a legal obligation to make the information available to a
third party.

10. Audit

1.

Controller has the right to perform an audit in order to determine to what
extent Processor complies with the provisions of the Data Processing
Agreement. This audit will be performed by an independent, professional
third party, who will be bound by an obligation of confidentiality.

The audit may take place once per year and/or in the event Controller
has legitimate reasons to doubt Processors compliance with the Data
Processing Agreement. Controller provides Processor with at least two-
weeks’ notice before such audit may take place.

The results of the performed audit will be jointly evaluated by the Parties.
If necessary, the Parties will implement measures to comply with the Data
Processing Agreement.

In case Controller initiates a Privacy Impact
Assessment(hereinafter: ‘PIA”), Processor shall assist Controller
where possible in fulfilling this PIA, by inter alia providing the
required information to Controller that is available for Processor.

The costs of the audit and/or PIA, including the costs that Processor
has to make to cooperate with the audit and/or PIA, shall be borne by
Controller.

11. Liability

1.

The Data Processing Agreement forms an integral part of the Agreement,
including the general terms and conditions of IXON, which contain

a liability regime. This liability regime is also applicable to this Data
Processing Agreement.
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12. Duration and termination

1. This Data Processing Agreement enters into force on the date of
accepting these Terms.

2. This Data Processing Agreement is entered for the duration of use of the
Service, and may not be terminated in the interim.

3. Upon termination of the Data Processing Agreement Processor shall end
the processing of the personal data by deleting the data of Controller
on its systems. If Controller wishes that its personal data is returned
to Controller, then Controller must request this before the end of the
Data Processing Agreement. Parties will then discuss if Processor can
reasonably comply with the request of Controller.

4. Both Parties shall provide their full cooperation in amending and
adjusting this Data Processing Agreement in the event of any new
(privacy)legislation.

13. Miscellaneous

1. The Data Processing Agreement forms an integral part of the Agreement,
including the general terms and conditions of IXON, which (amongst
others) contain a liability regime and a provision with regards to
jurisdiction.

2. Logs and measurements taken by Processor count as compelling proof,
except where Controller is able to provide counterevidence.

3. If and to the extent that one or more of the provisions of this Data
Processing Agreement are or are to be ineffective, the remaining terms of
this Data Processing Agreement remain in full force. In that situation, the
Parties shall replace the non-binding provisions with provisions that are
binding and as close as possible to the purpose and intention of the non-
binding provisions.
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