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# WARNING ¥

Thank you for purchasing automation equipment from Automationdirect.com®, doing business as,
AutomationDirect. We want your new automation equipment to operate safely. Anyone who installs or
uses this equipment should read this publication (and any other relevant publications) before installing or
operating the equipment.

To minimize the risk of potential safety problems, you should follow all applicable local and national
codes that regulate the installation and operation of your equipment. These codes vary from area to area
and usually change with time. It is your responsibility to determine which codes should be followed, and
to verify that the equipment, installation, and operation is in compliance with the latest revision of these
codes.

At a minimum, you should follow all applicable sections of the National Fire Code, National Electrical
Code, and the codes of the National Electrical Manufacturer’s Association (NEMA). There may be local
regulatory or government offices that can also help determine which codes and standards are necessary for
safe installation and operation.

Equipment damage or serious injury to personnel can result from the failure to follow all applicable
codes and standards. We do not guarantee the products described in this publication are suitable for
your particular application, nor do we assume any responsibility for your product design, installation, or
operation.

Our products are not fault-tolerant and are not designed, manufactured or intended for use or resale as
on-line control equipment in hazardous environments requiring fail-safe performance, such as in the
operation of nuclear facilities, aircraft navigation or communication systems, air traffic control, direct life
support machines, or weapons systems, in which the failure of the product could lead directly to death,
personal injury, or severe physical or environmental damage (“High Risk Activities”). AutomationDirect
specifically disclaims any expressed or implied warranty of fitness for High Risk Activities.

For additional warranty and safety information, see the Terms and Conditions section of our catalog.
If you have any questions concerning the installation or operation of this equipment, or if you need
additional information, please call us at 770-844-4200.

This publication is based on information that was available at the time it was printed. At
AutomationDirect we constantly strive to improve our products and services, so we reserve the right to
make changes to the products and/or publications at any time without notice and without any obligation.
This publication may also discuss features that may not be available in certain revisions of the product.

This publication may contain references to products produced and/or offered by other companies. The
product and company names may be trademarked and are the sole property of their respective owners.
AutomationDirect disclaims any proprietary interest in the marks and names of others.

Copyright 2011-2020, Automationdirect.com® Incorporated

All Rights Reserved

No part of this manual shall be copied, reproduced, or transmitted in any way without the prior, written
consent of Automationdirect.com® Incorporated. AutomationDirect retains the exclusive rights to all
information included in this document.



~ ADVERTENCIA »

Gracias por comprar equipo de automatizacién de Automationdirect.com®. Deseamos que su nuevo equipo
q

de automatizacién opere de manera segura. Cualquier persona que instale o use este equipo debe leer esta

publicacién (y cualquier otra publicacién pertinente) antes de instalar u operar el equipo.

Para reducir al minimo el riesgo debido a problemas de seguridad, debe seguir todos los cédigos de seguridad
locales o nacionales aplicables que regulan la instalacién y operacién de su equipo. Estos cddigos varian de
4rea en 4rea y usualmente cambian con el tiempo. Es su responsabilidad determinar cuales cédigos deben ser
seguidos y verificar que el equipo, instalacién y operacién estén en cumplimiento con la revisién mas reciente
de estos cbdigos.

Como minimo, debe seguir las secciones aplicables del Cdigo Nacional de Incendio, Cédigo Nacional Eléctrico,
y los cédigos de (NEMA) la Asociacién Nacional de Fabricantes Eléctricos de USA. Puede haber oficinas de
normas locales o del gobierno que pueden ayudar a determinar cuales cédigos y normas son necesarios para una
instalacién y operacién segura.

Si no se siguen todos los cddigos y normas aplicables, puede resultar en dafios al equipo o lesiones serias a
personas. No garantizamos los productos descritos en esta publicacién para ser adecuados para su aplicacién
en particular, ni asumimos ninguna responsabilidad por el disefio de su producto, la instalacién u operacién.

Nuestros productos no son tolerantes a fallas y no han sido disefiados, fabricados o intencionados para uso
o reventa como equipo de control en linea en ambientes peligrosos que requieren una ejecucidn sin fallas,
tales como operacién en instalaciones nucleares, sistemas de navegacion aérea, o de comunicacién, control de
trdfico aéreo, mdquinas de soporte de vida o sistemas de armamentos en las cuales la falla del producto puede
resultar directamente en muerte, heridas personales, o dafios fisicos 0 ambientales severos (“Actividades de Alto
Riesgo”). Automationdirect.com especificamente rechaza cualquier garantia ya sea expresada o implicada para
actividades de alto riesgo.

Para informacién adicional acerca de garantia e informacién de seguridad, vea la seccién de Términos y
Condiciones de nuestro catdlogo. Si tiene alguna pregunta sobre instalacién u operacién de este equipo, o
si necesita informacién adicional, por favor lldmenos al nimero 770-844-4200 en Estados Unidos.

Esta publicacién estd basada en la informacién disponible al momento de impresién. En Automationdirect.
com nos esforzamos constantemente para mejorar nuestros productos y servicios, asi que nos reservamos el
derecho de hacer cambios al producto y/o a las publicaciones en cualquier momento sin notificacién y sin
ninguna obligacién. Esta publicacién también puede discutir caracteristicas que no estén disponibles en ciertas
revisiones del producto.

Marcas Regqistradas

Esta publicacién puede contener referencias a productos producidos y/u ofrecidos por otras compafifas. Los nombres
de las compaiias y productos pueden tener marcas registradas y son propiedad tinica de sus respectivos duefios.
Automationdirect.com, renuncia cualquier interés propietario en las marcas y nombres de otros.

PROPIEDAD LITERARIA 2011-2020, AUTOMATIONDIRECT.COM® INCORPORATED

Todos los derechos reservados

No se permite copiar, reproducir, o transmitir de ninguna forma ninguna parte de este manual sin previo consentimiento
por escrito de Automationdirect.com® Incorprated. Automationdirect.com retiene los derechos exclusivos a toda
la informacién incluida en este documento. Los usuarios de este equipo pueden copiar este documento solamente para
instalar, configurar y mantener el equipo correspondiente. También las instituciones de ensefianza pueden usar este manual
para propdsitos educativos.



» AVERTISSEMENT »

Nous vous remercions d’avoir acheté 'équipement d’automatisation de Automationdirect.com®, en faisant des
affaires comme, AutomationDirect. Nous tenons 4 ce que votre nouvel équipement d’automatisation fonctionne en
toute sécurité. Toute personne qui installe ou utilise cet équipement doit lire la présente publication (et toutes les
autres publications pertinentes) avant de 'installer ou de l'utiliser.

Afin de réduire au minimum le risque d’éventuels problémes de sécurité, vous devez respecter tous les codes locaux
et nationaux applicables régissant I'installation et le fonctionnement de votre équipement. Ces codes different d’'une
région a l'autre et, habituellement, évoluent au fil du temps. Il vous incombe de déterminer les codes a respecter et
de vous assurer que 'équipement, I'installation et le fonctionnement sont conformes aux exigences de la version la
plus récente de ces codes.

Vous devez, 4 tout le moins, respecter toutes les sections applicables du Code national de prévention des incendies,
du Code national de I’électricité et des codes de la National Electrical Manufacturer’s Association (NEMA). Des
organismes de réglementation ou des services gouvernementaux locaux peuvent également vous aider & déterminer
les codes ainsi que les normes 4 respecter pour assurer une installation et un fonctionnement sirs.

L’omission de respecter la totalité des codes et des normes applicables peut entrainer des dommages 4 'équipement
ou causer de graves blessures au personnel. Nous ne garantissons pas que les produits décrits dans cette publication

conviennent 2 votre application particuliere et nous n’assumons aucune responsabilité & I'égard de la conception, de
I'installation ou du fonctionnement de votre produit.

Nos produits ne sont pas insensibles aux défaillances et ne sont ni congus ni fabriqués pour l'utilisation ou la revente
en tant qu’équipement de commande en ligne dans des environnements dangereux nécessitant une sécurité absolue,
par exemple, Uexploitation d’installations nucléaires, les systemes de navigation aérienne ou de communication, le
contrdle de la circulation aérienne, les équipements de survie ou les systemes d’armes, pour lesquels la défaillance du
produit peut provoquer la mort, des blessures corporelles ou de graves dommages matériels ou environnementaux
(«activités & risque élevé»). La société AutomationDirect nie toute garantie expresse ou implicite d’aptitude 2
I'emploi en ce qui a trait aux activités a risque élevé.

Pour des renseignements additionnels touchant la garantie et la sécurité, veuillez consulter la section Modalités et
conditions de notre documentation. Si vous avez des questions au sujet de I'installation ou du fonctionnement de cet
équipement, ou encore si vous avez besoin de renseignements supplémentaires, n’hésitez pas & nous téléphoner au

770-844-4200.

Cette publication s’appuie sur I'information qui était disponible au moment de 'impression. A la société
AutomationDirect, nous nous efforcons constamment d’améliorer nos produits et services. C'est pourquoi nous
nous réservons le droit d’apporter des modifications aux produits ou aux publications en tout temps, sans préavis ni
quelque obligation que ce soit. La présente publication peut aussi porter sur des caractéristiques susceptibles de ne
pas étre offertes dans certaines versions révisées du produit.

Marques de commerce

La présente publication peut contenir des références a des produits fabriqués ou offerts par d’autres entreprises. Les
désignations des produits et des entreprises peuvent étre des marques de commerce et appartiennent exclusivement a
leurs propriétaires respectifs. AutomationDirect nie tout intérét dans les autres marques et désignations.

Copyright 2011-2020, Automationdirect.com® Incorporated

Tous droits réservés

Nulle partie de ce manuel ne doit étre copiée, reproduite ou transmise de quelque fagon que ce soit sans le
consentement préalable écrit de la société Automationdirect.com® Incorporated. AutomationDirect conserve les
droits exclusifs 4 'égard de tous les renseignements contenus dans le présent document.
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Chapter 1: Getting Started.

Introduction
Overview of this Publication n

Modbus is one of the most popular communication protocols in the automation industry
because it supports both traditional RS-232/422/485 devices and newly developed industrial
Ethernet devices. Many industrial devices, such as PLCs, HMIs, instruments and meters
use Modbus as their standard communication protocol. However, the Modbus protocols
running over serial and Ethernet are so different that a communication gateway is needed as
a bridge for integrating devices from these two networks. The MB-GATEWAY is a Modbus
TCP (Ethernet) to Modbus RTU (Serial) Gateway which provides the necessary bridge to
connect Modbus RTU (Serial) products to Ethernet LANs.

The Modbus TCP side of the Gateway functions as a TCP Server (slave) while the Modbus
RTU side functions as a serial Client (master). The serial side physical interface is
RS-422/485 2 or 4 wire so up to 128 Modbus RTU devices can be accessed by a Modbus
TCP Client device (up to 12 simultaneous connections). The actual number of Modbus
RTU slaves will depend on their individual transceiver loads.

MB-GATEWAY
Gateway Modbus
Address = 255
Serial Modbus
RS-485
RTU slave
device 1
Modbus Modbus
. h
TCP Client Fhernet RTU slave
device device 5
1
1
other
devices
TCP MB-GATEWAY| RTU

Client
S
%
%
°
o)
%
[
Server
Master
Slave

The MB-GATEWAY User Manual describes the installation, configuration, and methods of
operation of the MB-GATEWAY Module.

MB-GATEWAY-USER-M Hardware User Manual, 1st Ed. Rev. H 02/21 I 1 _2



Chapter 1: Getting Started.

Who Should Read This Manual

This manual contains important information for those who will install, maintain, and/or
operate The MB-GATEWAY Module.

Technical Support

We strive to make our manuals the best in the industry. We rely on your feedback to let us
know if we are reaching our goal. If you cannot find the solution to your particular application,
or, if for any reason you need technical assistance, please call us at:

770-844-4200

Our technical support group will work with you to answer your questions. They are available
Monday through Friday from 9:00 A.M. to 6:00 P.M. Eastern Time. We also encourage you
to visit our web site where you can find technical and non-technical information about our
products and our company.

http://www.automationdirect.com
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Chapter 1: Getting Started.

Conventions Used

‘ When you see the “notepad” icon in the left-hand margin, the paragraph to its immediate right will be a special
note. The word NOTE: in boldface will mark the beginning of the text.

right will be a warning. This information could prevent injury, loss of property, or even death (in

C When you see the “exclamation mark” icon in the left-hand margin, the paragraph to its immediate
extreme cases). The word WARNING: in boldface will mark the beginning of the text.

Key Topics for Each Chapter

The beginning of each chapter will list the key topics that can be found in that chapter.

/
Getting Started ,GHAPTER

In This Chapter...

General INFOrMation ........oocveevvsovsscrssensnnssnsssnnsens 1-2
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Chapter 1: Getting Started.

Product Overview

AutomationDirect’s MB-GATEWAY is a single port Modbus Gateway module that converts
Modbus TCP to Modbus RTU. It supports up to 12 simultaneous Modbus TCP Client
(master) Ethernet connections, and up to 128 RTU Server (slave) Serial connections.
MB-GATEWAY requires 10VDC to 36VDC from an external power supply. Each module
has one RJ45 10/100 Mbps Ethernet port and one RS-422/485 2 or 4 wire Serial Port. It
supports NetEdit (Ver 3.8 and later) or Web Browser based configuration tools.

Key features include:
* Automatic Read Function
* RJ45 10/100 Mbps Ethernet Port
* RS-422/485 2 or 4 wire Serial Port
* True failsafe receiver while maintaining EIA/TTA-485 compatibility
* Supports NetEdit and Web Browser configuration tools
* Autodetects Ethernet cable types (MDI/MDX)

* 35mm DIN rail mount
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Chapter 1: Getting Started.

N B

What's in the Box

MB-GATEWAY

DIN Rail Mounting
Adapter

Mounting / Clearance Information
There are two options for mounting the MB-GATEWAY module.

Direct Mounting

The MB-GATEWAY module can be mounted in either a low-profile orientation or a slim-
mount orientation using screw holes on the provided mounting adapter. Screws are not

provided
2% 024 2X 80.24
(6,21 [96.2]
IR )
=== —
I Ibe>
MB-GATEWAY \\\
st O Orrr 2 iRt o
SPD K/A aud Rate % D
Txng 8RXD ON BBRIBRZD gl‘)g;sswi?g
{ ERRSERERY —30:oa | ()]
o Jee 1g S
% 1:* D@ 101;33400 D D
Rt H% 1192700
| ([~ 4.11 16 Parity U 3.06
03] [wo | [104.3] 10 00 Nons 0 (77.8]

§ i 10 =Even

g ( 11=Resvd
R o Stop Bits
£

3

MB—GATEWAY 5 - Switch

0=1Bit
MODBUS TCP/IP to MODBUS RTU | 1= B H H

ol | @ 1Q Vo [HINPUT 6 - Reset IP Cfg
| | ) 018)| |com [10-36 voc 7 - Reserved % D
L[| s 1[%) Chasi

b4l
| s

)

70

h@y

MB-GATEWAY-USER-M Hardware User Manual, 1st Ed. Rev. H 02/21 I 1 - 6



Chapter 1: Getting Started.

DIN Rail Mounting
The MB-GATEWAY module can be snapped onto a standard 35 mm x 7.5 mm height DIN n
rail (Standard: CENELEC EN50022). They can be mounted either vertically or horizontally.
Refer to the mechanical drawings that follow for proper mounting.
DIN rail mounting steps:
1. Hook bottom back of unit over the DIN rail.
2. Push top back onto the DIN rail until it snaps into place.
DIN rail removal steps:
A. Pull up on tab at the top of the mounting adapter with a screwdriver.
B. Rotate the bottom of the unit away from the DIN rail.

C. Pull unit down and away from DIN rail.

Mounting

Agency Approvals

Name UL/CUL UL508 CE
MB-GATEWAY E185989 E185989 Yes

c¢(UL)us C€
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Chapter 2: Speciﬁcations.

Specifications
Port RJ-45
Speed 10/100 Mbps
Ethernet Protection Built-in 1.5 KV magnetic isolation
Interface Protocol Supported Modbus TCP/IP Server (Slave)
Clients (Masters) . .
Supported 12 simultaneous Modbus TCP connections
Cable Type Autodetects Ethernet cable types (MDI/MDX)
Port 6-position terminal strip (Phoenix #1863194) provided

Supported Signal Lines

RS-422 §S-Wire) Signals: TX+, TX-, RX-, RX+, GND
RS-485 (3-wire) Signals: Data+, Data -, GND

Supported Baud Rates

3007, 600*, 1200*, 2400, 4800, 9600,
14.4k, 19.2k, 38.4k, 57.6k, 115.2k
* Cannot be set with DIP switches.
Must be set via web browser configuration.

Serial Parity 0dd, Even, None
Interface Data Bits 8
Stop Bits 1,2
Protocol Supported Modbus RTU Client (Master)
Servers (Slaves)
Supported 128
Termination Permanently installed 120Q< resistor between

Data+ and Data -

Power Consumption

2W
Use Class 2 power supply
Use conductors rated 60/75 °C
3-position terminal strip (Phoenix #1863165) provided

Wire Range 16 - 28 AWG Solid or Stranded Conductor (1.5 mm?)
Wire Strip Length 0.24-0.27in (6 - 7 mm)
Screw Torque 1.7 Ib-in (0.2 Nm)
Operating Temperature Range 0 to 60 °C (32 to 140 °F)
Storage Temperature Range -20 to 70 °C (-4 to 158 °F)

Humidity 5t0 95% RH (non-condensing)
Environmental Air For use in Pollution Degree 2 Environment. No corrosive gases
Vibration MIL STD 810C 514.2
Shock MIL STD 810C 516.2
Weight 0.2 Ibs (0.09 kg)
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LED Indicators

MB—GATEWAY
st (O OFRR
P Ok/a
™ O ORXD

T GND

STA
The STA or STATUS LED is steady ON when the MB-GATEWAY has passed power-up

diagnostics and is ready for use.

SPD

The SPD or SPEED LED is used to represent the Ethernet speed. The LED will be ON
when the Ethernet speed is 100Mbps and OFF when the speed is 10Mbps.

TXD

The TXD or TRANSMIT DATA LED flashes to indicate that the MB-GATEWAY is
sending data through the serial port.

ERR
If the MB-GATEWAY’s ERR (ERROR) indicator is:

* ON - a critical error has occurred. The error may be in the card itself, or the result of a network
problem. The ERROR indication can be caused by a faulty ground, an electrical spike or other
types of electrical disturbances. Cycle power to the system to attempt clearing the error.

* Flashing once per second - a firmware update is in progress.

* Flashing randomly - a Modbus/RTU error. This could be a timeout or an actual error response.
Check the Gateway Device Status page on the MB-GATEWAY configuration web page to see the
quantity of Request Errors and the description of the Last Request Error.

A CRC error for an Automatic Reads table entry will flash the ERRor LED and set the Last
Request Error to: MODBUS_ERROR_MEMORY_PARITY_ERROR.

For a direct request from a Modbus TCP server, a Modbus RTU parity error will return the
error MODBUS_ERROR_MEMORY_PARITY_ERROR to the Modbus TCP server.
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LK/A
The LK/A or LINK GOOD/ACTIVITY LED flashes to indicate that the card sees data
traveling on the Ethernet network. If any network device is sending or receiving data, the
LK/A LED will be flashing. During heavy communication loads, this indicator will be steady
ON. If the LED is OFF, then a problem with the Ethernet connection has been detected. n

RXD

The RXD or RECEIVE DATA LED flashes to indicate that the MB-GATEWAY is receiving
data through the serial port.

MB-GATEWAY-USER-M Hardware User Manual, 1st Ed. Rev. H 02/21 I 2 - 4



Chapter 2: Speciﬁcations.

Dip Switch Information

Baud Rate
21 i

NNNNNN S

00
01
0
10
10
11
11

01=0dd
10=Even
11 =Resvd
Stop Bits
5 - Switch
MB-GATEWAY 0=1Bit
Wobeus TcrnpomobeUseTy | & = 3 Bty
+V +INPUT 6 - Reset IP Cfg

com | 10-36VDC 7 - Reserved

Chasis

s7 | s6| s5| sa] s3

w
N
wn
iy
w
o

Switch setting

Software Config
4800
9600
14400
19200
38400
57600
115200
None
Odd
Even

ajey pneg

PR |k |R|O|O|O|O
R |R|O|O|R [Pk |O|O
R |O|Rr|O|R|O|F|O

Aued

= |=|O|O
= |O|~»|O

Reserved
1Bit
1 2 Bits

sug

josay| dois

1 *

di

Reserved S7 reserved

* Setting S6 to on will, on power cycle, set the IP address, subnet mask
and gateway address in the MB-GATEWAY to 0.0.0.0
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Dimensional Drawing

Inches [mm]
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Chapter 3: Installation, Wiring and Configuration

Safety Guidelines

and should be your primary goal during system planning and installation. Automation systems can
fail and may result in situations that can cause serious injury to personnel or damage to equipment.
Do not rely on the automation system alone to provide a safe operating environment. You should use
external electromechanical devices, such as relays or limit switches, that are independent of the PLC n

2 WarnING: Providing a safe operating environment for personnel and equipment is your responsibility

application to provide protection for any part of the system that may cause personal injury or damage.
Every automation application is different, so there may bhe special requirements for your particular
application. Make sure you follow all national, state, and local government requirements for the proper
installation and use of your equipment.

Plan for Safety

The best way to provide a safe operating environment is to make personnel and equipment
safety part of the planning process. You should examine every aspect of the system to
determine which areas are critical to operator or machine safety. If you are not familiar with
control system installation practices, or your company does not have established installation
guidelines, you should obtain additional information from the following sources.

* NEMA — The National Electrical Manufacturers Association, located in Washington, D.C.
publishes many different documents that discuss standards for industrial control systems. You can
order these publications directly from NEMA. Some of these include:

ICS 1, General Standards for Industrial Control and Systems
ICS 3, Industrial Systems
ICS 6, Enclosures for Industrial Control Systems

* NEC — The National Electrical Code provides regulations concerning the installation and use of
various types of electrical equipment. Copies of the NEC Handbook can often be obtained from
your local electrical equipment distributor or your local library.

* Local and State Agencies — many local governments and state governments have additional

requirements above and beyond those described in the NEC Handbook. Check with your local
Electrical Inspector or Fire Marshall office for information.

Security Considerations
When implementing any method of remote access to your equipment, you need to consider
the security exposure in order to minimize the risks to your processes and your equipment.
Security should always be carefully evaluated for each installation. Refer to “Appendix C:
Security Considerations for Control Systems Networks” for more information.
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i

Wiring Diagrams
The MB-GATEWAY module can be wired in either 4-wire or 2-wire mode.

RS-422/RS-485

Gateway Slave 1 Slave 2 Last Slave
g GND|(D] ND ND}—- -- ——
§ €RX+ ol TX+ TX+|—- - ——
§ = Rx QI TX- TX- e ——
EN Al RX- RX- f—---
T
5 ™+ RX+ RXH— - — 5|
GND QDI] * User Supplied
(Gateway contains a 120Q Termination
120Q Termination Resistor Resistor

between RX+ and RX-)
Recommended Cable - AutomationDirect L19773 shielded cable or equivalent

RS-485

Gateway Slave 1 Slave 2 Last Slave

—GND|(D]l

ed

s RX+ (DIl D+ D+ f—--- D+
;=R Ol D- |- — %1 b
: x|l
5 ™>+| Q[
=——-aND|(D]l ND ND GND
(Gateway contains a * User Supplied
120Q Termination Resistor 120Q Termination
between RX+ and RX-) Resistor

Recommended Cable - AutomationDirect L19954 shielded cable or equivalent
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MB-GATEWAY Configuration

The MB-GATEWAY supports 128 Modbus RTU nodes on the serial side. The RS-485
specification supports up to 32 devices before a repeater device is required. Proper cabling and
termination is required. For RS-485 4-wire installations , a cable with the proper shielding
and impedance should be used such as a Belden model 9843. For RS-485 2 wire installations,
a cable such as the Belden model 9842 should be used. A 120 ohm resistor should be used

for termination on each end of the network as shown in the previous wiring diagrams. The
GATEWAY module has a termination resistor pre-installed so only one resistor needs to be
added to the opposite end of the network away from the Gateway module.

The MB-GATEWAY module supports up to 12 simultaneous Modbus TCP connections.
The MB-GATEWAY’s TCP listening port is the standard Modbus TCP port 502 (not
configurable).

One of the major features of the MB-GATEWAY module is the “Automatic Read” function.
This feature utilizes the ‘idle’ time of the module while it is waiting for Ethernet requests.
The Automatic Read function can be configured to poll specific Modbus data points of the
serial nodes and place that data into a local ‘data buffer’. If a Modbus Ethernet request comes
in for one of those data points, the MB-GATEWAY module will immediately respond with
the data from local buffer and thereby respond much faster than it would if it had to generate
a new serial request. See Chapter 5 for more information.

The factory IP setting of the MB-GATEWAY module is to retrieve an IP address via

DHCP. In order to see what IP address has been assigned and/or to change that setting the
NetEdit software tool will be required to discover and configure the MB-GATEWAY TCP/
IP settings. NetEdit is a free tool that is accessible at AutomationDirect’s website or HOST
engineering’s website (hitp:/fwww.hosteng.com/SW-Products/SP_Demo_U'tilites.htm#NetEdit3).

NOTE: NetEdit version 3.8 or later is required to support MB-GATEWAY

MB-GATEWAY Configuration continued on the next page
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NetEdit Configuration

Using NetEdit is very simple. Once the software has been installed, follow the steps below to
configure the settings of your MB-GATEWAY module.

* Start the software. It will scan automatically when you start it but if your MB-GATEWAY is

inaccessible at the point of starting the software, you can press the “Scan Network” button at the

top to make it scan again once the MB-GATEWAY has become accessible.

NOTE: If you are unable to see the MB-GATEWAY...

1) If your PC has more than one NIC (Network Interface Card), e.g. a wireless and a wired, then
you may need to either disable the NIC(s) you are not using, or re-prioritize them such that the

NIC you are using is top priority.

2) Verify the Network Interface on your PC is functioning properly

3) Verify all connections between the PC and the MB-GATEWAY are properly made
4) Disable your firewall or open TCP port 28787 to allow NetEdit.

5) NetEdit version 3.8 or later is required to support MB-GATEWAY.

“ NetEdit 3

File Metwork Wiew Help

Scan
L e s I ]

Ethernet Address F | B | € | Module Type IF Address j(s} Mame Diescription
|00 EC ez 4047 04 ME_GATEWAY 10401010 255 Modbus Gateway 1
General Help |

Sort by any Column: By clicking the header of any column, the list of devices can be sorted into
ascendmng order by that column's data. Chclang the column header a second time wall sort the
devices into descending order

Edit Device Settings: There are two ways to edit the networle settings for any device listed: you
can cursor up and dewn the bst to the dewice you want to configure, the chick 'General, or you can

UM

Ready

¢ In the Main window, double click on the MB-GATEWAY module that you want to configure.

General Settings El
Module 1D: 255 J;I (" Obtain an [P addrsss autornatically
f+ Ise the following [P settings
MName:  |Modbus Gateway 1
IP &ddress: 192 . 188 . 15 47
Description:
Subnet mask; | 299 - 295 0 0
Beeman 182 0188 0 1 10
,Tl Cancel |

* Select “Use the following IP settings”.

* Type in the settings that are compatible with your network and press the OK button and the

MB-GATEWAY module’s IP settings are now configured.
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Chapter 3: Installation, Wiring and Configuration

After the MB-GATEWAY module’s IP settings have been configured to be compatible
with the subnet of your PC, you can open Internet Explorer (or the Web browser of your

choice) and continue the configuration for your application. You can also right click on the
MB-GATEWAY in the main NetEdit window and choose “Start Web based config...” to
start your default Web browser with the correct IP address pre-configured for you.

Function Codes Supported
The function codes supported by the MB-GATEWAY differ based upon whether the target

from the Modbus Client is the MB-GATEWAY directly by utilizing the Gateway Modbus
ID and the Automatic Read function or direct access to a Modbus serial slave by specifying
the Unit ID of the Modbus Slave node itself.

Target = MB-GATEWAY Module (using Gateway Modbus ID and Automatic Read
Function):

¢ Function Code 1 (Read Coils Oxxxxx)

* Function Code 2 (Read Input Bits 1xxxxx)

* Function Code 3 (Read Holding Registers 4xxxxx)

* Function Code 4 (Read Input Registers 3xxxxx)

* Function Code 8 (Read Diagnostics <Read Query Data Function>)

Target = MB-GATEWAY Modbus Slave Node (using Unit ID of Slave Node):

* Any function code supported by the Modbus Slave device

Log Modbus/TCP and/or RTU requests to SMTPViewer
Available in firmware 1.0.679 and later
Using the SMTPViewer (download from HostEng.com and install it in the \HAPTools
folder), you can see the TCP and RTU requests that are being processed by the
MB-GATEWAY. This logging feature will only send packets to the PC that requested the

logging; therefore it is not using broadcast packets, and each Gateway can only log data to 1
PC at a time.

To use logging, connect to MB_GATEWAY with SMTPViewer (UDP only; port
0x7272) and issue the following command:

‘Log [req] [rsp] [rtu] [tep] [dev #] [raw]’

req = Log requestsrsp = Log responsesrtu = Log RTU transactionstcp = Log TCP
transactionsraw = Show raw bytes instead of decoding transactionsdev # = Ex ‘dev 1’ would
show only transactions for device 1

For example, to see all Modbus/RTU transactions (requests and responses) to/from device 1
in a decoded form, the command is:‘Log rtu req rsp dev 1’

The command ‘log’ by itself defaults to ‘log req rsp rtu tcp’ which will show all requests and
responses for all devices in a decoded form. All forms of the log command toggle from on to
off, so you can issue the same command again to turn logging off.
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Home Page

The configuration of the MB-GATEWAY is accessed through a web browser at the well-
known HTTP port 80 (not configurable). The image below shows the home page that will
be displayed when the web server of the MB-GATEWAY module is accessed. From this
page, all of the different setup screens can be accessed.

= Modbus Gateway - Windows Internet Explorer

3 e
@\___/.v lel 192.168.15.47 4 (B[4 [

3 |p-

File Edit Wew Favorites Tools Help

(& Madbus Gateway

MB-Gateway by Automation Direct.com

Gateway Modbus ID: 255 (0xFF)
Module Name: Modbus Gateway 1
Module Description: Modbus Gateway.
Ethernet Address: |00 E0 62 40 47 07
IP Setup: |Address: 192.168.15.47 Subnet: 255.255.0.0 Gatewayv: 192.168.1.10
Booter Version® |5.0.53
OS Version: | 1.0.597
Serial Port Configuration: |0-7-NONE-1-RTU
Slave TimeoutRetrys: Timeout=1000 Retrvs=2

Automatic Reads: Reading from: none
Show Status: Monitor Status Information
Frmware Updates: Hosteng com

(& €0 mternet 3 - ®ioon v
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Gateway Modbus ID

The Gateway Modbus ID is used with the Automatic Read function. This is how the local
data buffer is accessed by the Modbus Client device. The usage of this field will be explained
in more detail in the Automatic Read Function section.

‘E The Modbus ID used in this field should be unique to the serial network and not assigned to any real Modbus RTU

device.

ﬂ; Get Gateway Modbus ID - Windows Internet Explorer n

@Hv @[ 192,168,15.47 v | B 42| K ‘-‘] |P -

File Edit ‘iew Favorites  Tools  Help

E]E[Get Gateway Madbus 1D

Setup Gateway Modbus ID

Gateway Modbus ID-

Dane [ & mternst fa - | ®ioow -

The Back, Send and Reset buttons that appear on these pages have the following behavior:

The Back button will browse back to the previous page viewed without saving any changes
made on the current page.

The Send button will Send any changes made on this page to the MB-GATEWAY,
effectively saving those changes.

The Reset button will undo any changes made on this page, back to the values that have been
Sent to the MB-GATEWAY previously.
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Module Name and Module Description

These fields are used only for reference and identification when managing several different
MB-GATEWAY modules on a network.

/.-: Get Module Name - Windows Internet Explorer. ‘Z||E|E|

@:-ﬂv E]j[ 192.168.15.47 IR SR | |P -

File Edit Wiew Favorites Tools Help

E]E[Get Module Marne: n

Setup Module Name

Module Name: |M0dbus Gateway 1

Done [ €0 mternet ¥4 - H100% -

= Get Module Description - Windows Internet Explorer ‘Z||E|E|

D | [+
@\__/.v ¥ 192.168,15,47 CIEN RS

File Edit ‘Wiew Favorites Tools Help

3 |pv

VI Get Module Description

Setup Module Description

Module Description | Modbus Gateway.

Done [ € mternet R R T
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IP Setup Configuration Page

The IP address, Subnet Mask and Default Gateway address can be configured on this page.

732 You may lose communications with the MB-GATEWAY module if you configure an IP address and/or
‘E Subnet Mask that is not compatible with the subnet of your PC’s Network Interface Card. You may be

required to change the subnet settings of your PC or use the NetEdit tool to regain communications in
this situation.

7= Get IP Configuration - Windows Internet Explorer EI@@
@.\-;. - @ 192,168.15.47 v &[4 x| 29 |[2]-

File Edit Wiew Favorites Tools Help

E]E[Get 1P Configuration

Setup IP Configuration

Mode: O Obtain an IP address automatically
B "| @ Use the following IP address

IP Address: | 192.168.15.47
Subnet Mask: | 255.255.0.0

Dane

[ €D mternet fy v Hioow <
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Serial Port Configuration Page

This page is used to configure the serial port parameters if you do not want to use the
dipswitch settings or if baud rates different than the dipswitch settings range are desired. The
serial port settings should match the settings of the Modbus RTU serial nodes connected to
the MB-GATEWAY module. In some situations, such as a high amount of electrical noise,
poor cabling, etc., it may be necessary to reduce the baud rate on the MB-GATEWAY
module AND serial devices on the network.

—— | Inorder to use the software based configuration, switches S0, S1, and $2 must be turned OFF. n
(= Get Serial Port Setup - Windows Internet Explorer Q@@
@ H - 192,168,15.47 DIEIEIERE | [[2]-

File Edit Wiew Favorites Tools Help

E]E[Get Serial Part Setup

Serial Port Configuration

Baud | O 115200 O 57600 ® 38400 O 19200 O 14400 O 9600 O4800 O 2400 O 1200
Rate:| O 600 O 300

Parity:| O Even & Odd O None
Stop Bits: | ®1 O2

Dane E elnternet fp o Haon <
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Set Up Slave Timeout / Retries Page

The “Set Up Slave Timeout/Retries” page is used to configure the timing on the serial side of
the MB-GATEWAY module. By defaulg, all serial requests will use the “Default Timeout”
value and “Default Retries” value. If there are devices on the serial network that require
different timing adjustments, those exception cases can be added to the table below. Simply
specify the node ID, the timing value and retry count necessary for that device.

The way that the timeout and retry field is utilized is:

The MB-GATEWAY will send a request to the serial device, if there is no reply from the
device within the Timeout value specified, the MB-GATEWAY will send another request
and wait again. It will do this for the number of times specified in the Retry field. Once the
MB-GATEWAY has attempted to access the device for the number of retry counts specified
and no reply is forthcoming, the MB-GATEWAY will respond with an exception error: 04
(Slave device failure).

The “Inter-packet TX Delay” field specifies how long between serial requests the
MB-GATEWAY module should wait . This applies to all serial requests to all serial devices
on the serial side of the module.

(2 Setup Timeouts / Retrys - Windows Internet Explorer Q@E|
L

@.‘ o= M 192,165,15.47 RIS ]

File Edit Wiew Favorites Tools  Help

W setup Timeouts { Retrys

Setup Slave Timeout / Retries

Default Timeout (ms): 1000
Default Retrys: |2

Inter-packet Tx Delay (ms): | 20

Exceptions
Device Timeout (ms) Refrys
0 0 0
0 0 0
0 0 0
0 o 0
0 o 0
0 0 0
0 0 0
0 0 0
v
Done @ @Intemet G v MI00% <
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Gateway Device Status Page

The Gateway Device Status page contains statistical information about the MB-GATEWAY
module that can be used to gauge the performance of the communications and to
troubleshoot communications.

/5 Show Status - Windows Internet Explorer

@\H - E]j[ 192.168.15.47 v || 4| x| 29 | FelEd
File Edit Wiew Favorites Tools Help
.EE[ShUW Status
Gateway Device Status
2) 3)
Automatic Reads (1 l Last Modbus TCP Request | | Last Modbus RTU Request
Table Error |Last . . Number Slave Number |0 Slave Number 0
Retries Timeonts
Item Count Error Completed Function Function
01 0 0 0 0 Reference |0 Reference |0
02 0 0 0 0 Count |0 Count |0
03 0 0 0 0
04 0 0 0 0 Data Data
05 0 0 0 0 Status Status
06 0 0 0 0 Return Return
o7 0 0 0 0 Status Information (4 '
08 0 0 0 0 Status Page Updates |13
® |0 0 0 0 Modbus TCP
10 0 0 0 0 Requests
11 0 0 0 0 Modbus TCP Cache 0
12 |0 0 0 0 Hits
13 0 0 0 0 Modbus RTU
14 | 0 0 0 0 Requests
s 0 0 0 0 Request Errors |0
15 0 0 0 0 Last Request Error
Request Retries |0
Request Timeouts |0
Stop Updates ] [ Clear Values ] [Backl
Cone m elntemet ¥a - H00% T
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@ Automatic Reads

This table shows statistical information about the requests being sent when the Automatic
Read function is being utilized. This information can help to indicate whether this table has
been configured correctly or not.

Table Item: Corresponds to the position in the table of the “Set Up Automatic Reads” page.

Error Count: Indicates how many error requests have occurred for that table item. This could be a
timeout error or an exception response.

(Timeout), the error “Slave Device Failure” will be shown in this field.

Last Error: Indicates the error code from the last error request. If the device fails to respond n

Retries: Indicates how many retries have occurred. It is a cumulative value and does not reset unless
the module has been power cycled or the “Clear Values” button at the bottom has been
pressed.

Timeout: Indicates how many times a request has not received a reply within the specified timeout
period. It is a cumulative value and does not reset unless the module has been power
cycled or the “Clear Values” button at the bottom has been pressed.

Number Completed: Indicates how many requests have been sent for that table item.

@ Last Modbus TCP Request

This table shows statistical information about the last request that was received on the

Modbus TCP side from a Modbus TCP Client device.

Slave Number: Indicates the “Unit ID” number within the Modbus TCP header of the Modbus
TCP request.

Function: Indicates the Modbus function requested within the Modbus TCP request.

Reference: Indicates the starting address requested within the Modbus TCP request. The
“Reference” value is the offset from 0. More information will be explained in the
Automatic Read Function section as to how this Reference value corresponds to a
Modicon style address that is found in many Modbus devices.

Count: Indicates the number of Registers, Coils or Bits requested within the Modbus TCP request.

Data: This field indicates the Data values written to the MB-GATEWAY module when a Write
function has been sent from the Modbus TCP Client device.

Status: Indicates the action taken by the MB-GATEWAY module upon receiving the Modbus TCP
Client request.

Found in cache = If the Modbus TCP Client request is targeted to the MB-GATEWAY
Module’s Modbus ID and the request corresponds with an address mapped
in the Automatic Read Function, the MB-GATEWAY module will respond
with the data from its local cache. The MB-GATEWAY module will also
return the data from its local cache if the TCP Client request corresponds
with a node number and address that has been configured in the Automatic
Read function table.

Completed = If the request does not meet the criteria explained above, a serial request is created.

Return: This field will indicate whether an error has occurred or not. If this field displays “No
Error”, the request was successful. Otherwise, the Modbus error text will be shown. Refer
to the Modbus specifications error code lists for detailed explanations of each error code.

MB-GATEWAY-USER-M Hardware User Manual, 1st Ed. Rev. H 02/21 I 4_9



Chapter 4: Parameters -

© Last Modbus RTU Request

This table shows the last Modbus RTU request formed by the MB-GATEWAY module
based upon the Modbus TCP Client request received on the Ethernet side.

Slave Number: This is the Node number that was targeted in the last Modbus RTU serial request.
Function: Indicates the Function Code sent to the Modbus serial device in the last request.

Reference: Indicates the starting address requested within the Modbus RT'U request. The
“Reference” value is the offset from 0. More information will be explained in the
Automatic Read Function section as to how this Reference value corresponds to a
Modicon style address that is found in many Modbus devices. n

Count: Indicates the number of Registers, Coils or Bits requested within the Modbus RT'U request.

Data: This field indicates the Data values written to the Modbus RT'U device when a Write function
has been sent.

Status: Indicates the action taken by the MB-GATEWAY module on the Modbus RTU side.

Waiting for Header = This indicates that the MB-GATEWAY module has sent a request and is
waiting for the Reply.

Timeout = If a request was sent to a Modbus RTU device and no reply is received, this message
will appear.

Completed = If the request was sent and a reply was received, this message will show in the

Status field.

Return: This field will indicate whether an error has occurred or not. If this field displays “No
Error”, the request was successful. Otherwise, the Modbus error text will be shown. Refer to
the Modbus specifications error code lists for detailed explanations of each error code.

O Status Information

This table shows a summary of the current session (since power cycle or Clear Values button
selected). Comparing Requests to Cache Hits can help indicate whether the Automatic Reads
are configured to maximize efficient communications. And total Error, Retry and Timeout
data can indicate health of communications.

A CRC error for an Automatic Reads table entry will flash the ERRor LED and set the Last
Request Error to: MODBUS_ERROR_MEMORY_PARITY_ERROR.

For a direct request from a Modbus TCP server, a Modbus RTU parity error will return the
error MODBUS_ERROR_MEMORY_PARITY_ERROR to the Modbus TCP server.

Setup Automatic Read Page

The Automatic Read Feature is explained in detail in Chapter 5: Automatic Read Feature.
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Firmware Updates

This link sends you to Host Engineering’s website to retrieve the latest firmware for the
MB-GATEWAY module. The NetEdit tool is required to upgrade firmware in the
MB-GATEWAY module. The steps are shown below:

Open the NetEdit software. You may allow the NetEdit software to download the latest
firmware for the MB-GATEWAY module by clicking on File-> Live Update.

Once you have the firmware file to load into the MB-GATEWAY module, click on the Scan
Network button at the top left to browse for the MB-GATEWAY module that is in the
subnet of the PC.

Fil=  Metwork Wiew Help

Scan 3
Px | TCPAP | =RET

Ethernet Address F | B | C | Module Type IP Address hin] Mame Description
| [l e T iR GATEWAY RGN (i] SEE Tindbs Gateway 1
Open PIX)

Lok in | 55 MB-GATEWAY =~ e @k &

Module Info General Settings |General Help
Configuration Firmware

| General... | | Update Firrmware. .. |

| ||| [ UdeteBooer.. | Fiename:  [ME_GATEWAY_1_0_573.bin Tpen
Files of type: |Ethemet Firmware Files [*.bin) j Cancel

Ready LM

Click on the GATEWAY module that you wish to upgrade and then select the “General
Settings” tab at the bottom of the screen. Click on the “Update Firmware” button in the
“General Settings” tab. You will get a dialog box to select the firmware file that you wish to
upgrade to. Select the correct file and click on the “Open” button.

Firmware Updates continued on the next page.
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Comfirm Update...

Prepating to replace madule firmware version 1.1.336 with version 1.1.354.

Continue?

Confirm that you wish to perform the upgrade by clicking on the “Yes” button.

Success! E|

Firmware update complete!

Once the process is complete, you will receive a dialog confirming success.
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Chapter 5: Automatic Read Feature.

Automatic Read Feature

The Automatic Read Feature allows the MB-GATEWAY module to utilize some of the idle
time that usually occurs between Modbus TCP requests from the Client device. Note that
this feature only allows the reading of data from the serial devices and not writing to them.
Up to 16 automatic read requests can be configured.

ﬂ: Setup Automatic Reads - Windows Internet Explorer

@\-____) - [ 192.168.15.47 IEIEIENR |
File Edit  ‘iew Favorites  Tools  Help x @ Snaglk E =
EE[ Setup Automatic Reads
-
.
Set up Automatic Reads
Gateway Modbus Address = 120
¢ Auto Assign Gateway Addresses
A ~ RTU ||Number | Gateway
Memory Slave
To Read Number Start of Memory
B Address |Elements|| Address
2-Discrete Inputs * ||||7 466 1 0
0-Unused Entry ¥ |[|B 455 1 0
0-Unused Entry ¥ ||||0 0 0 0
2-Discrete Inputs v |1 21 16 1
3-Holding Regs v |1 100 16 0
0-Unused Entry  * ||||0 0 0 0
0-Unused Entry v ||||0 0 0 0
O-Unused Entry ¥ ||||0 0 0 0
0-Unused Entry  * ||||0 0 0 0
0-Unused Entry v ||||0 0 0 0
0-Unused Entry ¥ ||||0 0 0 0
0-Unused Entry v ||||0 0 0 0
0-Unused Entry ¥ |0 0 0 0
0-Unused Entry  * ||||0 0 0 0
0-Unused Entry v ||||0 0 0 0
O-Unused Entry ¥ ||||0 0 0 0
Status Data (Holding Register) Address: 4001
show status data format
Back || Send | Reset
v
/.| Done [@ @ Internet G maow v
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The MB-GATEWAY module can be assigned a Modbus Node address that corresponds with
the “Unit ID” number that is sent within the Modbus TCP header that is typically used to
target 2 Modbus RTU node that is on the serial side of the MB-GATEWAY. Therefore, the
Node number that is assigned to the MB-GATEWAY module should be unique from any
Modbus RTU nodes on the serial network. The Automatic Read function reads the specified
registers, bits or coils from the Modbus RTU nodes and places that data into the specified
MB-GATEWAY addresses that can be retrieved on the Ethernet side by specifying the
MB-GATEWAY’s Modbus address in the Unit ID field of the Modbus TCP client request.

An example is shown below:

Situation 1:
Modbus TCP Client device sends a request for a device not configured in the Automatic B

Read table. This will, in turn, generate a fresh new request on the serial side of the

MB-GATEWAY module.

Memory Slave RTU Number Gateway
To Read Number Start of Memory
Address | Elements Address

1 0 1 0

3-Holding
Regs.
\_MB.GATEWAV /
Gateway Modbus
Address = 255
Serial Modbus
RS-485
RTU slave
P device 1
Slave Num =5,
Start Addr =10,
Modbus Num of Elements = 1 Modbus
. IEthemet
TCP Client | RTU slave
device device 5

other

devices

Step 1: Modbus TCP request is generated to Serial Slave Num 5 at Starting Address 10, size 1
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Memory Slave RTU Number Gateway
To Read Number Start of Memory
Address | Elements Address

1 0 1 0

3-Holding
Regs.
MB-GATEWAY
Addre;s= 255 Request:
Slave Num =5,
ial Start Addr =10,
RSse-;l;s Num of Elements =1 MOdbus
RTU slave
device 1
Modbus v Modbus
. Ethernet
TCP Client | RTU slave
device device 5
1
1
other
devices

Step 2: Request is then generated on the Serial side of the MB-GATEWAY.

Memory Slave RTU Number Gateway
To Read Number Start of Memory
Address | Elements Address
3-Holding 1 0 1 0

Regs.

MB-GATEWAY

Gateway Modbus
Address = 255
Serial Modbus
RS-485
RTU slave

C— .
device 1

Modbus F
: [ H Modbus
TCP C!lent |_ H RTU slave
device g device 5
1
1
Other
devices

Step 3: Serial Node replies with data
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Memory Slave RTU Number Gateway
To Read Number Start of Memory
Address | Elements Address

1 0 1 0

3-Holding
Regs.

\ B CATEWAT /
Gateway Modbus

Address = 255

Serial Modbus
RS-485
RTU slave
device 1

Modbus Modbus
TCP Client fenene

— l RTUslave
. Reply with data
device

device 5

Other
devices

Step 4: Gateway generates TCP reply and sends back to Client device.
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Situation 2:

In this example, the Modbus TCP Client device is sending a request directly to the
MB-GATEWAY itself that spans multiple entries in the Automatic Read table.

Memory Slave RTU Number Gateway
To Read Number Start of Memory
Address | Elements Address

1 0 1 0

3-Holding
Regs.
3-Holding 5 0 1 1
Regs.
[~ MB-GATEWAY |
Gateway Modk
Address= 255 Request:

Slave Num =1,

Serial Start Addr =0,
R::;; Num of Elements =1 ﬁ MOdbus
RTU slave

Reply with data .
device 1
Request:

Slave Num =5,

M Od bus e Start Addr =0, M Od b us
i Num of Elements =1
TCP Client |C . rochus
device Reaistor0 ﬂ o ants
Register 1
data :
Other
devices

Step 1: Before a request even comes in on the Ethernet side, the MB-GATEWAY is reading data from the
serial slaves at the “Inter-packet TX Delay” rate and placing that data into its local cache.
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Memory NE RTU Number Gateway
To Read Number Start of Memory
Address | Elements Address

1 0 1 0

3-Holding
Regs.
3-Holding 5] 0 1 1
Regs.
[ MB-GATEWAY |
Gateway Modbus
Address= 255
Serial Modbus
RS-485
RTU slave
Request: .
Slave Num = 255, device 1
Start Addr =0,
Modbus Num of Elements = 2 Modbus
o IEthernet
TCP Client | RTU slave
device device 5
Cache:
Register 0 |
Register 1 1
data Other
devices

Step 2: Modbus TCP Request is generated to Serial Slave Num 255 at Starting Address 0, size 2.

Memory Slave RTU Number Gateway
To Read Number Start of Memory
Address | Elements Address

1 0 1 0

3-Holding
Regs.
3-Holding 5 0 1 1
Regs.
MB-GATEWAY
Gateway Modbus
Address = 255
serial Modbus
RS-485

RTU slave

device 1

Modbus |Ethernet Modbus
i RTU slave

TCP Client pr— ey s

Q Reply with data .
device Cache: evice
Register 0
Register 1 :
data Other
devices

Step 3: MltSHGATEWAY immediately a§enerates TCP reply and sends back to Client device from local cache

without generatmg a NEW Serl request.

The response time for the TCP request will be significantly faster when the request is targeted
at an address in the Automatic Read table. This can be advantageous if the Modbus TCP
Client is a device that is busy doing numerous other tasks, such as a PLC.
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Additional Optimization

An additional method of optimization is used in the MB-GATEWAY. If a request is sent to
the MB-GATEWAY from the Modbus TCP Client targeted at a Node number and starting
address that is equivalent to an entry in the Automatic Read table, the MB-GATEWAY will
treat the request as if it had been targeted at the MB-GATEWAY Modbus address and will
respond from its local data cache since the data is the same.

Shown below are some more detailed explanations of the different fields that can be
configured in the Automatic Read Function table.

Memory to Read:

There are 5 options:
0 — Unused Entry = Disables this entry in the table. B
1 — Coils = Configures this entry to read “Modbus Coils” (Read/Write bits).

2 —Discrete Inputs = Configures this entry to read “Modbus Input Bits” (Read Only bits).

3 — Holding Regs = Configures this entry to read “Modbus Holding Registers” (Read/Write 16
it registers).

4 — Input Regs = Configures this entry to read “Modbus Input Registers” (Read Only 16 bit
registers).
Slave Number:
The network address of the Modbus RTU device to be read on the serial network.

RTU Start Address:
The starting address (based at 0) to be read in the targeted Modbus RTU device on the serial
network.

Number of Elements:
The Number of elements to read from the targeted Modbus RT'U device on the serial network.
If the Read is from Coils or Discrete Inputs, the number specified will be the number of bits
from 1 - 2000. If the Read is from Holding or Input Registers, the number specified will be the
number of words (16 bit) from 1 - 125.

Gateway Memory Address:

The starting address in the GATEWAY module’s local data cache to place the data that has been
read from the Modbus RTU device on the serial network.

Gateway Modbus Address:
Displays the Modbus address that the GATEWAY module has been configured for (done in the
“Gateway Modbus ID” section of the home page).

Auto Assign Gateway Addresses:
Selecting this option will allow the configuration software to automatically choose the best local
addresses to place the data that has been read from the Modbus RTU devices.

When the Auto Assign Gateway Addresses option is NOT selected, care must be taken so the
data from different Automatic Reads doesn’t overlap in the Gateway’s internal memory. If you
specify an Automatic Read that will create overlapping data, the value in the Gateway Memory

Address field for that Read will be red.

By default the Gateway will store the data from the individual automatic reads for the same
memory types in consecutive locations in the Gateway’s internal memory. Storing this data in
consecutive data locations in the Gateway’s internal memory allows reads to be optimized into
as few requests as possible.
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There are several different ways of addressing when communicating to Modbus devices.

The method of specifying a Function Code and offset that is utilized in the Automatic Read
function is a very common way. Another way that is very common and is seen often in
AutomationDirect products is the use of the Modicon style addressing. This method employs
a PLC style address that contains a Modbus memory type in the highest digit of the address
followed by the offset from 1. A table is provided below that shows comparable addresses for
both of these addressing styles.

Equivalent

*Modbus Function Type Address Range Modicon Style héll'?"?:;tgf
Addressing

1. |Coils 0- 65535 00001 - 065536 1-2000

2. Discrete Inputs 0 - 65535 100001 - 165536 1-2000

3. |Holding Regs 0- 65535 400001 - 465536 1-125

4. |Input Regs 0 - 65535 300001 - 365536 1-125

* NOTE: “Memory to Read” column on Setup Automatic Reads web page

Automatic Read Status Data
Available in firmware 1.0.679 and later
The final selection on this page is the Status Data (Holding Register) Address which allows
the user to map a data area into the Gateway’s Modbus Holding Register memory which will
report the health of each of the automatic read operations. These 17 consecutive Holding
Registers area can then be read from the Modbus Gateway (using the Gateway Modbus

Address as Unit ID in the MRX instruction) to monitor the Automatic reads by the Modbus/
TCP Client.

Status Data (Holding Register) Address: |4[]U[J
show status data format

i Back [| Send [l Reset |

Click the “show status data format” link to display a page that explains the layout of the
data. The first register contains 1 Bit for each of the possible 16 Automatic Reads. Bit 0 =
Ist Automatic Read Operation, Bit 1 = 2nd Automatic Read Operation, ... Bit 15 = 16th
Automatic Read Operation.

A value of 1 in a Bit location means the last Automatic Read operation that corresponds to
that Bit worked and the resulting data is valid.

A Value of 0 in a Bit location means the last Automatic Read operation that corresponds to
that Bit DID NOT work, and the Error Count for that Read Operation was incremented.
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For example, if the Status Data Address is set to 4000, the data layout will be:

Holding Register Description

Bit 0 If set, 1st auto read entry is valid and communicating.
Bit 1 If set, 2nd auto read entry is valid and communicating.
4000
Bit 15 If set, 16th auto read entry is valid and communicating.
4001 Error count for 1st auto read entry
4002 Error count for 2nd auto read entry
4016 Error count for 16th auto read entry B
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Appendix A: Application Examples -

Example 1:
Using Modbus Poll to MB-GATEWAY with DL06 Slave

This example will illustrate how to use Modbus Poll, which is a PC based Modbus Master
simulator tool, to connect through the MB-GATEWAY to a DL06 PLC via 2 wire RS-485.

d

Internally Connecte:

—GND (D]

%+ |
—GND|(D]

Items needed for this example:
* MB-GATEWAY

* DirectLogic 06 PLC (any model)

¢ PC with Modbus Poll installed (free demo is available at www.modbustools.com)

* Small length of Belden 9842 or equivalent cable

* Z1-CMA15 ZipLink communication port adapter, 15-pin high density female to terminal block
¢ Ethernet switch and cables to connect from the PC to MB-GATEWAY

Step 1: Connect the MB-GATEWAY serial port to the DLO6 secondary

communications port.

Using the short length of Belden 9842, connect the MB-GATEWAY to the DLO6 Port 2 as

shown:

RS-422/RS-485

Gateway

ZL-CMA15
to DLO6 Port2

€RX+ ol

RX- (]
™>- ||

(Gateway contains a
120Q Termination Resistor
between RX+ and RX-)

X+ l‘\

RX+ 2 \@

TX- %

RX- oo
@ 050

GND % 888
g OOO
e

NOTE: If using a connector
other than ZL-CM15 or
ZL-CMA15L, jumpers must
be installed on the

PLC side:

Pin 11 to 14

Pin 12to 15

15-pin Female
D Connector

DL06

Port 2 Pin Descriptions

5V

Power (+) connection

TXD

Transmit data (RS-232C)

RXD

Receive data (RS-232C)

RTS

Ready to send (RS-232C)

CTS

Clear to send (RS-232C)

Recieve data (-) (RS-422/485)

O NN —

Power (-) connection (GND)

Power (-) connection (GND)

Transmit data (+) (RS-422/485)

- [Transmit data (-) (RS-422/485)

Ready to send (+) (RS-422/485)

- |Ready to send (-) (RS-422/485)

Recieve data (+) (RS-422/485)

Clear to send (+) (RS-422/485)

- [Clear to send (-) (RS-422/485)
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Step 2: Configure the DL06 PLC serial port and MB-GATEWAY serial port.

Connect to the DLO6 PLC with DirectSoft. Go to the PLC pulldown and select Setup >
Setup Secondary Comm. Port as shown:

& DirectSOFT 5 Programming - UNTITLED - [Ladder View] =13
File Edit Search Yiew Tools | PLC | Debug  ‘Window Help
rd
; n ) 02 Gy ey | W ?
(M % E A A AL S
‘ —— P .
—m— wz=d | = Lnk Setup.,,
2 2 | B v o
Datar | v
[adl Memary Map...
| =] | =]
& Toals...
Element . ’
7 v o). PLCMades... Ctrl-+ShiFE+HR,
T @iy Configure /O,
T iz, Password...
i Diagnastics 3 :E:
5 | | Setup P Es o Pause Bits... Ak
& o
T Q Clear PLC Mermary. .. s Owerrides... —( NOP ) AF2
? ::,- Copy corfig data from PLC to Disk, .. ;3' Memory Cartridge Name. .. =SFF
— = ~F3
q L Copy config data From Disk ta PLC... ;“_‘_ Retentive Ranges... ( )
ET T L= | —o( mnoP 4rk
‘Wakch Dog T
Al L Watch Dog Timer il
11 L% Initialize Scratch Pad... qiF
12 | H& 1o Corfig Selection. . ShiF3
13 S . —{ nop )
W & Tf0 Config Check, .. 4+
& £ poocm,. =
16 | & _|ﬂ Setup Sec, Comm Part.., [: ( NOP ) -Ifl-
17 ]
1 — 42k
18 w 43 Calendar... Y
< ¥ 7 ) Dviooo.., —( MOP )
|— ER e IR
Setup PLC Secondary Communication Ports 00001 /07680 |06
98 Intelligent IO,
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Setup the port as shown for Modbus protocol, 38400 baud rate, Odd parity, 1 Stop bit and
Station Number 1. Match everything else as shown. Note the Station Number configured in
the PLC. Once this has been done, click on the icon on the upper right hand side with the
arrow pointing to the PLC to save the settings in the PLC.

Setup Communication Ports El
Port: | Port 2 - Close

Protocol: Base Timeout:

[~ K-Sequence  800ms M
[ DirectMET 900 ms Help

v MODBUS 500 ms Q
[~ MonSeqaSCll) 3 Characters

[~ Remote 1/0

Time-out: | Base Timeout = 1 hd
RTS on delay time:| 0 ms 7
RTS off delay time: | 0 ms bt

Station Mumber:|1 i‘
Baud rate:| 38400 - Echo Suppression
_ " RS-4227485 [4-wite]
Stop bits:| 1 i R5-232C [2-wire)

@ Re. -
Pality:m * R5-485 [2-wire]

Port 2: 15 Pin
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In order to match the serial port settings of the DLOG to the MB-GATEWAY open up a web
browser, such as Internet Explorer, and enter in the IP address of the MB-GATEWAY to

access the main screen as shown:

{= Modbus Gateway - Windows Internet Explorer

@.\-_ je [E 192.168.15.47 v B+ %

Q] |pv

File Edt Yiew Favorites Tools Help

@ Modbus Gateway

MB-Gateway by Automation Direct.com

Gateway Modbus ID: 255 (0xFF)
Module Name: Modbus Gatewav 1
Module Description: Modbus Gatewav.
Ethernet Address: |00 E0 62 40 47 07
1P Setup: |[Address: 192.168.15.47 Subnet: 255.255.0.0 Gateway: 192.168.1.10
Booter Version:|5.0.53
OS Version: |1.0.597
Serial Port Configuration: |0-7-NONE-1-RTU
Slave TimeoutRetrys: Timeout=1000 Retrvs=2

Automatic Reads: Reading from: none
Show Status: Monitor Status Information
Firmware Updates: Hosteng com

(& € mrernet 4 v Biows -

For instructions on connecting with a web browser see NetEdit Configuration section in Chapter 3.
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Click on the link to the right of “Serial Port Configuration” and set up the window to match
the DLO6 PLC port and then click on the Send button to save the settings:

(= Get Serial Port Setup - Windows Internet Explorer E]E]
192.168.15.47 PIENESEIR ] |lo]-

Go-

File Edt Wiew Favorites Tools Help

EE[ Get Serial Port Setup

Serial Port Configuration

Baud | © 115200 O 57600 & 38400 19200 O 14400 O 9600 4800 2400 O 1200

Rate: | 600 2300

Parity:| O Even & Odd O None
Stop Bits: | @1 O2

G v Eaoow v

(& € mrernet

Done
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Step 3: Connect to the MB-GATEWAY using the Modbus Poll simulator

software. n
Once the software has been obtained from www.modbustools.com and installed according to
the directions provided from their website, open up the Modbus Poll software.

Click on the Setup pulldown menu and select Read/Write Definition as shown:

4L Modbus Poll - Mbpoll1 [=1[E3

File Edit Connection B
DEE&E X 22 23 | 101| B N2

B Mbpoll1 w Readwrite Disshled
x=0:Err=0:1D
Mo Connection

Shift+Fé

Excel Log...

Log...

Reset Counters F12
Use as Default

Read/write definition Port 1: 9600-8-E-1
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Configure the Read/Write definition for a simple read of the register 400001, which equates
to VO in the DirectLogic PLCs.

(see hetp:/fsupport.automationdirect.com/docs/Modbus_xref-pdf for more information on
Modbus addressing to DirectLogic PLC addressing equivalents).

Read/Write Definition X
Slave ID:
Furctior: | 03 Read Holding Fegisters (4] + |
Address:

-
Scan Rate: ms
Dizable

ReadAwiite Dizabled

Wigw

Rows

[ Hide &lias Columns
@10 C20 O80 O100

[ Address in Cell

Display: PLC Addresses [Base 1)

Enter in 1 for the Slave ID. This matches the Unit ID in the protocol that will determine which Modbus Serial Slave
will be targeted on the serial side of the MB-GATEWAY. Entering 1 here will match up to the Station Number
configured above in DirectSoft for the DL06 PLC.

Choosing Function 3 sets up the read for 4xxxxx registers. Checking the “PLC Addresses (Base 1)” in the lower
right corner matches the addressing to the cross reference chart mentioned above. Once this windows has been
configured as shown above, click on OK.

Now click on the Connection pulldown menu and select Connect:

*1. Modbus Poll - Mbpoll1 =3

File Edit Nellg=eiey® Setup Functions Display  View Window Help

Dﬁlm 05 06 15 16 22 23 101 B W2

§  Auto Connect »
x=0:1  Quick Conrect F5 : SR =1000ms [DISABLED]

Mo Connéction

Port 1: 9600-5-E-1
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In the Connection Setup window, choose the Modbus TCP/IP connection type. Enter the
IP address of your MB-GATEWAY module in the lower left hand corner. Match everything

else as shown:
Connection Setup E]

Connection -
[ Modbus TEPAP ~|

Mode

Serial Settings

Fesponze Timeout
1000 [ms]
Delay Between Paollz

s

Remote Server
IP &ddress Part Connect Timeout
[132.168.15.47 | |soz | 3000 | s

Click on OK to connect to the MB-GATEWAY.

If everything has been configured correctly, the counter next to “TX =” will increment rapidly
and the counter next to “Err =” will not increment. If the Error counter is incrementing,

go back and verify that all the steps prior to this one have been followed. If you get an error
that says, “Modbus TCP connection failed”, verify that the IP address of the PC and the IP
address of the GATEWAY are in compatible subnets and can communicate.

't Modbus Poll - Mbpoll1
File Edit Connection Setup Functions Display Wiew ‘Window Help

DEeE&E x O & 05 06 15 16 22 23 101 T K2

B8 Mbpoll1
x=60: Err=0:1D = 1: F = 03: SR = 100ms

Alias ‘ 40000

For Help, press F1, 192.165,15.47; 502
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Once Modbus Poll is communicating to the PLC, go into DirectSoft, open up a Data View
window and enter in VO and change the display type to “Decimal” to match the Modbus Poll n
software:

& DirectSOFT 5 Programming - UNTITLED - [Ladder View]

File Edit Search Mew Tools PLC  Debug  Window Help
[ L EDIT = b ok gy ey wew P
Wrtll-! N&- Open LAItIE Find e | OB Rau)n ‘Tl{( OSP i -
. —t— v \, . i =
“p wz=?

v Rt |Feienl NN B

Datal =l | Ladder View | 4k X EDIT
Decimal = [worD =] [O0] [ ][] E‘ rooe

Element | Status | Edits ~ 1

1] ] 0 =

z 1k
—1 F2
3
X : { wop ) 1E
5 | ©
G | 4k
R 3 { wop ) ~F2
B Erad
5] —=
0] 4 { nop 41
T shifz
1 ik
12| ShiF3
13 5 { nop )

4] A=+
15 ] y
— 4k
16| B { wor ) !
17

m 42k
3] > 7 { mnop )

| j 4« ¥

For Help, press F1 oK Online:DLOG D RGAN oot fo7sE0 |06

Change the value in data view for VO to various values and watch the value change in
Modbus Poll to match.
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Example 2:
Using Modbus Poll to MB-GATEWAY with CLICK Slave n

This example will illustrate how to use Modbus Poll, which is a PC based Modbus Master
simulator tool, to connect through the MB-GATEWAY to a CLICK PLC via 2 wire RS-485.

Items needed for this example:
* MB-GATEWAY

* CLICK PLC (any C0-01xx-x or C0-02xx-x PLC with 3 pin terminal RS-485 port)
¢ PC with Modbus Poll installed (free demo is available at www.modbustools.com)

* Small length of Belden 9842 or equivalent cable

* Ethernet switch and cables to connect from the PC to MB-GATEWAY

Step 1: Connect the MB-GATEWAY serial port to Port 3 of the CLICK PLC.
Using the short length of Belden 9842, connect the MB-GATEWAY to CLICK’s Port 3 as

shown:
RS-485 .

Gateway 3 Pin
g—GND o)l Terminal Block Port 3 Pin Descriptions
s RX+|(DIl = |+ 1 [ (oius) | Signal A (RS-485)
i RX- ®|] _T = LG 2 |(minus)| Signal B (RS-485)
3 TX- @I] @ 3| LG |Logic Ground (OV)
§ ™+ |l
=——anND|DIl

(Gateway contains a
120Q Termination Resistor
between RX+ and RX-)
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Step 2: Configure the CLICK serial port and MB-GATEWAY serial port.
Connect to the CLICK PLC with CLICK programming software. Go to the Setup pulldown

and select Com Port Setup... as shown:

= CLICK Programming Software - NewProject1.ckp - [Main Program]

Cy| File Edit  View M Program Instruction PLC  Monitor  Window Help = 1
NEH & System Caonfiguration... ¥ B3 ] U 4 ’(/ [y q ]
J O 20 |

Scan Time, ..

- ‘ ‘ Watch Dog Timer. ..

Password Setup... Chrl+Shift+P Online STopP Mo PLS Errar ‘ Nicknames ‘ Address Comments | Fung
| | MNavigsl  Dattery Backup Setp... B | c o E AF “ M Instuction List x
Program | Functio]  Inkerrupt Setup... Instruction 4
m CPU Built-in I/ Setup. ., END) Edge Contact 4
B Main P Software Setup.., Cormpare

Mg Subrouting Praogram Coil
[&@ Interrupt Program 2 NOP 3 éln Out
& rddress Picker =1 g?sel
@ Edit Rung Corments . 5 NOP } Timer/Counter
B Local Pragram Informatio | Tirmer
Syhtax Check ] Courter
Cross Reference Wiew 4 NOF ) Advanced
=& Manitor %3 Math
Status Monitor 3 NOP ) A Drum
= Data View |5k| Shift Register
Diataview [Eﬂopg;search
o] Textview 6 NOP ) ﬂgegfm
Crverride Wigw Program Control
7 MOF ) o] C:all
I [FoR| For
[naT] et
8 NOP ) o ||
< > Communication ¥
£ >
2 F3 “F2 | [*F3 | |SHF2] |SHF3 > <
Corn Port ¢ [B] Bit [X] integer [ Integeri2 words) [B] Floating point B Hex @] Text Ascii STOP 000078000 C0-02001-D | 1:1:AF
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Click the Port 3: Setup... button to configure Port 3 of the PLC.

COM Port Setup

There are only 3 ports on C0-02D01-0

CPU Madul

e Port 1:

The setup of this part is fixed.

It works as a netwark slave anly,

This pott is used For programming and maintenance only

Learn Mare. .. 1 [ Setup...

Port Z;

This port is used for general purpose communication
that uses RS-232,

This pott can be a network master or slave,

Learn Mare... ] [ Setup...

Part 3t

This pott is used for general purpose communication
that Uses R5-485,

This port can be a network master or slave.

[ Learn More... ] [ Setup... ]

[ o4 ] [ Cancel ] [ Help ]

Configure the port for 38400 baud rate, Odd parity, 1 Stop Bit and Node Address 1. Leave
the other settings as shown below. Note the Node Address number configured here. Once the
settings are configured, Click on the Ok button.

Com Port Setup Details @

Basic Configuration Yiring Details

Mode Address {1-247): -
Port3 RS-485 (Non isolation)

Baud Rate (bps): 35400

Port:

£[|£

3 pin Removable Terminal
Block.

Parity: |Odd

sopoi 1|

+
Advanced Configuration LG

Time-out Setting: | 500 ms v

Character Time-out {2-1000ms): 2 3

Response Delay Time (0-5000ms); | 0 :
[ oK ] [ Cancel ] [ Help
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Next, transfer the project to the PLC for the Port 3 settings to take effect. Select the PLC
pulldown menu and choose Write Project into PLC...

= CLICK Programming Software - NewProject1.ckp - [Main Program] EI@@

3| File Edit View Setup Program Instruction WZRsM Monitor Window  Help - |8 %
DEE 44 & L LR
Disconneck. .,
FOa0 HE
p Read Data from PLC...
H ‘ ‘ ﬁﬂ m @ B a ‘Write Datainto PLC, ..
B ol o) 2 PLG Error ‘ Nicknames ‘ Address Comments | Fune
Read Project from PLC... Chrl+F9 T
| | Navigation = E AF A |H Instuction List x
FProgram | Function | PLC Instruction 4
2 CalendarjClock Setup...
*} Ladder Program 1 — —— — END
= 'Ll_}w . 2 PLC Modes. ., Chrl+Shift+R )
&) Main Pragram
Mg Subrouting Program Errar Histary..,
[@ Interrupt Program I | dlear Memary... — ————( MOP}
& rddress Picker — Update Firmware. ..
@ Edit Rung Corments fis Recet
a : e} | Reset ta Factory Default el e— Timer/Counter
B Local Pragram Informatic | Tirmer
Syntax Check | Courter
Cross Reference Wiew 4 NOF ) Advanced
=& Manitor %3] math
Status Manitor 5 WA Drum
NOP ) 58| Shift Register
Ditaview! Eﬂ“"gxam"
Tant Wiew [ MOP ) Swi Search
Override View Program Control
7 NOP ) o] -l
L [Fee] For
[t] Mt
] NOP ) o ||EdEnd
< > " N Communication ¥
write Proje [B Bit [@ Integer [ Integer(2 words) [B] Floating point B Hex [T Text Ascii STOP 000078000 C0-02001-D | 1:1:AF
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Choose Ok and follow the steps when prompted to transfer the project to the PLC.

Read/MWrite Program

PC

Project Name: [ MEGATEWAY1

Project Name: [ MEGATEWAY1 |

Program Size (Total: 8,000 steps)

WlFrogram Size: Jsteps{  0.03 %)
EFree Area: 7,997 steps (99,97 94
i 3,000

Save Project ko PLC Memary
Recavery data is written with the project.
The praject cannot be read fram the PLC
without this option being selected.

Program Size (Total: 8,000 steps)

Project File (Total: 256,000 bytes)

MlProject File Size 964 bytes { 0.37 %)

MFree Area: 255,036 bytes { 99.63 %)

1) 256,000
Last Update: Mar 20,2011, 1Z2:10:27

Last Update: Mar 22,2011, 15:15:57

X

WlFrogram Size: Jsteps{  0.03 %)
EFree Area: 7,997 steps (99,97 94
i 3,000

[s]4 ] [ Cancel ] [ Help
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Now go into the MB-GATEWAY configuration and match the serial port settings to the
PLC Port 3 settings.

Open up a web browser, such as Internet Explorer, and enter in the IP address of the
MB-GATEWAY to access the main screen as shown.

ﬂ; Modbus Gateway - Windows Internet Explorer

@.\_ J~ [ 192,168,157 MIENEES

File Edit ‘Wiew Favorites Tools Help

(& Modbus Gateway

MB-Gateway by Automation Direct.com

Gateway Modbus ID: 255 (0xFF)
Module Name: Modbus Gatewav 2
Module Description: Modbus Gateway.
Ethernet Address: |00 E0 62 40 47 05
IP Setup: | Address: 192.168.15.93 Subnet: 255.255.0.0 Gateway: 0.0.0.0
Booter Version: |5.0.53
OS Version: | 1.0.597
Serial Port Configuration: 38400-8-0DD-1-RTU
Slave TimeoutRetrys: Timeout=500 Retrvs=0

Automatic Feads: Reading from: Slave 1
Show Status: Monitor Status Information

Firmware Updates: Hosteng com

[ € mternet 4 v| ®oow -
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Click on the link to the right of “Serial Port Configuration” and set up the window to match

the CLICK PLC port and then click on the Send button to save the settings:
(= Get Serial Port Setup - Windows Internet Explorer E]@
@.\:/. - [E 192,166.15.47 MIEE AR ] o[-

File Edt Yiew Favorites Tools Help

EE[ Get Serial Port Setup

Serial Port Configuration

Baud | (115200 © 57600 @ 38400 O 19200 O 14400 O 9600 ©4800 O2400 O1200

Rate: | 600 3300
Parity:| O Even ® Odd O None
Stop Bits:| @1 O2

H100% v

E e Internet ¥g

Done
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Step 3: Connect to the MB-GATEWAY using the Modbus Poll simulator

software. n
Once the software has been obtained from www.modbustools.com and installed according to
the directions provided from their website, open up the Modbus Poll software.

Click on the Setup pulldown menu and select Read/Write Definition as shown:

L Modbus Poll - Mbpoll1 =1k

File Edit Connection &

Functions Display View ‘Window Help
DEE&E X 90 23 | 101| B N2

EE Mbpoll1 v Read|Write Disabled
x=0:Emr=0:1D
Mo Connection

Shift+Fé

Excel Log...

Log...

Reset Counters F12
Use as Default

Readwrite definition Port 1: 9600-8-E-1
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Configure the Read/Write definition for a simple read of the register 400001, which equates
to DS1 in the CLICK PLC as shown.

= C|ICK Programming Software - NewProject1.ckp - [Main Program]

C] File Edit View Setup BEGHENN Instruckion PLC  Monibor  window  Help -
Ol & & Add Mew Subroutine Program... Chri+U ) M & & [ | 9
Add Mew Interrupk Program...  Crl+I
JCx0o H@
B e T I ]
== Edit Rung Comments. .. Chrl+E .
[ E STOP No PLG Error | Micknames | Address Gomments \ Fune
Lacal Program Information. .. 1
| ] Mavigation c D E AF | |H Instruction List x
Program | Funetion | pLg =T Pk e Instruction '
m Cross Reference View.., C EMD ) Edge Contact
B main Program — Fd compare
K1 Subrautine Pragram Coil
k- [ oot
& Interrupt Program 2 ROP ) -l
i
& Address Picker Cl gztset
o Edil Rung Commerts 3 NOP ) TimeriCounter
L& Local Program Inforratic | Timer
Syntax Check o Counter
EP Cross Reference View 4 MOP ) Advanced
=] manitar %3] Math
Status Monitor 5 NOP [T Drum
o B Data view |58 Shift Register
Dataview] fﬂ""gfemh
5 Text View B NOP ) ﬂs.aﬁfch
Override View ||| Program Control
s call v
Address P [Bl Bit [I Integer [ Integer(2 words) [El Floating point [H Hex [T] Text [Al Ascii STOF 000048000 C0-02001-D | 1:1:AF
— — . — =
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®# pddress

ker, : Edit Mode

Find: w | [#] Exact Match
M Address  &l[Data Type |MODBUS Address (Function code) |Nickname |Used |Init\a\ Value |Retant\va |Address Comment | -~
LL [T 400001 (03,06, 16) Mo Disable Yes
w ||DSZ [ 400002 (03,06, 16) Mo Disable ‘fes
¢ |Ipsa iy ] 400003 (03,06, 16) Mo Disable Yes
e R 400004 (03,06, 16) Mo Disable Yes
DS5 rane[ ] 400005 (03,06, 16) Mo Disable Yes
r D36 Furf | 400006 (03,06, 16) Mo Disable ‘fes
T ||ps7 Rr| J 400007 (03,06, 16) Mo Disable es
sc ||oss w1 400008 (03,06, 16) Mo Disable Yes
—_|pse e[ 400003 (03,06, 16) Ha Disable Yes
,? D310 Furf | 400010 (03,06, 16) Mo Disable ‘fes
oD ||os11 R 400011 (03,06, 16 Mo Disable Yes
oH ||os12 pe[ ] 400012 (03,06, 16) Mo Disable Yes
oF |[pst3 w1 400013 (03,06, 16) Mo Disable Yes
[~ |Dsi4 Furf | 400014 (03,06, 16) Mo Disable ‘fes
%0 ||os1s iy ] 400015 (03,06, 16) Mo Disable Yes
vo ||Dste pe[ ] 400016 (03,06, 16) Mo Disable Yes
o ||[pst7 w1 400017 (03,06, 16) Mo Disable Yes
pu— D318 Furf | 400015 (03,06, 16) Mo Disable ‘fes
D519 iy ] 400019 (03,06, 16) Mo Disable Yes
0 lpszo R 400020 (03,06, 16) Mo Disable Yes
_T*T ||ps21 rane[ ] 400021 (03,06, 16) Mo Disable Yes @
Data Tvpe Filer UsedjUnused Address Display MODEUS Address
[V pisplay Al DaTyDes (%) Display both used and unused () MODBLS 984 Addressing
Oisplay only used (CIMODELIS HES Addressing
m () Display only unused
[ K ] [ Cancel ] [ Help
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Serial Slave will be targeted on the serial side of the MB-GATEWAY. Entering 1 here will match up to the

Enter in 1 for the Slave ID. This matches the Unit ID in the protocol that will determine which Modbus
Node Address configured above in the CLICK programming software for Port 3. n

Read/Write Definition (x)
Slave ID:
Functior: | 03 Read Holding Registers (4x) |
Address:

(uantity:
Scan Rate: ms

Disable
Readwiite Dizabled

Wiew

Rows

[T Hide &lias Columng
®10 O O 0100

[ &ddress in Cell

Dizplay: PLC Addresses [Base 1)

Enter in 1 for the Slave ID. This matches the Unit ID in the protocol that will determine which Modbus
Serial Slave will be targeted on the serial side of the MB-GATEWAY. Entering 1 here will match up to the
Station Number configured above in the CLICK software.

Choosing Function 3 sets up the read for 4xxxxx registers. Checking the “PLC Addresses (Base 1)” in
the lower right corner matches the addressing to the cross reference chart mentioned above. Once this
windows has been configured as shown above, click on OK.

Now click on the Connection pulldown menu and select Connect:

¢ Modbus Poll - Mbpoll1

05 06 15 16 22 23 11 B W2

Auto Connect
Quick Connect F5

x=0:1

Port 1: 9600-5-E-1
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In the Connection Setup window, choose the Modbus TCP/IP connection type. Enter the
IP address of your MB-GATEWAY module in the lower left hand corner. Match everything

else as shown:
Connection Setup @

Connection -
| Modbus TEPAP |

Mode

Serial Settings

Flesponse Timeout
1000 [ms]
Delay Between Pallz

e

Remote Server
IP &ddress Part Connect Timeout
1321681547 | oz | [3000 [ ms]

Click on OK to connect to the MB-GATEWAY.

If everything has been configured correctly, the counter next to “TX =” will increment rapidly
and the counter next to “Err =” will not increment. If the Error counter is incrementing,

go back and verify that all the steps prior to this one have been followed. If you get an error
that says, “Modbus TCP connection failed”, verify that the IP address of the PC and the IP
address of the GATEWAY are in compatible subnets and can communicate.

i Modbus Pall - Mbpoll1 M(=1E3
File Edt Connection Setup Functions Display  Wiew ‘Window Help
DEeEE x O & 05 06 15 16 22 23 101 F W2

B8 Mbpoll1
x=60:Err=0:1D = 1: F = 03: SR = 100ms

Alias ‘ 430000

For Help, press F1, 192,168, 15.47: 502
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Once Modbus Poll is communicating to the PLC, go into the CLICK programming

software, open up a Data View window and enter in DS1 as shown. n
) Data View -[Data¥iey1] =13
[view override
Edit Fill Dowin ‘ Wi wirice Bl New values
Mo, |Address |Nickr|arne |Current Value ‘New Value |Write|\l'iewir|g Format -~
oot [Rlps1 . laoooon o Integer
ooz
o3
oo
oos
o0g
ooz
oog ~
Bewn

Change the value in data view for DS1 to various values and watch the value change in
Modbus Poll to match.
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Example 3:
Using P3000 as Master (Client) to MB-GATEWAY with CLICK
Slave.

Step 1: Connect CLICK to the MB-GATEWAY as shown in example 2.

Step 2: Connect P3000 CPU (P3-550) to MB-GATEWAY via Ethernet Switch

and Two Ethernet Cables.

Configure the IP address of the P3 CPU and the MB-GATEWAY to be compatible subnets.
Steps to configure the IP address of the P3-550 CPU areas follows:

Click on Setup on the top menu bar and choose “Hardware Configuration”.

4 Productivity Suite Programming Software, Version 1.4.1 (1) [Mo Name]

File Edit | Setup | PAC  Tools ‘Window Help
[} ) K@ Hardware Config ) Offline| -0 Online ) Chaose PaC | B
Application —} D Grarelzns Hardware Config Inskructions
> )
=3 Set ‘j Set PAC Time/Dabe  — Contacts A
=" 2 g Datalagger Rung Inskruction Tag Elack Tag Manitar
\ Ak | MO Contact (M
% Security Accounts O Comment O Comment Mame Detail | Detail Mode ] J J onkact {
(%) 158 33 3| # | MC Contact (HC
=) Write Program < * | MO Edge Cont:
Taq Database 1 z 3 4 s & 7 &8 9% 10 11 L] g -ontey
4 Tag
10 Cvervien —| ~ 0| 4| MC Edge Contac
Rung Comrnenl 1 EHD ) 5% | Compare Contan
ﬁﬁ Taqg Cross Refe Coils
=+ Monitor & Debw 2 END
[E] Data view [our]| oot Coil
38 Data Logger END [sEr]| set Coil
e el B J
< > [ksT]| Reset Coil
4 EHD ORJ| OR Out
Task Management Y 04 !
5 Tasks . oo ) [FL3]| Flasher
I3 Rwn First Scan Onl [0BN]| Debounce Coil
=-I2 Run Every Scan [1c]] Timed Cail
. JNew Task g END ) J
I3 Run Every Second [i5c]| Toggle Coil
1 Run when Called | 5 EMD ) [END]| Program End
E Disable Task
O Disable Tas A4 [NoP]| Mo Operation
< » < 2 |
User Mo Security | Task Mew Task Rung 1 Column 1 | PAC Offline | Project File Status Saved PAC Project Status Run Time Transfer
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Double click on the image of the P3-550 in the center of the hardware configuration.

Hardware Configuration b

~
i i Hardware Components =
Read Configuration Locsl Base Group # 00 P

Base Chassis

|

[=-PAC Base Groups 48

P3-03B

Peripheral Devices P3-058

P3-088

P3-118

Main CPU

P3-550

Discrete Input

P3-08MD35

P3-16MND3

P3-32ND3

= P3-64ND3 -

P3-08MNAS

P3-16MA

P3-165IM

Discrete Dutput

P3-08TD1S
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Click on the “Ethernet Ports” tab and configure the IP address in the “Use the Following:”

IP address field. Once the correct IP address and Subnet Mask is entered, click on the OK
button and close the hardware configuration window.

P3-550

X

Options | Ethernet Parts | Serial Ports

- External Ethernet Port
Part Name CPU-ETH-Ext

Part Security Option () Read Only
(%) Readwrite

TCR{IP Settings

() Use current: settings

() Use DHCP

(%) Use the folowing
1P Addrass
Subnet Mask
Default Gateway

Timeout between data query and
response

{100-30,000 msec) %100 msec

Modbus TCP Port (1-65535) s02

Cormm Heartbeat Value (2-1,000 sec) l:l sec

- Local Ethernet Pork

Timeout between data query and response

{20-20,000 msec) %10 msex

Comm Heartbeat Yalue (200-10,000 msec) %100 msec

[ K H Cancel H Help
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Transfer the project to the PAC in order to have the new settings take effect. To do this,
select File from the pulldown menu and then Transfer Project >To PAC...

(- Productivity Suite Programming Software, Yersion 1.4.1 (1) [Mo Name]

File | Edit Setup PAC Tools Window Help
1 Mew Projert 4 online 7} Choose PAC | a8 L I EN-X1IFS 1K
’{J Open Project... Instruckions
Gl Rt Zoom Contacts 49
EH save Project: s e Rung Instruction Tag Block Tag Manitar 1F | MO Contact (NC
X ment O Comment O Comment Mame Detail O Detail Made o j ontact {
Save Project As... 33 3 | # |MC Contack (MO
| ¥
B Import 3 gt | Mo Edge Contac—
1 z 3 4 5 & 7 g 9 10 11 ﬂ g% tontag
& Export » | ~ Af | NC Edge Contac
g Compile Project F3 | BE 5% | Compare Conta
Transfer Project ] To PAC... Shift+Fg Coils
I | j[= 1o [ el END Y
Prink Setup... i FromPAC.., [ou]| Qut Coil
Prink Previevs "  ToUSBDrive... END ) [3E1]] Set Coil
Jg Print... CerhP | 20 From Lss Drive. . — | [s1]| Reset Coil
Project Properties ek ) [BR]| OR Out
S Exit oo [Fu3]] Flasher
T R Tirst Sean o ) [o8h]| Debounce Coil
Run Every Scan [ Timed Coil
6 e ) .
1.5 Run Every Second [16c]| Toggle Ceil
1.5 Run When Called - EMD ) [enn]| Program End
5 Disable Task . [No#]| Mo Operation
< | > < | > L ™
User Mo Security | Task MNew Task Rung 1 Column 1 | PAC Offline | Project File Status  Saved PAC Praject Status Run Time Transfer
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Step 3: Configure the MRX instruction to read data from the MB-GATEWAY.

Double click on the instruction MRX Read to configure the MRX instruction as shown.

Modbus Read (MAX) X

(%) Ethernet Port | CPU-ETH-Ext hd In Progress |Clickl_Readl_InProg B

leadics]|152.168.15.93 Complete |Clickl_Readl_Comp  w B

TCP Park Number | 502
Success |Clickl_Readl_Success w» B
Slave Node Number 1| {Default=255)

Error |Clickl_Readl Err £ B

Serial Pork
o Timeout |Clickl_Readl_TimeOu B

Exception

e, Tlickl_Readl_ExResp B

[] Automatic Paling

[ Skip execution if buffer is greater than

‘Word Swap Slave Modbus Starting Address 1| + 400000
[ Map 32 bit data to 16 bit (%) Modbus Decimal Addressing
() Zero Based Maodbus Addressing

Madbus Function Code | 3: Read Holding Reg...
Tag Mame Mapping  Mumber of Tags 1%

(&) Mon-Array Tag
1 CLICK_D31

() Array

[] Shaw Instruction Comment

oK ][ Cancel ][ Help

IP Address: address of the GATEWAY.
TCP Port Number: Leave at default 502.

Slave Node Number: This should match the Node address of Port 3 of the CLICK PLC.
Leave at 1 in this case.

Slave Modbus Starting Address: Set to 1 to read address DS1 in the CLICK PLC.

Tag Name Mapping: Create a Tag called CLICK_DS1 as an Signed Int 16 Tag to read in
DS1 from the CLICK PLC.

Use the status bits and Exception Response String to verify whether communications were
successful or not. If the Error bit comes on, look at the Exception Response String to see
which error occurred. If the Timeout Bit comes on, check the IP address settings of the
P3-550 and the GATEWAY and make sure that they are in compatible subnets.

If the Successful Status bit comes on, add the CLICK_DS1 tag to the Data View at the
bottom of the Productivity Suite Programming Software and check the values. Change the
values in the CLICK data view for DS1 and verify that the CLICK_DS1 tag matches.
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Example 4
DirectLogic 06 (H0-ECOM100) as Master (Client) to n
MB-GATEWAY with Mulitple GS Drives as Slaves.

Cable end marked
DirectLOGIC _ “Drive Side”
DLO6 PLC T
w/ ECOM100
10.11.0.221

Ethernet Cat5e
MB-GATEWAY
10.11.0.233
E3 UnitID 1

GS Drive
ZL- CDM RJ12X4 Node ID 2

Stride Ethernet
Switch ) RS-485
GS-RJ12-CBL-2*
*Caution - Wire ONLY the pins connected by
the cable. The drives DC power available at
the RJ12 pins will affect other drives if other
pins are connected

Ethernet
Cat5e

Cable end
marked
“Drive Side”

GS Drive
Node ID 3
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Step 1: Set up Peer to Peer Configuration
In NetEdit, Scan Network to find your HO-ECOM100.

Set the Module ID, IP address and Subnet Mask as appropriate for your network. In our

example, we use 7, 10.11.0.221 and 255.255.255.0 respectively.

General Settings

Module ID: |7 5'
Mame: |HD-ECOMI00

Deseription:  [HO-ECOM100 Ethernet
Communications bodule

=]

" Dbtain an IP address automatically

&+ Use the following IP settings

IP Address: m.n 0

Subnet mask: 255 . 255 . 256

Gateway: b v
Cancel |

c2a

x]

0

0

In the ECOM Settings tab, click the Peer to Peer Config button. Add the Devices

appropriate for your project.

Peer, to Peer Configuration

1
2
3

Device | Protoool

Configuration
Modbuz/TCP
Modbus/TCP
Modbus/TCP

IP =10.11.0.233, Port = 502, Unit ID =1
IP =10.11.0.233, Port = 502, Unit D =2
IP =10.11.0.233, Port = 502, Unit 1D =3

Add,

Edit...

Delete

Delete Al

Cancel

).

In our example we have added three devices that are the MB-GATEWAY:

Device 1 is the Automatic Reads table that resides in the MB-GATEWAY, so it is configured

with the MB-GATEWAY IP address and the MB-GAEWAY Unit ID.

Device 2 is the first drive. It is configured with the MB-GATEWAY IP address and the first

drive Unit ID.

Device 3 is the second drive. It is configured with the MB-GATEWAY IP address and the

second drive Unit ID.
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Step 2: Set the Serial Port Configuration
In the NetEdit Module List, select your MB-GATEWAY. Set the IP address and n

subnet mask as appropriate for your network. In our example, we use 10.11.0.233 and

255.255.255.0.
Click Start Web Based Config... To set the Gateway Modbus ID as appropriate for your

network. In our example, we use 1.

Set the Serial Port Configuration as appropriate for your network. For our example, we use:
Baud rate = 19200

Parity = Odd

Stop bit =1

Step 3: Set the Communication Parameters
Set the communication parameters in the drives as appropriate for your network.

In our example:

Parameter . . .
Number g:;glqlp%}g:‘l First Drive  Second Drive
P9.00 Drive ID 02 03
P9.01 Baud Rate 02 02
P9.02 Modbus RTU, 8-0dd-1 05 05
RS-485 interface,
P3.00 Keypad STOP disabled 04 04
Frequency determined by
P4.00 RS-485 interface 05 05
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Step 4: Using Automatic Reads
In the MB-GATEWAY browser configuration utility, click the Automatic Reads link. Slave
number 2 is the first drive and Slave number 3 is the second drive in our example. Configure
the lines as appropriate.

For our example, we will read the status registers for each drive:

{2 Setup Automatic Reads - Windows Internet Explorer, (=1
@\:‘;v 10,110,233 ][ &[] [x] [*0 |[2]-
File Edt ‘Wiew Favortes Todls  Help x @snagt B
M setup Automatic Reads
2
Setup Automatic Reads
Gateway Modbus Address = 1
Auto Assign Gateway Addresses
Mo e, St Siewar
Address Elements Address
[3HoldingRegs ~|/[2 | [s448 || [4+ || |
[3HoldingRegs ~|/[3 | [s#48 | [6 | | |
[oUnsedtmy M0 |0 |0 |
[ounseatmy M0 |0 [0 ][0 |
[ounsatmy Mo J[0 [0 ][0 ]
[oUnseatmy |0 | 0 |0 |
[oUnsedtmy M0 |0 |0 |
[ounseatmy M0 |0 [0 ][0 |
[ounsatmy Mo J[0 [0 ][0 ]
[oUnseatmy |0 | 0 |0 |
[oUnsedtmy M0 |0 |0 |
[ounseatmy M0 |0 [0 ][0 |
[ounsatmy Mo J[0 [0 ][0 ]
[oUnseatmy |0 | 0 |0 |
[oUnsedtmy M0 |0 |0 |
[ounseatmy M0 |0 |0 ][0 ]
.
v
4| Done [ €@ nternet 4 v Biows - >
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Step 5: Access the Automatic Read Data
The ECRX iBox is used since the data will be read by the ECOM100, rather than a serial n

connection
[[=T=] <]
ECOM100 RX Metwaork Read
ECRX IB-740
ECOM100#
Wiarkspace
Slave ID
Fram Slave Element (Srch
Murnher Of Bytes
Ta Master Element (Dest
Success
Eror

MB-GATEWAY-USER-M Hardware User Manual, 1st Ed. Rev. H 02/21 I A_ 3 3



Appendix A: Application Examples -

ECOM100 Config

ECOM100 IB-710
ECOMI00# KT
Slot K2
Status Y400
Warkspace Yd01
Msg Buffer (5 WORDs) ECOMT
FirstScan
- LD
SFPO
2 — | K0
ouT
FAA Ok Count
Wana
ouT
R Fail Count
= ValE
_on ECOM100 Fx Network Read
. |5F'1‘ ECRX IB-740
[ r
ECOMIO0# KT
‘Workspace Wal3
Slave ID K1
Fram Slave Element (Src) TAD
Humhber Of Bytes K20
To Master Element (Dest)  “2000
Success 100
Errar 10
SP1_Ngt1RD>é_T_OK MCH
1 R Ok Count
4 |T} V505
SP1_Metni ¥ Ok
102
i —
BP1_NEt$I§_?_FaiI EE
I R Fail Count
5 |T | Y506
SP1_Metw_7_Fail
c103
i S—
B { eno )

ECOM100# = defined for this DL program in the ECOM100 iBox in our Rung 1
Workspace = an internal, private register used by this iBox and MUST BE UNIQUE in this

one instruction and MUST NOT be used anywhere else in your program.

Slave ID = The MB-GATEWAY Modbus Gateway ID, 1, since we are reading the

Automatic Read data stored in the MB-GATEWAY
From Slave Element (Src) = the Gateway Memory Address identified on the

MB-GATEWAY Setup Automatic Reads config page. Note that the address in the
MB-GATEWAY, “0” should be entered here as “V0” and DirectSoft software will change the
name to TAOQ. This is a naming convention for addresses internal to the PLC and will not
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affect either the targeted address or the use of Timer 0 in the DL program.
Number of Bytes = 20. Since our addresses for both example drives are contiguous, we can n

read all 10 elements with one iBox. Each element is a word, 2 bytes, so we want to read 20
bytes to get all 10 elements.

To Master Element (Dest) = the location where the slave data will be placed in the master
ECOM100 PLC

Success = a bit that will turn on once the request is completed successfully

Error = a bit that will turn on if the instruction is not successfully completed
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Step 6: Read and Write from the DL06
To Read data from a drive instead of using of the Automatic Read feature of the
MB-GATEWAY, and to Write data to the drive, the Slave ID in the ECRX and/or ECWX
iBoxes will be the Drive ID. The From Slave Element and/or To Slave Element values will be
the addresses in the drive

|
1

ECOM100 Config
ECOM100 IB-710
Network #7 uses the H2-Ecom100 in Slot 2. ECOMI 00 # ved
It will use the range of V-memory from V402 - V502 as the clot K2
working buffer. Status wA00
workspace w401
Msg Buffer (65 YWORDs) V402 - wanz2
_FirstSean
SPO =
2 —| | Ko
On the first PLC scan, set the Comm Error and Comm
Success count registers to 0. our
R Ol count
V3000
ouT
RHMA Fail count
= w3001
_FirstSean
SPO =
cJ s— K350
For our example, we will write frequency 35.0Hz into each
of our drives. This rung will load the decimal value 35.0 BIN
into V-memory address ¥2100 AND a "1" into V2010 that
will write to the Run/Stop command. ouT
w2100
LD
K1
ouT
= V2101
EST ECOM100 RX Metwork Read
4 | | ECRX IB-740
[ I
ECOMI00# KT
Workspace Wal3
Slave ID k2
From Slave Element {Src) W20400
Mumber Of Bytes KB
To Master Element (Dest) V2000
Success 100
Error 1M
ECO100 W Metwark Write
ECHW IB-741
ECOMI00# KT
orkspace Wal4
Slave ID K2
From master Element (Src) V2100
Humhber Of Byles K4
To Slave Element {Desty V4432
Success 102
Etror 103
continued
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ECIWH_DevZ_ Ok
c102

| {—

ECR¥_Dev3_0K
c104

I | [ —

ECHiH_Devd_0K
C106

N | F—

ECR¥_Dev2_Fail
c101

T}

‘ ECOM100 Rx Netwark Read

ECRX 1B-740

ECOM100# KT

Workspace Wans

Slave ID K3

From Slave Element (Src) W20400

Mumhber Of Bytes Ka

To Master Element (Dest) Y2020

Success c104

Errar C105

ECO100 W Metwark Write

= ECWX 1B-741

ECOM100%# kT

Workspace VE06

Slave ID K3

From Master Elernent (Srcy Y2100

Mumber Of Bytes 4

To Slave Element (Desty 4432

Success C106

Error c107

INCB
ECRX_Devi_OK
o100 RHM Ol count
|7l V3000

Count successful ECRX and ECWYX transactions.

INCE
R Fail count

ECW_Dev2_Fail
c102

S | —

ECRX_Devi_Fail
C105

I | T—

ECWH_Dev3_Fail
cioy

i

w3001

Count failed ECRX and ECWX transactions.

{ EnD )
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=] ]
ECOM1 00 RX Metwark Read
ECRy 1B-740
ECOM100#
iarkspace
Slave ID
Frarn Slave Element (Sre)
Murnber Of Bytes
To htaster Element (Dest
Suceess
Error
In our example ECRX boxes:

ECOM100# = defined for this DL program in the ECOM100 iBox in our Rung 1.

Workspace = an internal, private register used by this iBox and MUST BE UNIQUE in this
one instruction and MUST NOT be used anywhere else in your program.

Slave ID = The GS Drive Node ID, 2 or 3, depending on which drive we target

From Slave Element (Src) = V20400 equates to Status Monitor 1 in the GS Drive (Hex 2100
and Modbus Decimal 48449). See GS Drive manual for details.

Number of Bytes = Each Modbus register (element) that we want to read is a word, 2 bytes;
in our example we will read 3 status registers.

To Master Element (Dest) = the location where the slave data will be placed in the master

ECOM100 PLC
Success = a bit that will turn on once the request is completed successfully

Error = a bit that will turn on if the instruction is not successfully completed

IxT=] 5]
ECOM1 00 W Metwork Wiite

ECW 1B-741
ECOMI00#
Workspace
Stave ID
From Master Element (Src)
MNumher Of Bytes
To Slave Element (Dest)
Suscess
Error

In our example ECWX boxes:

ECOM100# = Module ID, set in NetEdit and defined for the DL program in the
ECOM100 iBox in our Rung 1

Workspace = an internal, private register used by this iBox and MUST BE UNIQUE in this
one instruction and MUST NOT be used anywhere else in your program.

Slave ID = The GS Drive Node ID, 2 or 3, depending on which drive we target

From Master Element (Src) = the location of data in the Master PLC that will be written to
the drive
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Number of Bytes = 4. In our example, we will write the speed (2 bytes) to the Comm Speed
Reference register and set the next register to RUN (2 bytes)

To Slave Element (Dest) = the Modbus register where the data will be written in the drive.
In this case, V4432 equates to P9.26 Comm Speed Reference. See GS Drive manual for

more details.

Success = a bit that will turn on once the instruction is completed successfully

Error = a bit that will turn on if the instruction is not successfully completed
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Appendix B: Modbus Error Codes -

Modbus Error Codes

Error Code Name Explanation
The function code received in the query is not an allowable action for the slave. If a Poll
01 ILLEGAL FUNCTION  |Program Complete command was issued, this code indicates that no program function
preceded it.
e data address received in the queryis not an allowable address for the slave.
02 [, sEOALOATA The data add ived in the queryis not an allowable address for the s!
03 ILLEGAL DATA VALUE |A value contained in the query data field is not an allowable value for the slave.
04 SLAVE DEVICE An unrecoverable error occurred while the slave was attempting to perform the requested
FAILURE action.
The sla(\j/e hads acce[ﬁd the request and is pcriocessing it, but a long durati]gn of time will be
required to do so. This response is returned to prevent a timeout error from occurring in
05 ACKNOWLEDGE the master. The master can next issue a Poll Program Complete message to determine if
processing is completed.
The slave is engaged in processing a long—duration program command. The master should
06 SLAVE DEVICE BUSY retransmit the message later when the slave is free.
NEGATIVE The slave cannot perform the program function received in the query. This code is returned
07 ACKNOWLEDGE for an unsuccessful programming request using function code 13 or 14 decimal. The master
should request diagnostic or error information from the slave.
08 MEMORY PARITY The slave attempted to read extended memory, but detected a parity error in the memory. The
ERROR master can retry the request, but service may be required on the slave device.

MB-GATEWAY-USER-M Hardware User Manual, 1st Ed. Rev. H 02/21 I B_z




SECURITY CONSIDERATIONS
FOR CONTROL SYSTEMS
NETWORKS

APPENDIX

C

Security Considerations for Control Systems Networks...........cccccevvvmueieiiiniiinnnnnennn. C-2

In this Appendix...



Appendix C: Security Considerations for Control Systems Networks -

Security Considerations for Control Systems Networks

Manufacturers are realizing that to stay competitive, their Automation and Control Systems

need to be more integrated within their plant. The systems often need to be integrated with

upstream Enterprise Data Systems, and even further integrated to allow information to be

accessible across multiple plants, or even through the Internet. This convergence of the IT

world with the Automation World creates challenges in maintaining secure systems and n

protecting your investments in processes, personnel, data and intellectual property.

While Automation Networks and Systems have built-in password protection schemes, this
is only one very small step in securing your systems. Automation Control System Networks
need to incorporate data protection and security measures that are at least as robust as a
typical business computer system. We recommend that users of PLCs, HMI products and
SCADA systems perform your own network security analysis to determine the proper level
of security required for you application. However, the Department of Homeland Security’s
National Cybersecurity and Communications Integration Center (NCCIC) and Industrial
Control Systems Cyber Emergency Response Team (ICS-CERT) has provided direction
related to network security and safety under an approach described as “Defense in Depth”,
which is published at heeps://www.us-cert.gov/sites/default/files/recommended practices/
NCCIC ICS-CERT Defense in Depth 2016 _S508C.pdf.

This comprehensive security strategy involves physical protection methods, as well as process
and policy methods. This approach creates multiple layers and levels of security for industrial
automation systems. Such safeguards include the location of control system networks behind
firewalls, their isolation from business networks, the use of intrusion detection systems,

and the use of secure methods for remote access such as Virtual Private Networks (VPNs).
Further, users should minimize network exposure for all control system devices and such
control systems and these systems should not directly face the internet. Following these
procedures should significantly reduce your risks both from external sources as well as internal
sources, and provide a more secure system.

It is the user’s responsibility to protect such systems, just as you would protect your computer
and business systems. AutomationDirect recommends using one or more of these resources in
putting together a secure system:

* ICS-CERT’s Control Systems recommended practices at the following web address:
https://ics-cert.us-cert.gov/Recommended-Practices

* Special Publication 800-82 of the National Institute of Standards and Technology — Guide to
Industrial Control Systems (ICS) Security
https://csre.nist.gov/publications/detail/sp/800-82/rev-2/final

* ISA99, Industrial Automation and Control Systems Security
http://www.isa.org/MSTemplate.cfm?MicrositelD=9888&Committeel D=6821
(please note this is a summary and these standards have to be purchased from ISA )

The above set of resources provides a comprehensive approach to securing a control system
network and reducing risk and exposure from security breaches. Given the nature of any
system that accesses the internet, it is incumbent upon each user to assess the needs and
requirements of Security Considerations for Control Systems Networks their application,
and take steps to mitigate the particular security risks inherent in their control system.
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